
~ 
~· 

{ TC\0) 

t 
~ r CONFI~ENTIAL //SY CHANNEL// 

" t DE RUQMHR #V-36? /01 269 ** 
"' ZN! CCCCC ZZli CL SS: r 0 2el332Z S~P 7 ; 

[ lM AMEt'BAS 5 Y T;:'!R .•.N 
~!: GF: 

!r !O l!Ut;HC/Sl:CS'.i'A'If -•. -,.sgrc I~MFLP I 2 - '' 
L RUFNPS/AMEMBASSY PARIS IM'IEIIIAT': ?3:'7 

AD ov 
TT : 

BT CJ.· AR: 
C 0 N F I D E ~ T I ~ L SECT I 0 ~ 21 0 F ".? rn:tA·~ 1J357 'l: 

SY CHANiEJ, 

DEPT .FOR A/SY/CC ALSO PLS•SE PASS '!'0 usss; Uill3 FOR '.SO 
EPLEASE PASS TO USSS 

:E.O. 12065: ;}DS 9/25/85 (GCLACI'lSll, ALA'i) CR-A 
!TAGS: ASEC 
~SUPJBCT: INFOR~AIION co~:ER~IN~ ALLEGEC COUNTFRFEITI~~ ~1~1 
0 

£1. ENTIRE ~EXT CONFIDl~TIAL. 

i 
i2. ON SEPTEMBER 20, 1979, \AZEMIAN, RASOL (tP)B U~(~OWN1 
lCONTACTED THE SECURITY OFFICE AND ADVISED TE~! HE "AD 
~INiORMATION CO~CERNING AN ALLElED INTER~ATIONAL COUNTIR-
8nITINl :ctIN:; DH.LIN'.: IN U.S. DOLLARS. f.A3E"IIA1',, .!H8 ~AS 
;HEN INTERVIEWED ON TWJ SUBSEOU>:NT OCCASIONS, '1AS PRO
•vIDED THE FOLLOl.'B:; INFORMATION AS YIELL AS iii!Ar !PP"Aq '.!':J 

BE TWO COUNTERFIIT U.S. BILLS. 

3. ACCORDINJ TO SOURCE, THERE IS AN INTERNATIO~AL 
ORGANIZATION ~iiI:H IS SMU'.:'.:LIN'.: CCUNTIRFEIT U.S. ~OiL,ES 
AND GER~AK ~AR~S IKTO IRA~ ANC OTHER MICDLE EAST COUNT3I?S 
.FOR SALE. THE PftP~'F. FOR TllE "-ILLS AJ,LEGEDT.Y Oii!:;IK~T~S 
IN PARIS, ~UT 1Rr BILLS ARE R5PORTEDLY PRINTE~ IN IST~N3UL, 
TURIEY. THE tENCMINATICNS A~E PHIMARILY 52 AN[ 110 
DOLLAR BILLS. SOURCE dAS PROVIDED TnE RSO WITH ONE 5° 
ANt ONE 100 tCLLAR BILL. THE BILLS APPEAR TC !'AH "E"~ 
PRODUCED BY A PHOTCMECHA~ICAL PROCESS AS TR~ CUALITY OF 
TEI PAPER IS FrCR,lNL THE BILLS LACl REC ~ND !11E FI~EhS. 
TRIHE IS ALSO A LOSS OF DFrAIL ON THE BILLS AND SEVERAL 
MINOR FLAWS. THE 51 DOLLAR BILL IS A SFRIES 1974, !A~Y 
PLATE NO. I 12, BAC~ PLATE NO. 22, CfiECC lETTFR E, ~UA~"AN~ 
NUM~ER 2, FECE,AL RESERVE NUMBFR 2, SERIAL ~UM?ER 
!43??1109A A~t THE FEDE~AL RIS~RVE BANI IS iEt YO~~. 7~! 
1B0 DGLLAR ~I:L IS A SERIES 197'. Fl~B '~A~E \~. C22, 
F:SD!:RAL FL~S r:tv £ ·, U~B -~? 2. 3A~' r>~AT'S i\U'1i3~R lf' s ;_ •:" 
lETTER C, ~;gnA'JT ',JJM:0".': 7' 2, SERIAL NUMBER B73'-955ciA ~I;; 
THl FEr!RlL RESERVE BAN{ IS NEW YORi. SOURCE ~ILLI~~Lf 
TURNED OVER THE BILLS iITH THE U'iCf,RSTANt!NG THAT HF. 11'0'11B 
NEVER SEE THE~ A}AIN. SOURCE. HI~SELF, STATED fHA~ TRE 
BILLS WE3E 0? POOR QUALITY, ANE AtLEt TEAT •E WOULD !E A31' 
?O PROVI~l ArDITIO\AL rILLS OF nETTE~ QUALITY \"tT WEE~. 
TRl ~LLS C»AT '.:E PiOVIDEL ,,RE ~~L;c;EtLY 'ARr :,, ' ;,a-;
~IL~ ~ DOLL'R SHIF~FNT T ~T AiRI?E~ I~ T~HRl~ ~U•INl ?HE 
~EE: F SEPtFMI•R 12. ~ SE~O~D SHIPMENf OF APPROXIMATlLY 
ONE LLIO~ DOLLoRS IS SUPPOSED ro ARRIVE IN TERR!N rURIN} 
TJI '!EI O! OC?OBiR 1. hCCO!JINJ TO SOUR:v, TR• tiILLS 
THAT i\RRIVE'C ))URI N; THE WEE{ OF SEPTl'"IB~R 1~ WERE PRUT ED 
0~ POOR PAPER, AND HAD BEEN CUT UNEV~NLI. THE OCTOBER 1 

~ONFI "!IL 
~ 'i -~: /2~ /7. 
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SHIPM Ni IS SU PDSF1 TO Bi PRIN!EI ON BFTTE~ QUALIT< PIPER. 
SOURC Ano1r T IT THERE IS A RUSH TO GET TH! ONE MILLIO~ 
CCLlA SEIPMEN !NfO TEHRAN BECAUSE Cl THE UPCO~ING HADJ. 

~. SOU!CE STATED iBAT HIS CONTACT 'ITH THE COUNTERF!IT 
o~;J~IZATIO~ IS THROU}H rwo TUR<ISH MALES WHO RISIDE I~ 
i~~~AN ON A~ IR!:GULAR BASIS. T~E FIRST INCIVIDUAL, WHO 
I> \C•N O~LY EY HIS ~IC~NAME "S~AF<I" (SPILLED PHONETICAYl 
•AS LESChlBE~ AS BEING 33-35 YEARS OLD, SHORT IN HEIGHT, 
o2C•~ ~AIE WITS l 1UST~CRE. THE SECOND INPIVIDU!L, AGAIN 
J'iLY _NO.IN 3Y ~IS ~'IC~NAME "'HOLLIS" (SPELLED PHONETICALLY), 
E ?_-::r, Y:hitS ·orr., APPROXIM!TZLY :,' g" I~ HEDHT, DH . 
. :u~. •Eds " F:JLL !;!;AD ~ND 'HS A LARGE SCAR A:ROSS HIS 
FACi. e~ C•SCi!FEf ':'~EIR ~RESS AS ~!INJ ~IPPY IN STYLE. 
:c liil BESr OF SOURCE'S lNOVLEDlE, BJTii INCIVIDUALS Ai! OF 
r:? ISE NATIONILITY A~[ NEITHER RAVI A POLICE R!CORJ IN 
.inA~· :i?. 'I:;i{~Y . 

•. ~2~':i s:1:1n TnlT HE FIRST CAME INTO CONTACT iITH 
•,!~ I AFPiCXIMAliLY THEEE YEARS AGO WHEN SHAV'I WlS ~JYI~1 
~i'o :~· !' .. '~· 5,JU:l.CE, <i:iO S!'EHS TUil.O:ISH, WAS INT'l.OD:JC<:D 
TifCV1E A lkIENC ANt SCilRCl ASSISTED SHAF{I IN THE PUhGHASi;; 
OF V1dlCL~S. SOURCE VENT ON TO SAT THAT HE HAD GIVEN 
~LA~"I ~C~~y ~G ?UKCHASE A CAR FO~ RIM, !UT SHAF~I CIS-
1.PP·:.Aa:r: •Dri _us "'ONEr i!I':'HOlJT PRODUCING rHE CH. APPROX
r~AT•!Y 2~ ~~y~ AGC, SOURCE HEARt T~AT SHAFiI ~AS BAC~ IN 
i0\~ f~= i!S ~:L~ lO Mi'.! CON~ACT ~ITH HIM. SJJRCE'S 
~l~IV~ FCk CC~TASTI\} SH,l'I WAS TO ATTE~PT TO RECOVER ElS 
LCS~ ~O,!Y. rURI~l HIS MEET!~} ~ITH SHAF,I, HE i!S OFFERED 
A PCSITION IN T&? RCIE OF "MAR!ETIN~ '}ENT" FOR THE COUNTER
EI:· .dLLS. SOlJOCf STlrED TE!T oE •AS TRJSUD BY SHAH I 
~rCAlSi Hi EAI NEV:R T~R~Er HI~ INTO THE POLI:E WHE~ 
Si!~:r JIS~P:~AFED ~ITH EIS ~ON~Y. IT IS SODRc~·s UNDl~
~,A~iI~G ~~A7 SH;~ I AN: "JLLIS SELL THE MONEY IN I~A~ JOR 
sc·~rn,;E H ~!'R.~Y. I~ HrITIO~. HE STATEI' rqA~ SH,?{! 
&Nl ~CLLIS fJ NOi ~RINl THE ~ONEY INTO IRA~ THE~SELVES, BUT 
I! IS s~uJJLEL IN TO TSEM. HF BELIEVES T~AT ~OST Oi "HE 
CUR~FNCY ~JvLS I~ BY TRJCi. SHAFI! ANI HOLLIS. IN TURN, 
~s~ IM!!~I~~~IS LI~~ SJJir• TO SiLL TijE CU~RE~c·. SC~RC! 
.~:.s.:; S'l11'i~D 7:,~·z· T.:?Y l11'JLiz;, yor;NG FOit...:r;v ~.P.'J.'ION~!.S T'J 

CONFIDE,TIAL //SY CRAN~~L'/ 
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P!SS THE MONEY ON A SMALLER SCALE. (COKMENT: THiRE IS A 
BIG ~AR,iT FOR H~RD CURRENCY IN IRlN lT TRIS TI,E AS ,ANT 
IRA~IiNS ARE DESPERATE TO GET THEIR MONEY OUT or THI 
COU~TRT.) THE COUNTERFEIT DOLLARS ARE SCLC FOR RIALS ANI 
161 fIALS ARE THEN EXCHANGED ON ?HE BLACK~ARKET FOR RIAL 
DOLLARS AND/OR OTHER HARD CURRENCY. 

5. SOURCE C~AI~S THAT HE HAD NOT YET AGREED TO JOIN THE 
ORGANIZATION, hUT IS WILLING TO JOIN IF THIS OFFICE FEELS 
I~ ~CULD BENEFIT AN I~VESTIGATION. SOURCE HAS STATED THAT 
&E ~OrLD OBTAIN ?RFCISE INFORMATION CO~CERNING THE 
IliNTITI~S or THF SUPPLIERS IN FR!N~E AND TURKEY, AS WELL 

:A5 T~g I~I~ERA~i OP TH[ NEXT SHIP~ENT IF H1 WERE TO BECOME 
~MORE INVOLVE~ dltH TEE &INJ. SOJRCI INQUIRED AS TO 
.WHETHER CF NCT RI SROUL~ ACCEPT TEEIR OFIER OF JOINI~G THEM.· 
i£SO ADVISED THAT HE SRJULD WAIT FOR FURT~!R GUID!NCi. 

7. O~ ~EPTFMB1R 25, SOURCE CONTACTED RSC AND ADVISED 
;r~A7 SEAF\I AN~ !WC OTHER UNIDENrIFIED MALES WOULD BE 
[LEPARTING TE::!RA~ O~ SEPTE~BER 2? FOR GERMANY BY BUS. 
~SOURCE B~LIEViST&AT THiIR FINAL DE5TINATION IN GERMANY ~ILL 
!Ff FRAN(FURL RSO ::!AS DETERMINED THAT THE IR!N-P!YMA 
<EuS COMPANY RUNS A DAILY BUS FROM TEHRAN TO MUNICH VIA 
;IST\NHGL. THE BUS D!PlRTS DAILY AT 1900 HOURS !RRI•ING 
~HJ ISTANBUL 45 :i:lURS LHER iITR A 21 HOUR LAYOVER AND 
CH,~;= rr BUS, THEN CONTINUING TC MUNICH. TRI BUS COMPANY 
13 ?iPORTlfLY TUR'.ISH A~D IS REGISTERED TO THE ALBPICH CO. 
r~r~E IS AlSO A lUS SERVI:E TO ISTANBUL FROM TEHRAN PRO
VI:ED BY TiiE i~I!:A~-TOUR COMPANY iHICR DEPARTS AT 1900 HOURS 
LAILT. TRhViL TIM1 IS 48 HOURS WITH CONNECTIONS AVAILABLE 
7C GiRMANY. SOURCE IS ATT!MPTI~G TO DETERMINE MORE PRECISE 
I~FOPMATIO~ CO~C'FNING Tffg IDENTIFIES OF TffE TRAVELERS AS 
~~LL AS THEii ITINERARIES. TRIS INFORMATION VILL BE TRANS
'I~7E~ IF l~I ~3EN IETERMI~Er. 

~. SUSPE~T iILLS lRE BEING POU8dED TO !/SY/CC, REGISTRY ' 
~CR A?PROPRIATE EXAMINATION. WOULD APPRECIATE RESULTS OF 
l::AMI~A'!' ION. 

THIS INFORMATION, ALT30UGH A1MITTECLY SKETGffY, IS PRO
VItE~ iC~ EVALU~lION BY U.S.S.S. U.S.S.S. PARIS ,,. C?E~ 
'CRTi~FILE PJiSUING LEAD CONCERNING TRAVEL OF INCIV!DUALS 
(CITEC ABOV~)TO 1ER~ANY. RSO iILL CONTINUE TO PROVIDE 
INFORMATION PROVIDED BY SOURCE IF IT IS CO~SIDEHED nELPFUL 
BUT IS RELUCTANT TO ENCOURAGE SO~RCE TO BECOME ACTIVELY 
INVCLVED ~ITH ALLEGED RING DUE TC LOCAL POLITICAL/SECURITY 
SITUATION. ALSO, COORLIN!tION WITH IRANIAN NATIONAL POLICE 
IS NOT !~ OPTION AVAILABLE TO US SINCE THE POLICE DO NOT 
hEPiESENT A VIABLE AUTHORITY AT THIS TIME. 

10. FOR U.S.S.S.: REQUEST U.S.S.S. A~VISE WH•T ACmlON !NL/fl INFORMUION IT DESIRES FROM Tars OFFICE. '!E,E
G'l!P C 'IRAIFI C SHCDL:C BE HANDLED SY CHANNEL TERO UGH RSO 
PAR! OR DOS. 

11. ?OR !/SY: REQUEST GUitANCE ON FXTBNT TO llHI CH 
~HIS OFFICE SHOULD PURSUE TRIS INFORMATION. LAINGE~ 
BT 
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TAGS: ASEC 
SUBJECT: UNKNOWN PASSER ISTANBUL, FILE 123-2 119-S 

REF: YOUR 037437, DATED 9/25179 

I. ENT IRE TEXT CONFIDENTIAL. 

RSO 

CHRN 

2. SUBJECT RASOL KAZEl'llAN IS NOT OF PRIOR RECORD WITH THE USSS 
PARIS, HOWEVER lHE SPECIMEN COUNTERFIET $50 AND $100 NOTES DES
CRIBED IN YOUR TELEX ARE OF RECORD UNDER INDICATIVE NUMBERS 
12A 6617, AND 12A 6508, RESPECTIVELY, UNDER PARENT NOTE 
12A6491, THAT FIRST APPEARED IN DAl'IASCUS IN JULY, 1977. 

3. SINCE THAT TIME NOTES OF THIS GROUP HAVE PROLIFERATED 
IN THE MIDDLE EAST. 

4. IN MARCH 1978 A PLANT WHICH ALLEGEDLY PRINTED THE PARENT GROUP 
AND SWISS FRANCS WAS SEIZED IN THE USKUDAR DISTRICT OF ISTANBUL. 
THE PRINTER, MA~!MUT IPEK, WAS ARRESTED AND NAMED ELEVEN OTHER 
INDIVIDUALS AS ASSOCIATES HI THE OPERATION. ALSO SEIZED 
WERE A PRESS, NEGATIVES, PLATES, 1600 COUNTERFIET $100 US, AND 
AN UNKNOWN NUMBER OF CYPRUS LIRAS. 

I 

J 
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'· DURING INTERROGATION, IPEK ADMITTED PRINTING THE u.s~ 
liOTES AllD FURTHER STATED TH.\T "ONE MILLION U,S. DOLLARS·WERI: SENT 

TO SYRIA SO THAT IT COULD BE DISTRIBUTED TO ALL OVER THE WOllLD FROM 
THERE." . 

6. IT IS NOT CERTAIN IF' ALL THE NEGATIVE> AND PLATES 
WERE SEIZED, THE POSSIBILITY EXISTS THAT A CURRENT PRINTING IS 
IN PROGRESS, HOWEVER, THE NOTES REFERRED TO . 
BY KAZEMIAN MAY BE REMNANTS OF' THE UNACCOUNTED F'OR $I Mil.L{O!t 
REPORTED BY IPEK, 

7, IHE U3SS IN PARIS WOULD LIKE TO MEET WITH KAZEMIAN, BUt Jl·Jalll;.•· 
PREFER THE MEETING OCCUR IN TURKEY. 
THE EXACT LOCATION, DATE, AND TIME COULD BE AGREED UPON BETWE~ 
KAZEMIAN, YOUR OFFICE AND USSS PARIS, 

8, REGARDING KAZEMIAN .JOINING THE COUNTERFEIT OPERATION, 
THE USSS STRONGLY SUGGESTS THAT HE NOT BECOME INVOLVED IN 
Ufl.AWF'UL ACTIVITY. USSS CANNOT ASSIST SHOULD HE BE 
AFRESTED BV LOCAL AUTHORITIES, 

9 IF NECESSARY, USSS PARIS WILL INCUR THE COST OF' KAZEMIAN'S 
TRMSPORTATION TO AND FROM THE MEETING WITH AN AGENT OUTSIDE 
IR A~~. 

10. ~i THE MEETING KAZEMIAN WILL BE EXPECTED TO FURNISH 
INVESi IGAT IVE INFORMATION ON ALL PRINCIPALS INVOLVED AND TO 
PROV'~E AS MANY SPECIMENS OF' THE COUNTERF'IET NOTES AS POSSIBLE. 

11, ~SSS REWARD POLICY F'OR INFORMATION IS BASED ENTIRELY ON THE 
RESIJ,.Ts OF THE INV~STIGATION. THIS DECISION WILL BE M'l!>E SUBSEQUENT 
TO A,;y ARRESTS AND SEIZURES OF' COUNTERF'IET NOTES. 

12, F~EASE APPROACH KAZEMIAN WITH THE AFOREMENTIOHEP 1'N1'.0RMATION 
AND lNFOR~ USSS PARIS OF' HIS DECISION TO MEET WITH THE AGENT. 

13. T~ANK YOU FOR YOUR ASSISTANCE JM. THIS MATTER, 
HARnr-~ 

BT 
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SECRET 
:l<::T ru:u:J!.sABLE TO FOREIGN NATJO!iAL'> 

S::CPFT NOFORN DC'CK ! ·'>:P DL-!00-79 

FOP. MG ATKINSON Hl> COL WI NNEP ONLY FROM COL SCHAEFER 

SUBJ: COUNTER PAR15 JN WASHINGTON CV) 

REF l"' SECRET DOCK LAMP 2766 DTG 27!409Z MAR 79 

I. CS/NOFORNl WE dEAPTELY CONCllR THAT JS JS IN THE BES! 
U.S. INTEREST TO AID '.JUR COL1NTERPAPTS IN l'.S, HO\o'FVFF ~MB 
!l!LLJVAN DOES NOT FAVORABLY CONSIDER USE OF DIP POL'Cl' FOR 
!ENDING FUNDS, Bl.IT Sl'GGESTED l>E INVESTIGATE OTHER MEANS fOR 
MAKING TRANSACTIONS. THIS WE HAVE DONE. 

2. CS/NOFRON' IF APPROX 7 TO 9 THOUSAND DOLLARS IS THE 
TOTAL t~ICliNT, WE CAN MANIPLILHE THE TRANSACTION IN 
ANOTHER MAIJNER, THE MONEY ON BE GIVEN TO DATT AS IF IT 
WERE PAYMENT FOP A VEP.ICLE. FINANCE WILL THFN FXCHANGF 
RlR DOLLARS <PAPEfl TANSACTION ONLY) AND A CHFCY +1ILL BF 
~IIT FPOM PARIS TO DITT OR DATT'S BANK JN V.S, fHE BIG 
NlVANHGE l'ITH THIS PROCESS JS THAT THE Off!CIAL IRANIAN 
EXt:HAOOE RAH OF 74 RIALS TO DOLLAR IN TEHPPN IS Ml'CH 
BETTER THA.N !50 RHLS TO THE DOLLAR IN U.S. 

PEVW 3J MtP 99 REAS 7 
BT 
fOOO! 
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OE.FENSE IN.i El UGENCE AGENCY 

S-4171 /SC-2 

Colonel Thomas Schaefer 
USDAO Tehran 

Dear Colonel Schaefer, 

\IASHlhlCo: 0N. 0 C/ 20301 

9 !.PR 1979 

(U) Please refer to our DOCK LAMP 2746, 27 Mar 79, and your reply 
DL-100-79, 31 Mar 79. 

(U) Appreciate your reply and concur that alternative way sounds 
better. 

(S/NQFORN) Enclosed find an unsealed envelope containing a check 
and a letter from Captain Baharmast to his sister-in-law. Request 
you put local postage on the envelope and mail it somewhere outside 
of Embassy grounds. Please seal before mailing! 

(S/tJOFORN) The letter states that you will call Mrs. Fatemah Davari 
(from a. p_ubJit:_p)lo[l!l) within a few days after the'leuer·lias·-6een·
ma i led in Tehran, and asks that she meet with you per your instru~tions 
to effect the cash transfer. Mr>. Davari's phone number is 68 73 88. 

·-, ·---
(S/NOFORN) We worked out the above procedure based on the assumption 
that Embassy phones and local mail probably are under surveillance. 
Procedures for forwarding cash to Captain Baharmast here will be at 
ycur discretion. Let me know how I may help. 

(U) General Tighe appreciates your help in this matter, as do all 
others concerned. Good luck in this effort, as with all the other 
challenges you now face. I hope things start looking up there. 

v 
l Enclosure a/s 

Sincerely, 

DONN C. WINNE:R 
Colonel, USAF 
Chief, Foreign Liaison 

Cta~IMocl by. l> u/.sc -:i.. -t 

Decl~s!i 1 / t:i 

Re\'icw oi"~-

.~ 

E:xten~C":S bY---------111 
Robson ol -Jo/ . .:J. 

SECRET Not Releasuble to Foreign Nat'onc;ls 
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