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~~::::___...:1.-;.....::~ r pie ur:CK : ~~ ot Sonet cor.t:"Ol onr Ea.sum Blo.ropean 
~ ac : :~t ~=easi:li di•r.sit.y and naUcmall.s:l ba7e rault.ed 

M-+""'"""....._+.:.** ie a s.'t&~ 1~ ... - • !.n th9 '-a'!.ue of ::ut,e,,,. Ei:ropea:I oftl.c!&l.s as 
soarces of p<;~t· •• c·.tl, econmi.c, a.od int.elU.ar.ce W~t!on. lU 
posts ani t...'>ere!o"e 1nstruet.ed to reviw their attartS ~ d.,..lop and 
exp'!.oit. 'th&n s:Nrcu. l.t. the ~ Uu, the int.atsted agencies ..Uh 
"° ~u.b~ a 'lllOrld-~e sysU!ll 1:.a record and con~l coatacts by 
b.9r1ca.., person:-.e'!. -.r.th Soviet and C-::.Ut. bloc uti.onC.s. Such a 

r-'::'d't,"!'.'.1~~1-'=\.em v1ll !""'Yilie a ;;loi:al patt.e:-:> of 3· "iel and l>loc IOCial ertort.S 
'11111 ustst sll!>s":&I>Un o!!icts to 10....c !°" anci ~e sld.na .in 
atUU>du or bloc coomtries UIKal"d> tb• 0. s. 

1 I 
Eauall7 1.apor..c.~, tbe sisuz v1.l! prot.~ l&rican r-sonn•l llbo 

ve c=tacts 1'-ith b'!.oc nat.io:.au. hia---.!iq ~· la":.Cter p:i!.nt, Sorlet. 
'°" o!!'ici.a.ls .,.. C-U to report as~~ on t:.eir Western cont.acu. 

or these NpO:"":.CS ban filterwd baclc into J&u!.can sec:u-1 t.y I 
t.1oos a."111 ...., tre.;uendy fllbel.U.S!led. >rtth lr.;.ccm-acies, rabr1cat.1crs 

!a11lt7 usass::r.ct.s. Th!! ulue or beilll ~1• to r-tc0Jlltl"Vc1. a tact11al 
CCO\lllt tr.. J.MriCL, SOlll'CU is ~\"1.ClllS. 



c-:-.;.•..:..,,!'~. T.te~er as a result of' t.'?e!l- c .!t'.. :s, iot'11ocl.al""'8ngag~. 
:ir on 1!--forn:al occasions, must $'!1Cait written~- COV!V';l.ng ·any 
msto..~:.!·.-e aspect or the con•.act. Wh~ convers"t1ons ·v1'PlCQ!amn1s\ 
bloc perso;:nel (in this ease not i::oraalq .co~·to. 1.nclude
!ug'ls!;;.73) r.a·:e beer: Ulld.teC. to 11111."ldar.e ;>leasant?'ies oi:-.inn<>C'Ul>us 
s~jects &1'.ich are o! no' reportable value, the 1De1Q,ent 1(111 
neverthe!.ess be reported to the pr1nc1pa\ ott1cer oi- his designee, 
wto wULsaint.ain a · record .ot such contacts" i r.eport .coyering all 
~ o:"?!'!''..cia.l, social, a.":d chance co:i~1 ~ho113&l ~madO 'to the 
Jcparur.:r.t. ":q the ot:!icer co:'.ltl"Dllin& these llQntac:ts oii a routine aut 
Cl!.."?"ent. easis. Contacts ldt!l s16Il1fic;mt_. oyerton" ~ ~e• 1>t c:our:se, 
reported on p:-ior1ty, -These r~ports 1f111 ·be d1saeil1.na~~ ~-,the 
ir.:eres-:ed area.s in the Departa11nt. and coor4,1..nated. Yit.h-. ~~ ,ioepresi!nted 
116enc1es µ Was.'>Ungton, 

Reponal ~ur1ty Ottic:ers -ar.d Post "SllClll"it:i Ott~cera ccJlducting 
ro"J.~ine·~ecur1t;y J?riefings should-adns_e a~·cler1"cal.~~onnel, thd 
co:i:.aC't nth So·.r1et or Coaw.'list. bloc pers~I· 1a. cen.ar~lly µndesinhle. 
Casllal, l,J.nOffiolal, chance con.tact :iiay ·be .unavaidiblit t1Jld!l1' cel't&in 
sit.uaU ;>~s and should n9t, o! COllI'sa, be an occa,s1-Qfl toi;_.ruden!I"'• 
i!o•ever, such contacts •shou:d·be" as br~er:~p. ~ooct;.aa~ fllowa, 
CD..-:versat1on should be lbllt&d. .to ~ociiU••amentttes-,· a.114 J'IO ettort should 
be 111ade :.o arrange future social ralation.sblps;

0

1 These ·casual c;,ontacts 
11.~ clerical and start levels a.re a~s~ o!_ continuing u.itpe.:i~ ~ coneer:-. 
to t!le !leparl=.'lt and should -~ routinely r~po::-t&cf b.Y:~tlie c~ntrol o!ttcer 
to t:ie Dep.ar-..me.nt ·on the" sax.a, bas1a as tbe c:o~c:;ta~ ~t!ld 1n '-ttie 
tore~oir6 paragrapb_s. · 
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defense of the United States, within the meaning of Title 
18, sections 793 and 794, of the US Code, as amended. 
Its transmission or revelation of its contents to or re
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I. INTRODUCTION 

"A 1959 ~of the 1-lenhlp of tlwl Commlttu for State S«triy [KGB) 
entit~d '011 lntemlfying ~ Agalnn Americ:iaM Abroo4 aufg111 Important 
ta.th to KGB ruldenciu. It direct# Increased efforn to recruit Americarv W<Wk· 
Ing In all typu of U.S. Government IMtallatlom abroad; Amerlcam In am
ba#lu, in military u111tt and on the .raff• of military bloca. Aw Included In 
tNi «X>pe of the dlrectioe are American# 4Ulgned to intemolional orgonhallon1, 
ooertu.1 repruentatlou of ICientiM INNlutlon8 and burinea (inrv, new1 _.. 

ruponaenu, ""'"""· eu.· 

Nature ol the Soviet Opentioaal Program 

To the Soviet Government, and to the Soviet In· 
telligeoco services in particular, the United States 
Is the "main enemy," a term appearing in numerous 
Soviet documents. Agaln>I this "main enemy," tbe 
Soviet iotclligen<:e sem~ have ~ped over 
the yean and are today CODducting concerted, 
world-wide programs to probe, seek out and re
cruit Americans-alllcial and private, civi!Wt and 
military-In order to penetrate our agencies, acquire 
our ayptog:raphic sy$tems, intercept our courier 
communications, discover our military-related re
soazch and development, etc. In this effort, the 
Soviets bring to bear the oonvictioo that Americans 
are esseotWJy materiallstlc, motivated principally 
by monetary ooed or greed, and can therefore be 
"bought" to serve Soviet interests. 

Tbis study describes and illustrates by examples 
an Important threat to tho security of the United 
States-the systematic and Intensive program by the 
Soviet lCGB (Committee for State Security) and 
CRU (Soviet Military Intelligence) to recruit 
AmericaJ?S abroad and penetrate U.S. installatiou. 

It also pictures the average AID' 1ican overseas as 
be Is seen through the ey~ of So t lotelligeoco
primarily interested in money au.- making IOOO'e cl 
it, typically indiJferent to the means and often to 
the risks, a person with his guard down, talka~ve by 
nature, easier to approach abroad than be is at 
~ Tbis provocative portrait is not imaginary; 

(Top - 1982 ICCJI TnlnlDc Mumal: 
"Tbe Recndlmellt ol ~ ID Ibo 
UDll>od Slalol ucl .u.-1.") 

It Is part of Soviet Inte!Ugence doctrine and 
emerge throughout this study in direct quotaU 
from lCCB documents. The actual case examp 
cited, some in detail, will show the doctrine in pr 
lice. 1l>ere will be particular emphasis on a 
lei Soviet concept that certain categories of 
ct.aJ, such IS enli.sted military penoooel junior 
bassy employees, and students are, In effect, • 
ond class citizens" and thus particularly 
while targets for aggrmlv& Soviet Intelligence 
con and their agents. 

The Soviet program, as It bas been observed 
a world-wide basU, parallels and supplements 
viet espionage operations within the United Sta 
Ooe of its principal alms Is to acquire ab 
American agents who have the potential and 
be directed to serve Soviet espi(lnage Interests 
the United States in various brancba of the F 
era! Goveroment, in the military services, in po 
cal parties and in sclentiJlc and technological 
stitutions and industries. 

Consistent with Soviet Intelligence priorities 
berent lo the "main enemy" concept, Am 
outside the United States in both olllcial and 
olBcial capacities have, whenever possible, been 
gets for recruilrnenL lo early 1951 instructi 
went out from Moscow to Soviet intelligence 
sonnet outside the USSR to step up already 
ing operational activity against Americans. 
instructions were repeated in the spring of 1 
and again in December of the same year. The l 
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ICCB leadership directive cited In the quotation at 
1he head of this study reflects a Soviet policy-level 
ilecaion to further increase the scope of the opera
IJOllal effort. Classilield Soviet material of collSid· 
•rably more recent date is also available which doo
mnents the enlargement of the Soviet threat and the 
lm:reased op,erational sophistication which is today 
liel.ng brought to bear against Americans abroad. 

In recent years all KCB "trusted contacts" and 
•11ents, whatever their nationality or activity, are 
~nown to have been reappraised for possible direo
hon against the American target. There is · avail
•lilo much reliable infonnation to conlbm that both 
1he KCB and CRU are working with intense con· 
.. •ntration again.st Americans and U.S. installations 
abroad and that they have scored suecesses. 

""' Soviet Servbs 
It is unnecessary to go into line points of or

~•nlzational and technical distinction between the 
'uvlet intelligence services I their respective Ju· 
1 IMl.lctional spheres, but bri •nention of the major 
• ompooents most active iu tbe global operations 
f'•ogram against Americans abroad is basic to un· 
.1.rstanding of the program Itself. 

a. First and foremost of these companents is 
tho KGB's Foreign Directorate {also known as 
the First Chief Directorate) which, outside the 
borders of the USSR has primary responsibility 
lor clandestine positive intelligence ct>llection
llOIJtical, military, economic and scienti.li~ 
well as for highly specialized covert activities to 

inlluence policies and actions of foreign govern· 
ments. The Foreign Directorate also has the re
sponsibility for counterintelligence abroad, In· 
cludlng penetration of all foreign security and 
Intelligence services. KCB staff o!Bcen assigned 
.abroad under diplomatic, trade and other forms 
of .slcial cover are under the Immediate direc
tion' of appropriate geographic departments of 
the Foreign Directorate. It has been noted In 
recent years that olBcers with American Depart· 
ment experience are being sent Increasingly to 
posts remote from the United States on the tested 
theory {more on this· later) that work against 
Americans there is easier and more rewarding. 
Many of the KCB's American specialists have 
served tours In the United States, speaJc English 
B.uently, are familiar with many aspects of olBcial 
and private American life, and concentrate their 
operational efforts on the American target wher
ever they are stationed. 

b. While tho KCB as the larger and senior 
Soviet service, plays the major role in operations 
discussed In this paper, the GRU {actually the 
Chief Intelligence Directorate of the General 
Si.al of the Ministry of Defense) works actively 
and with equal professionalism to collect stra
tllgic military intelligence abroad and is there· 
fore 1 •rimari!y pitted against American mllitazy 
pmou.nel and installations. It is also engaged 
u1 operations against American scientific and tech· 
nical petsollllel In the West, particularly where 
the &eld of speciali2ation has a military appli· 

FIGURE I. roa MOSCOW HEADQUARTERS, KNOWN AS "THE CENTER'' 
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cation. However, the CRU lacb aiclusive dt>
malo, even In mllila.ty ioteWgcnco, and consider
ahlc overlapping and evco rivalry with the ICCB 
Is ClOmlJl()Q. 

Ov.- Deployment ol ICCJI and Cll.U 

Few Americans abroad In diplomatic; mllituy 
or other olBcia1 and private capacities fully appreci· 
at" the overwhelmln.g overseas deployment of So
viet Intelligence which can and is being brought 
to bear against them as well as against non-Ameri
can targ~. TM fact is that about 00% of the 
approximately 7,<nl Sovlea abroad In olllcial In
stallations are lntelllgeoce officers of the two serv
ices In a ratio of roughly two to one In favor of the 
ICCJI. Among Sovlota with diplomatic rank the 
peroentage of tntelligence olllcen Is even higher: 
the world-wide average Is about 75% a:od in SOIM 

coontties it tops 90%. These statistics are bat<>d 
oo ldeotiBcat1011.1 made by Soviet Intelligence olll
oors who have detected to the West and are In a 
pcsltion to point out their fonne:r oolleagues and 
on analyses by West em security and counterlntelll
genoo services, including American, which ha~ 
been able to detect and observe the Sovieta In 
operational intelligence activity. 

Intelligence units (known a.s legal tesldendes) 
of both ICCB and CRU exist independently of each 
other In Soviet missions abroad, and std pe:rsoonel 
of both services are protected by diplomatic Im
munity or have other ofBcial status. The open· 
lions chief of each residency (referred to as tho 
resident) normally bas a senior cover position. 
ID the case of the ICCB, the resident may be COWl

~or of embassy or at a minimum a first socretuy. 
Slnoo 1961 the GRU resident bas been divorced 
from the '-"Obvlow role of military attacbo and 

now bas llO vidble mllituy aBlliadon. Typkally, 
be may be a llrst secretary of emba.s$y, or, perhaps, 
deputy chief of the So\'iet commercW representa· 
tk>n. 

Ope "&tlunal lntelllgeoco ollloen of i:CB and CRU 
mldeudes abroad aro widely di5pened through
out all dlmpon<>0ta and levels of the ofBcial Soviet 
mlsslon. They ha vo cover-and functiao OD a 
part·tlmo basl.t-ti diplomatic leel'etarla of all 
grada. as political and ·cultural and JclentiBo at· 
tacbes, u consuls. vioe-collSUla, pr= and in!orma· 
lion olliccn, Coielgn trade representatives and, aa 
Indicated, In almost f1VerY country Ibey Iu out
number the legitimate diplomata of tho Ministry ol 
Forelg11 Alfaln and OOD·lntolligCD<O repreuntatlVCll 
of other Soviet ministries or organizations. In 
some olllces, lmelligenoe personnel 1111y have a 
complete IDClDOpo!y. Certain consular offices, for 
example. have been wbolly staHod by the KGB. 
And It ls by DOW a well-vertlled !oct that all person
nel of Soviet military attacho oflicm, Including 
low-ranking ostensible civilian employees, are 111> 

tually prof-ional milltiuy ollloen and career mem
bers of tlie CRU. Thl$ situation frequently glVCll 
rise to - curious evo111tlom In cover and rank. 
To Illustrate, Pavel lvanovich Lomakin. a dviliao 
chauffeur of the milituy attlche olllce in Romo 
from 1954 to 1980, nen appeared In Cypiua in 
1964 as a £ull-B.edged Lt. Colonel with tho title oE 
assistant military attache. Slmilady, llobespler N. 
Fllatov, a lowly cMllan drlver/lnterprcw for the 
military attacbe in Ottawa &om 1957 to 1980. wu 
posted to Bio de Janeiro In 1963 with diplomatic 
rank as second secretary. Filatov, It Is known, wu 
iu:tually a lieutenant senior grade of the Soviet 
army while In Canada; Lomakin was probably a 
major while In Rome. 

FIGUIE 2. GRU OfflCfRS lOIMICIN (lffT) AND RLATOV 
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The oversu.s deployment of Soviet intelllgeoce 
•en, whcthec located within or outside olBciaJ 
tallations, cames reasonably close to saturating 
available accredited cover positions. 11le ma· 

•lty of Soviet nows media personnel abroad are 
••lllgence ofBcers. Overall, moro than 00% have 

I ...,, «> ldcnt!Bed and this Is considered a minimal 
11ro. lncluded in this category are correspond· 
• 1 for the ncwspapen Pravda and IZW$tla and 
l',_ntatives of the TASS and NoV05tl news 
ioo!es. Aerollot, the world-wide and still ex. 
roding SOviet civilian airline, provides both cover 
I tupport to Soviet Intelligence, particularly the 

• l\U, and surveys In recent years have established 
..a 70% of iu oveneas repnl$Cllt&tives are staff 
'" of that ~oe. 

t'rom numerous publicized espionage caies In the 
• ~lllCI States, Americans have become generally 
.ue that tho United Nations in New York. In· 
.Ung the Internationally staffed Secretariat and 
permanent Soviet U. N. Mission, ls used u a 

""' base by tho Soviet intclligcooc services. The 
•• Is true of U. N. olll~ and speciallzed sub

l.aiy organizatioDJ In Europe. One example ls 
Paris headquarters of the U .N. Economic and 

•hural OrgaoJ:iatlon (UNESCO) where over 00 
,.141" are litDployed In the Secretariat or altached 
tho Soviet UNESCO Mission. Approximately 

ue idcntilled or suspect lntolUgcnce olllcers 
J the true percentage l~ believed to be much 
,h r. Another exampl• is tho Intematiooal 

t\lc Energy Agency ( L .o·:A.) with headquarters 
\'1111\lla. Out of 55 Soviets worlcing In the multi-
1u11.al ~ Secretariat as technlcaJ experts, 
•lators, etc., or attached to the permanent So
IAEA Mission, nearly haJi are ldenti&ed or 

'.Sly suspect Intelligence olllcers with the ma.r
ill error believed to be on the conservative side. 
plature Is much the same In Gesieva with a 
concen!J'ation of KGB and CRU ollicon in tho 

I ~:uropean Oflloe ( EOUN), the pennanent Sl>-
Mlsslon to EOUN; the Economic Commlsslon 
~wope (ECE), the World Health Organim
( WHO), tho Wodd Meteorological Organiza
( WMO ). the Intematlooal Labor Organl.zatioo 

11') ), the International Telecommunicatiaos 
•• (.ITU) and others. 

ICll and East European llloc s.Mces Abrc.d 

•vcral points there will be a reference to 
.,_AJ .,. In which agents or penonnol of one of 

the intelligence services ol the Eut European Com
munist Bloc have given support in the West to a 
Soviet lotelllgonce operation against an American. 
This Is an outgrowth of the close worlcing relation
ship which ls known to exist between the ICCB and 
the civilian East European Communist letYices 
whicb share the Soviet concept of the United States 
a.s the "main enemy." (For purposes of this paper. 
these are the services of East Germany. Poland, 
C7.0Choslovaltia, Hungary and to a Umited degree, 
Rumania.) La.ttJo Szabo, a senior lntellig~ olB
cer who defected from the Hungarian AVH, -
ferred to this collaboration In the following terms In 
testimony before a Committee of the Hoiae of Rep
resentati- of the Eigbty-olnth Congress: 

"Pariodloally, the SoYloU call cont- with the 
Bloc IOl'Ylcet In tho USSB 1 .. ~ ol wi.Wgeooe 
obJect1- md probloms. The work botw- Soviet 
md Bloc lntellJg.n.. md .......ity oav1cea ill o cUn>et 
rault or the coopenllon i.tw.n the o.ttlonal Com
mu.c>Ut p&itloo md tho Coauuunl.1 Porty ol Ibo Savi.I 
\lnlcn. . • . Each Bloc oeMoo b.. •s-ci with the 
SoYlot oorvloo to ochin. - b.-1 objecti... In 
lb own U> ...... t md In the IA!enlotl oE other Bloc 
-· Tbe 1Jallod SlaloO II colllidered to be tbe 
molo ... my." 

The periodic conferences mentioned by Szabo 
take place annually and the Inter-service agreementl 
made are followed up with day-to-day coordination 
and guidance by a small group of XCB olBcers as
signed to the headquarters ol each counterpart Bloc 
service. AlthOugh much oi the emphasis i.t OD 

operations agalnst American and other Western per· 
sonnel and installations within the Bloc area (a 
subject outside the scope of this paper), there Is 
evidenc;, that the Bloc services, where they are rep
resented abroad In the West, cooperate closely with 
the KGB, occasionally to the extent ol making 
th,;, "wn personnel and local agents available to 
th~ la.teer. 

lo the Beld of military Intelligence oporatlom, 
particularly those Involving American military per· 
sonnel and Jnstallationr connected with NATO, ro
lationshlps are also close between the CRU and the 
East European military Intelligence services. Inter. 
service agreements on Intelligence requirements are 
reached at annual meetings of the Warsaw Pact 
powers. There Is evidence that the CRU and the 
Bloc military Intelligence services regularly share 
views, expedences, technical knowledge and opera· 
tional i..sl<s not only at tho beadquuters level within 
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the Bloc area but also In the West through colJ.abo. 
ratlve relationships between residencies through 
their respective milituy attaches. 

lo •wnm.,Y. this introduction bas sought to iden
tify the existence and steady ioteosl.&catloo of the 
Soviet lnteWg.:noe threat to Americans and U.S. 
Wtallationa ab1oad and brieU, • describe the So
viet components lnvolvod au.i ,,,.., variety ol cover 
pooltloos from which tiMly operate on a truly masdve 

-1e. n.e sectlona whlcb follow will be primarily 
conoerood with the goals of Soviet lotelligeooo oper
ations against Americano abroad, tbe target cate
gories of higb0$! priority (a.od tholr vulnorab!Uties), 
the Soviet approach to these targotl frontally and 
Indirectly and, by illustration, Soviet techniques 
both cnide and subtle wblch, u we will ree, fre. 
quently fail but too ofteo have succeeded with 
Mlrious security damage to the Ulliled States. 
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II THE GOALS AND AMERICAN TARGETS ABROAD OF SOVIET INTELLIGENCE 

-Tl•• dlrectlue [by KGB M<idquartniJ - tJi. nud to rlt:ni# og- who 
can prooi.k ca with ojfi:claJ docu,,_,1 from American lnlt4llationl. Prlorlly . • . 
Ir given to ager.u wllh ~ to -witea and other ucm c:orruponaenc., llldt 
II# cC<k c/crb, clpMr macJUn. IWtnlclall#, fi" ckri<# and Hcrdariu • . , . It 
lnnnu:u our <1ffic«• to b. more oggreinc. In deoelopfllg pnumal contocU and 
C()ll{iMntlal relatlomhlpt with Ammca111 obrood who can obtabl work .uM 
within U.S. ~ lnllallationl or with U.S. ~ and ~l/ic orgord· 
ZAllont In th. United Stalu. Similar oonfid~ r.ZO~ Me ol.o clulred 
with Amerl<:G111 abroad who work In Amnicon cd4b/Wa......U In Of1!1 capacity, 
NCh II# trarulator1, driven or ewoi domu«CI . . . ...ch agent Mlworb lhould 
b. ~ to obtain a comp4t. plmw• of th. daffeng and work ichedaJu wlthlfi 
Ammcan ltllt4llationr In ord« to obkdn ,_., "°'11mmll ond to nnplau Olldlo 

~"'""""'·· 

''"' prima.ry goals o! Soviet Intelligence opeN· 
opirut Amerlcam abroad are to obtain c:rypto

materials so as to be able to read enciphered 
.nlcatioos, and to acquire, preferably in doc
ry fo1111, olllclal secrets through recrultment 

if ~vilian aod m!Uta.ry aod of all 
...,_ who them.selves have acceu to the cJassi. 
""'w.lunnation. 

'-• are, of course, other objectives: to collect 
..._ • n acient!Bc and technological infonnatlon 
I!! '"""Y every fleld, industrial as well as millwy, 

••well as classlBed; to work towud ultimate 
o•t.111 and manipulation ol. American politlcal 

ii!il ••llo Ufe through identi&catlon and assessment 
Ill .--1. ans with the potential to be political action 

• '"d· In addition, to cultivate various cate-
11/ non-olllcfal Ami :ms abroad, auch as 
• , who can ll<l bro ." t wider COOlrol aod 
.1,.,i to seek jobs evo11l.ially with U.S. Govern· 

- 1vnc1et, including the lntelligeooe aod 
11 Mf'Vlces. All ol. these, however, ani secood· 

the basic goal of getting secret lnfonnation 
.\,...rican oveneas installations by every pos-

.-,.. I itegorieo 

le 1 h.o JCGB would not overlook any promis
-• •<ia.O target--ao ambassad«, career For· 

elgn Servk:e olllcer, or any other m>Jor U.S. ofllc!al 
ab~lt Is clear ftom Soviet lntelllgeooo do<:
trine and from scores of reported and often ob
served KCB and GRU developmental operations 
aod recruitment approaches that the most aggres· 
slve Soviet operational activity ls directed against 
junior employees of American diplomatic and other 
olBcial establisbmenu and agaJnst enlisted over
seas personnel of the mlliwy services. It Is tba 
broad categoiy oE code clerics, secfttaries, Marine 
guards, .etc., which tho Soviets regard as particu· 
larly vulnerablo ainoe ( In the words of one X:GB 
diroctive) "they do not boloag to tho privileged 
class and are wone off lluanciall( 

Coda and COl!trmmlaltfolll Ptf'IOflMI 

In 1961, a g~ directive sent to JCGB residen
cies abroad, signed by Alebandr Nlkolayevich Shel
epln, then Chalnnan of tho JCGB, emphasized force
fully that tho &nt priority taak o! every residency 
was "to recruit clpber clerb. • It noted tersely 
that "the most fruitful resul!S weie obtained In 
this manner. l:GB resideoc:les wero 1nmucted to 
concentrate on "the ident!Bcation of American code 
clnka lo preparation for approacblng and recruit· 
int: th,-1n." It ii lcnown that at least one JCCB res!· 
dency Ill the West received follow-up support from 
Moscow beadquarten on tho heels of the Sbelepln 
directive. This was In tho form of a prepared list 

CONFIDENTIAL 7 

13 



CONF'IDENTL\L 

of code c:lerkl, completo with nama and biograph!· 
cal cLita, whu wurQ at th•t tlmo U>ignod to the 
Wtoilom <-Ou111ry and ugolnst whom rei:ldeocy of. 
furu were to Le concuntrllt<od. 

The Dllljorlly of code clcrl tnd other American 
communiC11tlon1 l"'rsu1111cl 1od cond to fall In 
tho "junior employ.,.," wt~gvry In tcnn1 of grado 
and salary. For the mo.t 111Ut, they are rcl&tlvoly 
young. often u11111tached (both male and female), 
often less politically sophbticated than 1wlor per
SOMol, and ttllld to spend their off-duty .oclal Ume 
lo company with each other and with other junior 
employ-. U nliko thclr Soviet countcrputl 
abroad, who are requJrcd to live within Sovlot CJSI. 
clal lostallatioos and are not allowed on the meeu 
without a pro!V<.tlvo eKOrt, American embassy code 
clerks Uve whet .. they please and are free to cir
culate socially, to a.uoclllto with local c!tl%.enl and 
non-olllclal Americans at thelt foreign postl. Under 
thcso conditions tbd.r spoclallzed and acndUvo oc
cupations tend to h«!comc widely known and, In 
fact, It ii relutlvcly easy for an aggressive and e&• 

pable Soviet lntelligen""' ~dency, especially one 
which makes clfective use of a local agent network, 
to identify them and develop means of direct or 
!ndlrec:t aooess for as~s.ment purposes and, lo IOUU> 

c:asos, for recruitment attempts. 

The Soviet effort against code cledcs takes almost 
every imaginable form, ranging from tho wildly 
crude to subtle, well·plannod and highly complea 
C>pentlons in which the Soviet hand u coooealed 
until the last momeiit and the intended victim Is 
<:Aught completely by sutprlae. 

An example of Soviet crudity lo pait!culatly bla· 
tant fonn occwred in 1966 In Dar es Salaam, 
Tanunia. Vladimir T. Putyatov, So'fiet secood 
.-.etiuy and CRU olBcer known to lpcclallze in 
operations aglllnst communications penonoel, ap
proac:licd an American Emb&ssy code clerk who was 
entertain.Ing ao embassy -ary 111 a beach i:wort 
resta.W1llll An assiduous cultivator of America.Ds, 
l'utyatov had met tho code clerk .oclally a few 
weeks before ond unquestionably wu aware of his 
occupation. The Soviet invited bJmself to dlnacr 
with tho American couplo, proceeded to get dnmk, 
then alierocl to make both of tho Americans rich If 
they would givo him embassy docwnenb for wbicb 
be would pay In American dollaJS. He kept Insist· 

Ing tho code clctlc meet him privately. More ID· 

noyed than alarmed by PutyatoV'1 penllteDCe, 1111 
Americam, eYllll with pointed imulta, ww. DOt ab!. 
to malc6 the CRU olBcer Juve them alooe. n.y 
wcni llnally rescued by IDOther Soviet (a laiawa 
ICCB olBcer) who - ovcir Iv the table and I.cl 
hll at~ggertng oolleague away. Putyatnv, how
ever, remained penistoot even when IOber. A n 
weeks later be showed up llllillvlted at 1 diDlllr 
party gtven by an AID employee fw -U Ameft. 
cans, Including tho l&lllO code clllfk. This U-, 
and without clrlnlcing. Putyatov again coooeatrac.cl 
hll nttentloo on tho code clllfk. The latter, how
ever bu.I been keeping the embuiy NCUdty cace 
WorrocJ of Putyatov'1 aggnalw act1cml ud th9 
Soviet Snally thand.otiod hll oHOIU. 

Not iofreqwmtly, 111 indlnd method Jnvv.lvll>& 
use of local ( non-Sovlot) agcutl and c:ompromile OI 
the iarget Individual through euual Jnvv.t-a 
ii 1 favod&o Soviol .Bnt 1111p. A few yean •io lo a 
North African country, a Sov1ec lnteW&- olllo. 
told one of hil ageou. a Ewopean buameaman and 
lo<:al realdent, that hil prfndpal obfoctivo - ID 
peactialD the Amedcan Embuay c:ommunlcatbil 
R!Ction. Bo pWmed ID achlwo thl.a by lllual CICalo 

promilo of a female ombusy clerk whom bo Mtm
tiBed to the agent. Tbe latter, at that time oaiJ' 
slightly acquainted with the Americao girl, WU ~ 
dcrod ID sedu..- her and wu promiled a larp lziallo 
clal ~ward If successful. lo tbb cue. b. wu -. 
Similarly, In a Neu Eastern country, a loc:al ~ 
meot oSctal wllo had boe:o rea\llted as IA apae 
by the Soviets, wu intttuct.d to meet and culti
vate two Amctlcan girls who were close ~ 
Ol19 of them an caibaay code clerlr, tho other. & 
CIA employee. The Soviet o&cer d~ both 
girls u attractive, aingle. and •iecond dw d!Wma. • 
ID telling the agcn1 to become IOXually lovolved 
with oJlher oae of the gith, the Soviet ofllcer clu. 
played a diamond rtng whlcb bo promised woulcl 
bo available foe prcscntatiop u a gift U tho ageat 
wu able to ceny out hil aulgnment 

Ouce having tot Ill dgbtl oo •code oir -

nlcatlom target be.lleved even tem0tely awccptlble 
on a long-range bull tn Soviet tnducemeota or 
threats, tho 1'CB is both relentless and patient. 
Ono Department of State commwdcatlom udlnJ. 
dall who, although Amcrlc:au by birth, had en Eat 
European ethnic and educational baclcgrow>d and 
on<>e served ill a very junior capacity ill an Ammcua 
diplomatic mlllioo ID the USSR during World Wv 
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slnoe been tha obfect ol two devclopml!ntal 
hca iu dllferent parts of the world. followed 

• tubsequcnt rcc:rultment an.npt at a third 
u post. In thio f*tlcular cue. the ICCB con
ID "aa:ldeotar encounter ID tbe Far Eut 

• Soviet citl=a (coached by tho ICCB loz the 
If Dot a regular std ollloer) whom the 

.a bad last lalOwn and last _, 16 yean 
Ill a )'Oung and lrioodly electndau/haody

" tho USSR. This !!mo the Soviet posed u 
• h'-J1t dvllUln TV factozy dlrectoz from Len-
• 1. lempcnrily in the Far Eut on bwlDess. 

ally, travel records showed the Soviet wu 
• Ill tho acea with a dlplomaUc passport oo 
&ry duty &om the MinistJy of Fon:ign Af. 
Tbe second Soviet apprc>llCb, this time In 
cmne two years later end Involved a ICCB 

..n opentioo$ specialist undor diplomatic 
•OO preJented bim.oclC to the American bcar-

1lngs IJJd a letter from the otlgiDal Soviet 
I The D<lW Soviet attempted to follow up 

4 approach with rcnowed effom at crulliw-
• I rapport. A third-end cruc1a.i-pproac1i 
I ~ three years later In a dilfcrcot West 

Ill countty. The Amc:rican uruwpectingly 
...J made &lends with a I'°"°° wbo passed 

o!J u a oatunll!zed South American busi
"of lhe same East European ongio as the 
•n h.lmself. The two were ID occasional 

'' t'Ootact fr• approXimately eight months b&-
1 r thing happened. When the completely un

.1 roaultment propo.sal wu wdo-and rb

U wu ostensibly on bdlalf of the foreign 
'"" senioe of tho Eut European COWllr)' 
"l!ted Information on •aJJ types of American 
•phlc equipment; In telum for whlcb the 
American was olfercd &nandal leCWi1y for 
ul his life. The c:iramutaooes Of the UO• 

·.J recrul1ment bid indlcatecl stroogly that 
• .iblo naturalized Soutl. ,n<:tfcan was ac-

1 Soviet •Dlegal," I.e., :. '<>.iiet lntelli~oe 
hiring and working In the West camoullaged 
wncntcd with a fabe, non·Sovlet natiooality. 

I 0llow!ng cue, although not oew and givea 
llin\tlon In the press at tbe time, Is recounted 
• hiller deta.11 than before. Although there 

- loe:rplicablo aspeeu whlcb are not llkely 
Ill I• resolved, tbe Sovlct attempt to rccnllt 

•It Dooakl UltaJ:a ls a dass!c eumpie oE a 
• .-1, devious operation In which the So-

viet band was, in fact, oompletoly coocealed until 
the liut momept. 

Donald Ultan, age 30, Btooklyn·born employoo 
o1 tha ~ Embassy 1n vi.nna. graduate oE 
the Uwvcnlty of Callfcnul, applicant for career 
stat\U In the Famgo Service and ICCWtOmOd to 
Euroi-o Wo from previous rec!dencta lD Paris, WU 

of lpecial IDterest to Soviet InteWgeoco foe a varlery 
oE t<IGSC<U. First and foremost, be was a oocla clerk 
and thw automattcal.ly lD the top prlot!ty category 
for rCQ'Ultment. Secondly, hJs lather was 1111 

emlp from Czarist Russia to the United Stat..., 
and although the SOD bad been hl'ouglit up to Jpealc 
ouly Englhh at home, frOlll the socncwbat lll)'Cpic 
vt.wpoiot ol Soviet lnmlllgenco there was a bate 
cbanoe that be might harbor - • clements ol 
syuipalhy for tbe boincluid of hit father. Thirdly, 
be wu Jewish with appanoutly strong foehngs 
about Nui peneculMllu and en lntmist lD the 
Resls1a11oe mov-ts of World War U. And, 
llnally, be was llwmt io Frcmcb, lllcbd to OODvono 
ID ll, and wu lot&Uted In languages lD general. 
All of the... factors, plllS IUldoubtedly otMn, bad 
COJllO to Soviet attention 14 V/.enna through their 
excellmt 1oc:a1 capability to monitor clCldy the job 
status, per-1 cb&iectWUcs &Dd soda) pa«e:rm 
oE tbe )IOUOg Am.ericaD group ID Vienna, locludiog 
embassy code clerks and .ecrecarles, graduate stu· 
dells at the tlolvenity ~ Vienna and IOmO expabi· 
ato types with vague meaiu ol suppoct. Inter
woven with thls group were othen cf various oa
tlonalll:las, lncl1uling Austrian employcc:s ol the 
AmerlCUl Embassy. AJthoogb lhJt group WU by 
no means a single. clubby unit io the ~ charm 
of Vie11na'• colke house, cmciert and cocktail party 
clra&1t, the Soviets bad wldun it an agent, exdu· 
me!y directed against the Americana in the group. 
who bad loog llnce spotted Ult.an, kDcw him &Dd 
his frlends, abamd oome of tbdr sod.al llfo aod was 
willlng aod able to assist the JCCB In mouoling a 
somewhat biwre operatlon agalost the code cleJk. 

Tho aldewall: cafc oi tho old and f-. Sacher 
Hotel, a pleasant spot for an aperitif Ill May 1958, 
was the opcnlzlg -. Tbe agent cl the Sovlda, 
a naturnllzed dtht:a o! a frieadly Wettoro coumzy 
&Dd a lrWf...nt ma•hemat:id.an, bad Invited an uo
employ, d Amelican tea.ch«, a doso h1eod cl U1tm 
and, Wee him, a lueut Frencb-tpoalw, to join b1m 
for a drlok. T1>o plao wu qulta lhnplo; a.rely 
to btlog about a "chaooe" meeting ~ the 
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teacber and a stranger dtting at an adjo!DiQg table. 
This wu a medmm·siz.ed, dlghtly-baldmg indi
...idual ol about 40, who wore tinted spectacles, 
dreued comervatively but well, spoke French, and 
who ~ himself u Josef Beck, a semi
retired Belgian boa<i._.,.,n who pro(eaed to be 
IOIDllWbat lonely and to be having trouble with 
the Gamm-language menu. It wu DOt dillicult 
to en~ the meeting. and the mathematician/ 
agent then eu:used himself and deputed, coolldent 
that the American teacher would hospitably invite 
Beclc to accompany him to a dinner engagement 
with Ultan in a nearby ~ This ii pi&
drely what happened. 

AGtME 3. VIENNA SIDEWAUC CAFE 

n.. ...... ·M<nUour leek" hod ttouble with rt.. -

One inlm'estlng facet of this Soviet operatloo Is 
that Beck, oeither Initially oor later, ever appeared 
to 8x bis sights dlrectly cm Ultan, although the 
code cleric was in fact his tazget. A.her the lint 
dinner ..-mg. Beck uranged ~ aDOtber sodaJ 
get-together with tbe "-'ricaD teacher rather than 
UltaD. He lcnew well, liowewr, that wbeoe¥a- be 
WU wUb tbe tncbcr be wouJd almost cer1ainly en
counter Uhu. Aud IO It WU throughout the 
month al May and Into Jwie, a patten> al regular 
emcounten In cafes and colfee hoc.- petnmized 
by the muhl-D&tlonal group of wbkb lJltan was a 
p&rt. 11ien were lllllg houn of COOYenation, 
alwaya In French (Beck spoke it with a Slavic 
acoeot wblcb be attributed to a 8-anbtao origin), 
.....W.gs al quiet cbea-playlDg and an oc:caslonal 
outing to ooe of the qual.llot wiD6 bclUlm Oil the ~ 

al the Vienna woods. Clalmlng to be ] 
Beclc a.Id be WU ID Vienna to look for a 
fur a Wta" In l.tnel who wanted to move to 
tria. He also sJde of a brolber In Tel A Yiv. 
- dildoted where be wu ltaying In V 
and apparently DO CJOe bothered to ptal him 
the point. After a soda) ewming. be would 
ult IO be dropped oil Oil a -t ~ In a 
tkulu part al the city. Beck also gave DO 

iD Belgium, - whee OllCe a.sked, but Wt 
Im~ be was from somewhere near B 
His alleged business speciality WU ~ 
there -..u to ha"Ye been little or DO dilc:wsloa 
this. What bound him to Ultao'J cird6 WU a 
fessed IDterest lo the very thiop Ultan en 
-.-.liorl ID French, the rubjed ol Ian 
In geoenl. dilCwsbi ol Jewish penecutiana 
wartime Resistance movements. Beclc said be 
been • -.iber al the Belgl&D widergrwnd 
wu wnliDg a boolr: OD the subject. lD Writ 
what happened later, it Is both loterestlng 
surprising that Beclc appamitly made no efolt 
pump Ultan or eYeD - him aJooe. The lack 
de.: 1 • penooa1 Intimacy can be Ulustnted by 
fad that Ultan, &J well u the others ID the 
always addressed their new friend u "M 
Beclc", feeling that we al his Int name 
perhaps be too familiar. 

Sometime pior to 12 June and after 
anaD dinner party fw Ultan pluJ the 
teacher and an American prychology .student 
1111 wife, Beclt dropped out al sight. a 
having left V'IC!DDll without saying where be 
going. It wu assumed that be bad 
eeipm., but nobody really - rure. 

Almod live months later~ 1 November 
~ at a time wbeo Ultan'1 parents 
Yisltlng Vienna, Beclt suddenly appeced at 
badielor aputment. Be came uu.._,.,.,.,.i, 
Ing a bottle al wbisby u a gift. He 
be DeM)QI aod after a minimum al -11 
which did not Include an ezp1anatioD al hia 
- from Vienna, came qukk}y to the polnL 
aid be wu a Soviet agent and could oiler 
an oppmtunlty to make a lot ol mooey. -We 
want much,· be told the code clerlc, "only what 
know from )'CW job.. Tbe 8abbergasted 
lllilJ thlDking be WU dealing wtl.b a Belgian, 
tbeoler. Beck started to argue. ltrealng tbal 
were botb Jew!Jh, referring to &SI alleged 
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__.here In France (it Is not ckar what 
I bu! particularly emphasizing !hat by ~ 

Soviets with secret infonnatiioo OD a -
U lt&n could scare a ·coup" and need 

hm hc-r Involved. At this JUDCture there 
p«ted interruption. Ultu"s frieod, I.be 

I <·her. dropped by few a visit, U be 
dhl, and CODvenatioo reve<UJd to aormal 

Ultimately, U11aD left I.be apart
"1 ... nc 1-r few all ol them and Beck 
Lim lo the - · 'There oo the sidewalk 

1 began again, with Beck repeatedly 
-y to Ultan. "How much?", uked the 

, •1•1•tc:otly more out of curiosity than 
tba -You name' it.· wu the reply. 

al if utt.n would agree to med him ODCe 

lit ll uY'l:I' the ~ti«. When Ultan acqid
Md pulled out a sllp ol paper on which a 

Ing place llWllY from the i-rt ol the 
altl!lldy writteo down; they agreed the 

Id ,., at 3 P.M, on S November. At this 
ttJll pesbapo not fully graspmg the Im

" wt..t W&I happening. U1Jao sabatousJy 
If be bad 1-n coeraod by the SovietJ 

rcw them. 11ie rq>ly .... a dincber. 
!lilt ~n:oed, saJd Beck, DO< was be a Bd-

am • Soviet cirizai with a Soviet pass. 
I turned down the- and disappesttd. 

Ultan reentered bis apartment and 
Ammr.u tudier what had happened. 

"'"" him was to rq>OO'l the whole alb.ir 
ly tu lhe embauy security officer. Ultall 

1111stalenly felt bis lirst respoasihility 
1111 parents, pamcululy his Ru.ssian-

• out of the aty on some ..i ol pretat. 
-!Poit!!IJ 1,.. feared for their safety. This took 

IU arnnge and OD • November U1tan 
w lth the securlty oScer. 

DO lbaice but to release him. 8.e <leparted fw 
Mosa>w by 11ir the om day. 

Austriw authorida wore able to recomtruct that 
Sbchukm (probably a £abe oame) lirst arrived 
iD Vienna from Moec:ow OD 28 March 19158 OD as
sigDIJ*lt to the permanent So"Mt Mission to the 
lnteruatiooal Atomic £oergy AgeDt:y, a subtwdiDate 
body to the United NatiOm with 1-dqiwten ln 
Vienna. 11m WU appro.amately Sve weeks bo. 
fore be WU iosfttecf U Joaef Beck iDlO the circle 
uoond llltan. On 12 June, it was e.uhlished, 
Shchuldn Bew b&dr: to Moec:ow and did not return 
to Viennll lllltll 2' Octm-. From this pattern It 
Is evident that be .... not •dually stalloDed ln 
Awtna OD • pennan;mt duty tour buls. Unquea
tlooably a X:CB stall oilloer (and probably not 
Jewish, as claimed, aJnce Jews are a nnty ID the 
Soriet intelligence JaVices), It would appear that 
he came to Vleona under diplomatic cover, OD 

temporary duty, JOlely fw the pwpme ol deYelop
ing and cany!Dg throogb the Ultan operation. He 
went b&dr: to Moscow l:CB 1-dquarttn ID Juoe 
when be apparently felt be had completed the de. 
velopneot phase md returned to Vleona ID late 
Odober foe tbe &ml It~ WllUCDellful recruit
ment atti!mpt. 'Jbe uncharacteristic fi~ 
gap hdwemi the rela.tively brief, J.nWn.ct aod al
most detached c:ultlvatkm ol the American code 
dedc and the abortnoe attempt to recruit hJm b 
diikult to explain. 'Jbe delay could ha"" heeo a 
..-suze to protect ~ orig.inal. ooo-Sovit:t spotter/ 
ageot. who had been negotiating for a professiaoal 
job in another Western counuy. This agent Wt 
Austria, ln fact, just before the attempt to recruit 
Ulwi. Oii the oth« band, the delay could have 
been du.e to olh« facton ruch u ~CB intemal de. 
bate u to whether Ultan wu, In fact, reuocably 
susceptible to a recruitmeDt b6d.. 

J.tllil4ry P.--1 

-n.. l:Cll dirocdwo [cl lllSI) ....... 1 ..! for 

- NCndled ·~ - wl locoJ u· who .an 1& ••• u.s. 11111-r i... w1 .... _,.....,. 
lt bas aJre.dy been noted eulier ln this paps 

tha.t although the CRU ii operatilln&lly lldiYe 
agamst American military penonne.J md lD.stalla
tiam abroed, the ~CB also punues milituy targets 
and, ID fact, ii directed to do ao u Illustrated by 
the above quata!iaD from a ~CB ~ 
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Tho Bio of U.S aecuriry lerVfca are ttplete 
with lnstaOC'CJ of bolh •llrcct and lnduect So\id 
pcobulg of Aracrku rnllltary prnunnd m evuy 
quarter of rho '"°'Id. Thl1 u truo of ~11Hs1ed mm 
detailed to nulltary, 1wV11I and air attache oll'ices 
abroad who, geaerally spcaling. have much the 
same sod.al mObllJty 111 1lodr local envirooment u 
juni« civilan ~I ul other sectloos ol the 
cliplom&tie wullatioou co11cnntd. It is al.so true 
uywbere there .,... Arnnican military penoon<ol 
oveneas-in West Cermany, Italy, Spain, Creece, 
Tw-key,3 Libya. n.ailand, Japan. etc. 

Regudleu ol mtion, the Soviet objective u the 
ame--spottlog aad davelopment ol character 
weaknesses &DJ penonal vulnenbilitlcs whlch ,."ill 
facililiote reowtmeol and suboequent contro~ pref
erably caotrol which can be m..mtained over the 
Jong tam and after the recruited agent Is rotated 
bAdc ro duty io the Uruted States. 

1n a 1988 study Wlcd "Motivations to Treason," 
the Office ol the A.uistant Chitt ol Stair fo.- lnt.elli
gl!Oee of the Depan:mmt ol the Anny made a sys
tematk comparison of facton which, since World 
War ll, ba•-e l.i U.S. mi.htary perscinMl to eogage 
In esplooage °' ckfect to thr USSR or Communist 
Bloc It.ates. Inten»lingly •ound no evidence in 
any espionage ~ .1udic.i • ao Army __.iceman 
having been recruited 00 tlwo basis of foreign birth, 
Ideological preference for commuoism or threats 
based oo the ptt#OCC of relac.lves In commuolst 
cootrolled areas. Jt did find, bowewr, that mill
wy personnel who ue maladjusted and have "gone 
sout" are the ones mo<1 susoe~ to Soviet aod 
other hostile recruitmeot. Present in IOIOe degree 
as common denoauoaton in virtually aU cases of 
both espionage aod defection have been factors 
ol sex, Uquor, marital problems, penooal Imma
turity aod debt. The greatest single uiducemeot 
to reauitmeot for espiooage bas been greed for 
rN:ltlef· 

To a remarbble degree these liod.lngs co!oclde 
with Soviet Intelligeoce doctrine. Ooe Sovioet olB
dal documeot put It this way: "lo developing re
cruitment caodidates, the l:CB urges sldllful a
ploltatloo of 6naodal insecurity, material needs, 
weakness for liquor, gnmbliog aod other personal 
vulnerability bcton.. 

Army Sgt. Robert L JohnsG!, arrested by the 
li'BI ID 196S aod currently ruvlng a 25-year pruoo 

sentence for esploaage, la a pi1M aample ol 
soldier who "Went IOW'," .ought to cWect to 
Soviets, aad instead wound up .mag ti-. u 
recruited agent In both Europe aad the U 
States over a span of more than a decada. 
this period be reoeh-ed, by his owo mtimate, 
promoately $25,000 aod, from the Soviet 
pomt, it WU rN:lt1ef weJl spent. 

The product oE a broblo bome aod a blgb 
dropout, Jobosoo ...... veteran oE - 10 
Army servke who had llCCUIDulated a variety 
~ and cueer problems by early 1953, 
which time he was stationed with ao lllfaotry 
In West Berlin. He was supporting ao A 
born mistred, with a background ol Immorality 
mental instablU ty, aod ao illegitimai. chlld.. 
dons at permission to many bad so far been 
successful aod his hopes were oot high. ID 
unit assigomeou he had suffered a ieries oE 
or imagined set-backs which be blamed Oil bis 
penors. He 6oally came to the point where, ID 
owo wonls, , did not want to have 
further to do with the Army OI the American 
of li£e . . , with all these lhlogs Oil my mind, 
dedded 10 seek asylum with the Soviets." 
attempt was made in East Berlin, but Johmoo 
rather easily persuaded to reinaln in place u 
agent of Soviet Intelligenoe. Shortly o-Eter 
received permission to many aod obtaloed a 
fer to the Berlio Command C-2 Section ( 
geoce) u a ~rk lo charge oE 6les. 111. this 
job he systematically began to photognph 
do.......,, -OU with a miniature camera aod used 
w\J e a a courier to pw the 6lm to tho 
During this period, aod for <:ash paymeots. 
recruiled-oo subsequently Introduced to 
Iotelllgmc6--)ames A11eo Mlotkeobaugh. also a 
elm: ID the C-2 Section, to assist him io his 
onage work. (During the ensuing yean J 
aod Mi.ntkeobaugh wcwlr.ed both together aod 
arately fo.- the Soviets, eveo after 1956 
Mlntkeobaugh returned to the State. for 
MIOllcenbaugh wu anestecl at the same time 
Jolmsoo aod abo received a 25-year pdloa 
teoce..) 

Although all ol Johmoo'1 work for the SoYlcts 
oE value to them, the highlight ol his 
caieer came during an uslgomeot to the 
Forces OauM Tnrufer Stat:ioo at Orly P1eld, 
ParU--. transfer point for -W cowier mall, 
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FIGURE 4 COllfAGtlES IN ESllONAGE. FORMER /.JJAY SGTS. JOHNSON (Uf'I) 
ANO MINTKENaAUGll 

P-1 problems ond the lute of Soviet money led 10 -- In Evrope cane! Ille U.S. 

t.Jy clamfied, beiween the miliwy services 
•tod the United States. Tiie courier serv-

41 11>1'u u1illzed by other U.S. Government com-
• lkg111ning m May 1961, Johnson assessed 

«I about courier service personnel to the 
( tJ,m•by providing them a nUOlber of po
m'!Uilmeot prospects) and photographed 

11...d the Courier Station itself. All of 
pre l1minary to the real Soviet objecti
Ul<>tu penetration ol the Courier Sta.tioo 

bf liCC«U 10 classllied pouch envelopes. To 
1hlt, Johruoo wlunteettd for permanent 

duly at the Station during which time 
br- alooe at night and with pby.ucal aCICeS3 
'" '"' of the vault. By making use oi 

...,, of the key UteCI to open tbe pedlock 
~·& a Soviet-supplied radio.ctive device 

!h<i ~"mbmabon lock and read the com-
1 uluuon gained unauthoriud acoess to 
It.ell in November 1962 and began to 

'""1t1 Intelligence with pouch envelopes. 
0(0.•lOD be removed up tG 15 envelopes 
vp to Top Secret from the vault, left his 

and paued them wider cover oi d&rk· 
WI t.uvlet cootact who waited a abort 

distance away. The envelopes wae returned to 
Johnson wilhln a few bows, after the Soviets had 
opened them, pbote>gn<pbed the contents, Slid then 
resealed them. JCCB document spec:iall<t:s were 
sent to Paris from Moscow to process the valuable 
ma1erial supplied by Jolwoa, iDcluding the delicate 
job of opening 4Dd ruealing the envelope$. ln the 
late spring of 1963 the Soviets suspendecl the vauh 
operatioa for security reasons but planned to raume 
and expand it wheri the nights grew looger later 
in the >-r· Johnsao, ~. was transferred 
from Orly before that time.. 

The following case involving recruilment over
seas of an enlisted man Is covered in some detail 
as a striking ezample of thorough advance spotting 
and assessment by SoYiet Intelligence, of exploita
tion ol character wealaiess and greed for mooey, 
md we of tho technique of threat of exposure based 
oo compromising iDformation. 

The 6.m American negro ever ooovlcted ol espi
onage ii Nelson C. Drwnmood. former Yeoman lst 
Class, U.S. Navy, who received a life sentence ID 
1963 for betnylng his country in rcturo for Soviet 
payments totalling about iu.,ooo over a five-yeu 
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penod. Although !au aordid aanier came io ui end 
late ooe: nlght w S:eptanbcT 1962 ln the parbng lot 
ol a diner at Larchmont, New Yark, wheo the 
FBI, wblch bad been on his trail for some time, 
arrm..d him ID the act ol i-sslng classi6ed naval 
docwnenb IO 1 CRU stall ollloer camoWlaged u 
a diplomat, the Jtart ol bis downhill dide Into ~ 
plonage aod u.ltmwe depdatloa actually begui 

3.000 mll.!is away-i.D Lcmdoo, England. 

DnmlmaDd, ID the IAte 1utwnn ol 19S1, wu a 
28-yeac-old adnunistr1tive clerk io the GIOSVl!OOr 
Square beadquarten of the U.S. naval ClOlllllWld 
for England, Atlantic and the Mediterranean 
(lcoown 1t the time u CINCNELM). ffis Top 
Secret and OOSMlC (NATO) security cleanuces 
g11Ve him cWJy aaiess to hlglily cWsi6ecl American 
and NATO naval documeou, But despite the 
trusted posltioa, the ltocky aod partly bald sailor 
with a oea1 mustache was u full ol c:harutl!% Saws 
and vuhienhi.W:ios u a man axild be. 

For cme lhlog. Dnunmood wu a gambler with 
chronic 6.nancial problems whlcb led him to borrow 
money from anyone wbo would lend it His debts 
piled up He was lnvM...d in blaclc-awbt aeilwg 
ol liquor aod dganttes from the Navy Ezcbaoge 
store. 'I1iere were expenses to be met, the costs ol 
Loodoo pib-cnwling and ewnmgs ol heavy drink
ing at a seamy nightspot called the Sumet Club. 
It WU here he met I prostitut~waltress with l.D il
legitimate cbild.. She lived with him, without 
wodtiog at either of her professioos. for nearly I 

year in seven! cheap 1partments. He SoaDy kicbd 
her out in favor ol ui uohmlceo series ol !.de-meet 
pldaips. some ol whom be treated brutally, and 
oooe ol whom Jtayed with him for more thUl a few 
days at • time.. 

Drummood WU aJtD'oaber l.D UDS&YOI)' character 
with a reputation u such at his all-duty bauots. 
The Soviets, through the eyes aod ean ol the 
spotter agents they always maintain lo luge for
eign cities, became f'ully aware cl the man, his job. 
bis -mes- aod his dally lOU.tiDe. The rest 
proved quite euy. 

Ooe eveoiog wheo Dnuomood, dreaml u usual 
ID dviliUl c:lotbes, WU homeward bound oo Ba)'$' 
water Rold &om o&:e to subway be wu ~ 
proecbed oo the street by a friendly stranger wbo 
llrudc up a cuua1 amversatiao 1-iing quickly 
to adjOUllllDmt to 'a .-iby pob. Foe OYer ao hour 
the stranger bought Dnunmoolfs driob-cbou ol 

wbisby at the equJva1eot ol a dollar a diot. 
llilar readily agreed lo the suggesboo they ha 
few together the DCXt night at the same p 
'The seoond time was a more ezteoded 
spree, lastiog some 6ve boon, Ind •gain 
stnnger paid the check. Drummood, by ooo 
CO\lllt after bis ~ Jive yean later, said 
thought his benefactor was ao Englishman. 
later admitted detectuig l.D M>leDt but Aid 
thought oothii>g of rt bec:awe ol the maoy fore 
&Dd foreigJI aoceuts encountered in Loodoo. 
aoy event. be bad DO suspldon his DCW friald 
Soviet, asked DO question5-oot even the 
na~ iD oomewbat befuddled state 
b.YOOlbly when asked if be would IJU to earn 
pounds by illegally obtaiDiog a Navy ID card 
dw friends ol the stnnger could have access to 
Navy bcbaoge. He llCCepCed the money iD 
vance aod unhesitaotly signed the receipt w 
the stranger Wei be .-ded "to abow the 
wbere the mooey b&d pie. 

A week or 10 days later wbeo the stranger 
up at the same pub. Drummond oouJd oot 
the ID card. lo £act, be bad DO means ol 
ooe. He was promised a little more tuoe. 
fourth ~g. wbeo the sa1lor still could Dot 
duce, the acticD stepped up. The str1oger 
Drummcmd be bad better come with him, and 
two meo walked a few blocla to what the sailor 
flrsl thought WU a private mansioo. They W 

up a driveway aod Into a side eotraoce. • lo a 
at the rear ol the 6nt Boor the manger bad 
mood sit down, loboduced himself (Dot by 
u a colonel lo the Soviet t<rmy. produced 
original receipt for 250 pounds which had 
allered to ioclude wording that the slgrw a 
to fumlsb documeots u well u ao ID card, 
told Drummond be would tum it °""' to the 
tboritiea aod also ezpose him for blad: market 
tivities if he failed to produce cbssi6ed ioforma 
from his job at ClNCNELM. The 
cowed sailor aped, aaiepted aod receipted foe 
Oilier SO pound piynieol. was escorted out the 
d• o0t and placed in a walling car which took him 
the other mil of the driveway to another 
tbeo clrOYe lwo arouod for a time at raodom 
Soally ~ him OD a street comer. 

Twice io the DCXt few weeks a chauS 
car pulled abigside Drummond as be walked 
Bayswater Street ud I DCW Soviet demanded 
promised documeota from CINCNELM. 
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1 failure 10 produce Jed IO another c:oafrooai-
1th the oolooe1 an what lhe American now 
J was the Sovie! Embassy. The lhreats 

111ore forceful this time, another pa~t was 
and a oew receipt signed which rpeci6caDy 

the promjse ID supply cWsi6ed inform&· 
from the Ame:ricao beadquartcn in Cl'05Vellllt 

At this pomt (possibly 9000«, because 
a-.o. ...... ,....r,. later confessioo caanot bo comidered 

~ble) the regubr passage cl IGWt1WJ ma

~ 
technique was always the same.. He would 

f4i led up oo designated days by two SovietJ 
• cu which would pull ·n alocgsicle him GO 

1ter Street. Ile wou pass clocwnents ID 
lvvlet in the rear sea.1 . .ud the latter would 
ty thereafter be dropped olf 00 • meet ClOl"llec 

d.iappear. The chauJl'eur (Drummond said 
- spob) would then drive aimlessly through 

with the sailor as his passenger, retummg 
U&lly to pk!< up the other Soviet who would 
lade the docwnents which by Ihm, cl ooune, 
i-n phocograpbed. Drummond would ro-
1111'11\ undetected to CINCNEL'd Sles. 

'"*• were two more Soviet Embassy -tings 
.... colonel. At the .6rst. Drummood s:lgoed 
pt for $300 which iDcluded a listing cl the 
documents he had furrUshed. At the seo-

whkh came iometime after March 1958 and 
alter Drummond bad boea tnnsfened ID 

uao.ltive job which depri•...d him ol access 
liiAed mformatioo, the colonel wuned [)rum. 

1.. was wider investlgatioo far mattcn un

to ""' work far the Soviets and caolJlct 
I therefore bo broken temporui1y u a pr&

.ary measure. The payment this time was 
(The Sovid wanling ii interodiog llinoe It 

- · Anet that Drummood at this time wu ooe 
Wtttal In his wori: area wider OIBce ol NaYal 

investigation in COODoctioo with some 
' documeots; this bad boea the reasoo for 

trnufer to a new job. The Soviets appueudy 
Inside lnformatioo &om other sources. 
~ was later cle.red ol suspicioo. Ao

to Drummond. the documeots which could 
tee! were DOt documents be bad given the 

n. aa.ct chrooology Is uncertain, b\it prior to 
~1 transfer to the United States In May 

ho race!-:! Soviet instn>ctlool far ..-bllsh-

ment ol cootact with the CRU in N- York. Ao
cording ID his own version, the i.nstructlom were 
given him In writing by Ill •mldenti6ed man who 
approeclied him in • restroom in Soutbamptam, 
England, shortly before be boarded ship. He also 
receiwid a single cuff link with a bor.ebcad design 
which be was to wear in his lapel as 111 identilico
tiOll sign at the place ol reoootact which WU cJa. 
lgnated in Harlem. The Soviet D*hDg him 
woold wear a smlilar cuff link in bis Jape~ uwl 
the instnlctioos also called for a recogiiitiao pbnSCI 
and aiuntenlp. 

So much for the recruitment and use ol this 
Americao abroad and the way in which be wu led 
to continued esplo.oage for tbe ~ In the United 
States. 'The New Yodc recootad was made oo 
schedule and for the nen four yean Dnunmood, 
during the course ol duty tows at Bostoo, Norfolk 
and &nally at the OS. NaYal Base, Newport, Rhode 
Island, bad between ;.i and 40 clandestine -
ings with tluee suoces:s:ive Soviet intelligence e>Bl
cen. all .:l them known to him ooly .. "'MW,. a.ad 
all .A them accn!dited diplomatic representatives 
to the Soviet U.N. Mlss:loo in New York. Meetings 
were chielly held in the New Yon area, and Drum
mood passed over quantities of classilied docu
ments, the most imporllllt ol them from Sia of tho 
Mobile Electrooic Tecboical Unit at the Newport 
Bate, oo naYal radar eqwpment. elec:troo;c oounter
IMUUrel data, weapom caotrol systam, etc. Sooo 
after Drvmmood" 1 UTelt it was estimated that tho 
dollar COit ol revising a.ad relssulng compromised 
naYal manuals and publicatioos in these &elds alcme 
might be wcD over PIO,!m,000. 

1W CRU oSlcen were expelled from the United 
States u a result of the arrests made at the l..udi
DlOD.t diner In Sqltember 1962. One was "Mib 
#3, • actually Yevgenly Mikhaylovlch Prokhorov, 
secood secrewy ol tbe Soviet U .N. Musaoo. The 
other was • oolleague loitering in tbe lm.-llate 
vicinity u a OOUDter-SU1'W:illant, Ivan Yalcovlevich 
Vyrodav, who bad diplomatic status u. third ....,.. 
lat)'. Drummond's first two hmdling o&cen in 
America, botb ol whom had already Wt tbe oounay 
oo routine cbange ol ass:lgmnent, were ldentillcd 
as Mikbail Stepanovieb Savelev, a llnt secretary 
at the Soviet U.N. Missioo Ulllil September 1981. 
and another th.I.rd secrewy. Vadim Vladlmirovlch 
Sorolcin, who had departed the Uniled States In 
May 19112. 11- were "'Mlke #l" and "'Mllr.o 
#2." both CRU staff e>Bloera. 

CONFIDENTIAL 

21 

LS 



OONFIDEl'm.u. 

llllnN CtlllnU 

U.S. Marin<. eolhrnl ""''~ 1uign..J u guards at 
diplomatic liutallatJons alirroad, are esp«Wly in
teresting targets to Soviet lntelUgcnce because ol 
their f""lucnt aa:ess to &ale combu•&tlllllS, their 
pres<:uao ( r.omebma alone) an f'.mbusie. while oo 
Digt11 dut)• and their obvJOUs copal11Lt)'-tn the 
evoot of ruauatmeot-{o "1nplace mk·r<>pLone and 
lra.DSlruttcr listening dc\'lCCS, 

Although banclplcl.od for their protective duty 
assignments abro.d and given special training and 
security indoctrioa!ioo, Manoe guATd personnel are, 
Ear the lllO>t part, >"''°& and unmanic:d aod often 
"oo th.. town• in 11 .. ., oil-duty '-'rs. They are 
loe\oaubly "-'fOOed to tempt~tioos which the Soviets 
can put tn their paths. They are approachable by 
loca1 natioruls who ue recruited agents of Soviet 
lnldhgence aod ulteo by Soviets ~Ives. 
Tbeie have been rq><-:1ted approaches of both types 
in every part of tl>t: world aod also attempts at 
recruitmeol 

Scwkt inlttes't in M anoe guards is o1ten shown 
in requlmneob gJV~n to Soviet agents. For ex
amplo, in the recently disclosed ca.e of a X:CB 
peodration cE the American Embassy ID Brussels 
(to be described in detail later in this sectioo), the 
local employee agent was asked to describe the & 
cation of all Marine guard i-ts inside the embassy 
and to furnWi details of guard shift schedules. In 
Vieoo.a, an Austrian agent of the i.'.CB wbo had 
oonnal access in bis employment to American in
stallations and penonneJ was told to culbvate pu
soos of two categories withio the embassy-local 
citium worlcing as switchboard operators and 
Marine guard personnel 

A few yean ago, also In Vieoo.a, a mabsbift 
Marine guard volleyball team was challenged to 
play a local Soviet colooy team. T1ie Brst m.atdi 
was held oo ao impromptu basis near the Marine 
residence. ~ Sovi.u then followed up with an 
invitation for a second gJme to be played inside the 
Soviet R:Sadenti&l aimpouod-..o unprecedented 
gesture which clearly was intended to give the Vien
na i.'.CB American-operations specialists a cbance to 
cultivate Marines socfallv :ond oi- the way for 
pos:sible further contact. ..essment and clevelop
menl To make at a r, "'" .: occasion, virtually the 
entire :ioviot colony turnc:J out ID foroe, complete 
with wives and children. and the game was pr&-

ceded by a 6lm showing and followed by drinb 
other refn!Shmenu. l:CB ollkers, parti 
tbote identiBed wllh American opentioos, · 
lated among the Marine guard guests and 
Americans ptesmt, chatting. Wing questions 
io the process sizing up potmbal prospects. 
Scroet photognpber moved busily around 
pictures of Americans. Sub&equently, the.re 
lle\'en.I l:CB attempts to follow up the initial 
t...cts Jnllde oo this occasioo, notably at a local 
iog alley frequented by Marines and other 
CAO>. The Soviet intelligence ol6oers would 
In uninvited, ask to be shown how to bow~ 
to buy drinks aod exteod Invitations foe future 
OV<:JllJ.. 

ID Cyprus a few yean ago, Marine 
frequented a local bar whale OWDeC was 
queotJy detennined to be a member ol the 
Cypnot Communist Party and a spotm for 
Intelligence. He is known to have in 
number ol Mannes to Soviet Intelligence 
statiooed m Cyprus, ooe ol them a CRU 
Nilcolay I va.oovx:h Jlaoov. wbo spoke 8 u.eot En 
and posed ruooeafuUy as a .European ~:ill· ies&111M 
at the time iotrodudioos were made. Ranov, 
fact, bad official oover as local representative ol 
Soviet airline, Aetoftot. The Cypnu Go.'etn1118 

eq>elled him fix espionage ID March 1967. 

FfGURE S. GllU OfRCER NOCOlAY I. RANOV 
He pooed ca a &ir..,....., lo culti-. MariMa 
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/. disarmingly simple Soviet attempt to open a 
horuhip with an embassy Marine guard took 

in Copenhagen. A !(GB olllcer, Aleksandr 
•t0vich Roganov, came to the American Em

hi ' with a gt'Ollp of Soviet visa applicants. a 
1ne visit in hiJ ollicial oover functloo as 'VioD
ul While Wlliting in the reception room, 
uiov engaged the Marine guard on duty iD 
• I 0011venation during wbich be elicited his 

, rank, address and telephone number. Two 
later be telephooed the Marine at the guard 

~ uce and invited. him to a public performamoe 
hdd a fr:w days later. The Marine properly 
rel the invitation, was told not to acoept. and 

• 1ucntly told RogllDOY oqt to bother him 

ill Djakarta, Indonesia, In 1962, !(GB ollicer 
••odr Aleksandrovich Losev made repeated ef. 
•o cultivate--and in one instance tried to 
•-Marine guard persotmel. It was bis prac-

'" wallc in on Marines at the bar of a local 
louy their drinks, orui follow them back to 

~lanne qu.artus for .,.. .re socializing. He 
I 10 take one gu.1ul 011 ~-elcend outing and 

Id bun with female """'•"'°ionship. The cli
•1110 when he stopped another Marine oo the 

uf Djarkana and, after a long convenatioo, 
•·J to recruit him oc the basis of large pay· 
h• provide information available to him as 

rJ 11 ... guard force, including idealillcation of 
~ u unelligenoe persoonel in lndooesia.. 

le aectet&M and Ille clerks in American 
11< ..00 other official installatiODS abroad are 

;:.I worthwhile targets by the KGB because 
•• .._._ to classifled docume:nt.o, especi.ally 

... J because of their potential vuloerabillty 
'"' involvement, either with Soviets them

( •• hH sometimes been the case) or with 
1 1u1ionals acting oo bebal£ of the KGB. 

Iii I. II olllCCT in a West Ewopean OOWltTy di 
him pf his local agents to develop informa-

"' tlr trcnit&ty of the American ambassador. 
n •l•tly wanted to know her reside:ace ad

la111r .lie left the embassy each day and 
ii"' normally rook oo the w1-y home. 

a;i.11 mrended to exploit this infoonatioo 
u ui this case since the recretary was 

approadilng the end al ber tOW' and deputed rou
tinely within a matter of weeb. 

In early 1967, a Ille clak statiooed in Egypt was 
uoexpectedly visited by Vilctor L Volotslcov, a 
Soviet third secretary and intelligence oaloer, whom 
sbe ~ oever seen before. The ezplanation be 
gaft fOt calling indicated Soviet spotting (and i.-
slbly accurate assessment) ezumding back Sve years 
earlier. In 1962, the American woman, at that time 
staliooed in the Middle Ean, bad taken a Black 
Sea cruise to Yalta. During the cruise she met a 
Soviet civilian with whom she was friendly. They 
e%Changed addresses and wrote to each other 
sporadically for about a year. Her last communi
cation to the Soviet in the USSR had been a Christ· 
mas card in 1963, at wbi.ch time she was already at 
a """" post in the same area. fi'OW' year.s later, 
when Volotskov approached her in Egypt, he gave 
her the thin and obviously cootrived stOI)' that her 
Yalta cru!se £ri.encl bad receotly been oo a Soviet 
ship wmch docked brieay in Egypt and had asked 
Volotslcov to look up the American clerk who be 
thought must be "somnrhere in the Middle East." 
Volouloov managed to get in two animated social 
meetings wilb the American woman, during which 
be turned OD comiderabJe penoual chum and said 
be wamed their relationship to oontinne. Foc
tunately, however, the American informed ber su
periaa and the oootad was brought to an end. 

A var .1tloo of the above ~imilarly 
indic11:1v.· oE advance p~ at a fi'ar 
East post, also in 1967. A Soviet who identiJied 
himself as a visitor to a local trade fair te1epboned 
an American secrewy at the AID Mission. He 
said he ... could lllco to meet ber to deliver a Jetter 
&om a c:listant cousin in Latvia. The secretary 
ai;r-1 to the meeting and was given a letter and 
photo of ber relative. Thoroughly dJsanncd and 
gullible as well, the secrewy apparently suocumbed 
to the Soviet's romantic ..:lvaoces in a series of 
further meetings. When it came time for the Soviet 
to leave the oowm:y, be introduced the secretary 
to a JCGB o6lcer under diplomatic oover, ostensibly 
so that tbe latter could - as a channel for future 
oor:respoodence. The sltuation linalJy became 
known to the embassy security ollicer and the secro
tary broke oil the dangerous new relationship !. 
fore it went any further. 

Oa occasion, it has beai oecessary to tnmfer 
American secretarial or clerical penoond out al a 
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Foreign Service post whc-1 • '"'1 t..ve became en
tangled lo a poteotlally ..ompromlslng mu.don 
which, for ooe reason or another, they fail to rec> 
ogn.f:m or usess realistically. For ~ a sec> 
retary in a sensitive position In the AmeOOm 
Embasiy lo an East A£riam republic became ID
wived In a love affair with • min« local omcw 
ol Anh bad.ground who had once t-o employed 
by the embauy. She penisted lo the aHair despite 
~ted warnings, which she intapreted as 
bureaucratic attempts m restzld ber llOcial Ille. 
The primuy security ooooen:i In this case was the 
fad that her lover, a playboy type who lived beyond 
bis means, wu known to have recently come mto 
regular ClOOtact with a Soviet intelligence allicer 
under cllploma& cover and with a particular in
terest in Americans. Although there WU DO reasao 
to question the loyalty (II not the dlscn&n) of the 
American seerelaly and also DO evid.eooe that bez 
boyfrleDd Jwl aheady begun to exploit her foe 
lofonnatioo on behalf ol tbe Soviets, a tn:nsfer was 
promptly arranged to frustrate tbe opening stages 
oE a l:CB operatlOll directed at the embassy. 

1be case story whicb followl is leogthler than 
most but worthy ol study. It has beoome a c1asslc 
eamp1e ol. the eo.trapment ol. an A.merbn female 
abroad who was the target cl a complex, ddllfully 
ezecuted l:CB opentian. It Olmtrates Soviet ..., 
ol the technique ol "false .Bag" (disguised oa
tiODallty) development and a.- working ooJ. 
labon.tion ~ the l:CB and a CommWlist 
Bloc seivloe. lt also ilhutrates In dramatic form 
the penonal oonsequeooes « wishful thinlciDg and 
blind faith wbell ~ with hlgbly prof• 
danal deoepdan. 

During the ..ty morning bows oE 11 June 1981, 
an attractive 31-year~ Foreign 5"rvlce der\;. 
as!gned to the restricted area &lee ~ « the 
American Embassy In West Cmmany, was wider
going the most tmrifymg ordeal « ber life.. She 
was a prisooez in a guarded liou. IU11'0Ullded by a 
high wire fence ill East Berlill. Behind ber were 
boon oE unnerving lnterrogatlOll by East CermaJI 
lntdllgenoe agellll, false am•satiom ol espa:r.age 
with ooovindllg erideooe spread oat before her, the 
bwnil.iatioo of a probing search which had spared 
DO part of her body and the lddmomJ pbysical 
abuse ol repeated daps ID the W... flldng her for 
the first time at 2. A. M. stood an wmamed Soviet in 
the wilform oE a oobael who &ll1)001Yl!!d IA 8ueot 

Eogllsh that ber own life aod aho the life ol 
11.aooe depended CID her agreaneot to provide 
with coded cablea aod other secnt documenb 
IDg CID American policies aod plam relatiog 
Berlinaod East Germany. ~g that her 
whom she believed to be an Ame:rican civilian 
my, f:or a Westem intelligence -we, was at 
m<omc:ut ID Soviet/East Cenmn bands In 
part oE the city, Elean« (DOt ber true name) 
DO oltemative to submlssloo. . She slpod a 
meat agreeing to work far Sovlec loulllgence 
retWD for the ooJondJ promise to protect 
Stein, her Jlanoe. In a leOOlld eoa&ootatioo 
the roloael the following day, she was 
into identifying and commeating on the 
characteristb ol all her SJes section co
the code room supervisor and the embassy 
muo1catlom a111cu. 111e co1ooe1. m.. DOted. 
peared already familiar with the pbysico.l la 
oE the 8les sect1oa, locatim oE the Top Secret 
and other details cl the restricted area. E 
also accepted and .-.ipted for funds giYal ber 
retum to Welt Germany and a~ to bring 
d8ed docwneots to East Berlin foe the nm 
which wu uranged for 24 JUDe. She was 
released to tab the lint plane hlmio bom 'W 
Bedm. 

Eleanoc, ftwtunately, bad DO iDteotioll oE 
as a Soviet paietratim oE the Ameriaua Em 
~ &antic coooem foe the safety ol the mm 
had promised ID many. Twenty minutes a{ter 
tumlog to the apartment she shared wllh her 
mother at the American housing oammwlily 
Plittendmf, near Dami, aod despite near 
and physical collapse, lbc was telling the full 
to the embassy securily olBcer. Not until ID 
gative proof was at hand could Eleanoc accept 
£act that ruggedly handsome George Stdn, wbo 
come Into her life four mootht earller, was oot 
Amsican be pretended to be but raths an a 
(either oE the East Gamm intelligence service 
the J:CB; true natiooality UDknown ), worlcing 
behalf ol the Sovleu, whme aole mlssioo WU 

1111111q> her into espiooage against her own 

lt bad begun in Febnwy at aa iuformal 
caD Embassy Club danoo si--ecl by the 
"bechelor". group oE the multi-oatiooal · 
community. Jwt how George Stein, mt 

AmericaD tourist In Cermaay Oii holiday, 
¥med ~Into thil afalr la Dot lmown. l.t 
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.... !... through the ooopcralloD of an -bllshed 
alteady within the group. or be c:ou.ld 

limply walked in, mingled with the crowd, 
l!!!r~ced himself to a stranger or two, tbeo u

to be presented by OD6 ol them to Eleanor. 
II some evidmce to support this latter view. 

11 llOt likely, however, that Stein gravitated to 
on a bapbazard basis. She - a relative 

aimer to the Bonn embassy after earlier tours 
" 1 C'ode clerk in Brussels and New Deihl New 

la a post where the SoYfets ue known to 
9ii u elaborate spotting and as:seameot network 

«G 1gainst Americans. Siooe Eleanor bad only 
I putlal tOUr In New Delhi and tu.d been -

dlrectly frcm India to Bonn for compu
le rea>am ( care ol her mother), It cu be 

that a ~CB opentlon agalmt ber was 
-*ved in lDd.ia, 11- tnmferrecl lo Cer

lor bnple_.,tatlon wbeo she moved lo ber 
J"aL 

n. operatiooal plan tool time ud care lo lllOWll. 
• .-sy to &ad an agent with 9Ctu&l living 

In America at some earlier stage In life, 
English would be idiomatic Amerl<an and 
I ree, 1.0 equip hlm with a false Ameriaul 

• I (which Stein bad), to coach blm In a 
i. life history ud to establish blm In the 

.,,.._ It Is known now that the opentionll 
.. tually began in early J~ mooth 
!>leio adually met Eleanor--wben be 6nt 
· In neaiby Cologne. At the peosioD where 

111 -.tod a room for some three months be poeed 
uUy u an Amerkan. During the Ame 

be ttgistered twioe " Cologne hotel, once 
• Cmn&o citizen (with "'J propriate documeota

• I Ii. .cond lime in bis American Identity. 

having met Eleanor, Stein wasted DO time. 
Int evaiing be requested permission to teJ&. 

for a date in the - future. no call came 
lwO days. From then on It was a steady 
tl vls1ls lo the apartment. evmiogs at nlgbt 
~ parties ud inonasiogly romantic ID,. 

1. Although often .i-, tbey' wae .i.o 
Wllh othen In Eleuals .ocial group. 

the. intemive atltivatioo period frcm Feb-
dvuogh May, Eleanor introduced Steill to 

kol I 0 ol her AtMricaD friendJ, all of them oode 
m files penoane1 at the embassy. They 

him wilhout question, jwt as she did. 

Stroogly 1tlnclad to the dut-hllred and ltocky 
200-~, E.leanor was In DO mood to question 
auythlng. (Within four weeb they were discuu
ing mamage and lhortly thereafter she c:oosldered 
themselva U .. gaged.) She WU content with 
the frlgmeDll oE life legend wblch emerged in bits 
and ~t be was born in Shanghai lo 1928 
o1 a Cerman fatber and Pootuc- mother. no 
&mily- to the States shortly after World Wu II 
wbeo c-ge was 19 yean old ud became natu
ralized American citbem. Sometime later-Ceorge 
was vague about these lhing>-hls pareob died. 
For a time be WU a merchant .e&man, daJmed at 
least ,_ college b.ckground. got a start In coo
stnaction won and ultimately acquired bis own 
i..m-, Ho gaw u address ID Las Vegas, N• 
vada (adually the - &ddiess oE a motel which 
bad DO record oi him) and told Eleanor that be bid 
reomdy DI! his busmea ud aime to .£wope as 
a tourist for &II lnddnite pedod. 

Cmlributing to c-ge·. 9CCeplance -- Girt· 
wud evidences of thorough Americanism. He 
bad an appetite for cnmcby peanut butter, wanted 
be'*1 and eggs for breakfast, read Newsweek to 
lceep up with CYellb, and regularly followed the 
comic stnp tribu.latiaos ol Dick Tracy. Dmmls the 
Menace ud Peuub. He wu a fut awa wl1b a 
bingo card at Embassy Club IOci•l evenings. olten 
bandling Eleanot't card as well as bis OWD. He 
peld devoted altenlion to Eleanor's mother, called 
her "M-·-bkh lattend and pleued bel'--end 
brought both of them gifts oa appropriate occa
slcm. And, IOIDebow, Eleanor saw nothing _. 
usual in the eolnddence that her &anoe, with bis 
professed b.clcground, shared her enthusiasm for 
the writings oE American n&tunllst Henry Thoreau 
ud the lDd1m poet Tagcn. To make everything 
just right, c-ge Stein WU alto a Jan bulf. >C 

Althoogb Ceorge professed to WUll marriage u 
IOOll 8$ poo:slble. they reubod mutual agreement 
lha1 El.,.,_ would &nt llolsh out her embassy 
tour which was doe lo ~ befcn the end oE 
the year. It thus ..ned quite natural for c-ge 
lo decide that, rather than notum to Las Vegas. he 
would go to West Bedln and ioc* for a temporary 
job during tho pre-marriage period. He made the 
move in April, renting a room ID the bousehold of 
71-yeu~ Emit Matzdorff, a kindly and IJWting 
peon:- wbme role In this cue wu that ol inter

medluy and IDlllOCellt dupe. Sooa after reecblDg 
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AGUIE 6. BEA1'IOfl AND "GEORGE STEIW-' WHO POSED AS AN AMERICAN 

n.. .-t of o - tho! b.ca- o nlg..._. Their fir1I -ma. a condlcMhoil. 

West Berlin, George told Bla.oor be bad found a 
job lraDS!ating technical papen but d>d not identify 
his employer. So far as Matzdorlr mew, his Ameri
can tenant was a draftsman ol some kind but be 
- actually saw him do any work. ( Pareo
tbetically, it was determioed later that George 
registered with West BerUn aulhoribes, as required 
by law, as a German natlcoal, not an American. and 
gave his birthplace as DaiJeo, China, not Shanghai. 
Mat2dodf wu unware of this.) Matzdodf ~ 
al the romance with Eleanor since she and George 
occa.siooally visited each othtt iD ~ or West 
Cerm&oy and the letter and te1q>baue oonespood
eoce ~ them was frequeut. 

It may oeve:r be determined whether the ori 
Saviet/Ea.st German operational plan called for 
looger development of Eleanor wilh a more 
cated reauitment approach than already d.escri 
However, ft seems probable that a totally 
ezpected event caused - revlsioo of p 
and deu:rmined the coune and timing al 
eotrapmeot whidi followed. This was 
involvement iD an automobile acddeot on 31 
in East Berlin only boun before be was due to 
by air to visit Eleanor and ber mother in West 
many. (George WU wiquesaiooably in East 
!in to oonf... with bb Sovitt or East 
superion.) 
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aa:fdeot haspltaliud c-ge with se-.. 
bnwa, an ugly abdomJnal swelling and the 
t ol an open.lioo. appvently for removal 

iM f1lleen. ( Bolh Eleanor and Matzdodf wens 
• - convincing evidence ol pbysica1 damag& 
N1ucLcri, In the &oat stages ol this case, 

l!J ll&W a fn=sh abdominal lncisicm, IDdicatiDg 
operatioo WIS performed.) 

Mr, unaware of the acddeot, waited In vain 
Boan lirp>rt G:I the evening of lhe 31st and 
went home. A few bows later Maadorfr 

1,.... West Berlin to say be bad received an 
;ow telephone message that C-ge had 

lil1ured io an acc::i<knt and wanted Eleanor 
.. ooi.lled. He bad DO other dctal1s and DO 

•litre George wa.s. Eleanor, wbme Cerman 
lilldoquate, frantlcally C'll!lsted the help ol the 
'41uty embassy telephone operator to notify 
n.Un authorities to try and locat.o her 6.aDce. 

quickly established that he WIS oot In any 
llerl.io hospital. Two clays later EleaJMW 
tttti-1 a letter from George, ~ 

!Vrlln, telling ol the attidcnt but omitting 
•'-• .. bouts. On 3 June Mab.dorfF telephaoed 
... d that a stranger bad visited him to 

"'-• Ceorge was reoovedng in East Berlin's 
rkloh&ln bolpital. Eleanor then telepbooed 
~It.al directly and WU ab&a to speak with 

wlio was eager to - ber. Without besita
tk t-rdecl the 6nt plane foe Berlin, took a 

y to the hospital lo the East sector ( this 
urci the Wall), and the covple were happily 

;I II C-ie's hospital bed. She 80Cepted 
question a somewhat R!msy explaoatioo 
1.e happened to be cbiviog a car which 
hill own In the Sovlet--molled portloo "'* divided dty at the time ol the accldeot. 

lt1I visit was without lnddent and 111 was 
on the following day after Eleaoor had 
nlght at Matzdorfrs bouie lo West Ber

Al c-ge·s urgent plea she agned to Sy up 
foe additloaaJ vi<iK the following weeJc. 

ilda was to prove brr doing; the plan. foe 
I and iecnutmmt •• • d already complete. 

10 1--. during ber - vWt with Cearge. 
lly handed ha a roll ol &Im and ask-.! 

• ••- that she leave it In his room In West 
It WIS Ill adroitly clone that she bad DO 

flll!!!!ii!itian of daJlger. But as she left the bospilal 
._ ~ later her life suddmly tumed Into a 

nightmare. East Cerman aecur!ty agenti, accom
panied by an Interpreter, arrested her at the dooc, 
pulled lhe aim from her pune. aocused her ol 
espioaage, thrust ber In a Waiting car and drove 
her to the f eoced-ln bouie mentioned a1 the start 
ol tlus a.ocount. After the humiliating body Jeardi, 
the proO.s of rough illlenogation and face-slapping 
( all part ol a clellberate shock tkhn!que to destroy 
her self-<>0otrol) COJltlnued foe boon without letup. 
She WU shown photo prints. O&tensibly from 
Ceorge's lllm roll, which cleplct:ed tuib, bridg .. 
and other scenes of military lignillcance u evidence 
of espiooage. About midnight she was bundled 
off temporarily to a oew loc:a~ compound 
area-to which Ceorg& bad been transfened, i-. 
pital bed and all, and the two were brought face 
to face to identify each other. George's hlstrfoalc 
abilities were oot ioculslderahle; he forcefully 
argued with the Bast Camau agents Ill ha presence 
that she wu bmoceot of any wroogdO&Dg. Ha a.d
autted givillg ber the &Jm hut iDsuted she WU ).IJ>

&ware of the contents. After a period of further 
lntemigatioo In a separate room, Eleaoor wu per
mitted to - her llanco alooe f~ a few mammiU. 
She found him stretched m the bed, weeping and 
iD app&lellt despair. He ~ed forgiveness for 
havillg put them both In ruch 1erious daDg« md 
·cooreaecl· In wh!spen that since coming to Ber
lin be had been sec:retly woriting foe a Western 
IDlelligence service. 'This WIS patently untrue, U 

conBnned later, but Eleanor believed him. Des
perate U ha 0WD plight a~ she WU equally, 
if not more, CODCenlflCI for the safety ol c-ge 
Stein. Sb& was, at this point, softened up and ripe 
ror the recruitmeot demand (with guarantee that 
George wwld ba protected) which wu put to ber 
by the uniformed Soviet who confronted her u 
socm as she had been returned to tho original Inter· 
rogatioo point. As noted a1 the stan ol this case 
summary, E&ea.- acceptai recrultmenl, prombed 
to rdunl to Bast B«lln G:I u Jmie, but put loyalty 
above love and ~ the whole st«y to the 
American Embassy security a8lcer .. lllG:I u sbe 
was safely beck In WfJ#lt Cermany. 

What followed In thls cue Is anti-dlmactic but 
perhaps worth coveriog brie8y. Matzdodl, com
pletely unwitting ol c-ge•1 duplicity and what 
had luippeoed to Eleanor, oootioued to play the 
role ol warmhearted landlord and several times 
prio; to U June visited Ceorge In the Ea.st BerliD 
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hospital and n:ported hJm progressing wdl a!trr an 
opcnboo. At C.......gu"s culy ruqucst, Matidorlf 
dclivt:rod the fonncr"• pt:nooal ducu from his 
West Berlin room to the baggoage chockroom at 
Tempdhcif alrlicld. Cuorgc ezpt..lncd this arrange
ment would lie mor~ CODvtlnicDt to him •lnco ho i.a
teoded tn JJy directly back to th<: United St11tes or 
to Bonn to be with Ek-.uior as sooo LS he was re
leased from tho hospital. (By lhb ..-ns, nolbing 
ol sigm&cance belonging to Georg" WLS left behind 
in his room where 11 might later have fallen Into 
hands of tbt: authorities; the luggage itJell wu 
cWmod at Tcmpelhof by persoos unknown on the 
moming of 24 J WllC.) 

Eleanor, 6nally coovioocd that she had been 
cruelly lncked, had no Intention oE going to East 
Berlin oo 24 June, nor would this have been per
mitted. She cbd, howC\ • consent to play out a 
game until that <Lt~ uu 11 olittly but fllint chance 
that Oagc Stew rruglu Le lured to West Berlin 
where authorities were ready 10 arrest him. 11ie 
lodefatigable George telcphooed her on 22 Juoe 
to make $\IJ'O she would be coming oo the Uth. 
He Wd be could now leave the hospital. Eleanor 
promiled to come to West Berlin but Wd she wLS 

too &ightened to cross the sector border to the 
East. George lovingly reassured her that every
thing would be alright but thitl il she insisted she 
could register at the West Bezlin Hilton and be 
would oootac:t her there. 

Eleanor took a plane to Tempelhnf oa the mcru
ing oE 24 June, eocompained throughout the day 
by an iDcoospicuou$ security escort to eruwe her 
sald'f. She had hardly left for the airport when 
George. still the devoted &ance, telephoned "Mom" 
to mab sure she was on the way and .-ned 
cleligl>Ud to bear that she was. At the Berlin 
Hilton, Eleanor waited most ol the day. Finally. 
George teiepboned, again urging her to come to 
Eat Berlio. Eleanor refused At this point. and 
for the &nt time, George dropped all deception. 
He brusquely told her she must" oame, then the 
telet>b<- conoectlooa went dead. Within the hour 
Eleanor wa.s ailbame out oE Berllll and the case 
ol George Stein, "false !ag American," was ended. 

Only a footnote remains. The Soriet principal 
in this rather elaborate operation against an Ameri
ca uid, through her, against ao AmericaD imtal
latlon, was readily ldentilied by physical deocriptioo 

FIGURE 7. "'1lfE COi.ON&." 
YEVGEHIY A. ZAOSllOVT$EV 

so 'fVI• cs. He had previowJy aerwd as 
Attache ol the Soviet Embassy in Wa.shington 
without Wifue. bad been expelled for 
m 1959. In Berl.In, under d.lplacnatic cover LS 

Sec:retary oE the Sovlt:t Embassy in Ooaunwlll 
Ea.st Germany, be was already knowu and 
u IJI ~tiam specialist. 

Dtpl«na& p~ 

Not loag ago a Foreign Savlce <*l'OllC 

with the dlplomatJc rank ol 6nt secrelary WU 

object ol an unsuccessful So.net n.crultment 
tempt at his post in Europe. 1be attempt 
made by a JCGB olllcet- under diplomatic 
as a -i seaewy. No crude lnvitatiaD 
espionage WLS in.YO!ved, DOI' any vestige oi 
tlmldatlon; the Soviet politely but 
pressed the FSO to feed him statistical aod 
lytical eoooomlc infoanatlon which the "dip 
said be would Jricorporate IDto unsii-1 
be clauned to submit Oii a ieguJar buls, wi 
bowledge ol bis embassy, to • limited 
tlon magazine for a speaalized .-1enbip in 
USS!l. n.o X:CB olli- olfend to split with 
AmcricaD the g---. .._ which be l&id ).., 
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the United States and can be used as a pmeaatim 
ol .cimtiSc research aod illdustrial oeoten « ew:o 
as a spotter and recnutec for Soviet lotelligence in 
such callers. Students abroed, depending oo 
their academic speciahty, may also have loog-nmge 
potential io the S.T 6dd. However, their greatest 
potential is f« future peaetratioo oE U.S. Covem
-*agencies. 

There Is an additlooal and local Soviet Interest 
lo pnvate Ame:ricans abroad. They may be targets 
because of their •ooess to other Americans in olB
dal positions who are. lb. ' elves, primary targets 
of Soviet lntelllgenw. I . this sense they have 
value u intermediaries sui..c they can be used to 
provide Soviet intelligence o!Bcen and •gents with 
direct &CCleSS to other Americans. 

Experienoe bas repeatodly .bown that an Ameri
can abro&d w;tbout diplaawic or olBdaJ status, liv
ing in a foreign country as • lu•s!l)HSUWI or stu
clmt, is unfortunately not likely to rtl8li2e that be is 
automatically and routi.oely a target ol ICCB « 
CRU 81ten1ioa or even to become suspicious of 
"'friendly'" cultivatioo by Soviets. As far as Soviet 
technJques and gambits are ccoc:emed, bo is geo
sally completely Wl.tware ol them. 

Receotly, • young American tedmlciall, a mem
ber ol • data processing te8!11 &om a U.S. &rm en
gaged wider contract to the govemmeot of a Mos
lem country, reported ...;th ooosidenbJe eml>anau
mmt a Soviet •!tempi to recnut him after a series 
of calculated developmental~ which completely 
failed to arouse bis suspidoDs. 

HA! and his wife, an avenge oouple with no 
surface vu.lnen.b1Uties, met a Soviet diplomat aod 
his wife under Innocent circwnstanoes at a local 
-=ial function. The meeting Jod to fwti- c:ao
tact between the two families, Uwa)'S at the initla
tiw ol. the Soviet. The 6nt ~ tho Savi« 
and his wife visited the home ol the American 
couple. the diplomat brought with him live unso
licited bottles ol liquor. In retrc¥pect. the liqU« 
was not Intended as a casual gift, although it may 
have ~ so to the American, but rather u a 
form ol b&iL Eveo though the American and his 
wife did not drink. they blew that in the local Mos
lem country, wbete a Jtrict prohibitloo law was in 
eBect, any form ol liquor could command a high 
blade market price. Laddng any o8lcial status, 
they J.d DO _._ to diplomatic commissary facili-

ties at which liquor was available to forelgnen. 
The Soviet, an ID.telligence a&cer, was perfectly 
aware ol all thete futon. He was quite agreeable 
wbeo the American foolishly oBered to purcbue 
tbe 6ve bottles at the low clipJocnatic price. Thia 
trtmaction, in Soviet eyes, WU a potentially COlll

proniising ooe f« the American m- any violaliea 
by htm of local prahlbilian regulatiam, 1£ erpmed. 
could be a source ol ~t to bis llnn and 
to the American Embassy, both extremely sensitive 
to anything wblch utigbt jeopardize ~,,&.
twee! re1aooos with the Modem g~t. ' Thia 
pwdiase ol aloobol by the American was only the 
&nt; he cootioued to buy more as his relationship 
with the Soviet ripened into cloee frieodship. 

The Soviet Intelligence o5cels wU~ bad a 
role to play and this, too, WU part e('the deveJop
mt'OtaJ technique. She u.lced-1he "-rican's wife 
to gn·• her English leaam ID. exchange for lessoal 
in RU>Sian.. n- began oo a regular basis, 
the American womao 1111witt!Dgly cootributed ID 
tJie Soviet process ol useameot f« vuloaabilities 
wLJcb.::_1Dlgbt be erp1oitable. Sbo complainecl 
openly about dilllcult llvtng cooditlom in the M
lem area and particu1atly about the lack ol oam
missary and PX prMleges. The result; the Amerio 
can couple began to accept Sour and 00- · 
commissary Items. Apparently these wue olf 
and acoepced u gifts. the object ~g to stimulale 
m-hhlp with the Soriets and to tteale in the 
Americans a sense of penooal obllgatroa to the So.: 
viet diplomat who was euiog their living condi
tioos. 

Finally, the Soviet !qtelllgence oaloer felt 
to show his band, basing his chances ol sooce:ss 
marily on &leodshlp and, if that Wied, oo 
lnduccmenL He invited the American couple 
his home and drew the husband aside. 
teristlcally, bo 8nt sought reassurance that 
were frieods, which the American readily and · 
cerely gave. The Soviet then quite frankly 
the tecbnldan to obtain certain ccmputer data I 
him from his home oBk>e In the United Sta 
This WU advanced tochnicel infcnnatioo which 
American knew WU wilhheld by his company 
not made available either to his Modem host 
try cw to the Soviet Union. He asked the Soviet 
the latter WU saiously asking him to procure 
siJied infarmatiOD; if SO, ll WU tantamount ID 
Ing him to commit tiasoa. The ~ 
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lliilr l>.i hedged OD Ule of the word "claai8ecl," ti*> 
hurt aid .-wed b1s request OD the basis 

It WU appropriate in view al their frleodship. 
the American reiterated bia frfeadship but 

_ ... ued to refuse the request. the Soriet switched 
.... fall-bade podlioa. There WU DO JUbtiety 

It U the American would agree 10 worlc for 
Svvlcts, the latt.e.- would aalst him to go IDto 

for bimself, presumably ID a tochnlca1 field 
• United States, md would &oance the worure 

tely. The full implicaliom al dm propoW 
American at this point for the int time, 

~ qulckly collected bis wife a.ad deputed. 

it '"""' oearly 10 days ol .ool~g for the 
Ammcan couple IO decide what to 00. 

were embarraued aid worried OD JeYenl ac> 
They knew they bad both been naive. 

had purcbuecl liquor in violatioo al the laws 
6tir i-t country. (It is not clear whether they 

lold it OD the bladr: mubt which woWd 
'-' "" additiooal violation.) The accept· 
crf Soviet commissaiy supplles WU anotMr 
•s•lnst them. Nevertbeless, they mado the 
doo..islQn and went to approprtate American 
01 .... with the full story. 

AM.lush American students abroed have been a 
ol ScMet lntelligence for many years, receot 

from many parts ol the world testiBes to 
Uon ol. the elort aid the application al a 

ol t«hnlques to bring about initial ccctact 
Ml'G\ingly in.nocmt dmtmshnces, 10 sustain 
lkm and ultimately to attempt recruitment. 

abroed under oBlcial CO\la' al one fonn 
IM!.her often enroll in classa at b:aJ Ulliftni· 

• 11>1tltutes on a part-time study basis, Olten
to perfect a language cw few area study pur· 

5ucb courses serve u ideal IMU>I ol open-
• IUlllacU with foreign studentJ, Including 

r.nii, aid the Soviets who are alJowecl to take 
OH almoa without ~ mtelligence oil""'° 1how more iDtl!rest -studying their fellow 

than In the sub;ect matter ol the cow-. 

are, ol coarse, many ocbes- -)'I to -
illlllvate American st\J its. The 1attu are 

ly wugbt out L.' vllidal Soviets a.ad 
lo au~t lheii' usually modest income 
English language Jeaom °' doing trans

Cuual IMMlngs. real cw -trived, at stu· 
..... lecturea, coacerts, private putiea, ecc. 

are usually followed up with attempts IO establJsb a 
social rdatioasblp which, In turn, ofteo talc.. 00 

c1andestlDe upeca after a period of useaa*'' 
lu the West.em Hemilpbere. t11ctics ol dm tut 
have bee:ii notably evident In Mezico City where 
there Is always • large colony o( full and part-time 
Americio students and also • large number ol So
viet iDlelllgeaco ollcen active In operatioos dJ,. 
rected against the nelgbbortng United Statea. The 
ICCB lbelf regards Medco (and the Latin America 
aree generally) u providing a puticulacly attracttw 
environment for successful recruitmeot ol AmetlcaD 

students who plan-« "*" be ~ en!« 
U.S. Coveromeat oeMce. A dOCWl*1tary ICCB 
o.oalysil ol American students in Latin America U· 

plains why In the following words: 

...... - r... Ibo - middlo .... y,.. 
qoaly tbd.. .. -- "' llvdibood .. ...-·~ 
aader Ibo C. l. 1111 far prior Aaay ....SC. ar a -0 
aDowa.. fnm ,._ SIDdeala i. d>lo cdoP7 
liaDd ID be - libonl i. OlllioaA:, !boy .,. ....... 
tD local -~ ud ud-cdomal - n.y 
aloo llaDd ... - ••• - """ fonlp polldlt 
ol Ibo U.S. C-- 'I"" U.S. oolaa4al policy towan! 
LallD ~ ..... "' ... ~ pluo 
la-..ble ~ axiditiam for Soviet F_,,,. ia. 
~. s-dy ldNam - open-1 propu> •LallD-· 

An additlooal method by wbicb Soviet lotelli
ge.ice comes In contact with AmericlU> .tl:ldam Is 
through Soviet escbange students who, siilce tbe 
mid· 1950's, have bee:ii found In lncreasiDg nwnlMn 
In academic c:entien in Europe. South America and 
other parts ol the we.kl Maay ol· ti- are al
ready professiooal intelllge.ice o8lcen serving in
itial "probatioou}'" or area familiarizatlQ:I tours in 
tbe West u students la prepantioo few subsequent 
assignmeol abtoMI Wider o&lcia1 cover, often In die 
wne geographic area In which they have stud.led. 
For er.ample. Nikolay Ceorglyevich ~ an 
ucbaoge studeol at Loodoo UDiven:ity dwiog tbe 
aadanlc year 186US, reappeared In Denmutt ID 
1988 with diplomatic rank ol third secretary and 
the functloo ol ~ attacbe. 1'oroddlcb assldu
omly built up American madent COii- In Loodoo 
and bas CODtiDued to do IO In Demnadt by fre. 
quentiog a Copenbageo language IC:bool for for
eigners aid "" ia~oaal student c:enter In tbe 
DaDisb capital Similarly, Valeatin I\'aDO\'lch Dy
intsev, a ~year-aid ucbaoge student al Yale Uni
versity during the IC9demJc year UlllU4. showed 
up In 1odla ID Ul8S In the diplomatic role ol cul· 
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tun.I attache. To date, his prindpal Adlvity in 
New Delhi bu been the pursUll and cultivation ol 
Americans. ll yiotsev Is a ICCB olBcer, probably 
from the American Department. whole probation· 
ary period io the United States was to learn about 
America and American hfe and to perfect bis Eng· 
!Uh. At Yale, be wu conspicuously unqualified for 
graduate-level wodc in his ostensible Seid of In· 
terest (munlc:ii-J government) and 8nisbed out bis 
year u an occasiooa1 class auditor, without serious 
study or submission ol any uademic wult. 

Soviet exdlange studrnts io the West wbo may 
not be lntelllgence olllcen are, in many cases, used 
u agents by Soviet lnteUJgenoe.. Although ladcing 
in Intelligence training. they are directed by resi
dency olBcen to ttport oo and ..- American 
fellow students io the couotiy where they are study· 
log. 

Although there are many cases wldch could be 
cited, the follOWU>g two-In abbreviated form-
will auJlice to show how S<wiet Intelligence at· 
tempts to recruit and expl American students 
abroad. 

In the Sm case, which developed rapidly Into • 
recruitment operaliao, the tuget was an American 
graduate student wodriog oo his doctorate in • 
ldentlSc Seid at Oxford Uoivesity. When be ex· 
preaed lntel'est la possible post-doctoral study la 
the USSR to a Soviet graduate student, also at 
Oxford under an exchange program, the latter 
elicited personal !listory information from the 
American, including the {act that be bad been em
ployed by a large defense conlrador in the Umted 
States, mgaged in the manufactw-e ol aln:ralt and 
mlsslle oompooenu, and would probably rerum to 
wortc for the same company. 

This led ID a meeting with a Soviet c6idaJ in 
London, an identified Intelligence olBcer speci.ali:z
iog In ~ and technology. The exchange stu
dent dropped out ol the picture alter making the 
initial lntroductlon. Thereaftu, the Soviet Cl&:iaJ 
and the American had a teries ol ..-lop which 
at Snt focused on the prospects ol advanced study 
In the USSR. All ol the ~gs. at Soviet re
'1.-t. were held In pubs and restaurants rather 
lhan at the Soviet Embassy, and the- American, 
quite early In the rel.atlooshlp, WU told never to 

te&epboae the Embassy. 

Floally, after a rel.attvely short period ol 
doo and assessment (including .. ""JUlremeoC 
the American provkle In writing • detailed 
mary ol bis edocatlooal baclcgouod and . 
IJl"'d"lizattoo), the Soviet ol&ca- held out the 
ol expense-free study lo the USSR at a la.ter 
and prOOused that DO Soviet vlsa need a 
tho American'• pessport. In return for thll, 
asked tbe American to bdp him obtain 
lc.mation ol a type not DCJml.llly available IO 

viets. The American student relened to bis 
ployment 1-l<ground and its military ap 
and asked ii this wu tbe kind ol In.formation 
sired. The Soviet o&ioer replied "You catch 
fart. - The American, rea!Wng that be bad 
dered io10 a situation beyood his depth. 
the entire aJWr to American authorities. 
ever, before the relationship - completely 
01£, the Soviet bad put it oo a claodt:stioe 
(meetings In the oountryslde, •-y from 
detection) and had olJered the American a 
Waiy during the rem&lllder ol his stay abrc.d. 
a sum whldi would equal ball bis 'DOnR&I 
after be returned to the United St.ate& and 
hlll defemo-relatecl scientific worlc. 

Somewhat less dramatic but nevertheless 
Ing WU the plight of a young American I 
Vienna wbo iD early 1987 discovered that for 
a year. ind without swpicion. be bad been 
by !:0..i· I Intelligence U a apotter aod 
fell .. w Americans. The l<!chnlque used In this 
bu been noted In other areas. Tho Soviet 
gence officer, with ooosiderable Soesse, capi 
OD tbe immaturity and 1adt of sophisticatioo 
SovidJ exi-t to find In many American 
abroad. 

Only 24 yeen old and not a oollege gndua 
American anived In Austria lo tho lpring ol 
to atudy German. He mbYed mto a Jtudeot 
tory. Sboctly alter his urival, be came into 
c:ootact with Albert CeorgiyeYicb Fateyev, an 
preter atbehecl to the Russlan translalioo 
of the lotematlonal Atomic Enagy Agency 
eona. Duri.og the JUIDllla", the American. 
his Cerman teachen and the Soviet olteo 
llshlog together. By tho end of the a 
Fateyev suggested that be and the American 
a.o occasional di.oner alone In down.town V 
Within a matter of weeb, this 1n&11gemeat 
been uoobtnllively coowated Into regular 
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tlGUlf a. KGI OfRCER ALaERT G. f A TfYEV 
ti• Wiifuiiy duped It.. "'-lcaft llllHlonl 

, Ill a set time and pro--arranged mMting 
111 the city, after which the two would go to 

the =ny small restlluranu OD tbe outskirts 
:@ow.a. 

<N was adroit. Fifteeo years older that> tbe 
• '"' lbttcringly trntod the American as his 
11w ec1u.al-whkh tw. v.'U not. It - oe> 
ro the American to question why tho older 
"" cipt:ncoced In.ID JhoWd bo ~g SO 
111111> with him. The Soviet played OD his 

II.Igo that the American, in junior college, had 
b~•n a psychology coune and appareotly 

himseU ~thing of ao expert in human 
111 Initial quones were always about the 
.... 1mrr-1ons or bis friends, most of them 

Nm.t-..nd this is one of the oldest S<>
t la w tho boo&:-Fateyev asked the Amerl

<untribute an article for a journalist friend 
lrntUied) who was preparing a series ol 

''" the Austn>-American Society in Vienna. 
t110l<nt gbdly !Urned out a l~page article, 

wbl.h the Soviet olfered to pay. The Ameri· 

li'JI &bort ol money at that patticular time, 
l"'yment and tbe patient Soviet did DOI 
punt. The student, however, did accept 

OJ<ninusaty items at a COit considerably less 
""' Vienna market price. He alto accepted a 

transistor l'8dio u a birthday pra&t. Wuhln a 
.bort time, Fateyev aaJd his jow'oallst &ieod wu 
expanding his seriel and wanted more writteo re
pcm-in the form ol psychological H""smen
ol Vienna students, puticularly Americans. The 
student wu soon regularfy submitting Jucb report» 
and sc:auiely oc>ted at tbe time that be wu coa
tinual 'y \ubjected by Fateyev to follow-up quet
tioos 00 ~ of the Americans be bad writteo 
about. He saw noching peculiar about other Soviet 
suggostiom. For eumple, that be reduce his Aus· 
trian oontacts aod coocentrate OD malting friend. 
with Amerialns at a Stanford Uo.ivttsity exteosioo 
program In operation near Vienna and that be 
broaden bia social range by baviog luoch every 
day at the Vienna Institute ol European Studla 
where there were other Americans to be met. Fi
nally, always iD the badcground. but for tDme 

reason oot acted upon, was Fateyev's suggestion 
that be seek local employment at the American 
Comulate iD Vienna. 

By early 1967, several ~ti began to 
plant and oourisb a teed ol doubt. Pateyev bad 
become overly coocerned when the student'• writ
ten assessment reportl began to fall oil. He kept 
pushing the American to keep OD wntlng with argu
ments such u "l don't care what you wnte, but 
write $OIDClhing for me." There wu a DtllnlOUS IA
sisteoce about this. The lludeot alto fouod It po
culiu that the Soviet urged him to remain In Vi
enna looger than be bad planned. telling him that 
if money wu a prolmm, "l could give you •100 
a month • . • you are IUCh a good guy you should 
CODtinue your studies.• 

The American'• ultimate-and besitaot~ 
sion to report what wu going on to the local em
bassy aecurity olllcer was triggered by a dogie 
event whlcb floally put what bad been going on 
into disturbing perspective. Fateyev ooo day 
banded him • cash payment of about $80 lo Aus
trian curreoc:y, explaining that this WU from tho 
lt1ll unldenti&ed joumal.ist friend for the "work" 
be had done.. The:<! WU also tbo pramiM of more 
paymeota if be kept at his writillg for the 5oYtets. 
lo making tho payment, Pateyev requested a algoed 
recelpL 

The A.mericao studeot, recounting bis story, 
could hardly bebeve that be bad been duped over 
a period ol many mootba by an lotcWg- olllcer 
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pnmanly ~ with the American target. 
Unwitting as he may have been, bco had met regu
larly on a .cml-clarodotiua bluls with the officer, 
bad befti given a series of ttquireroents and ful. 
lilied them, and, at tbt> end, bad •~pied aod re
ceipted (.,.- pa~L His COO'lment at the end of 
his debric6ng w:u illuminating; *I 1ust can·1 believe 
lt. You read ol ilicse thing> in the newspaper and 
you thiuk it can't happen to you. I can see it now, 
but sull, iu a sen.e, 11 Is hard to believe I was m
vohed .•• it wasn·1 Ju>t f« a few weeb, it was f« 
almost a year!" 

Reanve to the aboYe case, It u •ppr<>priate to 
note that American students abroad are sometimes 
.nupidow. ol Sovid cultivation in its initial stages 
but l"CC<!1ve wrong advice when they ask for guld· 
&PCO fl"Olll American ollicia1s who are not infon:-1 
« alert on matters ol obvious secunty oooceru. 

l.n ooe such cue, 1111 American lltUdent WU 

paid reguLu and '1alrly substantial llWlll by a 
oxchango student to lr&mlate Into Eogllab 
from the local press. He asked ui Americul 
sulat caic:er if there was 1111y objection to thla 
rangement and was toad there was -· No 
ciaJ rec:ord WU mado ol tbe query llJld lt WU 

~ at the time to the embassy leCWity 
The ioc:idait cmly came to light mootht later 
the student returned to report that the Soviet 
tried to recrull him as ui agent f« SOYtet 
gcoce. Had the A.mericllll beai refernd to 
security oBlce at the time ol his 8nt vldl. be W 

have rooeived appropriate guidance. 'Ibe 
lat olllcer failed to apprecialo that no Soviet 
cl<ont Ill the West bu legltlnulte need f« E 
laoguago translations ol preu items o« fund. 
p&y f« them 00 his OWD. 
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ASSETS OF SOVIET INTELLIGENCE AGAINST THE AMERICAN TARGET ABROAD 

"In countrla wliere there II a c:oncentration af Ammains of intelllgence fnlereit, 
ocu rendencW.. f1J'1ernallaa1Jy studlJ their working condillonl- and "el< "'°'.JI lo 
utablish contact wUh them. We ~ information from agtfll sourcu, pet· 
ronol conlacts and other /'""1$ af ob#nxulon on ~ sla/Jing and wor.1: ptlllerns 
wUltm U.S. insta/1,,1:.,,., and on the emp/oymeni .ratw, behacior pattern and 
atlilu<k tou urd cm ·t v>ith Sotiid1 of our tndioldwl torgeu." 

Al1J'°"gb Ceneral Aldcsandr Mikhaylovlch Sak
J.1y, chief of the JCCB Foreign Directorale, is 
n to have complained in • 1961 dinlc:tive to 
•lllencies abro&d tha1 JCCB olBceD, by per-

11, developing coot.acts with Americans, were 
'"~ themselves and their aims to count<rin-
111.-.. detection, ii is cl.car tba1 in practice So
•tdligence officen througbour the world a.re, 
l -i..ing oul personal contact with poienttal 

• 1 /or recruitmenL Emmples of this have al-
1-n given in this piper, and there are others 
'"'IUOUS to mention withou1 b.llaboring the 

" noted early in this study that in reoent • 
.. G 8 odlicers have been observed in sometimes 

quarters of the globe concentrating their 
1 •gains:t Arnerica.ns abroad. Linguistically 

I and famUiil.r with American life and char
"' 1, they directly cultivate, in many cases, 

.U141 I.I 2gai1"t which they a.re workb:ig. ()c. 
Uy, in the early c:ulllvatioo stage, they have 

~ 11uwn to use a "'false Bag," i.e., represent 
l•r• as Canadians or English-speaking Eu
na tion:lls. 

I!! o. clla, 10 ci1e an example of an area of intense 
" ltvtty .ig.tlust Americans, al leJtst one l!J<· 

...J American Department speciillst has bct:o 
• ond lo din.'<.-t l.'Ontact with American w
" 11ury pcrsouod-io each of the past 10 

l>uring portioru ol the period, ,._,,_.,1 
• ><lnt at the sa.me 1fo1e. One of the Ameri-
1.utment ufficers Wll> involved socialfy with 
'•nc:ric:.m olliclals a.11d personally cultivatei:I 

a code clertc and several American secretaries. An
other was lo touch with at kast eight ofBcial Ameri
cans, including • Foreign Suvfce officer and a code 
clerk. A third maintained cb'elopmeotal relation
ships with ti lea<t seven U.S. offida.ls of various 
categor es .is well a.s a numb« of ooo-O!lici.al 
Amerk:.i.ns. A fourth, stationed away from New 
Delhl, was observed to be extremely active in ptt· 
sonal developmait of Americans. 

When one adds the record of known American 
Department ollicers ro that of other known and 
suspect Soviet Intelligence persoonel (more than 30 
lo all) who were directly involved in operadons 
against Americans in lodia during the same period, 
the evidence is even more disturbing. Soviet lo
telligeace contacts, of vaiying depth and duration, 
were established with neuly 70 Ameclcan ol6dals 

~' 
~:,.:.. ->"'""<. '}!."' • 
•:;:•'r· r-;:. +- - . . 

;;j~ ,. ... , -
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AGURE 9. AMUICAN EMBASSY, NEW DElHt 
ICGI "-iccan Depcwt_.,1 apedolis!s have t.e.. ooiwa 
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plus a minimum of 18 1echnical ind "1unior em
ployee" category personnel (code derh, guanh and 
secretaries) ind •t least 2.5 private American citi
zens. Suveml dozen of the contacts observed in
volved chrect culbvotion which was p&rttcU!arly in
teiwve. 

In addition to std olliccrs under diplomatic or 
oth<or officilll cover in I.be West, Sovi.et Intelligence 
in worLng agamst O\.'erseas Americans lllso males 
selectwe use of llkgals. 1bese, as nOled ea.rlier, 
are Soviet 1ntelligenoe olliettS abroad under false, 
non-Soviet iJentities with complete but spurious 
docwnentalu.>n "> cil~cus of ocher countrk:i. Some 
serve in the West for periods of many yean and 
engage m v.u:ious ~ of conunercial or other 
legitimate cover activity wlcwed to 6t their intelli
gence assignmenL For example, KGB Lt. Colonel 
Yevgeniy Ye--genyevicb Ruoge, an JlJegal who de
fected to U.S. authorities m Cemwiy in October 
1987, posed suocessfully for 12 yean as a West 
German citizen and self-employed small business
man. His work gave him I.be cover, mobility and 
spare time he needed to din.ct an Important net
work of German agents. 

Illegals living in the West may cU=velop plausible 
contact in their cover capacity or in natunol socilll 
situations with Americans of mtelllgenoe interest. 
What happens nut follows no set pattern. 11'e 
Illegal may act only u an unsuspected spotter and 
assessor, devdopmg his target Americ2n to a point 
1ust shon of a recruitment attempt. At tlus time 
another person. possibly anolber lllegal or an un
disguised Soviet with o&iciaJ status, may appear 
on the scene in circumstances whidi do not arouse 
suspicion to lake over the operation and cany it 
through to cooclusion. Al other limes, a olngle Il
legal may handle an operatioo through all phases 
from >plllling ID recruitmer&l 

In cettain situations, a Soviet Illegal may be 
dispatched from the USSR to attempt recruitment 
of an American on whom So.'it:t lntclligenoe al
ready has information and at least a partial assess
ment. This kind of lllegol may pose as a tourist 
of SOIIlO Watern nationalot" as a ftte-lapoe jour· 
nallst, traveling l>U>i1"'5Slll·• r representative of a 

llctitious organit.atiou '" I"' •o1ote wotld peace or 
some olher worthy cause. Hu COYer is genemlly 
superficial and, although properly documented f<x 

his role, he characteristically will be reluctant 
discuss his bad.ground and occupation in 
The ostensible naturallud South American of 
European ongin who in the case already 
attempted to recruit a Department of State 
municatioos specialiot of the Silffie ethnic on 
w:as tn Ulegal and proo.bly of I.be singlt-111 
category. 

1be Soviet intelligence services frequently 
other Soviet cltlzem abroad in operations ag 
Amencans. n- are~. not memben of 
KCB or CR U, whose legitimllte O\.'erseas positi 
Engluh languagu capabilitie>;. wlile social or 
mereial mobility or technical specializalioos ena 
them ID perform certain fuoctions on a part· 
•gent basis for ooe of the two services. The 
of genuine exchange studena: in tlus -Y has 
ready been noted. Other categories melt.de le ' 
mate Soviet fOf'eign correspondena:, scientists, J 
eign lnde experts or diplomats wbooo tnle 
organizatJOo Is the Ministry of Foreign AH 
llleir moot common role is as spotters and 
of Americans with whom they are in freq 
natural contact. 11ieir reports on such contacts 
submitted to the local IC.CB or CRU residency 
carefully screened, and serve as a buis for 
planning of recnutment operatioos. The orig· 
Soviet may then be used to introduce, under 
plausible context. an intelligence oBicer-or 
agent-to the American who ls of targtt interest. 

CommuniR Bloc lntelllgeoce Olicers 

The intelligence se:rvices of the East E 
Coaununisl Bloc wort actively agamst Am 
abroad in pursuit o( their own ob)t!Ctives, 
when the ethnic bad:gtound of an American ol6 
or employee Is Eastern European. But, as 
ea.rlier, there is evidence that the Bloc serv 
wherever they are represented O\llSido the 
orient a portion of their activity to Soviet int 
The case of the Bonn Embassy &le cleric and 
pseudo-Amencan &once, already recounted in 
tail. illustrates the involvement ol the East 
intelligence service in a KC!koatrolled opera 

ln several para of the world there have been 
lllJlples of the temporary tumover oE a Bloc agent 
dired Soviet lntelligenoe control In one 
a naturaW:ed West European citizen was 
as an agent by the intelligence service of his 
country of ongm. Although the Bloc JetV>Ce 
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·tum· plan for use of the agent, be was 
1ly transferred to duect l:GB allltrol when 
me apparent that be had uatunJ aooeu to a 

of Americans of pnmuy Soviet target in
He was theo used excl~vely by the Sc>-

ID support of an operation that took several 
tu develop. Later, in another country, be 
.J to worlting for bis parent Bloc service. 

ly, in a DOD-European area, when a Com
Bloc intelligence ofBoer leamed that ooe ci 
I agents, up to then directed against targets 

own nationality, was g;vlng private language 
to an American officla1, the agent was 

over to a KGB American Department stall 
For some time thereafter the KGB used 

lltu.. agent to accumulate infannatioll on the 
ncan. Since the language lessons were given 

American's home, the agent was told to be
friendly with the household stall in order 
1tify the American's visitors. He was also 

l 1>0 sketch a room plan of the house in as much 
u possiblo (possibly to support a planned 
upentioo) and to obtain a handwriting 
tJ the American by preteoding to be skilled 

liimlwriting analysi- The KGB ollioer wanted 
..... tute saonpk al bottom ci a blank piece 
,..l""' and in>truci.-,, '"" agent how to fold the 

w the Amencan would DOC realize be was 
I a blank sheet. (Such a wnple could have 
11tnded for use in a JCGB forgery opention.) 

11unlst Bloc cooperation with Soviet Jntelli
b..s shown itself in other ways. Jn some 

• , , caotacts between American ollicials and 
.. .viet diplomatic opposite numbers are dis
',J for politocal teaSOn.S related to American 
, with the IOClll government. Social rela
Uh Bloc officials are wually less restricted 

t .. ve been many instances in which Bloc oftl
ba .-e mvited Americans to parties which a 
American speaalist also attends. 'I1ie lattet"s 

r is certainly DOt always ooiocideooe. 

t 'oreign Nationals 

... gb Soviet intelligence ollicers actively sedc 
1 ,.,,tact with Americans t.bromd. many Ameri-

., • alert to Soviet objectives. do DOt want dJ. 
•• tact with Soviets, and lnstinctively shy 

lr..m GppOrtunltier which arUe. To ovcr
•1111 diflic:Wty and also to defer « .,..,._) 

the existence ci Soviet Interest, lhe &:GB and GRU 
place strong emphasis OD the development and 
manipulation ol agents of other uationa!Jties to 
usess, culbvate and dt:velop Americans for even-
• ..al recruitment. One JCCB document refers to 
this asi ect of operational doctrine In lhe follnwing 
words: 

"It has ""- - ~ !hat l.D - COUAlriel 
wt... tbon la .., o5deot ooua.....wllc- p<ognm 
~ "' ••• ditect ailb»'l'- ol Am.icans by our ....... ~- .. -.... ..... ...... -"' 
tllil kind, ii II pnfenble ID - local •&-'> ID culti
nLt and - - for 111 ••• IM Rome tai
doslC)I (f« ........ ) tniDed a 1111mber ol these agnll 
and 1m1Nd.cd them to beooona fnecdly wuh and 
collect tafomrmoa cm Amerlcui& ID spcafic lnsUllatJOm 
and ........ ,,_ locludad tho poWcal. -. 
~and_..........._ - ol""' Amcricu 
Embassy, 1M MWmy ~ Ctooop. USIS and 
NATO f,._ lo holy." 

There are seven! categories oE foreign natiooah 
used as agents against Americans abroad by the 
JCGB and CRU and these will be noted, with sev
en! examples of their use, in the remaioiog pageo 
of this sectioo. 

Thlrd-Natlonal Dlp/orn4u 

In MOICOW, tbe JCGB Counterintelligence Direo
tort.te ( Secood Chief Directont.e) ls responsible 
for security and oounteriotelligeoce operations 
against foreigners residing in or visiting tbe Soviet 
Union. M one ci its many missiom, this ~ 
torate is charged with developing and canymg out 
an 1ggressive and overwhelmingly mamw: KGB 
op. ratiooal program to penetrate foreign diplomatic 
mstallatioos in M05COW and to recruit foreign ~ 
lomatic persoone1 as Soviet agents during the 
period oE their assignment to the USSR. Dewu.d 
descriptioo oE the many facets of this program is 
beyond the scope ol this study. It can be ooted, 
bowever, that it brings to bear against all foreign 
diplomatic penoonel vast 1'CB t.echnical and agent 
resources in a oompletely mottolled envlroomeoL 
Tbe program aver the yean has been highly suo
oessful One Soviet lntelligeooe defector estimated 
that at any given time in Moscow the KGB bu at 
least ooe recruited agent within the diplomatic 
mWioo of each oE the developing oountries ci the 
Middle East, Asia, Africa and Latin America. The 
JC.CB bas also had significant sucoeues in recruit
ment operatiOos against Ewopean and ocher 
Western ~lomatic penoooel in M-. 
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Althougb foreign diplomatic penoDDA!I rccniited 
In Moscow may have Immediato value as sources 
of lnte!IJgenc:e Information, th1 ·i, usefuln.ess to the 
ICCB II often greater ult~r th• leave the USSR. 
Normally, control oE them b I"'~ to the XCB'1 
Foreign Directorate and thdr long-range exploita
tloo conbnues as Sovta agents iD subsequent as
slgnmeoll at home OC" elsewhere abroad. ln addl
doo to tetVing as Sovlot lntelUgence penetntions 
of their own govei111Mnts, they frequtmtly play a 
hard to detect rolo In Soviet operations again.st 
Americans In their own countries and In other coun
tries. M neutral or Western diplomats they aro 
able to esbblisb oalcial and often close personal 
rdadooships with AmeriClll oounterparts more 
eully than Soviet rrprerentatives In the same area. 
Thut, their most Important contribution to Soviet 
lnlelllgenoe operatlollS against Americans is thdr 
capablllty, under nonnal-appearing circwnstancel, 
to cultlvato and thoroughly a5$CS$ American olllciah 
on Soviet bchaU. Tll<!y aho servo as oonvenleot 
channels for the Introduction of Americans to Soviet 
lnte!Ugeoco oS!cers at times and places of Sovitt 
ci-ring. Dipkmultic "collaborators" from neutral 
coun!N::s, whether recruited In Moscow or brought 
under Soviet inSucnce elsewhere, are favorite inter
modiariol for Soviet approaches to Americans, as 
tho following quotatioo from a ICCB document 11-
lustratos: 

"No m&H•r tho t-uan, one . .. elective way to 
•tablllh coniact with Ain•rlc:ons ii !ndi-tly via collab
-ton froo1 neutrtl countrloo, partlwluily embuay 
po<IOIU>Oi ol ncrutral oouultlco which uo'1ertbdess malJ>. 
Wn good nilatlono with Amerlcans. Eumples of ....Ii 
-bualoo -.Id ... thooo of ti>clla, Bwma, tho Anb 
1t11• ud tho Latin Amotbn COWllriN. Ill ordor to 

....,. ID -- wllh Aa>orieanl ID dila wsy, OU< ID
teWge- ....... - .. eotablbh coopua!M .... 
doarlllp with ~d- of ...... -1n1 -· 

Tho caso summuy which follows Is a vivid ex
ample of Soviet lntolllgence uio against Americans 
of a hlgh·level third-national agent who was re
cruited In Moscow-Jn thlJ inmnce by the CRU 
11.nce It had already bandied the preparatory pbaso 
ol tho recruilment operation outside the USSR. 

Many readers are probably familiar with the web
publlcizcd bighligbll of tho esplooage career of 
Swodlsh Air Force Colonel Stig WetllleTStrOeln, 
secretly a highly successful agent of tho CRU for 
nearly 15 years until his attest In 1963 a.nd subs&. 
qwmt sentonce to lifo Imprisonment. Ho Is best 

known for having betrayed to tho Soviets the 
Swcdlsh air dofenso system, an Incalculable Joa to 
his country. Alao well covered bas been that 
of bis career (1952-S7) wbesi be was Swedish 
Attacho In tho United Stateo and oystema ' 
oolleded « micro&med literally te111 ol thoouuidlt• 
of American tecbnical publicatloos and 
documenlS, many of them highly c1assiBed, for bis 
Soviet masten, meanwhile cutting an el<!gant JWath 
In Washini:ton diplomatic and official society. 
PubUsl.cd ,tudJes have dwolt on tho absorb' 
psychological malceup of tho man himself, an able 
and impeccable career officer of a "friendly" neu
tral country with a calm facade behiDd whicb l8J 
a Walter Mitty world ol fantasy, an unsatisSecl 
ego of fantastic proportiool, a hunger for personal 
reoognltloo and for Involvement In world-shaping 
events. Tbeso were fatal penooallty weaia.eu. 
which tho CRU oorrectly analyzed In the late 1940'1, 
If not even earUer, and theseafter faultle$5ly ea
ploltod and 6nanc!ally rewardod. 

Most pertinent to tho subJoct matter of tbll 
study, however, ls tho clear •Americans a 
aspoct of the Wennerstroem caso wblch l'Wll 
through It from beginning to end. At the time 
his formal recruitment in UM9 by tho CRU In M
oaw, where ho was seivlllg u Swedish Air Attacbe. 
Wennentroom was told It was not Sweden the 
SovleU were wotrled about, but nthor the United 
States, against which all po1$1ble ~ bad to 
be employed. From tho lint day of his CRU ca
reer be was directed against Americans-lint la 
Moscow, then In Stoclcbolm. Cormany and Spam 
(and, of oo=e, In the United States). 

Wonnerstroom'a lln:t mlsdoo was to obta.ln, 
all, the closest possible cootacts within the Ameri
can Embusy In MOSQOw whlch tho Soviets in 19411 
regarded as the key outpost of the NATO alllanoe. 

He was asked to oollect names, positions, 
graphic details and personal characteriJtics 
embassy personnel, an assignment be could 
euily sU- he already know many American di 
mats and miliwy oS!oon, rome ol whom bad 
vtously served in Stockholm. As Wenn.erstrQelll 
himself said after bis an-est: , very qulcldy 
In at the Amel:i<;tD Embassy. This embusy bad 
distinctly dominating position amoog the dip 
le corps In Moscow, IJld If ooe secwed en 
there, the rest (Information of Interest to 
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!>ovlctt) cu me ultnost by itself: It uppoars to be 
llwnks chidly to the "confi<lcnccs· of Amoricon 
'.illcoguus, who u~'C<ll'tc<l hi111 without quostion for 
wll•l he uppcan..J tu 00, tlu1t W1111t1.:rstro.:1n col-
1 .. ·tcd iuConnaliuu nut only on pcnonnd, but also 
1t1•1fu of informution on the 11cwly forn1lltl Str:itci,'ic 
o\lr Command ( noout which thu Soviets d.spcrutcly 
•••ltc<l intelligence) i11clmli11g likuly SAC lllrgct 
"''"' within thu USSR iu thu cvunt of war. 

lkturuing fru111 W111hwgto11 to Stockholm In 1957 
the U.S. ussignmt:nt. it may ho not(..J. was an un

lu1o:>Cl!ll oonu.• as fur ... the Sovfou wuro COil

"""'-<!), Wcnn<!l'>1rocm wns posted to the Swedish 
t i.<lctis.: O>nu11111ocl until rclirune11t from u<:tivu mill
' "')' duty ill 1001. l)url11g this period, AmcriCUD 

ro11uiremcnts continued to be Important. Oo GRU 
instructhms hu was to mulntnln intlmnte connectiona 
with mllitllr)' pc:nonncl of tho AmcriCllll Embassy. 
On"" ub•ulu, be fouuJ tlolll ...uy since h11 was popu· 
1ur with Amuricuns and rcgulurly invited to all 
1•111bussy ~<'IC.:iol uffalr;. In his Dufcnsc Commond 
ulllcc hu wut ul.1111 to obtain and microfilm for tho 
Soviet. vulumlnow puliUcutiONI oo American mlll
lllr)' uircruft and equ.ipment. 

In 19511 WcnrwNtroom wu invited to •pond tov

urol days in Wiesbiid\!11, Germany, as howe guest 
of u clu>u friunJ, a prominent general at head
quarters of tbe U.S. Air Forces, Europe. Tbo 
Soviets Insisted that ho Accept llll<l uvcn '4lt the 
u.u~'t tboo for bis vis:lt in tho month of July. Ho 

FIGURE 10. SWEDISH AIR FORCE COL. STIG WENNERSTROEM 
While American callo09uet tru1t1d him, hl1 GllU moll.,. paid him 

and fed hl1 hidden 990 
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was instructed not to bother with airfield tours (ii 
can be infem:d that the Soviets already had these 
w~-coverud) but to remain close to his host and 
report anytl1ing of significunet: which might happen, 
possibly indicative that the GRU had reason lo 
bolleve th11t som.:thiug would happen. It did. 
Just prior to Wcnnerstroem's departure (be had 
been told to go directly to Betlin as a tourist for 
a clandestine meeting in the East sector with the 
Moscow "Genernl" who controlled his c•pionagu 
work), the Wicsb<1den host had to leave suddenly 
by air for Turk''Y· When Wennentroem reported 
this incident in East Berlin, the "General• imme
diately left the room "obvino"h· to sent a telegram 
to Moscow; ua.'Ordlng to t!H •:<li~h agoot. Only 
later did Wc'.:nne~irocm lc111 1. .1.1t th" suddtn B.ight 
oI his host to Turko:y wus couucct'-d with Americun 
preparations for military intervention in the 
ubanoo crisis. 

Again in 1958, when Wennerstroem told the 
Soviets that rome of his former American contucts 
were In Spain, he was instructed to take bis vaca
tion in that country, io renew the contacts and to 
learn as much as possible about Strategic Air Com· 
mand forces and installations in Spain. (The 
GRU explained to him that lack of a Soviet "official 
establishment in Spain handicapped intelllgenoo 
coverage in that country.) WennerstrOem later 
was to say that after this trip, "I noticed a decrease 
in Soviet intcrc.-t in my work in Sweden ... the 
emphasis shifted to tJ1u possibility of placing me 
in Spain in some way or another.• 

This emphasis actually lay dormant for some time 
since Wennerstroem turned to espionage against bis 
own country, with disastrous results for Swedom, 
and was ablu to mnintoln uccess to classi6ed Swed
ish aod American military information even after 
mlttment in 1961, by obhllning a new job as dis
armament consultant to the Swedish Foreign Office. 
However, the Soviets app:irently were malting long 
range preparations to place him in Spain after his 
projected full retirement in 1964. They spoke of 
this several limes and only a few days before bit 
arrest in June 1963 passed him a large sum of 
money for what was to have been ao exploratory 
trip to Spain. Winnentroem later testi&ed that 
on this trip he was to decide, on the basis of GRU 
Instructions, what American contacts bo would os· 

tablish for later exploitation. Jt se<:ms lUcely the 
Soviets were thinking in Mms oI retiroment living 
In southern Spain, close to tht! U.S. Pollll"is sub
marin" bue at Rota which is known to be 11 hlgh
priority Soviet Intelliguncc t;uget arua. This sup
position is based on WennersllOl!m's testimony that 
his ultitnatu projocted mission would bo: to collect 
nuv11l biformation and pw1icularly to attempt to 
determhw the USSR tar&et areas of American 
Polaris mi>siles. 

Looal Cltiun.t 

Ir i... axiomatic that Soviet Intelligence, In seeking 
to ucquire the dtsired information on tlw employ
ment status and personal behavior pattl!l"ns of target 
Am•ricans and on their individwil ~ttitulles regard
ing contact with Soviets, must-and doeJ-'n•ly 
heavily on local nationo.ls In each country abroad 
where both Soviets and Americans ara statlont:d. 
Excluding for the moment loe11l employees of U.S. 
instalJatil•ns (a category to be discussed sepa
ratel'.• )., 1Uzens of the host country QJt: recruited-
and <omctimes utilized on an uowittiug 00.ill-'in 
direct rupport of operations against Amorican per· 
oonnel. Their principal role ls one of spotting and 
assessment of Americans with whom they ue lo 
contact socially or on an official basis because, aa 
ono KGB document states: 

'1n ca ... "'hero t¥re k advanced lnform~llon sug
pting an Alnrricui'• rcadineou to coH.iboralC wJd1 lit 

on •• ld4ologi<ol, politiool or moterlal ham. or ID· 
form11tlon ol 1 compromising nature, we are 1blo to 
plan 1peci6c •tepo--prior to panocmol contoet-for clniw
ing bim tnto a.o agent rela.UooahJp ... 

Local nationals, in fact, are an integral part of 
every agent network which each KCB and CR 
residency is expected to establish In support 
overall Soviet .Foreign lotolUgence ob'jll<:tives 
each country. As far as the American tuget 
concerned, the local citi2en agent of the Sovieta 
may be a bartender or waiter In favorite Amer· 
olf-duty haunts, a streetcorner carwasber In 
vicinity of the American Embassy, a ncwsst 
operator close to a U.S. installation, a travel age 
rnpresentative, a real estate agent used by Am 
cans in search for housing. a govemmeni ol!i ' 
with frequent American dealings; a person who 
socially or culturally prominent and who enterta 
Americans and mixes in the iamo social clrcl 
list is almost endless. 
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II Is pertinent at this point to stress an lnade
, •tely appreciated fact-that It Is standard, lit-
Uy routine, practice of So'lli<.'I lntelllgence abroad 
iJentJy the ban and caf4'S wluch become favorite 
n11outs of the highest priority American target 
up-die code clerlts, Marine guards, secrett.ria 
l llk:t personnel of American diplomatic, military 

.J other omclal establishments. It Is an easy mal· 
for 1.he Sovlels to insert local agents Into this 

hru, agents who do not gen•rally arouse the 
1•lclon of their targels but aru able to rpoi and 
umo acquainted with those Americans who, 

"'ugh their own talk and behavior, lndlcate tha1 
y engage In lbe black market, ate In debt, vc 

p •nlrcuous, drinlc too much. are frustrated in their 
1 ur resentful of their supervisors. Such persons 

.J their vulnerabilities quickly beoome known to 
rid Intelligence ol6oen and automatically be-
11• targets for more Intense Soviet Interest. 

lllurtrating the value of local nationals to Soviet 
••lllgence In the d~velopmental phase of oper· 

0111 agalrut Americans Is tho case of a reslauta11l 
1•rietor In a fon.-ign capital who for year.-eilher 

M an agent or possibly as an unwitung tool-p-<>-
1 .J a unique environment In which the ICCB was 

to spot, assess and open up dlrect access to 
A • rlcan Embassy employees of high priority In· 

l111ence Interest. 

1110 restaurant owner, a man of some wealth and 
••lly popular in the medium and junior levels 

• tho diplomatic "jot set." ran a catering service 
1he diplomatic community, IJ'.lcludlng the Soviet 

nhusy. Both his restaurant and his private 
.. ttment, where be entertained foreigners lavishly, 

· frequented by Soviets, among them three iden-
1 ICCB American Departmeot olllcen. 

1rongly attracted to American women, the res
"4ll\t owner-quile possibly on Soviet instruo. 
••t--<lated a number of American code clerks and 
••larles and through them met and drew IDto 

• oiuclal circle practically all of the personnel oE 
tmbwy communications section The ICCB 
•n, almost alwa>" present at the same pa.rtiet. 

I ample oppoitunity to study tbelr potential tar· 
11 leisure. One code clerk, a divorcee. is 

""'" to have become an active target before she 
••• 1ransferred out of the an· Ooe of the I.CB 

•'ft succeeded in dating h, , • .1 relationship she 
~ not report at the time) 11.oJ a ooo-dlplomaUo 

employ~ of a neutral embassy who lw sloce OOO· 

fessed to being a recrulted J:CB ageol was gi'\IOD 
an assignment-ID which be lailod-to oukivate 
and ieduec h«. 

Loctil Employee. Df U.S. 1111tol14tlonl 

Si.nee co\tivatlon of selec1cd A.Mricans for r&o 

cniitmeot demands that Soviet lntelligenoe have 
the best pculble pic:tu.re of what the American 
does and what be is like, the KCB seeks Inside In· 
formation on American personnel of embassies and 
other olllclal installations from all tc>UrCeS, Includ
ing locally hired. non-American employees. The 
scope of this Soviet elfo11 Is such that It mU$l be 
presumed that there are Soviet agents among the 
local employees In a great DWI)' U.S. embassles and 
military Installations. 

Once recruited, local employees ate asbd to de
scnbe Individual Americans to whom they have 
aooess, their functions, work habits and routlneo, 
p<!rsonal characteristics and attitudes, their asso
ciates, and u much u possible concerning their 
personal -1coessa and vu!MnabWties. 1n addi
tioo, local employee agents ate asked to supply 
phone directories, 8oor plans, personnel lists, sam
pler of cWsillcation stamps and ttallonery, and to 
describe Installation procedures, functions, docu
menl 1torage practices, etc. Finally, recrulted local 
employees have the capabiUty of cmplaclng COD· 
~•led eleotronlo UStenlng devices on behalf of 
the Sov~u . 

Soviet Intelligence regards local employees of 
Amerlcan lnstallatiom as w!nerable to rec:notment 
even though it reoognlzes that they a.re usually 
well-paid by local standards and I.Oldow to retain 
their jobs. lo spotting and collecting lnlormatioo 
on local employee recrultment candidates, they look 
for the lndJvldual who Is more Interested In addi
tional money than sympathetic with American 
policies, who Is discontented with hb-« bei-lot 
because of fa.ilure to be llC()Cpled u the professiOll81 
or aodal equal of American coUeagues In the same 
establishment. or the individual who can be com
promllcd In ooe way or another and thus reauitcd 
OD the basis of threat of ~ 

In attempting to reauit local employees of U.S. 
installations the Soviets have a particularly useful 
indu~ment lever to supplement the lu.re of money 
and other fonns oi rowwd. This ii the fact that 
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1D most OOWllrles espionage laws apply only to 
espionage against the local government and there 
ls nothing illegal about 1 local employee reportiog 
to the Sovit:ta oo Amc:rican pc:l'IOMCI and p~ 
dW"eS or even passing American documeots. lD 
cooperating with tho Sovlett, the employee risks 
only loa of ha or her job, with Uule or no possi
bility of kgal action by the local government. 
ID thu connocnon, it IS of Interest to note that 
recently Jn Jevcral Wdtem countries Soviet Intelli
gence ollke11 have Souted tnditloo by breaking 
cover and openly admltung their Intelligence status 
to local government olllcialt. Where this bas been 
dono, It hu been coupled with reassurance ( reo
ognlzably false) that local Soviet Intelligence ac
Uvltle1 need be or no concern to local security 
services .i11•-e thoy arc entirely directed agalost 
Americoru. p 

In many countries or tho Middle E9<t which have 
large Anncnl•fl communltles, American embassies 
employ Annenlans, often In preference to other 
local nallonills, because of their native Lotolllgonc.! 
and lniclativu. ~se nro natural target• for Soviet 
recruitment. 11iero have bttn numerous situations 
in recent ycm Jn IAMnn• ran, Egypt and Syria 
In which Soviet u11olllg1•1.. ollf'oers or AnneoJan 
background hove uMld the common bond of Ar· 
menlaJi hcruage and often the exlstenc.! or relatives 
Lo the USSR to establish contact witb and cultivate 
ArmenJan employees o( American installations. 
Thero Is evidence that a number of these employOC$ 
bave been lucoessfully recruited by tho ICCB. 

The fact that tho ICCB bas also been successful in 
other areas can be rather dramatically illustrated 
by the following cue history. 

Ao aging and je.\lous lover, vindlctlvely deter
m!Ded to keep his J$.yeat-old Belgian mistres.t com
pletely dependent on him, wu respon.dble for ex
posure In April 1967 of a JCCB operation which bad 
spanned 6ve yean, successfully achlovod pcnotra
tloo of American Embassies In Tunisia and Belgium 
and, at tho close, was dirocted at penetration of 
Supremo Hoadquarten, Allied Powen Europe 
(SHAPE). 

As a result, a KGB officer assigned to Brussels u 
a TASS correspondent was arrested and e.tpcUed 
from Belgium. Two of his fntolUgeoce colleagues 
who had also 8gwocl In tlie case, one a Soviet ' 

Embassy attacbe, the other a Soviet Sim re 
sentatr.oe, were quietly made aware that their 
tinued preseooe In the country was unwelcome. 

Neither the 7G-year-Gld betrayer nor the fc 
agent or the Soviets ill this case bas been pubU 
~ The press. ill somewhat abbrev 
coverage. spoke of the woman ooly u "Ma 
X." 'Tho case. however, Is worth attention ill 
predso detail here, not only u ao extended ope 
tion against American personnel aod b:lstallatio 
abroad, but u illustrative of typical Soviet maol 
ulative techniques against the American target 
very patient persistence in the face of prob 
which threatened control of their agent and 
times temponrily di.sTupted the operatloo. 

"Madame x; mother of a smaU child and newl 
sep11111ted from her hwband, went to Tunis in early 
1962 to be near her 1tepfatbor, a Belgian citlzea 
working for the TunlsJao Covemment. St. 
quJcldy obtained employment u a tri-lingual 
retary/interpreter at the Bourguiba Institute of 
guages and three months later found henolf a 
c:rulted agent of Andrey Nllcolayevich 2elenin, 
KCB officer under cover as ao Mttacho ol the So 
Embassy. 

Zelenin was enroUed at the Institute, ostensibly 
study French, but obviously to survey the muld 
national student body for likely agent prospects. 
Zelenln promptly turned to "Madame X" with 
of the most £amiliar of all opening gambits 

FIGURE 11. ANOllEY N. ZELENIN 
"Macia- X" felt emo~lly bound to him 
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'9vlet Intelligence; be asked her to give private 
l"rench lessons to his wife In their home. After 
Meli of these regular lessons, Zele.oin was on hand 
IU ascort "Madame X" home. Theie b DO ques. 
Hon but that Zelenln rapidly acquired strong In· 
hence over his Belgian prospect; then and there
•lter she was emotionally and pef~ps romant.iclllly 
•ltracted to him. The feeling o£ personal obliga
tion, which Soviet Intelligl'" · always seeks to in
'fllre, was certainly present . Vben he oHered her 
inoney for information 011 faculty and student 
f"'RODDel of the Institute she accepted without 
'lwostion. 1.elelliD's interest was directed at the 

lplomatio and government personnel of several 
·•tlonallties, particularly American and French. 
•ho were enrolled at the Institute. He wanted-
• ud received-personal assessment data on them, 
.t...criptive details of possible vulnarahllities, need 
t " money, interest in sexual alh.lrs, eto. 

In November 1962, tl> the delight of Zelenin, 
Madame X" succeeded in obtaming a job at the 
, ,.,erican Embassy in Tunis. She was lits! In the 
•hipping section of the General Services olBces but 
.. ,o moved to much more interesting positiDDS 

lrom the KGB point of view) as switchboazd oper
•l<V and receptionist. During her seven months 
I embassy employment, the Belgian woman foJ. 

alltd requirements from ZeleniD whlch iDcluded 
.htches of embassy ollices and names of their oo
••pants and inf~tlon on all embassy per$0DDeL 
•lonln put special stress on certain categorle$-the 
<"Urity ollicer and his American secmary, person· 

.... 1 of the Military Attache's ollice, and intelligence 
,.,.i comm~Uons personnel 

Although "Madame X" was to resign her embassy 
.!1 in Tunis and return to Belgium in July 1963 
• oomplete legal proceedinp in connection with 

long-pending divorce, Zelenin actually left bo-
o she did; he was transferred to the Soviet Em· 
.... y in Algiers. However, before departure he 
nled her over to a new Soviet oontact, Yevgeniy 
11rglyevlch Muratov, a 1'CB olBcer seM.ng as 
ud secretary of the Soviet Embassy in Tunis. 
!he final months of her stay in North Africa, 
Belgian woman oontinued to work on the ...,. 

urements already given her and held pro-arranged 
oudestine meetings with M1l\'9tov on the ouW:irts 
l'unls. Just beforo she left for Brussels, Muratov 

... her instructions OD how to make secret COD-

I with a Soviet lntelllgence olBc:er In Belgium. 

Her Srst Soviet handler In Brussels was Vitally 
Dmilriyevlch Baluhov, an attache, whose interest 
in American targets had 6nt been noted several 
years earlier during an Initial intelligence wlgn· 
ment In Belgium as a student at the Univenlty ol 
Brussels. Soviet plans for "Madame X" In Belgium 
were PredJctable: she was told to apply for a job 
at the American Embassy and Balashov said be 
would pay ber no money until she was successful.. 
By November 1963 the Belgian woman was In place 
In the American Embassy as a secretary. 

"Madame X" met Balashov once a month to ooJ. 
lect a 1'CB payment of about '100, to report on 
her progress In .fuWllng Soviet requlrements and 
to .reoelve new instructions. She provided lists of 
emhas.~v pe:rsonne~ oomplete with home addresses, 
telcpbo11e numben, vehicle license plates, etc. She 
gave penonallty information on an American 
female code cleric. Balashov asked ber to report 
the names of Americans In what be called the "spe
cial se:rv1ces, • a reference to intelllgenoe penonne~ 
whom he said she could easlly spot by their hreg· 
ular and often late working hours. Presumably, 
she did this also. She gave Balashov the location 
of Mari!M guard posts within the embassy installa· 
tlon but was unable to meet a requirement to pin
point the exact guard shift schedules. At embassy 
parties and receptions she followed Jnstructions to 
study the behavior of those present, to note those 
who drank too much and to report on relationships 
within the embassy group. 

Balashov was appa:ently not completely satUJled. 
He told his agent about an "armored room· on a 
apecillc Boor (showing aCCW'llte XCB pinpointing 
of the embassy oommunlcations area) and asked 
her to attempt to get assigned In or near this 
room, Alternatively, me WU to seek transfer to 
the olBoe of the Military Attache. 

In April or May 1964, the Soviets began to en· 
counter agent oontrol problems which were to 
oomplicate their operation thereafter. "Madame 
X" broke oontact with Balashov, ostendbly because 
of a strong feeling of physical revulsion for him. 
Anotber--and probably more hpportant factor-
was that slie had beoome the miJtress of a man old 
enough to be ber father, the eldttly Belgian lawyer 
who ~ arranged her divorce. Tbir was an often 
stormy and violellt love alfair, but dw:!ng its periods 
of relative calm and 6nancial -..rity the Belgian 
woman lost Interest in espionage on behalf of the 
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FIGURE 12. VITALIY D. BAl.ASHOV 
The Be!Gion ogenl f04lnd him Hrepullive" 

Soviets. She also lost interest in American employ
ment and, in fad, left her embassy rob In August 
l9M 

Until Janwuy 1965 the XCB left her alone. In 
that month, Zelenin, the Soviet who bad recruited 
her in Tunis and to whom she clearly felt a strong 
sense of personal attaclunent, turned up brie6y in 
Brussels to bring her baclc under Soviet control. 
Ho came at the right time since her affair with the 
lawyer was by then in a period of estrangement 
and she was ripo fot renewed involvement. 
Zelenin urged her strongly to re-apply for work at 
the American Embassy and inttoduoed her to a 
new Soviet who would baodlAI her, TASS -· 
pondent Anatoliy Trifonovicb Ogorodnikov. Per
haps to make the new Soviet more palatable to 
her than bis predecessor had been, Zelenin played 
him up as a "boyhood friend." Zelenin then re
turned to his post In Algiers, believing bis mission 
accompU.hed. 

It clid not qwte tum .t that way--again due 
to her love affair. ·111.u.une X- did, lo fad, re
apply for American Embassy employment but was 
turned down OD the basis of an undistinguished 
job performance reootd in the -past. Having 
patched up her OD·again 011'-again romance with the 
lawyer, she failed to keep several ap~ta 

with Ogorodnilcov, and ono day lo the late 'P · 
or early summer, when she happened to meet 
on the atreet, she told the Soviet that she was p 
nant ( rrue}, expected to be married soon, 
wanted no further contact. She followed this 
by writing a letter to Zelenin, con&rming what 
baa told bis co11eague. 

Ogorodnikov's reactioo was ono of pati 
Thero were no threats, u there could have 
Ho merely said he would-c:ontlnuo to go to 
establlsbed meeting place monthly lo cue 
should change bu mind 

Nearly a year went by without further Ind 
but the events wlucb followed suggest that the 1' 
lcepc a watchful eye on "Madame X." In 
July 1966, the Belgian woman (who bad meanw 
experienced a miscarriage and had not 
manied), had an unusually violent quarrel w· 
her Ltwyer-lover. When the lauer actually 
tempted to strangle her, the romance broke 
completely. It most lilcely was no colncideoce 
Ogorodnikov suddenly reappeared on the 
banded her a gratuitous payment of .evaal 
dnlcl dollars in Belgian francs and asked her 
apply for a job at SHAPE Headquarten which 
scheduled to be moved from Puis to Cast 
JOUth ol Brussels, within less than a year and 
be In oeed of many new employ- with her q 
cations. New ~ meeting arrangements w 
made and at each of theJe she waa paid app 
mately $120 In francs. 

During the period which followed, Og 
began to train bis female agent In some of tbe 
complicated techniques of espionage tradecraft 
obviowly anticipating noecl for more prof · 
agent management after ihe should obtain 
ployment with SHAPE and again become o 
tlonally active for the ICCB. 

She obtained a camera suitable for docu 
photography, was trained in itJ use and subml 
test 61111$ to her Soviet handler. Ogorodnikov 
up a complicated system of clandestine meeting 
rangemcnts which included the use of danger 
nals and provisloo fot emergency contacts. 
nally, after personally reviewing bet SHAPE 
plication forms, Ogorodnilcov In December 1 
told her be would be going home in tbc 
of 1967 and Introduced her to the Soviet who 
handle her after be was gono--Oleg Al 
vich '>emilcov. a Soviet file dlltrlbution rep 
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tive In Belgium since 1964. Ogorodnilcov told her 
that for the salce of security she would not see 
him again and IM!r next meeting with Semikov 
would not take place until July 1967. Ii, however, 
she wu able to get into SHAPE at Casteau before 
that time (it was to move there in March 1967), 
she WI;! instructed to give the appropriate signal 
for an ~ergency meeting to inform Semilcov. To 
keep her conteot, Ogorodnilcov then paid her a 
sum in advance equivalent to llve months' salary. 

,>r0fes 101 

·Madame X" was arrested by Belgian security 
authorities in April 1967. She did not know it at 
the time, but more than six months earlier her frus. 
trated lover bad betrayed her to several Belgian 
o&lcials on the basis of diary notes he bad seen 
regarding her contacts with Soviets, and the allega· 
tion of her espionage work bad been under investi
gation by both American and Belgian authorities. 
Ogorodnikov's arrest and expulsion came shortly 
after the confession of bis agent, and, as previously 
noted, Bala.shov and Semll<ov were quietly and 
effectively discouraged from remaining longer in 
Belgium. 
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IV. ELECTRONIC PENETRATION OF AMERICAN INSTALLATIONS IN THE WEST 

Soviet lntenigence doctrine, as already shown, 
stresses development of agent networks with direct 
access. to American installations abroad, capable 
of reporting "from the inside" and, among other 
things, of emplacing concealed miniature micro
phone and trmsmitter listening devices. 

The use of agenu to plant microphones in Arner!· 
can installations In the West is a logical and in· 
evitable outgrowth of two lines of Soviet intelli· 
gence and security activity: (1} their development 
and use of technically sophisticated audio devices 
against foreign embassies in Moscow and (2} the 
high priority attached to their operational program 
against the American target abroad. Microphone 
operations inside the Bloc area are, of course, weU 
known, including the scores of microphones found 
In recent years in American embassies in Moscow 
and Warsaw and the hundreds which have been 
found in other Westen> embassies and official re>i· 
dences {including Amurican) in the Bloc coun
tries. The Sovi<;ts an: known to consider their 
Moscow technical operations as highly successful 
and valuablti and have, through application over 
many years, ><.'<juired experience In audio opera
tions which they have shared with the intelligence 
Servi= of their Bloc colleagues. Not surprisingly, 
the Soviets have carried these techniques over to 
their operations in the West, particularly those 
directed agrunst American installations. 'There is 
reliable information that the KGB, as early as 1953 
or 1954, successfully introduced microphone
transmitters into American embassies in two West
ern European capitals. In one of these operations, 
the device was conceakd in a flower pot brought 
into the embassy by a locally hired janitor or char· 
woman. There is also reliable information that 
the CRU engages in aggressive audio operations 
in the West and has successfully planted devices in 
certain offices or residences of NA TO military and 
other governmental officials. 

Conllrmation of Soviet· intentions In this Seid of 
espionage activity has been repeatedly obtained 

through double agent operations In at least a d<nen 
countries. Soviet intelligence officers have dis
cussed with their agents plans for emplacing de
vices in American and other Western offices, resi
dences and even automobiles. Tangible indica
tions of this kind first began to come to light more 
than 10 yean ago, but there has lately been a 
marked increase, particularly in the past live years. 

Discoveries in Ghana, In the walce of the coup 
which ousted the prcrSoviet Nkrumah regime in 
February 1966, uncOvered dramatic evidence that 
the Soviets are pushing audio operations wherever 
they can in the West. On the recommendation of 
Soviet advisors, an audio surveillance unit termed 
Technical Unit 3 (TU·3) of the Ghanaian National 
Security Service was created in 1965. TU·3 had 
about 22 Chanalan audio technicians assigned to 
It al the time of the coup and the ~le of organi
zation actually called for additional personnel 
Four of the technicians had been trained in the 
Soviet Union, the remainder in Chana itself by 
KCB technical advisor Andrey Nikolayevich 
Andteyev who was in Aoara from June to Decem· 
ber 1965. Th<I large stock of Soviet-supplied tech
nical/operational e<iuipment found in the well· 
equipped electronic workshops of the still-lnoom· 
plete TU-3 headquarters (camouflaged as the "Na
tional Science Research Laborato1~") included 
Soviet clandestine agenl communlcations gear, sur
veillance transceivers, and transmitters and micro
phones for audio installations. The elaborate and 
costly C hanalan facility, a KCB stepchild, was os
tensibly Intended to shore up and maintain iotemal 
security of the Nlcrumah government; in fact, TU-3 
with the direct participation of Andreyev and an
other KCB officer bad already "bugged" two Accra 
hotels and was about to do the same job oo live 
others. However, there can be no doubt but that 
the unit, under Soviet tutelage and OD behalf of 
kCB intCiests, w9uld ultimately have been directed 
againlt W estcm diplomatic missions, including 
American, had the coup Dot toppled the regime. 
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Although KCB and CllU use of recruited native 
'"ncricans to install auJio devices is by no means 
.. adu<lt..-<l~ Soviol operations ..:against indigenous cm
ttloyccS of American overrea. offit-cs Jund them
" Ives particulllrly 10 audio installations as in the 
HIS3-54 janilur operation mentioned nhove. A 
1oorc recent vxample occurred in 1965. wlwn the 
t..CU rccr111t<>I the butlo:r of an Amctlcan amhns· 
•dor for thu pur1>0>'4! uf luving him plnce a small 

1111crophonc-tr.m.-.mitter undLT thu ambassador's 
• hning room table. A >light variation occurred in 
11101her country at about the same time. A local 
•mployee of an embassy of a NATO country, work
"'11 In the offit-e of tl1c Military Attache of thnt 
"Hrntry. confessed to buing a KGB agent and to 
loavuig bet.'ll i1istruotcd In report in advllDt"' wben
rvur the American Dc:fcnsu Attache was scheduled 
111 visit th• agent's superior. His KCB handler said 
1,, would thun give the agent a battery-oJ,>CTated 
~lo•vit-e to be placed under the table or desk to 
t rc-ord the convorsation betwuen the two attaches. 

Techniques of miniaturization 1111d electronic 
"'Phi>tication have long since developed to tlie 
1•111 11 where devices such as those rderred to above 
1 111 be easily and rapidly cmpJaced by an agent 
owllh access lo offices of interesL For example, a 
•11111 blocl: of milled wood less than 12 inches long 
' ... found illlached to the rear or a bookcase in 
th1• l~ryl.i:onfurc:w:c room of an American em-
1.usy in the M!ddlc East 1n early 1967. lt con
tained a Soviet-built transmitter and microphone, a 
.. mtrol switch rC('eiVl'r ( hy ich the device c-ould 
j,,. turned on or shut oll . . .. 111 by an electronic 
•lllnol from outside the w11hassy) and a self-oon
l•med battery power •11pply. To apply such a de-

vice, shorter than a common ruler and not much 
thicker, requires less than 10 >CC.-ond.s. The agent 
h•s only to press it 6rmly aguinst a wood surface. 
lt is tl1cn held in place by >harp, built-in taclc.s at 
""ch end. 

In .\ugust 1967 another Soviet microphone-trans· 
miller device, essentially identical to that d.scrib.id 
above, was discovered attached to tl1e underside of 
n uookcase io the office or the American Charge 
d'Alfoires in a et:ntral African republic where there 
•• a strong KCB representation. Numerous tuck 
holes under the s3me bookcase and under a simi· 
lar bookcase m the vacant office 0£ the forrncr am
bassador gave evidence that at least two audJo 
devices of the sarne type bad be"" successfully put 
into place in the two offices over a P"riod of months 
and had been periodically removed, probably £or 
rcplacemeut of batteries, then re-empl&COO. 

ln both 1967 cases mentioned here Soviet suc
cess was tb1: outgrowth or an "inside" agent opera
tion exploiting full knowledge of the pattern of 
embassy activity and ready aecess to the selected 
target rooms. With IC$p<:Cl 10 the Middle East 
cnse, thu embassy Ubrary/conference room was on 
the ground Boor adjoining the rcreption area where. 
during working hours, a local employee was oo 
duty. Normally, except when a conference wU 
scheduled, the Ubtary had boon acet:sslble to all 
emba>Sy personnel including local employees. In 
the Africa case, the embassy in question, located 
in one section of a large commercial and apartment 
building. was lacking a Marine guard force !or 
mll.Ximum physical security at night and on week
ends. In addition, local empll>yees had lreedom 
of movement throughout the inrtulwtion during 
duty hours. 
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Wood block with c.o••r re,,,....d. Note buoh-in roch ot each end. 

Componenu a• ldentofied by X-roy photo 

Quickly emploc.d by preu;119 10 undenide of bool<co,. 

FIGURE 14. SOVIET MICROPHONE AND TRANSMITTER DEVICE FOUND IN AN 
AMERICAN EMaASSY, 1967 
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V. REVIEW OF SOVIET OPERATIONAL ·TECHNIQUES AND GAMBITS 

I he case examples cited so far to lllustrate KGB 
•I CRU use of stall and agent personnel against 
'" ricans abroad have rellected various opera
u1I techniques and gambits employed by the 
. h·l intelligence officer to spot his targets, to 
"' direct or indirect access to them, and to assess 
'" In the unceasing search for vulnerability or 
.. ptlbility. This =1ion will review some of 
• IL'!:hnique.s--and refer to othen not yet men· 
• 11-and sc:dc to put them into focus on a 
••lcr basis without reference to individual types 

'"l>"'ts. 

"'hough various Soviet Intelligence doctrinal 
"PIS about Americans abroad have already be

t lear (i.e., that junior employees are, in ef. 
"Jt'l:Ond dll$$ citizens" and thus more vulner
•nd that students axe good targets because of 

• rotative immaturity and Jack of funds), there 
t.ther practical as well as doctrinal considera

lhat have much to do with the intensiveness 
t,. Soviet effort against overseas Americans and 
fl ~hniques employed. 

"' View of tho American Abroad Target 

"•Ill the Soviet viewpoint, operations against 
urans in overseas assignments outside th.e Bloc 

• tlQ, generally speaking. easier and more re
•11111 than the same operations would be in the 
,J Slates. Obviously, one factor in this COD· 

•ll011 is the s..vcrity of FBI counterintelligence 
• •g~ which inhibits, if it does not entirely pru

ll:CB and CRU efforts to recruit Amcridlru 
11r. But there are other •'ODSiderations as well 

11.. •C l11rgely rtllate to the Soviet image, based 
•1•·ricnce. of the indiv1.' 11 American outside 

tmal enyironment. 

average American, as the Soviets see him, 
to serve abroad for basically materiallsti,c 

Ulsh reasons. The KCl3 summarizes this 
•1111 In the following words. 

•Americans like to remain abload for extended perioch 
becllwe ol thc various mal<!rbol bene6u such u higher 
sa.la.ries, • chance t.o 1.1.\•0 moocy due to lower overscu 
Uvt.ng ciosts. certain tax ~pUom, rent·free quarters. 
long"' Yt.ca~ons, ond the opportunity to eng•g• In 
profitable f0<e1gxi cuneocy exchange:· 

Whatever the accuracy of the above obsetvatlon, 
it is a known and recognized Soviet concept, un· 
qu.,.tlonably drawn &om operational ..xpc:rienw, 
that Amt:ticans away &om home tend to let their 
guard down, to talk more freely, and to enter mori: 
freely Into contact with foreigners. including So
viets. There is recognltion, of course. that there 
are exceptions to the general rule, that In some 
areas Americans refuse to have contact with Soviet 
nationals and are Increasingly prone to report con
tacts when they do lllke place. However, in prin· 
ciple and practice, the KCB and CRU work on 
the theory that overseas Americans in general, by 
their open conduct, wkative nature. IUld freedom 
of movemet1t and associat.ions, are relatively ap
proachable-directly and indirectly-and that the 
entire operational process from spotting through 
development to recruitment Is less diflicult than 
in the United States. 

An additional factor (mentioned earlier in a dif. 
ferent context) also affects the intensity of the So
viet program against Americans and permits the 
often free-wheeling. shotgun approach techniques 
frequently employed abroad. This i.s Soviet 
knowledge that in working aggressively against 
Americans outside the United States, Including re
cruitment and use of local agents against them, 
they are violating. In most cases, no local laws 
since the activity Is not directed against the host 
counrry. Thus the Soviets, os well as their local I 
agents, are not nonnally punishable in tbe event 
an operation against Americans fails and is exposed. 

Use of Material Incentives 

Soviet Intelligence literally believes that Ameri
cans will do almost anything for money, and the 
factor ol material incentive is somewhere present 
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' •lrnt»1 t:\'\'ty ty1)C ol ,, ' utM.."lll Ofk!:ruhuu. 
1.,(;U doctru1u uu tlo1> muttur " ciu1tu explicit. 

""Tho IUt.'\.'~,rut wo u1 ll1141K.9HI n~v•tiou •u TOtrull
ancnt re11uua au u1..J...-n.&;.1M.lmg uf the f'l)'-~.Aoglcal 
rnalu.·up C)f d.: avt.ngu Au•·tsuo I le M'Ouwly lhui.k,. 
ul 11\0IKlY H tho tJhl)' ll1l11~ wht1..l1 Olll unM.uu hb IM:r
•unal ln!IL.'4k.i111 a1MI u"k1•·1Mk our •••I fuH.Ul hil m• 
&cnal anJ •1•1ntu.-.I 1icnl.t.. '111h t)l»c;;al Antcnam •ltt· 
tuck 1uw•11I 1ncHH·y nr .. "~ ""''""'\:tM."4' t1.1 tl.c uw-.ru h,. 
wl1k:l1 U ta ohtul11o1.."I• UV\~u llmuW. rl.~ b wm.c1Cu~ 
luW"olvc:d. • l~;lt·m111w.hur1 ul IUI AutertcaW'• """ 
t.uiuc at W cdtt'.tiao amport..iuce Who ~.»nclll anJ 
pattu,'\ll&tly tu Ina; ..... nutmcuc .. 

I he uhovu <1uot11liun u<lW. an aJJhlooal Mnd 
• u1""1 lac..1 tu tl111 Suvi•1 un•gc of Amcricaiu 

•"'"•cl. 111<: uv•·rull aocuracy of this im3ge u not 
Jmport1mt t.•c.m.)J<ltirallo11. It is., however, the 

"'•cluct ol u'1n1crou1t M1C .. 'C..-.~ .. f11I Sovfot rU(.'ruitmc11ts 
4 i\rocricans. rt inOuctK.~ t.::CO ~ud CHU opera· 

'"'' pliu111111g, uml rt <'•plu111\ why w fn:<1ucntly 
1lt•vt:loptn\!l\l.tl CM.)CS i11ntH.'t.!lll-H(lJlt!"ring '!UCS.

"' are a.k<.'<I obout salaries anJ 6nancial dilB-
llu s aud why ol!cu of gilt> ond l<>r<n. have be
''" •lontlnrJ praclico. SO\ icl• in the w ... t do 
• make lu•tis or offer gifu unless authonud 10 

"'· those who <lo ""' intdhgcnc:e o8icers or 
11 agunl&, ou<l thdr motives ar., clearly proles
••I ral11cr than pc:r>011al. 

ti. Direct SocUol ApptOllCh 

I~ vious uuJ iu<lir.<;I Soviet methods of approach· 
Amcnc.111• abro:iJ nn: hy no mean> uncom· 

• as ha> lllre.iJy b...-en shown. But in tho 
• ••lly of '"l><Jrtcd cn•cs the approach has been 

t and on an initl~lly sociul basis with many 
·•louns. somctunes exttemcly subtle, in the tech
" • of followup. 111CSe in each CQS<:, aru 
.,,,J to the lndlvidua,1 under cultivation. 

ll • d1tect Soviet social approt.eh to Americans 
M. ••I has b.xn ob>erved since approx.lmately 

By 1951, it wos evldi11'1t tbal earlier Soviet 
"" which kept the11 peisonncl who wexe sta· 
ti 11ul1ide the ussn 111 stnct seclwion aod pre-

i..11111officirJ rclatio1u with Americans wd other 
no·is had been n:lax...d. By 1953, a de6nite 

.,.1,,1 deliberate Soviet $0C1al contact with Ameri· 
olitoad at varying official luvcls had been noted 

fl S. -.ii 30 countries. The trend is now global 
~'"'"'and ill mtelhgcnce application has been 
.11,..J 1n official KGB operallooal Instructions 
u the following. 

-u .......... II' ...... _ ...... WlllarMaod that -b-
ll:1l1h)I( • coufiJeudal ••Kl utw.;.Y~I ralat~blp with 
•11 Auwrk:an ls • nup wwud fWI recrullmont aud • 
cLtOO...tlno nr1.u.....t11p • • • the ., .... ao...u.1 nrla•
.i.1,. ,,.,,,, bo IOillotad lo oudr a_, !Mt the Aawba 
.i. ... - roalizo that he lo I• conloct with .. lnlalll. 
gc.m\:11)..., t.8'lt.'Uf or 1U1poct cJao u&k:ar•1 r-.1 (uCIDndool.'" 

"'Wltit~• tr~b1g up e.o uuot6daJ .cquaUiw.c:. '*id:t a.a 
Am ..-. ... ·• l\'.MTDl•rut omplc.ryw, rt • w:ry 11nporta11C 
out to ulklm tum by prumaturoly uhug tnwWgoacie 
'lu~tlon.t. 1"ry to 'Wln lho A.mcrk:au0

1 wnSdanm aod 
"""'"' • lrlo11dl7 rdolluuoWp. It lo lmpc.nant ID lllmu· 
latu h• u•- d"""I --""" with him ...r ID 
8""' a po-oal a.- lo >'°"' OWD lo- lo ~ 
tvp ...... 

llugudlms ol whether tho social appt'C*Ch by 
tho Soviet to the American is the outgrowth ol a 
tliplorn•tic or public funcflon, a "chance" encounter 
or the result of 11.D introduction at a bar Or on tho 
sln.'tlt or at a swimming club, the Soviet frequently 
wko~ the inlliJlllve. Ile is amiable, shows persooal 
interc;;t in lus new •e<1uo.lotance, possibly Batten 
him, and sull&t>lS a furth<:r meeting which may tU., 
the lonn of an lnvlt»tion to a Soviet emb&ssy recep
tion. • Soviet 61m showing or a local performaoco 
by touring Sovid arilits. Oooe ooo invitation u 
acc.iplud, othc:rs follow-to Spot'l evonll, to tho 
tbcutor, etc. Ju tho t.::CB bas notud: 

'"l"lolceu lo (U.... ownta) are_, o. gl- to -
•lljlht ""'lllollola,_ Such g<>l\UW .,.. regonW by 
A11101lauu u t/ull• lm-L During lotcrmlloi<KI our 
olllccr •pprt>ad>eo IW wgot A"""bo and ong~ him 
jo <'Otl...,.l>Oa lultablo Ill tbe -...., but really ID-

~:-1 him~~ ....... poulblo • lollowup nrlalioallilp 

.In many .:ases, particularly involving code clerla'. 
sccretaries and other juni«-lovcl penonne~ the 
Soviet will resort in tl1e early stages ol cuJUvatloo 
to a form ol lMndJy baiting daigned to i-p the 
American from reporting the new relationship. The 
Soviet will ruggost, perhaps regretfully, that ol 
course the American doem't dare to meet with a 
Soviet without reporting oo it to his (or her) so
curity olll.-. AmericaM have been knowu to ID
lcrpret such a suggestion as a slur on their penooaJ 
freedom, to deny &11y need of reporting aod to 
accept the implied cballeoge. This Soviet gambit 
shows a good understanding ol the psychology ol 
m&11y Americans. 

Typically, the oospltallty $0011 broadens into 
family visits and outlngs, with small glfu to the 
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American lurgut"s wife and d1ildrcn. TI1c KCD 
cov"rs this :ispcc.1 in the: following words: 

.. 111 onlcr 10 .~oliili(y m<crlly '":41tc·VtAI frii.;u<bllip' w1tl1 
Ame.rl1.•.1ui., tJUt uffi1,.."l'D unJur Suvu:t Em~y l.i'.lvu:r 
wwtlly pn:.M.•ul gifh 011 New Yc.aN• D.11y dt uthcr ap· 
prop1il.1tu oc.~a:i11uus. '1111.: mt.,.•Jligltn<-<e oltic,,:ur will de· 
llvcr Ms ~1ft in 1~rso11 :ti the A1m.•rlcan'i Imme: ut • 
tLmu whct1 llic l.11h.:r b 1M.1r1rn1lly tlu.:rc. 11lc purJH,l!Sc 
i$ ro h1f'-''4:l 1.m uuolli<'i11J, fracnclly 8.1vur iJ1tu tlK: rcli1· 
taouship. In return, lhu Amcracun U)uully T~jloQOW by 
vMUug the SovW:t's l'C.lmc: to (lft™:nt " gill. .. 

/\ls in t.hu case of the American data processing 
technician iJ1 a Moslum ~'Ountry, language lessons 
ure often brought into the picture at About this 
point. And ii is here thut the wife of tho Soviet 
intelligence officer has bt:cn seen on many oc
casions to pluy a supporting operational role. 
Without spcdJic reference to language lessons 
which uro by now a standurd dovelopmental 
gambit, the KCB outlines thu role of the Soviet wile 
io these words: 

.. h is oftto hc:lpfu) if du: intclhgcnw oHtcc.r l:alct."S hi.$ 
wilo whh him when vUit111g t11u hume of Iii 1~mm 
undtsr ck·,·1.!1-.>pmunt.. Wil~ hb wifo'.; :uslstcaoc.-e, thu 
officer cttn diarify t.'Nl.-in point.I of lnfonnatlun ur 
&$$0$$mvot c..Vtiet•ming 1111,1 targul inc.lividunl unJ ther.cl1y 
cklc:nnhw huw best l.t.t 1lruJ1glhtn his rcl .. tlowhip 
with him.'' 

In the early stages of direct cultivation, con
versation is on harmless topics, sport, art, lifo in 
each other's country, etc. The Soviet may say 
h~ is bored with lift: it1 u forelgo country, perhaps 
bored with his own countrymen, lonely for new 
and stimulating companionship. Cootroversial sub
jects are avoided or glos."" 1 over. This wholt: 
preparatory process l1o1s u I .ose; assessment of 
the Americao"s polenti(I) 1i;1 11lness for espionage 
and assessment of him from the standpoint of the 
possibility of recruitment. This requires lcnowl
edge of the American's personol history, his family 
situation, his financial standing {most important, 
as already indkated), his unfu!Jilk>d ambitions and 
possible we11lmesses for women. During this assess
ment stage, the Soviet seeks to cement the friend
ship and at the same time---OSUally through gifts-
create a sense of obligation for hospitality. Civeo 
the Soviet concept that money is the all-important 
American motivation, tactics may sometimes be 
ludicrously crude and include direct and very per
sonal questioning about the American's income and 
debts, how much he pnys for rent, the amount of 
his taxes, etc. 

Sooner or luter in the developmental proce>:s, 
ussu111ing tfou lhc Soviets havt: concludt:d that 
they lmvu an inlcrcsting pros1x-ct on the line, sm;ill 
as11ccts uf clundcstiuity will be gmduully inserted 
into thu relationship. Less public und moru uo
us1111l.,mcctiug plaws will be >'•ggc>tcd. The tar
get will lie n•<1ucstcd not to call the Sovie! ut his 
uUic;iul number '"to avoid t:rnbarr.issmcnt for you" 
and mcciings may lie >'llggcstcd at pre-arranged 
times nnd plut'CS. All of this is conditioning for 
whnt muy follow. 

Ewntuully-pcrhaps within wc'Cl<s, perhaps oot 
for munth>-the Suvict purpose will begin to 
cm.,rgc, ult hough at Jirst it may not be rc-coguizable, 
as in the case of the Vienna student y.lrcady dc>
scribcd. The Soviet will ask liis Am<!rit'3n friend 
to help him t'Oll<.'Ct iufom1atiou of an overt nature-
perhaps for u journalist friend. possibly for a re
sca•ch paper or article which the Soviet himself 
claims bu is writing. perhaps even for an informal 
p11blic opinion poll. The Vienna student was asked 
for character n.sessmcnts of his fellow Americans 
and saw nothing disturbing uhout the re<1uest. A 
European ontionul in the Middle East, under So
viet cultivation becaus" of his acet:ss to Americans, 
wns dealt with somuwhat more frankly by his So
vit:t officer. The request went som.,thing like thi>: 
'"Yo u know many people here. 1-ncy will tdl yoll 
what they won't tell me ... they will spcuk more 
fmnkly to you than to me bt:ccuse I um a· diplomat 
and represent a country that, unfortunately, does 
not find much favor with them. Therefore. as a 
personal favor, will you ask Mr. Blank, whom you 
know, what. .. ." 

Requests of this kind, even for the most ov 
information, may be coupled with an offer of pay 
ment. If payment is accepted, a receipt will usu 
ally be requested under some plausible pret 
The process of gradual involvement is l>y t · 
time well und"r way and elements of clandestini 
and po' 1ble potential compromise factors alread 
pres.nit. 

Finally, one day, in an atmosphere of 
friendship and mutual trust, the recruitment p 
ess will be brought to a head with a request f 
lnformntion or a service that is clearly of an · 
tell;gence nature. Typically, generous 6na.ncial 
wards will be promised. If the American beco 
frightened or refuses, he will be met at l!rst w 
reasoned argument and renewed profess· 
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1 tnendshlp. Depending on the oourse of the 
•Vl•-t assessment and softening-up process, a 
11d•r line may follow: threats and warnings to 
.111k matters ovcr-patticulurly if the American 
•• alrendy slipped over tho line and exposed him· 
II to compromise. Whatcvt:r the American's ini· 
•I rcnL1ion, tho Soviet, as in the case of code clerk 
••11ald Vltlln, wiU press for one or more additional 

,,tangs. 

\l 11cellaneou. Development and Recnritment 
~ .. hniques 

No bypothttical oorn1I0\1h .•. or even a series 
• actual cases, '""' 1>0»1bly 1llwtrate the full range 
• Soviet operational pr.11.-tice employed to meet, 

.,.Jop and r.-cruit Americans abroad. Several 
hwh have nl>t yet be..n mentiontsd or are worth 

, l.litlonul clan6cation nud emphasis by way of 
ouing are briefly dis<:wosed below. 

C'ompromlsc 

Although tho KCB, by its own doctrine, regards 
·•ncial induocmout as normally the decisive factor 
.uccess!ul r.'Cruitment of Americans abroad, th.. 
111ont of oompromise is also an essential pan of 
11 rueh operation. lt is brought into play in 

•VI which are often not fully appreciated. 

t rom the viewpoint of Soviet Intelligence, any 
' '" rican who agrees to an unofficial and ~rsonal 

'•honship with a Soviet and oonoeals the fact 
·>n his (or her} superiors has already taken a 
,, oompromi>1ng st''P· As the relationship deep-

11nd becomes more intimate along typical lines, 
. h 11.t described above, each Soviet move Is in· 
.. .icJ to Increase the degree of oompromlse. By 
, ptrng tho small aspects of clandestinlty which 
liraduolly Introduced, such as not colling the 

·••I at his official number or agreeing to meet
' at unonhodox times and places, rhe American 
111l0Unds his original compromise. The initially 
>l'\.'nt smnll "favors· wluch tho Sovlet a.sics on 
1 ... sis of !nendship are a calculated part or th.e 

111•omise proceu. So is the oifer of payment 
I the sccnungly plausible request for a signed 
. 1pt. Meanwhile, the Soviet through probing 
I other me.ins uncovers indications of personal 
•~ness ond vulnerabiUty (the presence of debt, 

• . .uve drinking. prom1SCUous sexual habits, etc.), 
... h ute treated as •secrets" between the Amerl-

• , ~ud his Soviet "friend" and thus also beoo1no 

part of the oompromise web. The effect of this 
proces> over a period of timt: Is to draw thu Amerl· 
c.in into a "oonfidenhol" relatioll$hip, from which 
thu Amencan gradually oomcs to reallui tl1at ho 
cannot withdraw except at the cost of ncute em· 
barra.ssl1)ellt-and perhaps severe per.anal ''OOSU· 

qucnocs:...by disclosing the oompromise to his 
superiors. 

Actually, the build-up and use of oompromlse by 
Soviet Intelligence is largely for psychological effect 
both during the period of development and al the 
time of recnrit:ment is attempted. In o~l'1ltions in 
the We>t, the Soviets normally have no serious ln
tenbOn ol using oompromising information to black
mail "° American into doing tho:ir bidding. Use of 
coc:rcive threats to destroy an American"s cueer 
by 1J1posure of comprorni>ing information Is a re
cruitmcnt technique only rarely employed outside 
tho Sovi• 1 Bloc area. This is beca...e in West"11l 
counirh:s the Soviets lack total control of the en· 
vlromnuut, $uch as they enjoy in the USSR, in their 
operations against Americans. It Is thus difficult 
for them lo acquire truly damaging evidence in a 
fonn which can be clfectively explolted for black
mail. 

ln Moscow and the East Euro~ countries, 
howcvcr, blackmail is standard operational prac
hcc against Westerners, including Americans. Op
er:1t1J1g on their own grounds, the KCB and the 
cooperating Bloc services can work under oon· 
trolk'<l oonditions to secure disasterously comprc>
mlsing evidence (usually photographic and/or !6-

oorded on tape) which is then u5'-d as a means of 
recruitment. The well-pubUcized case of Irwin 
Scaroc..:k, tho Foreign Service officer stationed in 
Warsaw who became involved with a fcmnle Polish 
agent and was blackmailed inlo accepting recruit· 
menl, is only one of numerous eumples of opera· 
lions of this kind. 

Snwd ond HomosexU4l Appttmhu 

A number of actual md incipient sexual ap
proaches overseas to Americans outside the Corn· 
munist Bloc have been mentioned both in detail 
and in passing reference in this study. Although 
the JCCB attempt to rectult Elea.noc, the Bonn 
embassy Ille clerk. was based on shock tactics and 
threats against her own safety and the life ol hei: 
supposed American fililloe, tho operation against bet 
was, in its opening stages, a cleat-cut case of seduc-
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tlon which was uccompUsh•'(J In • malt« of weeks. 
ln tho case of tho cmbauy so<-rtl•r')' In Africa whose 
local lovur WM.\ 111 conl•l't wllh • S;iviet l111elligence 
oSlcet, It seem• likely tlmt hu a,cxuul involvement 
wu to have bc<•ll l11dln,.,tly ••&plolted on Soviet 
bcihalf. 1"ho AIO Mi»aun >c:<'rchuy in the Far 
Eut whu h~~"l'h:d u lvttcr Crum u Soviet visitor 
und •ppllrcntly govo In 10 hlJ romunllc overtures 
prior 10 hor lumovcr to • looil KCB of!lcer was 
almo~t Ccr1uJuly spoued in udvance as being sus
cepllblo 10 thi• typo or approach. 

ln 11 fo115t one <"'OCnt loslance outside the Com
muulsl Bloc, tlw KCB is known to have recrui1ed-
1hcn dlnlct1•d against Amuricans--a European 
homost&ual. 'l11c recruitment Itself was not on the 
basis of blackm .. n (the European mtlde no secret 
of his homoe;uxuullty and had no fear of exposure 
on thl• score), bu1 once the agent had been re
cruited, tho Soviets sought to eicplo.lt the homo. 
so><ual aspel't. 1 hoy Gnanced the agent's move to 
an upurtment ~uttAlblo for entertaining and asked 
him 10 report on oSlclal Americru:ts of his acquaint
ance wl1u m1gln bo active or latent homosexuals. 
n... ugMt w11> umucc:essful in this assignment, but 
If he h.ad bciu1 11ble to identify and establish a 
comprumblng rdatlooship with such a pe:rson, It 
Is llk<lly lhul Iha XCB would have considered 
blackmail OJ u recruitment technique. The KCB 
Is known to r~gurd evidence of homosexuality 11$ 

partlculurly d1tm11glng Information which is e.t
ploitable by blockmllil. 

Trip to the Communist Bloc 

The XCB is known 10 have instructed its resi
'~cncies, as part of the operational program against 
Americans ubroad, to "find opportunities to or· 
ganlu trlpi to the USSR und ; I he Peoples' Demo
cracies for targel.S umlcr de' -pment." The rea
son for this technique is ob' io,IS. It gives the So
viets an opportunity, on the!r own grounds and at 
leis11n1, to assess an agent pro.sped in greater depth 
than f.s often possible In the West and to cany 
through the operation to recruitmemt under cir
cumstances overwhelmingly favorable to them. 
( ln some cases where recruitments have been made 
ln the West, the new agent is talceo to the USSR or 
10 one o£ the Bloc countries for intensive training 
in his agent assignment. The KCB and CRU cao 
auange this without a Soviet visa showing in the 
American's passport.) E&amples o£ such invita-

lions are numerous and one will suffice to illustrate 
how they usually come aboul. Several yean ago, 
an AID oSloor inl'aldstan was cultivaled on a socla1 
relationship basis by Leonid Cavrllovich K.uimov, 
an intelligence officer under diplomatic cover as 
a first ~cretary. Ill the now familiar pauem, the 
Soviet lirought sm!lll gifts to the American's family 
and the two men before long were in the ho.bit 
o£ seeing each other several limes a week, often 
dropping in on one another. The Soviet 6nally 
asked for an AID Mission pocket telephone direc
tory and was given an outdated and generally 
availllble copy. He then probed several times to 
seu If 1he American might be interested In a •spe
cial dear on a vacation trip to Moscow. When this 
was refused, the Soviet oSloer switched to a new 
tack; he urged the American to come to the USSR 
for a period and accept work as a teacher. "It 
would be a valuable experteooe, • be said, "and 
you would be highly paid.• 

TI1e Soviets are also Interested in attracting to 
the USSR as tourists pe:rsoos whom they have 
spotted as potential recruitment tari;ets. For e.t• 
ample, In 1966 three female Peace Corps volunteers 
in Turkey visited the Ankara office of lntourist, tho 
Soviet travel agency, to arrange a tourist trip to 
the USSR. While in the ollice, they met three So
viets (all of them intelligence officers) who were 
persistent in attempts to cultivate them. A short 
time later, the local Peace Corps director persuaded 
the volunteers to cancel their plans for 1he trip. 
When the local lntourlst representative, a KCB 
agent, was told of the cancellation, he promptly 
lowered hi.s previously set "minimum" price for the 
tour from $250 to $102. (The Peace Corps. oE 
course, is an attractive target for Soviet Intelligence 
since many fonner volunteers have entered U.S. 
Goverruoont service and others can be expected 
to do so in future. Various types of Soviet efforts 
at cultivation of Peace Corps personnel have been 
reported from Africa, the Middle East and Asia.) 

False Flag 

Th-, S•"~et technique of "false 11.ag'" cultivalioo 
or attempted recruitment has been Wu.sttated sev
eral times and is mentioned again for emphasis 
because it is uuemely hard tO recognl7.e or delect 
until the Soviet hand comes out in the open (If 
it ever does). In its purest form the Soviet band 
should not show at all since the essance of this 
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hnlque Involves the recruiter (Soviet national 
11<1n·Sovlet agent) pretending to repreocnt a DOD· 

•lt"I intclligeu"!I service or commercial or indus-
1 organization, in cases where tho Amencan 
c•t IS considered nnlike!y to have any alllnity 
Iha Soviet cause. An American of Cerman 

racUon might be asked to covertly help his coon
u! origtn or an American of Jewish faith might 
uked to serve the Israeli lntclllgcnoe service. 

Department of State communications tech· 
,.,., who.c case has b<:cn described, was asked 
ollaborate with the intelUgenco service of his 
~ Europe;ui country of ethnic origin-yet the 
r•tton was SovU:t and involved a Soviet Illegal 

Ultan case was a variation of the satno. 1-asic 

· "'"'""' /or Contact 

I IW! variety of ways in which Soviet Intelligence 
• 1 to open up initial contact with Americans 
"'d and to ensure the prospect of follow-up 
Cini:- ls Impressive. In tho case histories aJ. 
17 dt$Cribed, we have seen Soviet officers ap
• h Americans on the street, in bars, at private 
•" ~ and recepbOOS, through the Intermediary of 
~ ,.tionals, etc. A XCB instructloaal docu-
1 maJces further suggestioris: 

I• order to widen the scoi- of hll ..,.,.. f0< .,..,ring 
Amcrlcam .. . the intclhgtmco ofRcer may engage in 
"'"'"· l<llvely concern hlm$0ll with ttrt•ln ..poeu oi 
.. '"""' or art, or take ur • hobby. E.wnplm lm.~udo 
Aololng. oennls. "•mp oolle<.tiDg and coin collectfog.• 

11 above lnotructions have been faithfully fol. 
.J in every part of the world and actually 

uvod co. Soviets, as already shown, have or
«! games such as the volley ball series played 

\ 1rnna, have sought out Americans to give 
u1ge lessons to themselves or their wives and 

1 .. ken to frequenting bowling alleys and even 
"'° guard quarters abroad. Crigorly losilovicb 
tuarov, a CRU officer rcrently In Rabat, spent a 

J piart of his time on the> beach looking for 
tit-an military personnel with whom bes could 

•trilco up an informal acquaintance. A few years 
ago an Sym it was noted that IConstantln Moul, 
a Soviet intelligence officer, was in the habit of 
spendmg the p-eater put of three. days a week at 
the diplomatic community swimming pool, engag
ing Engllsh-speabng wives in oonvc:natioo while 
thdr h"'b&ods were at work. 

In Tripoli the KCB instructlon about stamp col
lecting was taken quite literally by Soviet intelJi. 
gence personnel. Some of them wer" s.'l!n cany
ing folders of postage stamps about town and using 
them to strllte up conversations In bars, wes and 
other public places. I! the person approached in 
this manner admitted an interest In stamps, the So
viet would hand over bis paclcet, suggest that the 
potential target take it homo to study and decide 
which ex .. mplars be would lJlce to have. This, of 
oourse, would open the dOM to another meeting 
at which stamps would indeed be dlscuueci, and 
possibly excbunged, but the bulk of the time would 
be spent by tho Soviet officer in building rapport, 
elicllh•g I .ographic and employment lnformatian 
and lu·1ing the groundwork foe subsequent meetings. 

The CRU showed considerable lngenwty In stag
ing an incident In Brunds in 1906 which was in
tended to bring one of their olli<*t Into cootact 
with an Ametk:an female employee of the MMC 
Mission. Returning homo one day, tho American 
woman found a Soviet female, apparently ID, lean· 
Ing against tho wall outside her door. Her agitated 
male companion, Vladlmir I. Chetotun who posed 
as Aero6ot representative in Belgium, ll$lted ii be 
could bring his wife into the Americao home to ~ 
Once msldo, the Soviet female (never identl&ed) 
made a rapid recovery whilo Cheretwi attempted 
to ingratiate himself with the American woman. 
He made 1 secoocl-and UOSU«e$$fW-ttempt at 
cultivation a few mooths later by approaching the 
American on the street. Cberetun was appre
hended by Belgian authortues In 1967 and focced 
to leave the country because of blJ lntelllgeDCO 
activities. 
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VI. CONCLUSION 

The efforts of Soviet lntdligence to obtain secret 
mformutlon through recruflment of Americans and 
penctl'lltlon ol U.S. instJ!latlo1u abroad llre, as this 
study h..s •hown, world.wide In scope, massive in 
proportions. tenacious And persistent, aod ~ 
highly 1mogm~llvc. XCB and CRU tatgets ate 
vaned und uwludo privut<1 us well Bf official Amerl· 
cans. But thu most aggreulvu operation al activity 
Is directed agahut Junior employees ol diplomatic 
and otht:r offic1•l e>t•bh,lunents and agauut enlisted 
personnel of tho m11Jtary serviC4!$. Prlonty is given 
to ~ .. and oommunlc•tlons personnel, Marinu 
guard&, Ii.le dcrls and >ectetaties, a broad group
ing which th.. Soviet regud u pardcululy vuloer
ablo and relatively e:isy to approach. 

Tho KCB doctrl11ol conoept of the avoroge Amen· 
can, hu p$ychological ma~up, materialistic nature 
and primary mt•rest m money and how to malce 
moro of It, which this >h1dy bas doc:umenb:d, Is 
a chulltnging one and may seem grossly distorted 
to mo)t reaclers. Newrtheless, it hlls obviolll<ly 
proven to be true iu many Individual cases In 
which the Soviets h:ive made successful and highly 
reward.mi; recruitments. As a sweeping generaU· 
zatlon, the concept has been proven In error by 
many Soviet recruitment failures, even llfter Cat6-

ful uscssmenl and preparation. The record shows 
that Americans llS a group are loyal to tlwir coun. 
try and have proven harder for the Soviets to re. 
crult than any other lllltionality. However, this 
adv~ntage is partially ulrwt by the fact that tho 
United States Is "the main enemy· and tho KCB 
and CRU devote more time and effort to recruit· 
ment operations against Americans than ruationals 
of any other country. 

There is JlO reason to doubt the validity of the 
Soviet ""P"ricncu tbut it is e11sier to recruit Amur!· 

cans abroad than In the United Stater, DOI' ol 
Soviet View that the American oveneu tends 
have his guard down, to talk freely about 
lo associate without suspicion with foreigners. 
Soviets take full advantage ol the oil-duty 
ol movement and usoeiatioo which Americans ha 
abroad. They !Ind It relatively easy to etta 
direct pcmonal oontact for cultlvatloo aod 
meot; they also manipulate a variety of local 
Soviet agcuts and williug oollabonton. 

Example$ of many Soviet operational technl 
have bo>en showo In this study. Sometimu 
are apparent, ~ obvlou£. But they are 
subde and indirect. Soviet methoch ol 
USC$$11\etlt, cultivation and rec:uitment are 
tremely varied and limited only by local 
tionru resources and by the lmagiuatlon ot 
Soviet intelligence olllcer. The eBectiveoea 
these methods Is conditioned by the degree 
American appreciation of Soviet intentlona, 
undersu1nding of Soviet techniques and a co 
alertness to aoy possible manifestations ol e 

It Is most important to re?Mmber that 
in tho West, as a general rule, are not pennl 
to makn unofficial, soeial contacts with A 
unless there are intelligeoce reasons for doing 
Casua~ s«mingly non-contrived contact wida 
Soviet should be reported in all CU<!S to app 
security outhotitles. Abnormally inqullltlve 
lions on the part of non-Soviets, espedally 
ing blograph.ic Information, private and olliclal 
tiviti~. ond the penonal Snancial status of 
can olBclals and employees abroad should be 
and ruported. Security authorities will f~ 
po.sess, or are in a position to obtain, Inf 
identifying Soviet intel!Igence olllcen and 
agenb and ue able to provide appropriate 
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