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E_, _@.r The marked Tsosening of Soviet control over Eastern Buropean ot

9 T g regimes =7 th irareasing diversity and nationalisw have resulted

in > 4n the value of Eastern Buropean officlals as

sources of p-c:‘.i:;tn. economic, and intelligence inforpation. All
posts are therefore instructed to review their efforts to develop and
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Km’ﬂlf exploit these sources, At the same time, the interested zgencies wish

10 estsblish a world-wide system to record ard control contacts by
American personnel with Soviet ard Commmmist bloc pationals, Such a
srstem will provide a clotal pattera of 3 -iet and bloc social efforts
will assist substantive offices to lo.« for and snglyze shifts.in
attitudes of bloc countries towards the U. S.

Yol --.:.then;-stavl!‘:mtez:lnrimpmlm
ve contacts with bloc nationmals, Regarding <he latter point, Saviet
1o officizls are known to report assiduously on their Western conmtacts.: ™
of these reports have filtered back into American security

zations and are frequently esbellished with iraccuracies, fabricaticrs
faulty assessments, The valus of being able to recomstruct & factual
t from American sources is odvious,

Officers whose assigned duties involve official contact with
beshers of the Commmist bloc are reminded that they shall prepare
1 substantive conversations. Such memoranda should be
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rersers, whether as 4@ result ofthelr caii .3, gts/socjal engagements,
ar on L_furul occasions, must sutmit written memorandg: covering ‘any
suistaniive aspsct of the contact. When conversptions with Communist
bloc persopnel (in this case not r.u'ﬂl'.l,r construed “ta include
Yuzaslavs) have beer limited to mundare pleasantries oz .innocuous
suajects which are of no reportable walus, the incident will
nevertheless be reported to the principai officer or his'designee,
-rl—o will maintain a-record of such contacts, & report qo?udng all
w225 o official, social, azd chance contacts:should be mads ‘to the
D:nart.r..rt 5y the officer co-stmnma these contacts on a routine but
current basis. Contacts with significant’ overtones must be, .of course,
reported ‘on priority, rThese reports willibe disseminated toithe
irterested areas in the Department and coordinated with;the represented
agezncies in Washingtons

Regional Security Officers:-and Post Security Wn conducting
routine- yecurity briefings:should. advise all clerical. mel that
contaet with Soviet or Communist tloc personpelis gemerally undesirsble-
Castal, wnofficial, chance contact may be wnavoidable upder certain
situations and should.mpt, of coux-se, be an.oecasion for: rudeness.
However, such contactsishould.be as brief wgond taste gllows,
conversation should be limited to socialramenities, and po effort should
be made to arrange future social relationships;: These.casual contacts
at clerical and staff levels are’also of continuing: interest and concern
to the Department and should-be roitinely reportsd by .the control officer
to the Depariment on the same.basis as the contagts’enumerated in the
forezoing paragraphs.
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WARNING

This document contains information affecting the national
defense of the United States, within the meaning of Title
18, sections 793 and 794, of the US Code, as amended.
Its transmission or revelation of its contents to or re-
ceipt by an unauthorized person is prohibited by law.
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I. INTRODUCTION

“A 1959 directive of the leadership of the Committee for State Security [KGB]
mw'mrmwwuwmmmw

tasks to KGB residenci

d efforts to recruit Americans work-

ing in all types of US. Gmmmmlnmﬂaumuabrwd.mmlnm-

bassies, in m

units and on the staffs of military blocs. Also included in

qummﬁammmwmm
overseas representatives of scientific institutions and business firms, news cor-

respondents, students, etc.”

Naturé of the Soviet Operational Program

To the Soviet Covernment, and to the Soviet in-
telligence services in particular, the United States
is the “main enemy,” a term appearing in numerous
Soviet documents. Against this “main enemy,” the

world-wide programs to
cruit Americans—official and private, cmﬂ.an md

military—in order to penetrate our ag ]

our cryptographic systems, i t our couri
icati di our mi].'im-)»rehted re-

search and ete. In this effort, the

Soviets bring to bear the conviction that Americans
are' essentially materialistic, motivated prmdp-lly

{Top Secret 1062 KCB Tralning Manual:
“The Recruitment of Americans in the
United States and Abrosd.”)

it is part of Soviet Intelligence doctrine and
emerge throughout this study in direct quotations
from KGB documents. Thlctualmm

while targets fnraggrusi\reSmiathmlhgenw H:
cers and their agents.

The Soviet program, as it has been observed o
a world-wide basis, parallels and
viet espionage operations within the United States
One of its principal aims is to acquire abroa
American agents who have the potential and ¢

by monetary need or greed, and can theref
“bought” to serve Soviet interests.

This study describes and illustrates by examples
mtmpamnubmtmthemmryofﬂwumed
States—the systematic and intensi by the
Soviet KGB (Cnmmlttee for State Secumy] and
GRU (Soviet Military Intelligence) to recruit
Anaricupnhmdmdpmunte U.S. installations.

It also p the ge American as
hhmﬂnwghlheeymo!Sn t In
primarily interested in money .- 1naking more of
it, typically indifferent to the means and often to
the risks, a person with his guard down, talkative by
nature, easier to approach abroad than be is at
home, This provocative portrait is not imaginary;

be directed to serve Soviet espionage interests
the United States in various branches of the Fed
eral Government, in the military services, in polil
cal parties and in scientific and technological fi
stitutions and industries. |
Consistent with Soviet Intelligence priorities in
herent in the “main enemy” concept, Americal
outside the United States in both official and ne
official capacities have, whenever possible, been t:
gets for recruitment. In early 1851 instructia
went out from Moscow to Soviet intelligence p
sonnel outside the USSR to step up already exi
gainst Americans.

CONFIDENTIAL
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KGB leadership directive cited in the quotation at
the head of this study reflects a Soviet policy-level
docision to further increase the scope of the opera-
tional effort, Classified Soviet material of consid-
erubly more recent date is also available which doc-
wments the enln.rgemem of the Soviet threat and the
Increased operati histication which is today
being bmught to bear agnimt Americans abroad.

In recent years all KGB “trusted contacts” and
agents, whatever their nationality or activity, are
known to have been reappraised for possible direc-
tion against the American target. There is avail-
able much reliable information to confirm that both
the KCB and GRU are working with intense con-
pentration against Americans and U.S. installations
shroad and that they have scored successes.

The Soviet Services

It is unnecessary to go into fine points of or-
ganizational and technical distinction between the
Soviet intelligence services - | their respective ju-
tisdictional spheres, but bri  nention of the major
cumponents most active iu the global operations
[rogram against Americans abroad is basic to un-
derstanding of the program itself.

a. First and fi st of these is

the KGB's Foreign Directorate (also known s
the First Chief Directorate) which outside the

borders of the USSR has primary responuhi]ﬂy
for clandestine positive mte]]:geme ti

A i md . df z 0 =
ments. ThoFomganmtunJmhmthcre-
sponsibility for counterintelligence abroad, in-
cluding penetration of all foreign security and
intelligence services. KGB staff officers assigned

abroad under diplomatic, trade and other forms

of gfficial cover are under the immediate direc-
tion of appropriate geographic departments of
the Foreign Directorate. It has been noted in
recent years that officers with American Depart-
ment experience are being sent increasingly to
posts remote from the United States on the tested
theory (more on this later) that work egainst
Ame.ncansthem:seammdmorerewudmg.
Many of the KGB's American s ts have
served tours in the United States, speak English
fuently, are familiar with many of official
and private American life, and concentrate their
operational efforts on the American target wher-
ever they are stationed.

b. While the KGB as the larger and senior
Soviet service, plays the major role in operations
discussed in this paper, the GRU (actually the
Chief Intelligence Directorate of the GCeneral
Staff of the Ministry of Defense) works actively
and with equal professionalism to collect stra-
tegic military intelligence abroad and is there-
fore lrriman!y pmad against American military

political, military, economic and scientific—as
wl]asfmh:ghlyspeualizedoo\utncﬁvﬂesw

P | and installati It is also engaged
in op tions against American scientific and tech-
cal personnel in the West, particularly where

Hmﬁe!dnlspedshutimhsam:htnrynppﬁ

z e

HGURE 1. KGB MOSCOW HEADQUARTERS, KNOWN AS “THE CENTER"

' CONFIDENTIAL
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cation. However, the CRU lacks exclusive do-
main, even in military intelligence, and consider-
able overlapping and even rivalry with the KGB
is common,

Overseas Deployment of KGB and GRU

Few Americans abroad in diplomatic, military
or other official and private capacities fully appreci-
ate the overwhelming deploy of So-
viet Intelligence which can and is being brought
to bear against them as well as against non-Ameri-
can targets, The fact is that about 80% of the
approximately 7,000 Soviets abroad in official in-
stallations are intelligence officers of the two serv-
ices in & ratio of roughly two to one in favor of the
KGB. Among Soviets with diplomatic rank the
percentage of intelligence officers is even higher;
the world-wide a is about 75% and in some
countries it tops 90%. These statistics are based
on identifications made by Soviet intelligence offi-
cers who have defected to the West and are in &
position to point out their former colleagues and
on analyses by Western security and counterintelli-

FIGURE 2. GRU OFFICERS LOMAKIN (LEFT) AND FILATOV
CONFIDENTIAL

Ope :atiunal intelligence officers of KCB and CRU'|
residencies abroad are dispersed through-
out all camponents and levels of the official Soviet.

some offices, intelligence personnel may have
complete monopoly, Certain consular offices, for
example, have been wholly staffed by the KGB
And it is by now a well-verified fact that all person-

10
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The overseas deployment of Soviet intelligence
wllipers, whether located within or outside official
llations, comes bly close to saturating
ths available accredited cover positions, The ma-
puity of Soviet news media personnel abroad are
telligence officers. Overall, more than 60% have
bwoui 50 identified and this is considered a minimal
fgure. Included in this category are correspond-
suls for the newspapers Pravda and Izvestia and
sepresentatives of the TASS and Novosti news
sgencies.  Aeroflot, the world-wide and still ex-
panding Soviet civilian airline, provides both cover
#ul support to Soviet Intelligence, particularly the
LU, and surveys in recent years have established
Wit 70% of its overseas representatives are staff
wllcers of that service,

From numerous publicized espionage cases in the
Uuited States, Americans have become
saware that the United Nations in New York, in-
shuding the internationally staffed Secretariat and
W permanent Soviet U, N, Mission, is used as a
suver base by the Soviet intelligence services. The
wmn Is true of U, N, offices and specialized sub-
Miliary organizations in Europe. One example is
M Paris headquarters of the U.N. Economic and
Cultural Organization (UNESCO) where over 80
Sovlets are employed in the Secretariat or attached
W the Soviet UNESCO Mission. Approximately
W% are identified or suspect intelligence officers
andl the true percentage is believed to be much
Mgher, Another exampl is the International

the intelligence services of the East European Com-
munist Bloc have given support in the West to a
Soviet Intelligence tion & an American.
This is an out of the close working relation-
own to exist between the KGB and

testimony before a committee of the House of Rep-
resentatives of the Eighty-ninth Congress:

be
The periodic conferences mentioned by Szabo
take place annually and the inter-service agreements
made are followed up with day-to-day coordination

Alomic Energy Agency (1..19A) with headquarters
W Vienna.  Out of 55 Soviets working in the multi-
sabional IAEA Secretariat as technical ert:

mndmdinﬂaﬂaﬂmuﬁﬂnn&mmmm(n

etc., or attached to the r‘So-

bj ide the scope of this paper), there is

WA

et [AEA Mlssiun,marlyhlimldanﬂﬂodm
Wragly suspect intelligence officers with the mar-
ol error believed to be on the conservative side.
picture is much the same in Geneva with a
Mgh concentration of KGB and CRU officers in the
VN European Office (EOUN), the permanent So-
Wt Mission to EOUN; the Economic Commission
& Europe (ECE), the World Health Orgnmm-

i that the Bloc services, where they are rep-
resented abroad in the West, cooperate closely with
the KGB, occasionally to the extent of making
thzir ..wn personnel and local agents available to
the latcer.

In the fleld of military intelligence operations,
purﬂcuhrlythmmwlvmga\mﬁmmﬂiwypu-
sonnel and installations connected with NATO, re-
lationships are also close between the GRU and the

¥ (WHO), the World Meteorological Org

s (WMO), the International Labor Organization
(1L0), the International Telecommunications
Vbt (ITU) and others.

¥he KGB and East European Bloc Services Abroad

Al soveral points there will be a reference to
Mtances in which agents or personnel of one of

East European military intelligence services, Inter-
service agreements on intelligence requirements are
reached at annual meetings of the Warsaw Pact
powers. There is evidence that the GRU and the
Bloc military intelligence services regularly share
views, experiences, technical knowledge and opera-
tional tasks not only at the headquarters level within

. CONFIDENTIAL
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the Bloc area but also in the West through collabo-

nﬂ" | ey \.rl | 14 4 t.l‘ll'ﬂ I#
their respective military attaches.

In summary, this introduction has sought to iden-
tify the existence and steady intensification of the
Soviet Intelligence threat to Americans and US.
installations abroad and briell,  describe the So-
viet components involved and .1 variety of cover
positions from which they operate an a truly massive

scale. The sections which follow will be primarily
concerned with the goals of Soviet Intelligence oper-
ations against Americans abroad, the target cate-
gories of highest priority (and their vulnerabilities),
the Soviet approach to these targets frontally and
indirectly and, by illustration, Soviet techniques
both crude and subtle which, as we will see, fre-
quently fail but too often have succeeded with
serious security damage to the United States,

CONFIDENTIAL 5
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“The di
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M. THE GOALS AND AMERICAN TARGETS ABROAD OF SOVIET INTELLIGENCE

[by KGB head.

instructs our officers to be more agg:

thcudmmngcmwho

mm&mﬂhoﬁcﬂwmamm Prlor&y

is given fo agents with access to encrypted and other secret correspondence, such
mcadadsrhciphnmchwmmﬂcderhmm i

in di ‘-‘md

zations in the United States. Similar

be used to obtain a complete
surveillance devices.”

“lpdmlryguhuiSﬂ\datlnuﬂi opers-
1 are to crypto-

matmialswumbeahlemmdeuiphmad

ications, and to acquire, preferably in doc-
miomoﬁeialmmthmughmﬂhnmt
W Americans—civilian and and of all
r-whudtmselmhavemtothadm-

luemation,
Wheew are, of course, other objectives: mmllm
wmuscmd‘ hnological infi

Mrmmamwmmmmm
within U.S. overseas installations or with U.S, Goumnentundldmﬂﬁcnrgwﬂ-

Lilniittal colabtnncki

with Americans abroad who work in A

f ps are also desi

such as translators, drivers or even domestics . .

i Jlieh ‘hw 7y
mhagmnmhdmld

plﬁmnfﬂwmﬁngmdwor&wh&duhwuh{p
American installations in order to obtain secret documents and to emplace audio

eign Service officer, or any other senior U.S. official
abroad—it is clear from Soviet Intelligence doc-
trine and from scores of mdn&euo!»
served KCB and GRU devel tal
mdmuiwnappmahu thatthemagglu-
sive Soviet ity is directed
junior employees of American diplomati and other
uﬂdalmbhshmumdngﬂmtuﬂlnedo:::
. It is

.Myavu-yﬂald,mdumhluweﬂumﬂiwy
ot s well s classified; to work toward ultimate
and manipulation of American political
:Fbllc life through identification and assessment
W Asaricans with the potential to be political action
snd, in addition, to cultivate various cate-
E‘: non-official Ami  'ms abroad, such as
who can be bro it under control and
to seek jobs event with U.S. Govern-
:1:::“@, hxcludingu;:n: and
Sty services,  All of these, however, are second-
%4 # the basic goal of getting secret information
S Amarican overseas installations by every pos-
Whde moans.

Fowget Calegories
While the KGB would not overlook any promis-
W4 American target—an ambassador, career For-

Code and Communications Pmnd

In 1961, a general directive sent to KGB residen-
cies abroad, signed by Aleksandr Nikolayevich Shel-
epin, then Chairman of the KGB, emphasized force-
fully that the first priority task of every residency
was “to recruit cipher clerks.” It noted tersely
thnl‘themnu&uiﬁnﬂmﬂu’mnbmmdm
this KGB residencies were d to
concentrate on “the identification of American code
clerks in preparation for a and recruit-
ing thoin™ It is known that at least one KGB resi-
dency in the West received follow-up support from
Moscow headquarters on the heels of the Shelepin
directive. This was in the form of a prepared list

CONFIDENTIAL 7
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of code clerks, completo with names and biographi-
cal data, who were ut thut time assigned to the
Westorn country and aguinst whom residency ef-
forts were to be concentrated.

The majority of codo «lerl ind other American
communications personnel - ond tend to Fall in
the “junior employes” cutepury in terms of
and salary. For the most part, they are relatively
young, often unattached (both male and femals),
often less politically sophisticated than senior per-
sonnel, and tend to 5 their offi-duty social time
in company with each other and with other junior
employees. Unlike their Soviet counterparts
abroad, who are to live within Soviet offi-
cial installations are not allowed on the streets
without & profective escort, American embassy code
clerks live where they please and are free to cir-
culate socially, to associate with local citizens and
non-official Americans at their forcign posts, Under
these conditions their specialized and sensitive oc-
cupations tend to become widely known and, in
fact, it is relatively easy for an aggressive aarl ca-
pable Soviet intelligence resid

told one of his agents, a European businessman and
hulmkiml.ﬂ-thhpﬂnﬁpnlublwﬂnw
one etrate the Amer

noyed than alarmed by Putyatov's ha
Americans, even with inﬂlu,mnou )
to make the GRU officer leave them alons. Th
were finally rescued by another Soviet (a kg
KCB officer) who came over to the table and led
his staggering colleague away, Putyatov, how-
Mnjpu:lmwnwhunhr Af
weeh hmbi;e;hnwod up uninvited at a dinn
puty;lm an AID smployee for several
md g the same code clerk. This
MEM@NWW
his attention on the cods clerk, Tlnlltur.
ever hul been the embassy security of
hbrmoddhuyuwlamumud
Soviet Enally abandoned his efforts,

Not infrequently, an indirect method involving
use of local (non-Soviet) agents and compromise
the target Individual through sexual inve -
is a favorite Soviet first step. Afewyuuuuh
North African country, a Soviet intelligence of

chhmiueﬂeﬂnwuwofnluuhgen:nmk,
to identify them and develop means of direct or
indirect access for assessment purposes and, in some
cases, for recruitment attempts.

The Soviet cffort against code clerks takes almost
every imaginable form, ranging from the wildly
crude to subtle, well-planned and highly complex
operations in which the Soviet hand is concealed
until the last moment and the intended victim is
caught completely by surprise,

An example of Soviet crudity in particularly bla-
tant form occurred in 1968 in Dar es Salaam,
Tanzania, Vladimir T. Putyatov, Soviet second
secretary and CRU officer known to specialize in
operations against communications personnel, ap-
proached an American Embassy code clerk who was
entertaining an embassy secretary at a beach resort
i Uk asia e oF Kk

Putyatov had met the code clerk socially a few
weeks before and unquestionably was aware of his
occupation, The Soviet invited himself to dinner
Mthd“n i 1. _I.!tngadmk'
then offered to make both of the Americans rich if
they would give him embassy documents for which
he would pay in American dollars. He kept insist-
ing the code clerk meet him privately. More an-

8 CONFIDENTIAL

section. Hﬂplmdmnhimﬂ:uhym
promise of a female embassy clerk whom he
tifled to the agent. Tho latter, at that time on
slightly scquainted with the American girl, was
dered to seduce her and was promised a large f
cial reward If successful. [In this case, he was n
Similarly, in a Near Eastern , a local go
ment official who had been recruited as an
by the Soviets, was instructed to meet and c:
vate two American girls who were close fi
m““‘““mhﬂrmdcduk.mm
CIA employee. The Soviet officer described b
girls us attractive, md'mddmdm,
In telling the ageat to become sexually involved
with ether one of the gy, the Sovie fcer Ao
played & diamond ring which he promised
be available for presentation as a gift if the
was able to carry out his assignment.
SR g e o e codo or commu-
hali &
“'hns-msebmbmw
mecnumummm
One Department of State communications techni
cian who, although American by birth, had an E
European ethnic and educational background
once served in a very junior capacity in an American
diplomatic mission in the USSR during World Was

14



s xince been the object of two
1 mdﬁammdhwm

1 r}

E@

I
M
i

i)
it
¥

K.
g8

for recruitment, Secondly, his
emigre from Crarist Russia to the United States,

and the son had been

nbd!hwsﬁnm &mmbmslnupww
viewpaint of Soviet Intslligence there was a bare
chance that he might harbor some’ elements of

is

ul recruitment bid indicated strongly that
snsible naturalized Soutl,  merican was o
A Soviet “Illegal” i.e., o soviet intelligence
living and working in the West camouflaged
dscumented with & false, non-Soviet nationality,
Iollowing case, although not new and given
swntion in the press at the time, is recounted
W fuller detail than before. Although there
#wwe Inexplicable aspects which are not likely
S8 s bo resolved, the Soviet attempt to recruit
slerk Donald Ultan is a classic example of &
d, devious operation in which the So-



spoko of a beother i Tel Avivi i
disclosed where he was staying in
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this. What bound him to Ubtan's circle was a p
fessed interest in the very things Ultan enjoye

there seems to have been little or no discussio

ammmm

that whenever he  Ing & bottle of whiskey as & gift. He seeme

il

be pervous and after a minimum of small
which did not include an explanstion of his

was throughout the

however,
he would almost certainly en-

mﬁum\rhmmaquieuywdnpou
said he was & Soviet agent and could offer U

L mm

still thinking he was dealing with a Belgian, re

evenings of quiet chess-playing and an occasional  theoffer. Beck started to argue, stressing that |

of conversation, nnlumh.'hwld&amdcduk,'u-ﬂy
it with a Slavic Imow from your job" The Habbergasted Ul

H

attributed to a Bessarabian origin),

outing to one of the quaint wine bouses on the edge  were both Jewish, referring to an alleged

louunwhininh

wmw
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somewhere in France (it is not clear what
Wb Soviets with secret information on a one-
1 Ultan could score a “coup” and need
& further involved. At this juncture there

i i Ultan's friend, the

......

slort 10 establish the true identity of Beck,
were made with Austrian authorities

of Mikhail Shehul
1y of Foreign Affai.

CONFIDENTIAL

difficult to explain.

measure to protect the original, nan-Soviet spotter/
agent, who had been negotiating for a i
job in another Western country. This agent left
Austria, in fact, just before the attempt to recruit

Ultan. On the other hand, the delay could have
been due to other factors such as KGB internal de-

Military Personnel
“The KGB directive [of 1650] specifies & need for
maore recruiled Americans and local
citizons—who at .., US militery bases and

other strategic targets.”



Beprﬂmdhaﬁun,lha&vhtobjecﬂveisllu
same—spotting and  d h
\\’Maﬁdpﬂlﬂnﬂﬂdmnhhﬁu which will
facilitate recruitment and subsequent control, pref-
erably control which can be maintained over the
long term and after the recruited agent is rotated
back to duty in the United States.

In a 1968 study titled "Motivations to Treason,”
the Office of the Assistant Chief of Staff for Intelli-
gence of the Department of the Army made a sys-
tematic com; of factors which, since World
War II, have led US. military personnel to engage
in espionage or defect to the USSR or Communist
Bloc states. Intercstingly, found no evidence in
any espionage case studicd .1 an Army serviceman
having been recruited on the basis of foreign birth,
ideological pref; for ism or threats
based on the of relatives in communist
controlled areas, It did find, however, that mili-
tary personnel who are maladjusted and have “gone
sour” are the ones most susceptible to Soviet and
other hostile recruitment. Present in some degree
as common denominators in virtually all cases of

both espionage and defection have been factors
ofsu,l.iquarmnm]pmblmpernm]hvmn
turity and debt. The greatest single inc t

lorecrnmnenlfu'ﬁpmgehubmgmedh
maney.

To a remarkable degree these findings coincide
with Soviet doctrine. One Soviet offi-
clal document put it this way: “In developing re-
cruitment candidates, the KGB urges skillful ex-
ploitation of financial insecurity, material needs;
weakness for liquor, gambling and other personal
vulnerability factors.”

Army Sgt. Robert L. Johnson, amested by the
FBI in 1985 and currently serving a 25-year prison

12
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efforts at permission to marry had so far been us
successful and his hopes were not high. In N
unit assignments he had suffered a series of »
or imagined set-backs which he blamed on his
periors.  He finally came to the point whers, in
own words, “] did not want to have
furtherhdowilhthc.&my
otll'le Mﬂ:lﬂlhentﬂngsmmy

Although all of Johnson's work for the Soviets wi
of value to them, the highlight of his espions
career came during an assignment to the Arm
Forces Courier Transfer Station at Orly Field,
Paris—a transfer point for sealed courier mail, mug

18



8 Mghly classified, between the military services
{Bweege and the United States, The courier serv-
o utilized by other U.S. qum‘nmlm-
Beginning in May 1961, Joh

CONFIDENTIAL

FIGURE 4. COLLEAGUES IN ESPIONAGE: FORMER ARMY SGTS. JOHNSON (LEFT)
AND MINTKENBAUGH

Persanal problems and the lure of Soviel maney led 10 trecson in Europe and the U.S.

distance away. The werg returned to
]nl:waumtldnntmhom:,n&ath&mhhd

ndabouteourmmﬁoepemmdmtha
(thercby providing them a number of po-
mcruitment prospects) and photographed
| seribod the Courier Station itself. All of
preliminary to the real Soviet objective—
tous penetration of the Courier Station
#o¢ nocess to classified pouch envelopes. To
this, Johnson volunteered for permanent
duty at the Station during which time
b alone at night and with physical access
waterior of the vault. By making use of
sons of the key used to open the padlock
walng & Soviet-supplied radioactive device
the combination lock and read the com-
: Johnson gained unauthorized access to
3“' itsell in November 1962 and began to
s Boviel Intelligence with
mdmhrmoveduptols
Wp to Top Secret from the vault, left his
by and passed them under cover of dark-
% bl Soviet contact who waited a short

thm KGB document specialists were
mtoParIs&ommehplmlhewhabb
material by Johnson, including the delicate
job of opening and resealing the envelopes. In the
huwgﬂlmhwwﬂwwuh
operation for security reasons but planned to resume
and expand it when the nights grew longer later
in the year. Johnson, however, was transferred
from Orly before that time.

The following case involving recruitment over-
seas of an enlisted man is covered in some detail
naarﬂmgmmphnithawgbulvmspdlﬁg
and assessment by Soviet of exploita-
ﬁmnfnhlmu-wuhasmﬂgnsdfwmney
and use of the technique of threat of exposure based
on compromising information.

mhb&m&mbmfam
payments totalling about $24000 over a five-year

CONFIDENTIAL 13
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For one thing, Drummond was a gambler with
chronic financial problems which led him to borrow
money from anyone who would lend it. His debts
piled up. He was involved in black-market selling
of liquor and cigarettes from the Navy Exchange
store. There were expenses to be met, the costs of
London pub-crawling and evenings of heavy drink-
ing at a seamy nightspot called the Sunset Club.
It was here he met a prostitute/waitress with an il-

child.
working at either of her professions, for nearly a
year in several cheap He finally kicked
her out in favor of an unbroken series of back-street
pickups, some of whom be treated brutally, and
none of whom stayed with him for more than a few
days at a time.

proved quite easy.

One evening when Drummond, dressed as usual
in civilian clothes, was homeward bound on Bays-
water Road from offics to subway he was ap-
proached on the street by a friendly stranger who
struck up a casual conversation quickly

sdjournment 10 % nearby pub. For over an hour

pounds by illegally obtaining & Navy ID card
dﬂﬁiazldﬂnwmm:mm_
Navy Exchange. He accepted the money in
the stranger said he needed “to show the bo
where the money had gone.

A week or 10 days later when the stranger sho
up at the same pub, Drummond could not prody



d's failure to produce led to another confronta-
with the colone]l in what the American now
Msabsed was the Soviet Embassy. The threats
s more forceful this time, another payment was
. mdanew:eczrptdgned
F Lhepcmtnmpplyehﬁﬁdmhm-
w humlheAmhn‘* d

: Atthkpnn((pouiﬂym because
nond's later confession cannot be considered
reliable ) the regular passage of sensitive ma-

~ The technique was always the same. He would
L up on designated days by two Soviets

# cur which would pull him on
| iter Street. lle won g:alhmhumh
Soviet in the rear seat .ud the latter would
thereafter be dropped off on & street comer
disappear. The chauffeur (Drummond said
with the sailor as his , returmning
topkkuplheotbﬂﬁovhtwbwwﬂ
buck the documents which by then, of course,
been photographed, Drummond would re-
them undetected to CINCNELM fles,

There were two more Soviet Embassy meetings
the colonel. At the first, Drummond signed

CONFIDENTIAL

ment of contact with the GRU in New York Ac-
cording to his own version, the instructions were
given him in writing by an unidentified man who
approached him in & restroom in Southampton,
England, shortly before he boarded ship. Heptaho
received a single cuff link with a horsehead design
which he was to wear in his lape] as an identifica-
tion sign st the place of recontact which was des-
ignated in Harlem. The Soviet him
would wear a similar cuff link in his Japel, and
the instructions also called for  recognition phrase
and countersign.

So much for the recruitment and uwse of this
American abroad and the way in which be was led

ings with three successive Soviet

cers, all of them known to him ocaly as “Mike,” nd
all uf them accredited diplomatic representatives
to the Soviet U.N. Mission in New York. Meetings
were chiefly held in the New York area, and Drum-
mond passed over quantities of classified docu-
ments, the most important of them from fles of the
Mobile Electronic Technical Unit at the Newport
Base, on naval radar equipment, electronic counter-
measures data, weapons control systems, etc. Soon
mm-mn:mmuum
dollar cost of revising reissuing compromised
naval manuals and publications in these felds alone
might be well over $200,000,000,

Two GRU officers were from the United
States as a result of the amrests made at the Larch-
mont diner in September 1962. One was "Mike
#a'mdlyvmgedyuwybmm

numrynfthawatU.N Mission. The



Marine Guards

U.S.Mllimmllllndm,lﬂlgmduguudsu
Iiiphmlieinﬂllh&n-lhmd,m-puﬂlﬂym-
teresting targets to Soviet Intelligence because of
their frequent access (o sale combinations, their
presence (sametimes alono ) in embassies while on
night duty and their obvious capability—in the
event of recruitment—to emplace microphone and
transmitter listening devices,

Although handpicked for their protective duty
assignments abroad and given special training and
security indoctrination, Marine guard personnel are,
for the most part, young and unmarried and often
“on the town” in their off-duty hours, They are
inevitably exposed to temptations which the Soviets
can put in their paths. They are spproachable by
local nationals who are recruited gents of Soviet
Intelligence and often by Soviets themselves.
'I'henhnvabeenqualadapprmdmsdbalhtypw
inwuypunofdwwuidnndtholnmpun
Tecruitment,

Soviet interest in Marine guards is often shown
in requirements given to Soviet agents. For ex-
ample, in the recently disclosed case of a KGB
penetration of the American Embassy in Brussels
(t0 be described in detail later in this section), the
local emplayee agent was asked to describe the lo-
cation of all Marine guard inside the embassy
mdtoﬁu-nhbdemlsdgﬁ:iushm:cbedula. In
Vienna, an Austrian agent of the KGB who had
nomal access in' his to American in-
mﬂtuomnndpamdwutn!dbuﬂlivatepu-

Mndmgundvoﬂeyhﬂhmwnebaﬂeu@m
play a local Soviet colony team. The first match
was held on an im; u basis near the Marine
invitation for a second game to be played inside the
swu. il M up A an pr 4. A
gesture which clearly was intended to give the Vien-
na KGB American-operations specialists a chance to
culﬁuuuninssodalhnndopenﬂ:ewayfw
possible further contact, sessment and

ment, Tﬂmhﬂﬂft\laq:mvﬁiulnyﬂﬂ
entire Soviet colony tumned out in force, complete
wkh-rtmmddiildmmdthngtmmm

18 CONFIDENTIAL
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ceded by a 6lm showing and followed by drinks
other refreshments, KGB officers, particula

in uninvited, ask to be shown how to bowl, g
to buy drinks and extend invitations for future sog
events,

In Cyprus a few years ago, Marine persons
frequented a local bar whose owner was sub
quently determined to be & member of the illej
Cypriot Communist Party and a spotter for Soy
Intelligence. He is known to have introduc
number of Marines to Soviet Intelligence offi
stationed in Cyprus, one of them a CRU
Nikolay Ivanovich Ranov, who spoke fluent

FIGURE 5, GRU OFFICER NIKOLAY |. RANOY
He posed as o Europeon to cultivate Marines



s Djakarta, Indonesia, in 1962, KCB officer

sandr Aleksandrovich Losev made repeated ef-
fo cultivate—and in one instance tried to
~~Marine guard personnel. It was his prac-
0 walk in on Marines at the bar of a local
buy their drinks, and follow them back to
Murine quarters for mre socializing He
d to take one guand o -cekend outing and
him with female cusi,«nionship. The cli-
sume when he stopped another Marine on the
of Djarkarta and, after a long conversation,
to recruit him on the basis of large pay-
to provide information available to him as
wl the guard force, including identification of
0 intelligence personnel in Indonesia.

taries and File Clerks

secretaries and file clerks in American
and other official installations abroad are
d worthwhile targets by the KGB because
access to classified documents, especizlly
and because of their potential vulnerability
o involvement, either with Soviets them-
(s has sometimes been the case) or with
nationals acting on behalf of the KGB.

RO officer in @ West European country di
twu of his local agents to develop informa-
W Ilw secretary of the American ambassador.

-

CONFIDENTIAL

approaching the end of her tour and departed rou-
tinely within a matter of weeks,

In early 1867, a file clerk stationed in

cation to the Soviet in the USSR had been a Christ-
mas card in 1963, at which time she was already at

A variition of the above approach—similarly
indicutive of advance planning—occurred at a Far
East post, also in 1967. A Soviet who identified
himself as a visitor to & local trade fair telephoned
anAmuimnmmynﬂnAIDMkdm He
he would like to meet her to deliver a letter
a

ly wanted to know her resid ad-
W time she left the embassy each day and
ste she normally took on the way home.
the KCH intended to exploit this information
bsrwn in this case since the secretary was

Onmﬂn,nhlbmmrytohnﬁu
American secretarial or clerical personnel out of a

CONFIDENTIAL 17
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English that her own life and also the life of k
on her i

]

abuse of repeated slaps in the face. Facing her for
the first time at 2 A. M. stood an unnamed Soviet in
the uniform of a colonel who announced in fluent

18 CONFIDENTIAL



S boen through the cooperation of an established Strongly sttracted to the dark-haired and stocky

Ir
Fid
i
i
i
4l
i

i . the fragmenis of
likely, however, that Stein gravitated to  and pieces—that

pounder, Eleanor was in no mood to question
(Within four weeks they were discuss-
marriage and shortly thereafter she considered
as engaged.) She was content with
life legend which emerged in bits
he was born in Shanghai in 1928

on o haphazard basis. She was a relative  of & German father and Portuguese mother. The

tours  family went to the States shortly after World War 1T
New  when George was 19 years old and became natu-

Is a post where the Soviets are known to  ralized American citizens. Sometime

compas-
e reasons (care of her mother), it can be  business. He gave an address in Las Vegas, Ne-
wed that a KGB operstion sgainst her was  vada (actually the street address of a motel which
oonceived in India, then transferred to Cer-  had no record of him) and told Eleanor that he had
for implementation when she moved to her  recently sold his business and come to Europe as

The operational plan took time and care to mount. Contributing to George's acceptance were out-
W was necessary to find an agent with actual living  ward evidences of thorough Americanism. He

stage in life,  had an appetite for cranchy peanut butter, wanted

nce in America at some earlier
English would be idiomatic American and

bacon
Afree, to equip him with a false American keep up with events, and regularly followed the
the

(which Stein had), to coach him in a  comic strip tribulations

would go to West Berlin and Jook for a temporary

the intensive cultivation period from Feb-  job during the pre-marriage period. He made the
Uwough May, Eleanor introduced Stein to  move in April, renting a room in the household of
10 of her American friends, 21l of them code  71-year-old Emst Matzdorff, a kindly and trusting
w files personnel at the embassy. They pensioner whose role in this case was that of inter-
~ espted him without question, just as she did, mediary and innocent dupe. Soon after reaching

CONFIDENTIAL
25




FIGURE 6. ELEANOR AND “GEORGE
The startof @ that b a

STEINY WHO POSED AS AN AMERICAN

We:tBa‘lm,Geuge!Jol:lBlumhhadfmndl

technical papers but did not identify
bnunph)'er Sufuuhhlzdnrﬁknn- his Ameri-
can tenant was a draftsman of some kind but he
never actually saw him do amy work. (Paren-
thetically, it was determined later that George
registered with West Berlin authorities, as required
by law, as a German national, not an American, and
gave his birthplace as Dairen, China, not Shanghai.
Matzdorff was unware of this) Matzdorff knew
of the romance with Eleanor since she and George
occasionally visited each other in Berlin or West
Germany and the letter and telephone correspond-
ence between them was frequent.

ightmare, Their first meeting; o condid-shot.

It may never be determined whether the origin
Soviet/East German operational plan called for
longer development of Eleanor with a more s
cated recruitment approach than already describ
However, it seems probable that a totally
expected event caused some revision of plann
and determined the course and timing of {
enlnpunm which followed. This was George

t in an automobile accident on 31
mmanhoﬂyhmmbéuehemdmh ea
by air to visit Eleanor and her mother in West Ge
many. (George was unguestionsbly in East Be
lin to confer with his Soviet or East Gemm

superiors. )

20 CONFIDENTIAL
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hospital and reported him progressing well after an
operation. At George's carly request, Matzdorff
delivered the former’s personal effects from his
West Berlin room to the baggage checkroom at
Tempelhof airficld. Ccorge expluined this armnge-
ment would be mare convenient to him since he in-
tended to lly directly back to the United States or
to Bonn to be with Eleanor as soon as he was re-
leased from the hospital. (By this means, nothing
of significance belonging to George was left behind
in his room where it might later have fallen into
hands of the authorities; the luggage itself was
claimed at Tempelhof by persons unknown on the
morning of 24 june.)

Eleanor, finully convinced that she had been
cruelly tricked, had no intention of going to East
Berlin on 24 June, nor would this have been per-
mitted. She did, howev | consent to play out a
game until that datc vn 1], likely but faint chance
George Stein might Le lured to West Berlin
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the United States and can be used as a penetration
of scientific research and industrial centers or even
as & spotter and recruiter for Soviet Intelligence in
such centers. Students sbroad, depending on
their academic speciality, may also have long-range
potential in the S&T ficld. However, their greatest
potential is for future penetration of US. Govem-
ment agencies.

There is an additional and local Soviet interest
in private Americans abroad. They may be targets
I::;muflhd.rm&ouﬂmhm«hmin&

who are, tho clves, targets
of Mmﬁm 1. this m have
value as in since they can be used to
provide Soviet intelligence officers and agents with
direct access to other Americans,

Experience has repeatedly shown that an Ameri-
can abroad without diplomatic or official status, liv-

enally completely unaware of them.
Recently, a young technician, 2 mem-
ber of a data team from a US. firm en-




¢ lirst hedged on use of the word “classified,” then
! ed hurt and renewed his request on the basis
i [t was appropriate in view of their friendship.
the American reiterated his friendship but
d to refuse the request, the Soviet switched
% M fall-back position. There was no subtlety
it. If the American would agree to work for
Soviets, the latter would assist him to go into
for himself, presumably in a technical field
e United States, and would finance the venture
tely. The full of this
American at this point for the first time,
be quickly collected his wife and departed.

W took nearly 10 days of soul-searching for the
American couple to decide what to do.

host country. (It is not clear whether they
sold it on the black market which would
additional violation) The accept-
was another

s abroad under official cover of one form
| Wther aften enroll in classes at local universi-
W institutes on a part-time study basis, osten-
-'perfeﬂahnpngeafer:msmdypb

uch courses serve as ideal means of open-
contacts with foreign students, including
ns, and the Soviets who are allowed to take
wre almost without offi-
who show more interest their fellow
Mhets than in the subject matter of the courses.
.. are, of course, many other ways to meet

sltivate American stu' uts. The latter are
y sought out by uificial Soviets and
to augment their usually modest income
English language lessons or doing trans-
Casual meetings, real or contrived, at stu-
v, lectures, concerts, private parties, etc.

CONFIDENTIAL

up in India in 1965 in the diplomatic role of cul-
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tural attache. To date, his principal activity in
New Delhi has been the and cultivation of

America and American life and to perfect his Eng-

year as an occasional class auditor, without serious
study or submission of any academic work.

Soviet exchange students in the West who may
not be intelligence officers are, in many cases, used
as agents by Soviet Intelligence. Although lacking

Although there are many cases which could be
cited, the following two—in abbreviated form—

This led to a meeting with a Soviet official in
London, en identified intelligence officer specializ-
ing in science and technology. The exchange stu-
dent dropped out of the picture after making the
initial introduction. Thereafter, the Soviet official
and the American had & series of meetings which
at first fi d on the p of adv

Finally, after a relatively short period of cull

and promised that no Soviet visa need appes
the American's passport. In return for this,
asked the American to help him obtain technical
formation of & type not normally available to
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MOURE 5. KGB OFFICER ALBERT G. FATEYEV
Me skillfully duped the American student

v, at a set time and pre-arranged meeting
in the city, after which the two would go to

where there were other Americans to be met.  Fi-
nally, always in the background, but for some
reason not acted wpon, was Fateyev

@l the many small on the outskirts

| 10 the American to question why the alder
more experienced mun should be spending so
time with him. The Soviet play i
dge that the American, in junior college, had
tsken a psychology course and appareatly
d himself something of an expert in human
" Initial queries were always about the
V's impressions of his friends, most of them
te. Next—and this is one of the oldest So-
wicks in the book—Fateyev asked the Ameri-
% contribute an article for & journalist friend
Mentified) who was preparing 2 series of
on the Austro-American Society in Vienna.
% sudent gladly tumed out a 10-page article,
which the Soviet offered to pay. The Ameri-
st short of money at that particular time,
payment and the patient Soviet did not
the point. The student, b , did

By early 1967, several developments began to
plant and nourish s seed of doubt. Fateyev had
become overly concerned when the student’s writ-
ten t reports began to fall off. He kept
pushing the American to keep on writing with argu-
ments such as "I don't care what you write, but
something for me.” There was a nervous in-
about this. The student also found it pe-
culiar that the Soviet urged him to remain in Vi-
enna longer than he had planned, telling him that
if money was a problem, *1 give you $100

handed him a cash payment of about $60 in Aus-
trian cwrency, explaining that this was from the
still unidentified journalist friend for the “work™
he had done. There was also the promise of more

if he kept at his writing for the Soviets.



primarily concerned with the American target.
Unwitting as he may have been, be had met regu-
larly on a semi-clandestine basis with the officer,
had been given a seres of requirements and ful-
filled them, and, at the end, had accepted and re-
ceipted for payment. His comment at the end of
his debriching was illuminating: *1 just cant believe
it. You read of these things in the newspaper and
you think it can’t happen to you. I can see it now,
but still, in a sense, it is hard to believe 1 was in-
volved . . . it wasn't just for a few weeks, it was for
almost a year!”

Relative to the above case, it is appropriate to

note that American students abroad are sometimes
of Soviet cultivation in fts initial

but receive wrong advice when they ask for guid-

ance from American officials who are not informed

or alert on matters of obvious security concern.

CONFIDENTIAL
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within U.S. installetoms and on the

“In countries where there is a concentration of Americans of intelligence

our residencivs systematically study their working conditions and seek ways to
establish contact with them. We assemble information from agent sources, per-
wnnlwﬂmandolﬁ«jm»fobmmmmahmﬂhgmdwkwﬂm

CONFIDENTIAL

M. ASSETS OF SOVIET INTELLIGENCE AGAINST THE AMERICAN TARGET ABROAD

inderest,

attitude toward con

Nationals

AMlough General Aleksandr Mikhaylovich Sak-

iy, chief of the KGB Foreign Directorate, is

- to have complained in a 1961 directive to
.ddemes abroad that KCB officers, by per-

telligence officers throughout the world are,
#et, secking out personal contact with potential
oy for recruitment. Examples of this have al-

been given in this , and there are others
Sumerous to mention without belaboring the

B wus noted early in this study that in recent
KGB officers have been observed in sometimes
quarters of the globe concentrating their
against Americans abroad. Linguistically
and familiar with American life and char-
ics, they directly cultivate, in many cases,
.t?uln against which they are working. Oc-

ly, in the early cultivation my, they have
known to use a “false flag,” ie., represent
ves as Canadians or En@:sh—spakjng Eu-

s lndia, to cite an example of an area of intense
sctivity against Americans, at least one ex-
American Department specialist has been
E ~and in dircet contact with American tar-
i Wsisgory personnel—in each of the past 10
. During portions of the period, severul
A prwsent at the same time.  One of the Ameri-
Department officers was involved socially with

American officials and personally cultivated -

ployment status, behavi
-twidtSon(chafnrmdlanrgua

pattern. and

a code clerk and several American secretaries. An-
other was in touch with at least eight official Ameri-
uminclndmgnFmtgnSuviﬁeuﬁmmdamﬁe
clerk. A third mai de | relation-
ships with at least seven US. officials of various
categores us well as a number of non-official
Americans. A fourth, stationed away from New
Delhi, was observed to be extremely active in per-
sonal development of Americans.

‘When one adds the record of known American
officers to that of other known and
suspect Soviet i personnel (more than 30
in all) who were directly involved in i
against Americans in India during the same period,
the evidence is even more disturbing. Soviet In-
mﬂ:gmmch,ofwrymgdeplhuddumﬁm
were established with nearly 70 American officials

FGURE 9. AMERICAN EMBASSY, NEW DELHI
KGB American Depariment specialists have been active
ogains! its personnel
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plus & minimum of 18 technical and “junior em-
ployee” category personnel (code clerks, guards and
secretaries) and at least 25 private American citi-
zens. Several dozen of the contacts observed in-
volved direct cultivation which was particularly in-
tensive.

In addition to staff officers under diplomatic or
other official cover in the West, Soviet i

in working against overseas Americans also makes
selecﬁveusaeufm:gals. These, as noted earlier,
are Soviet intelli officers abroad under false,
non-Soviet identities with complete but spurious
documentation as citizens of other countries,  Some
serve in the West for periods of many years and
engage in various types of commercial or other
laghmutacaverncuvztyuﬂomdtoﬁtﬂmrinmlli-
sm For ple, KGB Lt. Colonel

chgunywmhﬁunge an Hlegal who de-

fwtudtol.f.s authorities in Germany in October
1967, posed successfully for 12 years as a West
German citizen and self-employed small business-
man. His work gave him the cover, mobility and
spare time he needed to direct an important net-
work of Cerman agents.

Tllegals living in the West may deyelop plausible
contact in their cover capacity or in natural social
situations with Americans of intelligence interest.
What happens next follows no set pattemn. The
Illegal may act only as an unsuspected spotter and
assessor, developing his target American to a point
just short of & recruitment attempt. At this time
another person, possibly another Illegal or an un-
disguised Soviet with official status, may appear
on the scene in circumstances which do not arouse
suspicion to take over the operation and carry it
through to conclusion. At other times, a single 11-
legal may handle an operation through all phases
from spotting to recruitment.

In certain situations, a Soviet Illegal may be
dispatched from the USSR to attempt recruitment
of an American on whom Soviet Intelligence al-
ready has information and at least a partial assess-
ment. This kind of Illegal may pose as a tourist
of some Western nationalitv as a free-lapce jour-
nalist, traveling husi  rep tive of a
fictitious organization to- (n.anote world peace or
some other worthy cause. His cover is generally
superficial and, although properly documented for
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his role, he characteristically will be reluctant ¢
discuss his back and occupation in depl
m 3, <1kl 1. Jsm'h‘ 2 d :
Bumpunwigmwhomﬂxeuul.hudy describes
a Depar ‘dsma'
munimﬂnuspmhhdtbemm g
wnsqplllegulmdpmhblydm
caiegavy.
Tchaviethmﬂigmmﬁaqumﬂy

KGB or GRU, whose legitimate overseas position
English language capabilities, wide sociul or
mercial mobility or technical specializations er
them to perform certain functions on a part-tit
agenlbnsislcronenfﬂuhmm Tbo s

g ge students in this way has &

ofAmu-immwithwbnmlhsymm&eq
t Their on such ts @
mbmluedwtlnlwnJKGBwCBUrddawy'
carefully screened, and serve as a basis for th
planning of recruitment operations. The origin
Soviet may then be used to introduce, under so
plausible context, an intelligence officer—or
agent—to the American who is of targét interest,

Communist Bloc Intelligence Officers

The intelligence services of the East Eurc
Communist Bloc work actively against
abroad in pursuit of their own especial
whmﬂnethnthnctgtwuddmn\mhn
or employee is Eastern European. But, as not
earlier, there is evidence that the Bloc service
orient a portion of their activity to Soviet interest
ﬂnmd&emmyﬂedaiud ’

fiance, al d in

mﬂ.mmm:hemnhmdﬂ»m e
intelligence service in a KCB-controlled o

lnmdp-:unflhawmﬂﬂnehubm
amples of the temporary turnover of a Bloc agent
direct Soviet Intelligence control. In one coun
a naturalized West European citizen was rec
as an agent by the intelligence service of his B
country of origin. A]d:mghtl:eﬂhcm
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in :upputafnnpﬂmlidthtl:y*
to develop. Later, in another country, he
to working for his parent Bloc service.

American’s home, the agent was told to be-
Iriendly with the household staff in order
Wentify the American’s visitors. He was also
to sketch a room plan of the house in as much
as possible (possibly to support a planned
operation) and to obtain 2

of the American by ing to be skilled
KGB officer wanted

a blank sheet. (Such & could have
wtended for use in a KGB forgery operation.)
Bloc cooperation with Soviet Intelli-
has shown itself in other ways. In some
ies, contacts between American officials and
Soviet diplomatic opposite numbers are dis-

CONFIDENTIAL
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In Moscow, the KGB Counterintelligence Direc-
torate ( d Chief Di ) Is responsible
for rity and lligence operations

for political lated to Ameri
with the local government, Social rela-
with Bloc officials are usually less restricted.
have been many instances in which Bloc offi-
bave invited Americans to parties which a
American specialist also attends, The latter’s
is certainly not always coincidence.

‘s this difSculty and also to defer or conceal

CONFIDENTIAL

beyond the scope of this study. It can be noted,
however, that it brings to bear against all foreign
diplomatic personnel vast KGB technical and agent
resources in a completely controlled environment
The over the years has been highly suc-
cessful.  One Soviet defector estimated
that at any given time in Moscow the KGB has at
least one recruited agent within the diplomatic
mission of each of the developing countries of the
Middle East, Asia, Africa and Latin America. The
KGB has also had significant successes in recruit-
ment operations ageinst European and other
Western diplomatic personnel in Moscow.
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Although foreign diplomatic personnel recruited
in Moscow may have immediate value as sources
of intelligence information, thei, usefulness to the
KGB is often greater after the leave the USSR.
Normally, contro] of them is juissed to the KCB's
FwdpomMMhngungnerphﬂn-
tion continues as Soviet agents in
signments at home or elsewhere abroad. Inndﬂ.i
tion to serving as Soviet Intelligence penetrations
of their own govermments, they frequently play a
hard to detect role in Soviet operations against
Americans in their own countries and in other coun-
tries. As neotral or Western diplomats they are
able to establish official and often close personal
relationships with American counterparts more
easily than Soviet representatives in the same area.
Thus, their most important contribution to Soviet

operations against Americans is their
ty, under l-appearing ci tances,
to cultivate and thoroughly assess American officials
on Soviet behalf, They also serve as convenient
channels for the introduction of Americans to Soviet
Intelligence officers at times and places of Soviet
choosing. Diplomatic “collaborators” from neutral
countries, whether recruited in Moscow or brought
under Soviet influence elsewhere, ml'lvu'iulnhr
mediaries for Soviet a hes to Ameri
&n!ulbwhgqummﬁmulcndowwﬂ-
lustrates;

dﬂhmﬂdhdﬂ-dtudu,lmlhm
states and the Latin American countries. In order to
come [n cootact with Americans in this way, cwn:
telligence officers seck to establish cooperative

tionships with representatives of such neutral

known for having betrayed to the Soviets the entire
Swedish air defense system, an incalculable loss ta
his country. Also well covered has been that par
of his career (1952-57) when he was Swedish
Attache in the United States and sys

masters,
in Washington diplomatic and
Publisted studies have dwelt on

which the GRU carrectly analyzed in the late

if not even earlier, and thereafter faultlessly

ploited and financially rewarded.
Monpuﬂmmtodnmbjwtmmof this

cow, where he was serving as Swedish Air Attache
Wennerstroem was told it was not Sweden
Soviets were worried about, but rather the U
States, against which all possible resources had
be employed. From the first day of his GRU ca-
reer he was directed against Americans—first in
Moscow, then in Stockholm, and Spain
(and, of course, in the United States).
Wennerstroem's first mission was to obtain, ab
all, the closest possible contacts within the Ameri.
can Embassy in M which the Soviets in 1048

The case summary which follows is a vivid ex-
ample of Soviet Intelligence use against Americans
of a high-level &Lird-mtioml agent who was re-

cruited in M in this in by the GRU
since it had lhmdyhnndlud the preparatory
of the P ide the USSR

Many readers are probably familiar with the well-
publicized highlights of the espionage career of
Swedish Air Force Colonel Stig Wennerstroem,
secretly a highly successful agent of the GRU for
nearly 15 years until his arrest in 1963 and subse-
quent sentence to life imprisonment, He is best

a2 CONFIDENTIAL

regarded as the key outpost of the NATO alliance
He was asked to collect names, positions, bio-
graphic details and personal characteristics of
embassy personnel, an assignment he could fulfi

there, the rest (information of interest to thi

38

S O e =g & e



CONFIDENTIAL

Soviets) caume ulmost by itself.” It appears to be
thanks chiefly to the “confidences™ of American
volleagues, who accepted him without question for
what he appeared to be, that Wennerstroem col-
lueted information not only on personnel, but ulso
iems of information on the newly formed Strategic
Air Command (about which the Soviets desperately
winted intelligence) including likely SAC target
wivas within the USSR in the event of war,
Returing from Washington to Stockholin in 1957
(the U.S. assignment, it may be noted, was an un-
loreseen bonus as far as the Soviets were con-
wumed ), Wennerstroem was posted to the Swedish
Defense Commumed until retivement from active mili-
Liry duty in 1961, During this period, Americun

requirements continued to be I.mportant, On GllU

1 s

he was to muint o

with military personnel of the Americun Embassy.
Once ugain, he found this eusy since he was popu-
lar with Americuns and regulurly invited to all
vmbussy social uffairs. In his Defense Command
office he w.u uble to olJtuln and microfilm for the
Sovicts volumi ions on American mill-
tury nircraft and upupment.

In 1958 Wennerstroem was invited to spend sev-
erul days in Wiesbaden, Germany, as house guest
of u cluse friend, & prominent general at head-
quarters of the US. Air Forces, Europe. The
Soviets insisted that he accept and even set the
exact limo for his visit in the month of July. He

i ..,__;.‘;.'

FIGURE 10. SWEDISH AIR FORCE COL. STIG WENMNERSTROEM
While American colleagues trusted him, his GRU masters paid him
and fed his hidden ego

CONFIDENTIAL
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was instructed not to bother with airfield tours (it
can be inferred that the Sovicts already had these
well-covered) but to remain close to his host and
report anything of significance which might happen,
possibly indicative that the GRU had reason to
believe that thing would hag It did.
Just to Wennerstroem's departure (he had
been told to po directly to Berlin as a tourist for
a clandestine meeting in the East sector with the
Moscow “General” who controlled his espionage
waork), the Wiesbaden host had to leave suddenly
by air for Turkey. When Wennerstroem reported
this incident in East Berlin, the “Ceneral” imme-
diately left the room “obvioinsly to sent a telegram
to Moscow,” according to the  rdish agent.  Only
later did Wennerstroem leare it the sudden flight
of his host to Turkey wits connected with American
preparations for military intervention in the
Lebanon crisis,

Again in 1958, when Wennerstroem told the
Soviets that some of his former Amcrican contacts
were in Spain, he was instructed to take his vaca-
tion in that country, fo renew the contacts and to
learn as much as possible about Strategic Air Com-
mand forces and installations in Spain. (The
GRU explained to him that lack of a Soviet official
establishment in Spain handicapped intelligence
coverage in that country.) Wennerstroem later
was to say that after this trip, “I noticed a decrease
in Soviet interest in my work in Sweden . . . the
emphasis shifted to the possibility of placing me
in Spain in some way or another.”

This emphasis actually lay dormant for some time
since Wennerstroem turned to espionage against his
own country, with disastrous results for Sweden,

tablish for later exploitation. It secms likely the
Soviets were thinking in terms of retirement living |
in southern Spain, close to the US. Poluris sub-
marine base at Rota which is known to be a high-
priority Soviet Intelligence target area. This sup-
position is based on Wennerstroem's testimony that
Lis ultimate projected mission would be to collect
nuval information and particularly to attempt to
determine the USSR target areas of America
Poluris missiles.
Local Citizens

It is axiomatic that Soviet Intelligence, in seeking.
to ucquire the desired information on the employ-)
ment status and personal behavior patterns of target
Americans and on their individual attitudes regard
ing contact with Soviets, must—and does—rcly:
hieavily on local nationals in each country almml
where both Soviets and Ameri are
Excluding for the t locul employees of U.S.
insta'lations (a category to be discussed sepa-.
ratel), « itizens of the host country are recruited—
and ‘ometimes uulinul on an unwitting basis—in
direct support of American
sonnel, Their prlndpn] role is one of spotting and
assessment of Americans with whom they are in
contact socially or on an official basis because, as
one KGB document states:

“In cases where there Is IM information suge
with

gesting an American's Habs 1
on an Ideologk—u! palh:hd or mmﬂ;l basis, or fine
. L nature, we ure able to

plun:peciﬁcmps——pdmmpmandmmi—fw
ing him into an agent relationship.”
Local nationals, in fact, are an integral part of
every agent network which each KCB and CRU
is

and was able to maintain access to classified Swed-
ish and American military information even after
Mhtmcnt:nl%lbyobwnlugam]obasd!s»

ltant to the Swedish Foreign Office,
Huwwet the Soviets apparently were making long
range preparations to place him in Spain after his
projected full reti in 1964. They spoke of
this several times and only & few days before his
arrest in June 1963 passed him a large sum of
money for what was to have been an exploratory
trip to Spain. Winnerstroem later testified that
on this trip he was to decide, on the basis of GRU
instructions, what American contacts he would es-

7] CONFIDENTIAL

to establish in support of
overall Soviet Foreign Intelligence objectives in
each country. As far as the American target is
concemed, the local citizen agent of the Soviets
may be a bartender or waiter in favorite American
off-duty haunts, a streetcommer carwasher in the
vicinity of the American Embassy, & newsstand
operator close to a U.S. installation, a travel agency
representative, a real estate agent used by Ameris
cans in search for housing, a government official

Americans and mixes in the same social circles
list is ulmost endless,
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It is pertinent at this point to stress an inade-
quately appreciated fact—that it is standard, lit-

wrally routine, practice of Sovict Intelligence abroad
4 identify the bars and cafes which b favori

employee of a neutral embassy who has since con-
fessed to being a recruited KCB agent was given
an assignment—in which he failed—to cultivate
and seduce her.

hangouts of the highest priority American target
group—the code clerks, Marine guards, i

| files personnel of American diplomatic, military
r.lol.lmoﬁch]uhhlklmmti. 1t is an easy mat-
i for the Soviets to insert Jocal agents into this
wilieu, agents who do not generally arouse the
supicion of their targets but are able to spot and
bewome acquainted with those Americans who,
Srough their own talk and behavior, indicate that
they engage in the black market, are in debt, are
p«nm&m&mmﬁ;mhmmdmdﬂr

Local Employees of U.S. Installations

Since cultivation of selected Americans for re-
cruitment demands that Soviet Intelligence have
the best possible picture of what the American
does and what he is like, the KCB seeks inside in-
fi i i | of embassies and

pbs or resentful of their supervi Such p Tocal empl in a great VS, em ooy
wd their vulnerabilities quickly b ' o military )

Soviet Intelligence officers and automatically be-

sme targets for more intense Soviet interest. Once recruited, local are asked to de-

Ilustrating the value of local nationals to Soviet
Iutelligence in the developmental phase of oper-
shony against Americans is the case of a restaurant
peoprictor in a foreign capital who for years—either
# an agent or possibly as an unwitting tool—pro-
wuled & unique environment in which the KCB was
#hle to spot, assess and open up direct access to

American Embassy employees of high priarity in-
Slligence interest,

The restaurant owner, & man of some wealth and
swially popular in the medium and junior levels
W the diplomatic “jet set,” ran & catering service
S the diplomatic community, including the Soviet
Bmbassy. Both his restaurant and his private
spartment, where he entertained foreigners lavishly,
ware frequented by Soviets, among them three iden-
Whed KCB American Department officers.

Strongly attracted to American women, the res-
Wwurant owner—quite possibly on Soviet instruc-
Mwis—dated & number of American code clerks and
wernturies and through them met and drew into
W social circle practically all of the personnel of
e embassy communications section. The KCB
wlicens, almost always present at the same parties,
bl ample opportunity to study their potential tar-

at leisure. One code clerk, a divorcee, is
:wntohlwﬁenmmlcﬁwhrgﬂba{nmshe
was transferred out of the are.  One of the KGB
wlvers succeeded in dating hi, .1 relationship she
& not report at the time) and a non-diplomatic

procedures,
ment storage ces, ete, Finally, recruited local
con-

employees have the capability of g
cealed electronic listening devices on behalf of

because of failure to be accepted as the professional
or social equal of American colleagues in the same
establishment, or the individual who can be com-
promised in one way or another and thus recruited

on the basis of threat of exposure.
In attempting to recruit local employees of U.S.
i Ilmm& L hw.r L P w

4

inducement lever to supplement the lure of
and other forms of reward, This is the fact that
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is nothing illegal about a local employee upmﬁng
to the Soviets on American personnel and proce-

dures or even passing American documents, In
cooperating with the Soviets, the employee risks
only loss of his or her job, with little or no possi-
Mﬁtydhgdmbythchulgovmt.
In this connection, it is of interest to note that
recently In several Western countries Soviet Intelli-

officers have fouted tradition by breaking
cover and openly admitting their intelligence status
to local government officials, Where this has been
done, it has been coupled with reassurance (rec-
ognizably false) that local Soviet intelligence ac-
tivities need be of no tnloul ity
services since they are entirely directed agai
Amaticm‘,r

In many countries of the Middle East which have
large Armenlun communities, American embassies
employ Armenians, often in preference to other
local nationals, because of their native intelligence
and initiative, These are natural targets for Soviet
recruitment. There have been numerous situations
in recent years in Lebano:  ran, Egypt and Syria
in which Soviet intelligei. GHicers of Armenian
background have used the common bond of Ar-
menian heritage and often the existence of relatives
in the USSR to establish contact with and cultivate
Armenian employees of American installations.
There is evidence that a number of these employ
have been successfully recruited by the KCB.

The fact that the KGB has also been successful in
other areas can be rather dramatically illustrated
by the following case history.

An aging and jealous lover, vindictively deter-
mined to keep his 33-year-old Belgian mistress com-
pletely dependent on him, was responsible for ex-
posure in April 1967 of 2 KGB operation which had
spanned five years, successfully achieved penetra-
hof.\me.rimnEmbuuiuinTuntﬂamﬂBelglum
and, at the close, was directed at penetration of
Supreme Headquarters, Allied Powers Europe
(SHAPE).

As a result, a KGB officer assigned to Brussels as

8 TASS correspondent was arrested and expelled
from Belgium. Two of his intelligence colleagues

who had also figured in the case, one a Soviet'

36 CONFIDENTIAL

precise detail here, mtoniyuauenmded
tion against American and in: o
hm&,hnuﬂum;ﬁmdtypmlm manips
ulative techniques against the American target and
very patient persistence in the face of problem
which threatened control of their agent and
times temporarily disrupted the operation.
“Madame X" mother of a small child and
separated from her hushand, went to Tunis in early’
1862 to be near her stepfather, a Belgian citizen’
working for the Tunisian Government, She
quickly obtained employment as a tri-lingual sec.
retary/interpreter at the Bourguiba Institute of Lans
guages and three months later found herself a re-
cruited agent of Andrey Nikolayevich Zelenin,
KGB officer under cover as an attache of the Sovie
Embassy.
Zelenin was enrolled at the Institute, ostensibly to
study French, butolmuuslylosurveythm :
national student body for likely agent p
Zelmmpmmpdywmedw'hhdamrudﬂ:
of the most familiar of all opening gambits by

FIGURE 11. ANDREY N. ZELENIN

“Modame X“ felt lly bound to him
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Soviet Intelligence; he asked her to give
Prench lessons to his wife in their home.
sach of these regular lessons, Zelenin wi

1o escort “Madame X" home.
tion but that Zelent idl 1"'mngh—
qumomhsseigim
slter she was emotionally am'l porhnps romantically
sttracted to him, The feeling of personal obliga-
tlon, which Soviet Intelligen -
apire, wssoartamlypmsm!

wationalities, particularly American and French,
who were lled at the Institute, He ted
aod receiv assessment data on them,
descriptive details of possible vulnerabilities, need
for money, interest in sexual affairs, ete,

In November 1982, to the delight of Zelenin,
“Madame X" succeeded in obtaining a job at the
AmencanEmlmssymTunu. She was first in the

pping section of the General Services offices but
son moved to much more interesting positions
{ Irom the KGB point of view ) as switchboard oper-
slor and receptionist. During her seven months
wl embassy employment, the Belgian woman ful-
Mled requirements from Zelenin which included
shatches of embassy offices and names of their oc-
wupants and information on all em personnel.
1 ldnputipednlmessonminb:ggm—du

Hﬂﬂrﬁmmmﬂmhw\'ﬂlhy
Dmitriyevich Balashov, an attache, whose i

in American targets had first been noted several
yeanuﬂindudnganmudlnmljjgmmlgn-
ment in Belgium as a student at the University of
Brussels. Soviet plans for “Madame X" in Belgium
were predictable: she was told to apply for a job
at the American Embassy and Balashov said he
would pay her no money until she was successful.
By November 1983 the Belgian woman was in

in the American Embassy as & secretary. i
“Madame X" met Balashov once & month to col-
lect @ KGB payment of about $100, to report on

her progress in Soviet nts and
to receive new instructions. She provided lists of
emhassy complete with home addresses,

telephoie numbers, vehicle license plates, etc, She
gave personality information on an American
female code clerk. Balashov asked her to report
the names of Americans in what he called the “spe-
cial services,” a reference to intelligence personnel,
whom he said she could easily spot by their frreg-
ular and often late king hours. P bly,
she did this also. Shngnwnahshnvthe!oenhun
of Marine guard posts within the embassy installa-
tion but was unable to meet a requirement to pin-
point the exact shift schedules. At embassy
parties and receptions she followed instructions to
study the behavior of those present, to note those
who drank too much and to report on relationships

within the embassy group.

scurity officer and his Ameri
-luflheMi!imyAttacbosaﬁioe mdin:clli.genca
wod o &

Although "Madame X" was to resign her embassy
pb in Tunis and return to Belgium in July 1883
W complete legal p dings in tion with
Tt Iong -pending divam,Zeluunactuallylu&he-
Suie she did; he was transferred to the Soviet Em-
lessy in Algiers, However, before departure he
Surned her over to a new Soviet contact, Yevgeniy
Uworgiyevich Muratov, a KGB officer serving as
Wird of the Soviet Embassy in Tunis,
I the final months of her stay in North Africa,
W Belgian woman continued to work on the re-
:I:unentsa]xudygimhﬁrmﬁheldpm—umngsd

destine meetings with Muratov on the outskirts
o Tunis, Just befors she left for Brussels, Muratoy
geve her instructions on how to make secret con-
Mt with a Soviet intelligence officer in Belgium.

Balashov was apparently not completely satisfied.
He told his agent about an "armored room” on a
specific floor (showing accurate KGB pinpointing
of the communications area) and asked
her to attempt to get essigned in or mear this
room. Alternatively, she was to seek transfer to
the office of the Military Attache,

In April or May 1984, the Soviets began to en-
counter agent control problems which were to
complicate their thereafter. “Madame
X" broke contact with Balashov, ostensibly because
of a strong feeling of physical revulsion for him.
Another—and probably more important factor—
was that shé had become the mistress of a man old
enough to be her father, the elderly Belgian lawyer
who had arranged her divarce. This was an often
stormy and violent love affair, but during its periods
of relative calm and financial security the Belgian
woman lost interest in espionage on behalf of the
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FIGURE 12. VITALIY D, BALASHOV
The Belgian agent found him “repulsive”

Soviets. She also lost interest in American employ-
ment and, in fact, left her embassy job in August
1964

Until January 1965 the KGB left her alone. In
that month, Zelenin, the Soviet who had recruited
her in Tunis and to whom she clearly felt a strong
sense of personal attachment, turned up briefly in
Brussels to bring her back under Soviet control.
He came at the right time since her affair with the
hwy:rwasbythenlnapeﬂoddmngm

with Ogorodnikov, and one day in the late sprir
or early summer, when she happened to meet hin
on the street, she told the Soviet that she was preg
nant (true), expected to be married soon, ar

.‘mt ' s shl!! .thi’
by writing a letter to Zelenin, confirming what sh
hadl told his colleague.

’s reaction was one of patienc
There were no threats, as there could have bees
He merely said he would"continue to go to the
established meeting place monthly in case
should change her mind.
Nearly a year went by without further inciden
but the events which followed suggest that the

a i1 on "Mad I

married), had an unusually violent quarrel wit
her lawyer-lover. When the latter actually al
tempted to strangle her, the romance broke u
completely. It most likely was no coincidence

suddenly mppurul on the
handed her a i

nt of &
d:nddnﬂmmBelpm&manduhdhn

made and at each of these she was paid appros
mately $120 in francs,

During the period which followed, Ogorodnike
began to train his female agent in some of the maf

the American Embassy and introduced her to a
new Soviet who would handle her, TASS corres-
a " 4||}m JLogm_!» Per-
haps to make new Soviet more ble to

It did not quite turn .t that way—again due
to her love affair. “Mucame X" did, in fact, re-

plicated techniques of espionage trade
obviously anticipating need for more professions
sgent management after she should obtain e
ployment with SHAPE and again become oper
tionally active for the KCGB.
She obwnedlmnﬂhbhkr
hot was trained in its use and submitte
bnstﬂhmtoherSoﬂelhmdlu 5
u?l .lr med A

nals and isi

nallylftu'perm]}y .
phﬂthnhrms,Ogmohﬁwthmher o
told her he would be g home in
of 1967 and introduced her to the Soviet who
handle her after he was gone—Oleg Al
vich Semikov, a Soviet filr distribution reps
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FIGURE 12
This KGB

oY 1
. was pativi.
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tive in Belgium since 1964. Ogorodnikov told her
that for the sake of security she would not see
him again and her néxt meeting with Semikov
would not take place until July 1967, If, however,
she was able to get into SHAPE at Casteau before
that time (it was to move there in March 1967),
she was instructed to pve tbe appmpmte sigml
for an emerge.ncy
keepheteontmt,Ogomdnlkuvdzmpndhern
sum in advance equivalent to fve months' salary,
“Madame X" was arrested by Belgian security
authorities in April 1967. She did not know it at
the time, but more than six months earlier her frus-
trated lover had betrayed her to several Belgian
officials on the basis of diary notes he had seen
regarding her contacts with Soviets, and the allega-
tion of her espionage work had been under investi-
gation by both American and Belgian authorities.
Ogorodnikov's arrest and expulsion came shortly
after the confession of his agent, and, as previously
noled. Balashov and Semikov were quictly and
ly di d from g longer in
Belgium.

CONFIDENTIAL 38

45



CONFIDENTIAL

IV. ELECTRONIC PENETRATION OF AMERICAN INSTALLATIONS IN THE WEST

Soviet Intelligence doctrine, as already shown,
stresses development of agent networks \rﬂth d.n'ect
access, to American installations ab

through double agent operations in at least a dozen.
countries. Soviet intelligence officers have dis-

of mporhng "fmm the mﬂde" and ‘among other
things, of micro-
phone and transmitter listening devices.

The use of agents to plant microphones in Ameri-
can installations in the West is a logical and in-
evitable outgrowth of two lines of Soviet intelli-
gence and security aciivlty (1) their devel t

d with their agents plans for emplacing de-
vices in American and other Western offices, resi-
dences and even automobiles. Tangible indica-
tions of this kind first began to come to light more
than 10 years ago, but there has lately been a
marked increase, particularly in the past five years.

Discaveries in Ghana, in the wake of the coup

icated audio d

against foreign embames in Moscow and (2) the
high priority attached to their operational program
against the American target abroad. Microphone
operations inside the Bloc area are, of course, well
known, including the scores of microphones found
in recent years in American embassies in Moscow
and Warsaw and the hundreds which have been
found in other Western embassies and official resi-
dences (including American) in the Bloc coun-
tne.a The 50\-"«.!3 are known to consider their
ions as highly sful

and use of tech hi F

which ousted the iet Nkrumah regime in
February 1968, uncovered dramnatic evidence that
the Soviets are pushing audio operations wherever
they can in the West. On the recommendation of
Soviet advisors, an audio surveillance unit termed
Technical Unit 3 (TU-3) of the Ghanaian National
Security Service was created in 1965. TU-3 had
about 22 Chanaian audio technici d to
it at the time of the coup and the table of organi-
zation actually called for additional petson'nd.
Four of the technicians had been trained in the
Soviet Union, the remainder in Ghana itself by
KGB technical advisor Andrey N]]mlayevldl

and valusble and have, through application over
many years, acquired experience in audio opera-
tions which they have shared with the intelligence
services of their Bloc colleagues. Not surprisingly,
the Soviets have carried these techniques over to
their operations in the West, particularly those
directed against American installations. There is
reliable information that the KGB as urly as 1953
or 1954, fully &

transmitters into Amerlcnn embassies in two West-
ern European capitals. In one of these operations,
the device was concealed in a flower pot brought
into the embassy by a locally hired janitor or char-
woman. There is also reliable information that
the GRU engages in aggressive audio operations
in the West and has successfully planted devices in
muinoﬂicesnrrmdmcesoENATOmilﬂuymd
other governmental officials.

Confirmation of Soviet- intentions in this field of
espionage activity has been repeatedly obtained

succ
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Andreyev who was in Accra from June to De
ber 1085. The large stock of Soviet-supplied tech.
nical/operational equipment found in the w
equipped electronic workshops of the still-incom
plete TU-3 headquarteﬂ (eamanﬂ.nged as the “Na-
tional Sci h Laboratori includ
Soviet clandestine agent communications gear, sur-
veillance transceivers, and transmitters and micro-
phones for audio i The elak and
costly Ghanaian facility, 8 KCGB stepchild, was os-
tensibly intended to shore up and maintain interns
security of the Nkrumah government; in fact, TU-3'
with the direct participation of Andreyev and an-
other KGB officer had already “bugged” two Accs
hotels and was about to do the same job on five
others, However, there can be no doubt but th
the unit, under Soviet tutalage and on behalf
KCB i , would ulti hsve been direc
against Western dipl including
American, had the coup not toppled the regime.

sallabs
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Although KGB and GRU use of recruited native
Americans to install audio devices is by no means
wacluded, Soviet operations against indigenous ent-
ployees of American overscas offices lend them-
salves particularly to audio installations as in the
1053-54 janilor operation mentioned above. A
wire recent example oceurred in 1965, when the
KCB recruited the butler of un American ambas-
sador for the purpose of having him place a small
microphone-transmitter  under  the  ambassadar’s
dining room table. A slight variation occurred in
another country at about the same time. A local
vmployee of an embassy of a NATO country, work-
ing in the office of the Military Attache of that
vountry, confessed to being a KGB agent and to
liaving becn instructed to report in advance when-
ever the American Defense Attache was scheduled
1o visit the agent’s superior. His KGB handler said
e would then give the agent a battery-operated
kl--uiu.- to be placed under the table or desk to
vcord the conversation between the two attaches.

Techniques of miniaturization and el

vice, shorter than a common ruler and not much
thicker, requires less than 10 seconds. The agent
hias only to press it firmly against a wood surfuce,
It is then held in place by sharp, built-in tacks at
each end,

In August 1967 another Soviet m trans
mitter device, essentially identical lo that dl.-scn“bt:d
above, was discovered attached to the underside of
a bookease in the office of the American Charge
d’Affaires in a central African republic where there
is a strong KGB representation. Numerous tack
holes under the same bookease and under a simi-
lar bookease in the vacant office of the former am-
bassador gave evidence that at least two audio
devices of the same type had been successfully put
into place in the two offices over a period of months
and had been periodically removed, probably for
replacement of batteries, then re-emplaced.

In both 1967 cases mentioned here Soviet suc-
cess was the outgrowth of an "inside” agent opera-
tion exploiting full knowledge of the pattern of

sophistication have long since developed to the
point where devices such as those referred to above
wan be easily and rapidly emplaced by an agent
with access to offices of interest. For example, a
slim block of milled wood less than 12 inches long
was found attached to the rear of a bookcase in
the library/conference room of an American em-
bassy in the Middle Eust in early 1967. It con-
tained a Sovu.-bhm!t transmitter and microphone, a
vontrol switch receiver (hy  ich the device could
be turned on or shut off .. .ill by an electronic
sgnal from outside the embassy) and a self-con-
luined battery power supply. To apply such a de-

bassy activity and ready access to the selected
target rooms. With respect to the Middle East
case, the y library/conf TOOM Was on
the ground floor adjoining the reception area where,
during working hours, a local employee was on
duty, Normally, except when a conference was
schedu.[ed the I.ihrmyI had been accessible to all
including local employees. In
the Africa case, the embmy in question, located
in one section of a large commercial and apartment
building, was lacking a Marine guard force for
maximum physical security at night and on week-
ends, In addition, local employees had freedom
of movement throughout the instullation during
duty hours,
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FIGURE 14. SOVIET MICROPHONE AND TRANSMITTER DEVICE FOUND IN AN
AMERICAN EMBASSY, 1967
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The case examples cited so far to illustrate KGB
sl GRU use of staff and agent personnel against
Aumericans abroad have reflected various opera-
Mool techniques and gambits employed by the
Sovlit intelligence officer to spot his targets, to

direct or indirect access to them, and to assess

n in the unceasing search for vulnerability or

swsvuptibility. This section will review some of

s techniques—and refer to others not yet men-

Wawid—and seek to put them into focus on a

Sesadder basis without reference to individual types
o Targets.

Although various Soviet Intelligence doctrinal

CONFIDENTIAL

V. REVIEW OF SOVIET OPERATIONAL TECHNIQUES AND GAMBITS

“Americans like to remain abroad for extended periods
because of the various material benefits such as higher
salaries, a chance to save money due to lower overseas
e g ol
vacations, to

pmﬂw;bh foreign currency mﬂgy
Whatever the accuracy of thc above observation,
it is a known and ized Soviet pt, un-
questionably drawn from operational experience,
that Americans away from home tend to let their
uard down, to talk more frecly, and to enter more
ly into contact with foreigners, including So-
viets, There is recognition, of course, that there
are exceptions to the general rule, that in some
areas Americans refuse to have contact with Soviet

~ mncopts about Americans abroad have already be-
Wi clear (ie., that junior employees are, m ef-
- Bt “second class citizens” and thus more vulner-
“ und that students are good targets because of
Wit relative immaturity and lack of funds), there
W other practical as well as doctrinal considera-
S that have much to do with the intensiveness
| W tha Soviet effort against overseas Americans and
W techniques employed.

Sestel View of the American Abroad Target

Fiom the Soviet viewpoint, operations against
Aswricans in overseas assignments outside the Bloc
| . are, generally speaking, easier and more re-
Muu than the same operations would be in the
Lied States. Obviously, one factor in this con-
,’ #ration is the severity of FBI counterintelligence

Sewwrage which inhibits, if it does not entirely pre-
S, KGB and GRU efforts to recruit Americans
% e, But there are other considerations as well
ol these largely relate to the Soviet image, based

W saperience, of the indivi.’ il American outside
&% wormal environment.
The average A as the S see him,

to serve abroad for basically materialistic
vl selfish reasons. The KGB summarizes this
Wespoint in the following words,

Is and are | ingly prone to report con-
tacts when they do take place. However, in prin-
ciple and practice, the KCB and GRU work on
the theory that overseas Americans in general, by
their open conduct, talkative nature, and freedom
of it and iations, are relatively ap-
proachable—directly and indirectly—and that the
entire operational process from spotting through
development to recruitment is less difficult than
in the United States.

An additional factor (mentioned earlier in a dif-
ferent context) also affects the intensity of the So-

viet pr against Ameri and the
ufben ﬁee-wheeling, shutguu appumch techniques
This is Soviet

Imowledge lhat in working aggressively against
Americans outside the United States, including re-
cruitment and use of local agents against them,
they are violating, in most cases, no local laws
since the activity is not directed against the host
country, Thus the Soviets, as well as their local

. agents, are not normally punishable in the event

an operation against Americans fails and is exposed.
Use of Material Incentives

Soviet Intelligence literally believes that Ameri-
cans will do almost anything for money, and the
factor of material incentive is somewhere present
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FIGURE 15. PAGE FROM TOP SECRET KGB TRAINING MAMUAL (1962) ON RECRUIT-

MENT OF AMERICANS

The middle paragrophs reflect one aspect of the Soviet Intelligence concept of Americans

as materialistic ond money hungry as cited in this chapter

CONFIDENTIAL

50

W

S FYFinvnFPLrS

- 35 FI



W almost every type of poooment operation,
LI doctrine on this matter is quite oxplicit,
“The ful wse of i | motivation s tecruit

ment retpuires un undentading uf the

makeup of the average Awwcrican. o soriously thinks
of wnonoy us the only thivg which e onsure his per-
sorad broedom and independence wd lEN his e
terml and spiritual needs.  This typical Americun iti-
tude tuward money coeates inlilftronee t the means by
which it i obtalial, even Uiongh risk & sometines

bved, |, . . Dl of an A 'S ine
e i of extreme importasce W his developanent sl
P larly to his i .

The ubove quotation udds an additional und
“ynical facet to the Soviet imuge of Amcricans
shivad. The overall accuracy of this image is not
W importunt b acey It is, h , the
- product of numerous suceessful Soviet recruitments
o Americans, it influences KGB and CRU opera-
Sl planning, and it explains why so froquently
W developmental cases innocent-appenring ques-
W wre asked about salaries and financial diffi-
sulties and why offers of gifts and loans have be-
swne standard practice.  Soviets in the West do
st muke louns or offer gifts unless authorized to
'ﬁm;thowuhdnnminlulligmmommu
Wi ngents, and thelr motives are clearly profes-
sl rather than personal.

Wk Direct Social Approach

CONFIDENTIAL
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“Ihe atclligenee officer must thet estab-
Lishing « fidential and oahip with
un Awerican is 0 stop wward full recruitinent sud &
Lo latioship ', - the ‘confideatial volati

shilp must bo initiated in such & way thet the Americen
does not realize that he i in contect with an intelli-
goneo_ufficer or suspoct the officer’s real ntontions.”

“When triking up an unolficial with an
.\m-ri-.-upnwmalpluyqlthmylww
bt ulurm him by prematuroly asking Intolligonce
fuestions.  Try to win the American's confidonce and

create a f Itis o stimu-
ma:m'mmmmmau
give a persoal flavor to your own interest in certaln

tupies,
Rogardless of whethor the social approach by
the Soviet to the American is the outgrowth of u
liplomatic or public function, & “"chance” encounter
or the result of an introduction st & bar or on the
stroot or at a swimming club, the Soviet frequently
tukes the initiati He is amiable, shows !
interest in his new acquaintunce, possibly flatters
him, and suggests & further meeting which may take
the form of un invitation to & Soviet em! recep-
tion, a Soviet film showing or a local performance
by touring Soviet artists. Once one invitation Is
accepled, others follow—to sport events, to the
theater, ete.  As the KGB has noted:

“Tickets o (these ovents) are sent or given to even

slight sequak Such g are regarded by

A wite | &

g

Dievious and indirect Soviet methods of approach
- Wy Americans abroad are by no means uncom-
e, as has already been shown. But in the
Ssprity of reported cases the approach has been
4 and on an initially social basis with many
- Slations, sometimes extremely subtle, in the tech-
' of followup. These in each case, are
Iml to the individual under cultivation.
The direct Soviet social approach to Americans
l&-nl has been observed since approximately
W8 By 1951, it was evident that earlier Soviet
,:ﬂwhich kept their personnel who were sta-
l I butside the USSR in strict seclusion and pre-
S8uded unofficial relations with Americans and other
Besigners had been relaxed. By 1953, a definite
Sl of deliberate Soviet social contact with Ameri-
- % abroad at varying official levels had been noted
W @ least 30 countries. The trend is now global
W penctice and its intelligence application has been
Swwalized in official KGB operational instructions

sk as the following.

@W:L»wmmwm him
in itable to the 4 M‘xy
L]

wnded to make possible followup  rolationship
with bim.”

In many cases, particularly involving code clerks,
secretaries and other junior-level personnel, the
Soviet will resort in the early stages of cultivation
to a form of friendly baiting designed to keep the
American from reporting the new relationship. The
Soviet will suggest, perhaps regretfully, that of
course the American doesn’t dare to meet with a
Soviet without reporting on it to his (or her) se-
curity officer, Americans have been known to in-
terpret such a suggestion as & slur on their personal
freedom, to deny any need of reporting and to
accept the implied challenge. This Soviet gambit
shows a good understanding of the psychology of
many Americans.

Typically, the aospitality soon broadens into
family visits and outings, with small gifts to the

-
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American target’s wile and children. The KCB
covers this uspect in the following words:
“Lo wrder o solidify overtly achieved Sriendships with
Americang, our oflicers under Soviet Embussy  cover
udnnl.l.y Jresent y‘ls o New Years' Day or other ap-

Tl ig alfiver will -
Tiver his gilt in person at the American's home at o

time when the Batter is sormally there. The purpuose
is to inject an unollicial, Friendly Bavor iito the rela-
tiouship. 1o return, the American usuully responds: by

visiting the Soviet's home to present o gift”
As in the case of the A data i

Soconer or luter in the developmental p
assuming that the Soviets have concluded lh
they have an interesting prospect on the ling, sm
aspects of clandestinity will be gradually inserteds
into the relutionship. Less public and more un-
usuilanceting plices will be suggested. The tar-
get will be requested not to call the Soviet at his)
oflicial number “to avoid embarrassment for you
and mectings may be suggested at pre-armang
times and plices.  All of this is conditioning
what may follow.

in a Moslem country, lang ge lessans
are often brought into the picture at about ' this
point. And it is here that the wife of the Sovict
intcliigl:nou officer has been seen on many oc-
casions to play a supporting operational role.
Without specific reference to Iang\mgl.. iﬁsom
which are by now a standard
gambit, the KGB outlines the role of the Sow.et wile
in these words:

"1 is often helpful if the intelligence officer tkis his
wife with him when visiting the home of & person
under developinent,  With his wife's assistance, the
officer can clurify cortain points of infonnation or
assessment concerning the target individual and thereby
determine how best to strengthen his relutiouship
with him.”

In the early stages of direct cultivation, con-
versation is on harmless topics, sport, art, life in
each other’s country, ete. The Soviet may say
he is bored with life in u foreign country, perhaps
bored with his own countrymen, lonely for new
and stimulating companionship. Controversial sub-
jects are avoided or glosst ' over. This whole
preparatory process lws a4 | 0se; assessment of
the American’s potential us niness for espionage
and assessment of him from the stundpoint of the
possibility of recruitment. This requires knowl-
edge of the American’s personal history, his family
situation, his fi | ding (mo: tant,
as already indicated ), his unfulfilled mbitmns and
possible weaknesses for women, During this assess-
ment stage, the Soviet seeks to cement the friend-
ship and at the same time—usually through gifts—
create a sense of obligation for hospitality. Given
the Soviet concept that money is the all-important
American motivation, tactics may sometimes be
ludicrously crude and include direct and very per-
sonal questioning about the American’s income and
debts, how much he pays for rent, the amount of
his taxes, ete.
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Eventually—perhaps within weeks, perhaps o
for months—the Soviet purpose will begin
emerge, ulthough at first it may not be recognizabl
as in the case of the Vienna student already
seribed. The Soviet will ask his American frie
to lielp him collect information of an overt nature
perhaps for a journalist friend, possibly for a
scarch paper or article which the Soviet himself
claims he is writing, perhaps even for an info
public opinion poll.  The Vienna student was as
for character assessments of his fellow America
and suw nothing disturbing about the request,
European national in the Middle East, under
viet cultivation because of his access to America
was dealt with somewhat more frankly by his §
viet officer. The request went something like
“You know many people here. They will tell yo
what they won't tell me . . . they will speak mo
frankly to you than to me because I am a: diplomat
and represent a country that, unfortunately, do
not find much favor with them. Therefore, as
personal favor, will you ask Mr. Blank, whom
know, what. . . "

Requests of this kind, even for the most overt
information, may be coupled with an offer of pay-
ment. If payment is accepted, a receipt will
ally be requested under some plausible pretext
The process of gradual involvement is by
time well under way and elements of clandesti
and po: ble potential compromise factors al
pres.mt.

Finally, one day, in an atmosphere of wam
friendship and mutual trust, the recruitment proc
ess will be brought to a head with a request
information or a service that is clearly of an
telligence nature. Typically, generous financial
wards will be ised. If the American beco
frightened or refuses, he will be met at first

T o 1 ¢
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o iriendship, Depending on the course of the
Soviet t and softening-up a

part of the compromise web. The effect of this

barder line may follow: threats :nci.w;mmgs to
think matters over—particularly if the Ameri

P over & period of time is to draw the Ameri-
can into a “confidential” relationship, from which
the American gradually comes to realize that he

bt already slipped over the line and exposed him-
wli to compromise. Whatever the American's ini-
al reaction, the Soviet, as in the case of code clerk
Lonald Ultan, will press for one or more additional
-uﬂsi.

“L 1l oD 1. P
Techniques

No hypothetical compositc -, or even a series
o sctual cases, can possibly illustrate the full range
W Soviet operational i loyed to meet,

and Recrui

cannot withdraw except at the cost of acute em-
barrussment—and perhaps severe personal conse-
—by disclosing the ise to his

:uperiun. i 5 i
Actually, the build-up and use of compromise by
Soviet Intelligence is largely for psychological effect
both during the period of development and at the
time of recruitment is attempted. In operations in
the West, the Soviets normally have no serious in-

ion of using compromising information to black-
mail un American into doing their bidding. Use of

develop and recruit Americans abroad. S
which have not yet been mentioned or are worth
widitional clarification and emphasis by way of
warming are briefly discussed below.

Cempromise

Although the KGB, by its own doctrine, regards
Soancial inducement as normally the decisive fuctor
s successful recruitment of Americans abroad, the
shnent of ise is also an essential part of
wach such operation, It is brought into play in
ways which are often not fully appreciated.

From the viewpoint of Soviet Intelligence, any
American who agrees to an unofficial and

slationship with a Soviet and conceals the ‘fact
foom his (or her) superiors has already taken a
Wt compromising step.  As the relationship deep-
W und becomes more intimate along typical lines,
wueh ns deseribed above, each Soviet move is in-
wnided to increase the degree of i By

threats to destroy an American’s career
by & d LE isi o inf i h & re-
cruitment technique only rarely employed outside
the Sovi | Bloc area. This is because in Western
couniries the Soviets lack total control of the en-
vironment, such as they enjoy in the USSR, in their
operations against Americans. It is thus difficult
for them to acquire truly damaging evidence in a
form which can be effectively exploited for black-
mail.

In Moscow and the East European countries,
however, blackmail is standard operational prac-
tice against Westerners, including Americans, Op-
erating on their own grounds, the KCB and the
cooperating Bloc services can work under con-
trolled conditions to secure disasterously compro-
mising evidence (usually photographic and/or re-
corded on tape) which is then used as a means of
recruitment. The well-publicized case of Irwin

wovupting the small aspects of clande:tmity which
we gradually introduced, such as not calling the
Soviet at his official number or agreeing to meet-
g ut unorthodox times and places, the American

swmpounds his original P The initially
wwocent small “favors™ which the Soviet asks on
W basis of friendship are a calcul d part of the

wsnpromise process. So is the offer of payment
sl the seemingly plausible request for a signed
seeipt. Meanwhile, the Soviet through probing
wwl other means uncovers indications of personal
waskness and vulnerability (the presence of debt,
ssessive drinking, promiscuous sexval habits, ete.),
which are treated as “secrets” between the Ameri-
wan und his Soviet “friend” and thus also become

Scarbeck, the Foreign Service officer stationed in
Warsaw who became involved with a female Polish
agent and was blackmailed into pting it:
ment, is only one of numerous examples of opera-
tions of this kind.

Sexual and Homosexual Approaches

A number of actual and incipient sexual ap-
proaches overseas to Americans outside the Com-
munist Bloc have been mentioned both in detail
and in passing reference in this study. Although
the KCB attempt to recruit Eleanor, the Bonn
embassy fle clerk, was based on shock tactics and
threats against her own safety and the life of her
suppmedAmrimﬁnnm. the operation against her
was, in its opening stages, a clear-cut case of seduc-
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tion which was plished in a of weeks,  tions are numerous and one will suffice to illustrate el
In the case of the embassy secretary in Africa whose  how they usually come about. Several years aga i
local lover was in contact with u Soviet inlelhgam:e an AID aﬂioermhkm:m was cultivated on a social Sl v
officer, it seems likely that her sexual invol i basis by Leonid Gavrilovich Kuimao fotal

wiis to have been indirectly exploited on Soviet
behalf, The AID Mission secretury in the Far
East who accepted u letter from a Soviet visitor
und spparently gave in to his romantic overtures
prior to her tumnover to a local KCB officer was
almost certainly spotted in udvance as being sus-
ceptible to this type of approuch.

In at least one recent instance outside the Com-

an intelligence officer under di cover as
a first secretary. In the now familiar pattem,
Soviet Brought small gifts to the American’s fan
and the two men before long were in the habit
of seeing each other several times a week, oftes
dropping in on one another. The Soviet finally.
asked for an AID Mission pocket telephone direc-
tory was given an outdated and geners

ilable copy. He then probed several times to

munist Bloe, the KGB is } to have recruited

then directed g fank: & ¢ ) - p

homosexual. The recruitment itself was not on the
basis of blackmail (the E made no secret
of his homosexuality and had no fear of exposure
on this score), but once the agent had been re-
cruited, the Soviets sought to exploit the homo-
sexual aspect.  They finunced the agent’s move to
un apartment suitable for entertaining and asked
him to report on official Americans of his acquaint-
ance who might be active or latent homosexuals.
The sgent was unsuccessful in this assignment, but
if he had been uble to identify and establish a
compromising relationship with such a person, it
is likely that the KCB would have considered
blackmail 65 @ recruitment technique, The KCB
is known to regard evidence of I lity as

smﬂtheAmaﬁmmlghtbemummdlna spe
cial deal” on & vacation trip to Moscow. When this.
was refused, the Soviet officer switched to a new!
tack; he urged the American to come to the USS
for a period and accept work as a teacher.

would be a valuable experience,” he said, “and’
you would be highly paid.®

The Soviets are also interested in attracting to.
the USSR as tourists persons whom they have:
spotted as potential recruitment . For ex-
ample, in 1968 three female Peace Corps volunteers:
in Turkey visited the Ankara office of Intourist,
Soviet travel agency, to arrange a tourist trip to
the USSR. While in the office, they met three So-
\nets (all of them intelligence officers) who )

in pts to cultivate them. A sho

TETY IR _ T qrogprazre

particularly damaging information which is ex-
ploitable by blackmail.

Trips tothe Communist Bloc

The KCB is known to have instructed its resi-
.dencies, as part of the operational program against
Americans ubroad, to "find opportunities to or-
ganize trips to the USSR und | the Peoples’ Demo-
cracies for targets under dev  .pment.” The rea-
son for this technique is obvious. It gives the So-
viets un opportunity, on their own grounds and at
leisure, to assess an agent prospect in greater depth
than is often possible in the West and to carry
through the operation to recruitment under cir-
cumstances overwhelmingly favoralile to them.
(In some cases where recruitments have been made
in the West, thunewngentumkentoﬂwUSSﬂm
to one of the Bloc countries for i i

tlmelaler the local Peace Corps director persuaded
the volunteers to cancel their plans for the trip,
When the local Intourist representative, a KGB'
agent, was told of the cancellation, he promptly,

vered his previously set “minimum” price for the
tou.rfrom&‘)&ﬂtoﬂﬂ!. (The Peace Corps, o
course, is an attractive target for Soviet Intelligence
since many former volunteers have entered U.S,|
Government service and others can be expecte
to do so in future. Various types of Soviet efio
at cultivation of Peace Corps personnel have bee
reported from Africa, the Middle East and Asia.)’

False Flag

The Suviet technique of “false flag” cultivation
or attempited recruitment has been illustrated sevs
eral times and is mentioned again for empha
b it is extremely hard to recognize or dete

in his agent assignment. The KGB and GRU can
arrange this without a Soviet visa showing in the
American’s passport.) Examples of such invita-
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until the Soviet hand comes out in the open (if
it ever does). In its purest form the Soviet hand
should not show at all since the essence of
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Wlinique involves the recruiter (Soviet national

W non-Soviet agent) pretending to represent a non-
Soviet intelligence service or commercial or indus-
Wl organization, in cases where the Ameri

CONFIDENTIAL

strike up an informal acquaintance. A few years
#go in Syria it was noted that Konstantin Mozel,
a Soviet intelligence officer, was in the habit of

Sget is considered unlikely to have any affinity
S the Soviet cause. An American of Cerman
sstruction might be asked to covertly help his coun-
%y ol origin or an American of Jewish faith might
e usked to serve the Israeli intelligence service.
W Department of State communications tech-

tion was Soviet and involved a Soviet Illegal.
Ultan case was a variation of the same hasic
wshnique.

Lambits for Contact

The variety of ways in which Soviet intelligence
Wi 1o open up initial contact with Americans
Wsuad and to ensure the prospect of follow-up

ngs is impressive. In the case histories al-
Wwly described, we have seen Soviet officers ap-

‘h Americans on the street, in bars, at
tes und receptions, through the intermediary of
nationals, etc. A KGB instructional docu-

“In order to widen the scope of his cover for meeting
Americans . . . the intelligence officer may engage in
sports, actively concern himself with certain aspects of
wienco or art, or take up u hobby, Examples include
Bliing, tennis, stamp collecting and coin coll i

Vienna, have sought out Americans
ge lessons to themselves or

their
tuken to frequenting bowling alleys and even
guard quarters abroad. G

made a rapid while Cheretun
to ingratiate himself with the American woman.
He made a second—and at

n hs later by approaching the
American on the street. Cheretun was aj
hended by Belgian authorities in 1967 and forced
to leave the country because of his intelligence
activities.
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Vi. CONCLUSION

The efforts of Soviet Intelligence to obtain secret
information through recruitment of Americans and
penetration of U8, installations abroad are, as this
nndyhushawn,wuﬂdwﬁdoinmpe massive in

and i and often
h.igh]y lmngimtlve KCB and GRU' targets are
varied and include privite as well as official Ameri-
cans. But the most aggressi ti
is directed against junior employea of d.iphnauc
and other official establishments and against enlisted
personnel of the military services. Priority is given
to code and communications personnel, Marine
guards, file clerks and secretaries, a broad group-
ing which the Soviet regard as particularly vulner-
able and relatively easy to approach.

The KCB doctrinal concept of the average Ameri-
can, his psychological makeup, materialistic nature
and 1y interest in money and how to make
more of it, which this study has documented, is
a challenging one and may seem grossly distorted
to most readers, Nevertheless, it has obviously
proven to be true in many individual cases in
which lhc Sova:u have made mmsful and h:ghly

M a e o
zation, the concept has been proven in error by
many Soviet recruitment failures, even after care-
ful t and preparation. The d shows
that Americans as a group are loyal to their coun-
try and have proven harder for the Sowiets to re-
cruit than any other nationality. However, this
advantage is partially offset by the fact that the
United States is “the main enemy” and the KGB
and GRU devote more, thm and effort to recruit-
ment operati i icans than Is
of uny other mu.ntqr

There is no reason to doubt the validity of the
Soviet experience that it is eusier to recruit Amuri-

o) artivii
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cans abroad than in the United States, nor of the
Soviet view that the American overseas tends i
have his guard down, to talk freely about hims
to associate without suspicion with foreigners. Th
Soviets take full advantage of the off-duty freedos
of movement and association which Americans hay
abroad, They find it relatively easy
direct personal contact for cultivation and assess
ment; they also manipulate a variety of local no
Soviet agents and willing collaborators. ;
Examples of many Soviet operational techniqu
have been shown in this study. Sometimes th

assessment, cultivation and recruitment are &
tremely varied and limited only by local open
tional resources and by the imagination of
Soviet intelligence officer. The effectiveness |
these methods is conditioned by the degree
American appreciation of Soviet intentions,
understanding of Soviet techniques and a co
to any possible manifestations of

It is most important to remember that Sovi
in the West, as a general rule, are not pes
to make unofficial, social contacts with Americs
unless there are intelligence reasons for doi
Casual, seemingly non-contrived contact
Soviet should be reported in all cases to appro
security authorities, Abnormally inquisitive
tions on the part of non-Soviets, especially
ing biographic information, private and offic
tivities, and the personal financial status of
can officials and employees abroad should be nd
and reported. Security authorities will freg
possess, Or are in a position to obtain, informa
identifying Soviet intelligence officers and ¢
agents and are able to provide appropriate guid
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