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General Information Updated
Treasury-wide Security Programs 6/17/11

Introduction

Treasury security programs consist of the following security functions including operational
support for the Departmental Offices personnel security, industrial security, physical security and
security education/training programs.

Treasury-wide Security Programs

Personnel Security (Policy). Establishes Treasury-wide minimum standards for
background investigations and uniformed guidelines for adjudication of those

investigations; interprets and assists bureaus in implementing governmental and
departmental policy; and evaluating the effectiveness of bureau implementation.

Information Security. Establishes Treasury-wide minimum standards for
safeguarding classified information and support for sensitive information. This
includes protective requirements for:

. Identifying.

Marking (including downgrading/ declassification and decontrolling).
Handling,

Processing.

Storing.

Transmitting.

Accounting for/tracking.

Destruction.

Physical Security. Establishes Treasury-wide minimum standards to ensure
protection of Departmental personnel, facilities, and assets; and assisting and
evaluating the effectiveness of bureau implementation.

Industrial Security. Establishes Treasury-wide minimum standards to protect the
Department’s classified and sensitive information assets, and facilities accessed
by contractors throughout all stages of the acquisition process.

Security Education/Training. Establishing Treasury-wide training for persons
authorized access to classified information (including annually for Original
Classification Authorities identified in Treasury Order 105-19) and support for
sensitive information.
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Counterintelligence (CI). Establishes Treasury-wide policies to identify and deter
intelligence collection activities conducted against the Department’s personnel,
information and programs. Also develops CI awareness training programs and
coordinates CI investigations and activities with the law enforcement and
intelligence communities,
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General Information Updated
Departmental Offices 6/17/11

1. Introduction

The Treasury Security Manual serves as the Departmental Offices (DO) regulations with respect
to security programs administered by the Director, Office of Security Programs (OSP).

2. Departmental Offices - Operations

a.

DO Personnel Security (Operations). Ensures the integrity and trustworthiness of
the DO, Office of Inspector General (O1G), Special Inspector General for the
Troubled Asset Recovery Program (TARP), TARP employees, the Office of
Technical Assistance, HR Connect, and Community Development Financial
Institutions workforce by:

. Initiating and adjudicating required background investigations (BI).

o Granting security clearances for access to classified information.

. Maintaining corresponding security files and electronic database records.
. Providing verification of security clearances for clients and customers.

. Adjudicating sensitive compartmented information (SC1) requests for the

entire Department.

DO Physical Security (Operations). Implements Treasury and national policies
for protection of DO personnel, propetty, and information within the Treasury
Complex (Main Treasury and Annex Buildings) and DO satellite office locations.
This includes:

. Access controls, badges, keys, key-cards, etc., for DO-occupied space.

* Repair/maintenance of security equipment protecting classified and
sensitive information.

. Reporting/resolving security incidents, infractions and violations.

. Liaison with the United States Secret Service (USSS), Federal Protective
Service (FPS), General Services Administration (GSA), et al.

. Collection/destruction of paper classified/sensitive waste.

DO Information Security (Operations). Provides required initial, annual
refresher training and specialized training for employees authorized access to
classified and sensitive information.
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Treasury and Bureau Responsibilities 6/17/11

Introduction

The provisions of the Treasury Security Manual apply to the Departmental Offices (DO),
all Treasury bureaus, the Office of Inspector General (OIG), the Treasury Inspector
General for Tax Administration (TIGTA), the Special Inspector General for the Troubled
Asset Recovery Program, the TARP, the Office of Technical Assistance, HR Connect,
and Community Development Financial Institutions.

In addition to the authority defined in applicable Treasury Directives, the Director, Office
of Security Programs (OSP) is responsible for the Treasury security programs described
herein.

Personnel Security (Policy) Program Responsibilities
a. Establishing Departmental and Treasury-wide minimum standavds:

(1)  For background investigations.

(2)  For uniform guidelines for adjudication.

(3)  Indetermining suitability for employment.

4 For access to classified information and in support of access to sensitive
information.

(5) To maintain a central index of Department-granted security clearances.

b. Interpreting and assisting bureaus in implementing national and Treasury
personnel security policies. This entails providing supplemental program advice
and policy guidance through instructional memoranda addressing specific
problems or topics when significant suitability or security information is
developed.

c. Providing verification of security clearance and investigation information for
personnel security representatives requiring Departmental accreditation to
perform on-site personnel security file reviews at other Federal
agencies/departments.

d. Evaluating implementation and effectiveness of Treasury and bureau-wide
petsonnel security practices and procedures.

e. Recommending program enhancements through periodic bureau evaluations and
staff visits to ensure compliance with minimum Federal personnel security
program standards.
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f, Developing policies to control granting security clearances for access to
information or material designated “Restricted Data” and “Formerly Restricted
Data” consistent with requirements of the Energy Department.

g. Representing Treasury/bureau interests on interagency forums and meetings with
personnel security concerns, to share best practices, and actively promote
personnel security programs within the Federal government. This includes
serving as the principal contact with the Office of Personnel Management (OPM)
for Treasury and with other Federal agencies and entities on personnel security
matters.

h. Serving as the determination authority for eligibility for access to sensitive
compartmented information (SCI) pursuant to a delegation from Treasury’s
Senior Official of the Intelligence Community (SOIC).

3. Information Security Program Responsibilities

a. Establishing Departmental standards to protect classified information based on
Executive Order (EO) 13526, Classified National Security Information and
Information Security Oversight Office (ISOO) directives.

b. Setting policy for protection of classified information and providing support for
sensitive information.

c. Developing security training programs to promote awareness and understanding
of requirements for safeguarding classified and in support of access to sensitive
information by Treasury/bureau employees and those contractors and consultants
providing services and/or deliverables to the Department or bureaus based on the
need for access to such information. This includes providing:

(1) Security orientation for new hires.

(2)  Initial security training in conjunction with authorized access to classified
information.

(3)  Annual refresher training,

(4)  Derivative classification training.

(5)  Original classification authority training.

d. Monitoring Treasury/bureau compliance with national and Treasury mandates for
classified information as well as Treasury support for sensitive information.
Providing classification management oversight, guidance and assistance to ensure
viability of Treasury aetivities to safegnard classified and supporting protection of
sensitive information.

e Amually reporting on the status of Treasury’s information security program and
security-related costs (for classified information) to the ISOO.
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Representing Treasury/bureau interests on interagency forums with like security
concerns, to shave best practices, and actively promote security programs within
the Federal government.

Physical Security Program Responsibilities

a.

Establishing Departmental standards for the physical protection of Treasury
personnel, assets, operations, infrastructure, and facilities in order to ensure
continued operation and fulfillment of Treasury essential functions and services.

Establishing Departmental standards for identifying and protecting Treasury
critical infrastructure and key resources.

Reporting and liaising with the Office of Management and Budget (OMB),
Department of Homeland Security (DHS), and the Interagency Security
Committee (ISC) on critical infrastructure physical security program issues,
including reporting annual Plan-of-Action and Milestones and overall program
status.

Developing Departmental standards, guidelines and training on vulnerability
assessment and analysis. Advising and assisting in the analysis and selection of
countermeasures, acting as liaison with external Federal and local law
enforcement, and developing emergency operations,

Developing and administering the Treasury Security and Threat Advisory System
(STAS) for the timely sharing of information concerning threats, security
incidents and security guidance.

Providing guidance to Treasury/bureau officials and overseeing program
compliance.

Industrial Security Program Responsibilities

a.

Establishing Departmental standards and requirements for the protection of
classified and sensitive information, information systems, assets, infrastructure,
and facilities accessed by contractors throughout all stages of the acquisition
Process.

Establishing policies on acquisition security planning, contract administration,
and security guidance to contractors. This includes guidance with respect to
requirements for access to SCI by contractors.

Developing and issuing Departmental standards and requirements implementing
the National Industrial Security Program (NISP) under EO 12829 and its
implementing directives.
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d. Reviewing completed Defense Department (DD) Forms 254, Contract Security
Classification Specification, by all Treasury and bureau components.

€. Providing technical advice, guidance and assistance to project/contracting officers
and designated security officials regarding authorization (and termination thereof)
to release classified information to contractors, subcontractors, vendors, or
suppliers.

f. Maintaining records on eligibility of U.S. industrial facilities and educational
institutions for access to classified information.

g. Liaising with the Department of Defense (DoD), Defense Security Service (DSS)
for all matters concerning Treasury/bureau contractor access to classified
information and contractor security programs. This includes maintaining contact
with the DSS central verification activity to obtain facility security clearance
information.

h. . Issuing security procedures whereby Treasury personnel security staffs might
obtain personnel security clearance information from the Defense Industriai
Security Clearance Office (DISCO).

i, Coordinating acquisition security policies with Treasury’s Office of Procurement
Executive.
J Providing guidance and assistance to bureau security officers, their security staff,

and Treasury/bureau contracting officials in interpreting and implementing
acquisition security policies.

6. DO Personnel Security (Operations) Program Responsibilities

a. Ensuring integrity and trustworthiness of the DO workforce, contractors,
consultants and special-hire appointees.

b. Processing and reviewing security forms for background investigations (Bls) and
other required investigations.

c. Scheduling Bls to investigate service providers and monitoring progress.
d. Adjudicating results of investigations and taking appropriate follow-on actions.
e (Granting security clearances for access to classified information and maintaining

security files on individual employees, contractors, and consultants.

f. Providing orientation to new hires on the clearance process and instruction for
newly cleared personnel on life time non-disclosure requirements as a condition
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of access to classified information and maintaining a database of employee
clearance/investigative information.

DO Physical Security (Operations) Responsibilities

a.

h.

Providing security services in the Treasury Complex (Main Treasury and Annex
Buildings) and DO satellite office locations.

Conducting official surveys and inquiries; preparing reports of security violations
and infractions, documenting findings and recommending corrective actions as
warranted.

Implementing Treasury security policies for safeguarding classified and in

support of sensitive information.

Maintaining records on security equipment including locations of safes/bar-lock
cabinets storing classified information and combinations.

Monitoring current and planned security measures to maintain the integrity of the
Treasury Complex and providing security liaison to Treasury elements in DO
satellite locations.

Developing aceess control policies and procedures for access to the Treasury
Complex.

Overseeing and processing requests for DO access badges to be issued to DO
employees for the Treasury Complex and credentials for senior Treasury officials.

Approving procurement of new security equipment; security containers, office
shredders, etc,

Overseeing on-site collection and destruction of classified/sensitive paper waste.

Coordinating maintenance and repairs on security equipment safeguarding
classified information and installation of locking hardware on Treasury Complex
space housing secure terminals for processing classified information.

Liaising with the United States Secret Service — Uniformed Division in the
Treasury Complex and with Federal Protective Service (FPS) security and
General Services Administration (GSA) leasing/contracting officials with respect
to access controls in satellite office locations housing DO employees.
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DO Information Security (Operations) Program Responsibilities

Monitoring the DO Information Security Program to ensure compliance with Executive
Order 13526 including required training, oversight, and liaison with DO

policy-level offices with respect to inquiries on handling, processing, storing, copying,
marking, transmission, accountability, packaging and destruction through the entire life
cycle of classified information and similar processes for sensitive but unclassified
information,

Counterintelligence (CI) Program Responsibilities

a. Establishing Departmental policies to identify and deter the intelligence collection
threat from foreign security services, terrorist networks, organized crime and
other inimical entities against Treasury personnel, information and programs.

b. Coordinating CI investigations and activities with the law enforcement and
intelligence communities, and conducting internal CI inquiries.

c. Developing CI awareness training to alert personnel of the intelligence threat
posed from foreign security services, terrorist and organized crime targeting,
insider information, elicitation, insider threat and collaboration, and fiaison
relationships.

d. Tracking personnel adherence to CI training requirements.
€. Conducting foreign travel briefings and debriefings of personnel traveling on

official business to overseas destinations (based on intelligence threat priorities)
and in other circumstances when warranted.

f. Monitoring foreign visitor/press access into Treasury facilities.
2. Initiating technical security countermeasures sweeps in designated workspaces.
h. Providing CI analytical support to Treasury operations.

Bureau Responsibilities

Bureaus are responsible for establishing effective corresponding security programs. This
includes notification to the Director, OSP of their assigned personnel handling particular
security programs. Such information shall be updated as changes are made in bureau
personnel and include the individual’s name, phone/facsimile numbers and security
clearance information. ‘
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Bureaus shall assist the Director, OSP in fuifilling that official’s responsibilities with
respect to Department-wide security programs. This includes providing timely responses
to requests for information, reports, analyses, related statistical/cost security information
and sharing their expertise with other bureaus and Federal agencies/departments, as
appropriate, to assist national-level security efforts.

Within the context of personnel security, bureaus shall:

. Ensure consistent, timely and equitable personnel security and suitability
determinations are made in all cases.

. Refer allegations of disloyalty or subversion to the Director, OSP who will notify
the appropriate senior officials and/or will refer the allegations to the Federal
Bureau of Investigation (FBI) or Treasury’s Office of Inspector General (O1G),
the Treasury OIG for Tax Administration (TIGTA) or the Special IG for the
Troubled Asset Recovery Program (SIGTARP), when appropriate

* Consult with the Director, OSP when significant suitability information is
developed concerning senior officials and particularly those with specific bureau
oversight responsibilities. This includes when significant adverse information is
developed prior to the issuance or recertification of security clearances.

. Inform the Director, OSP within one business day when behavioral issues are
reported on those bureau employees who have been granted access to classified
information.

. Maintain records of personnel security clearances granted to their employees.

. Follow the personnel security and personnel security investigations requirements

established within the Treasury Security Manual (TD P 15-71).
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Introduction

The following national policy references and authorities are the basis for established
security and related programs within the Department of the Treasury.

Authorities

* Executive Order (E.Q.) 10450, as amended, Security Requirements for
Government Employment, dated April 27, 1953.

. E.OQ, 12333, United States Intelligence Activities, as amended, dated June 30,
2008,

° E.O. 12829, National Industrial Security Program, dated January 6, 1993.
e E.O. 12968, Access to Classified Information, dated August 2, 1995,

) E.Q. 12977, Interagency Security Committee, dated October 19, 1995.

) E.O. 13010, Critical Infrastructure Protection, dated July 15, 1996.

. E.O. 13228, Establishing the Office of Homeland Security and the Homeland
Security Council, dated October 8, 2001.

. E.O. 13231, Critical Infrastructure Protection in the Information Age, dated
Octaber 16, 2001,

. E.O. 13467, Reforming Processes Related to Suitability for Government
Employment, Fitness for Contractor Employees, and Eligibility for Access fo
Classified National Security Information, dated June 30, 2008.

. E.O. 13526, Classified National Security mformation, dated December 29, 2009.

. E.O. 13549, Classified National Security Information Program for State, Local,
Tribal, and Private Sector Entities, dated August 18, 2010.

. E.Q. 13556, Controlled Unclassified Information, dated November 4, 2010,

. Presidential Decision Directive NSC-12, Security Awareness and Reporting of
Foreign Contacts, dated August 5, 1993,
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Transmittal No, 99-01, Whistleblower Protection Act, dated May 5, 1999 and
Whistleblower Protection Enhancement Act of 2010.

Presidential Policy Directive 19, Protecting Whistleblowers with Access fo
Classified Information, dated October 10, 2012.

Presidential Policy Memorandum for Executive Departments and Agencies,
Upgrading Security at Federal Facilities, dated June 28, 1995,

Interagency Security Committee (ISC) Security Standards for Leased Space,
September 29, 2004,

ISC Security Design Criteria for New Federal Office Buildings and Major
Renovation Projects, September 29, 2004,

General Services Administration (GSA) Facilities Standards for the Public
Buildings Service (PBS-P100), March 2003.

National Capital Planning Commission (NCPC) report, Designing for Security in
the Nation’s Capital, October 2001.

Federal Information Processing Standards Publication (FIPS PUB) 199,
Standards for Security Categorization of Federal Information and Information

Systems, dated December 2003.

Homeland Security Act of 2002, Creation of the Department of Homeland
Security.

Homeland Security Presidential Dirvective 7, Critical Infrastructure Identification,
Prioritization, and Protection.

Homeland Security Presidential Directive 12, Policy for a Common Identification
Standard for Federal Employees and Contractors.

Homeland Security Presidential Directive 20, National Continuity Policy.

National Industrial Security Program Operating Manual, reissued February 28,
2006.

5 Code of Federal Regulations (CFR) Part 731, Suitability, Part 732, National
Security Positions, and Part 736, Personnel Investigations.




- Treasury Security Manual — TD P 15-71

10 CFR Part 73.21, Requirements for the Proteciion of Safeguards Information.
(This applies to nuclear energy classified and restricted data).

15 CFR Part 4a, Classification, Declassification and Public Availability of
National Security Information.

31 CFR Part 2, National Security Information, §2.1 Processing of Mandatory
Declassification Review Requests and §2.2 Access to Classified Information by
Historical Researchers, former Treasury Presidential and Vice Presidential
appointees, and former Presidents and Vice Presidents.

32 CFR, Part 147, Adjudicative Guidelines for Determining Eligibility for Access
to Classified Information.

32 CFR Parts 2001 and 2003, Classified National Security Information
(implementing E.O. 13526), dated June 22, 2010.

41 CFR Part 101-20.103, Physical Protection and Building Security.
S United States Code (U.S.C.) 552a, Freedom ofInfornzaﬁon Act.

5 U.S.C. 552a, Public Law 93-579, Privacy Act of 1974.

5 U.S.C. 7532, Suspension and Removal.

18 U.S.C. 798, Disclosure of Classified Information.

18 U.S.C. 1924, Unauthorized Removal and Retention of Classified Documents or
Maferial.

35 U.8.C. 181-188, Invention Secrecy Act of 1951, as amended.
42 U.S.C. 2011 et seq., Atomic Energy Act of 1954, as amended.

42 U.S.C. 13041, Regquirement for Background Checks for Employees Providing
Child Care Services in Federal Facilities.

50 U.S.C. 435, Procedures Governing Access fo Classified Information.
50 U.S.C. 783, Offenses Concerning Communication of Classified Information by

Government Officer or Employee to an Agent or Representative of a Foreign
Government.
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. Intelligence Community Directive 503, Intelligence Community Information
Technology Systems Security Risk Management, Certification and Accreditation,
dated September 15, 2008.

. Intelligence Community Directive 704, Personnel Security Standards and
Procedures Governing Eligibility for Access to Sensitive Compartmented
Information and other Controlled Access Program Information, dated October 1,
2008.

e Intelligence Community Directive 705, Sensitive Compartmented Information
Facilities, dated May 26, 2010,

° Director of Central Intelligence Directive 6/1, Security Policy for Sensitive
Compartmented Information and Security Policy Manual, dated March 1, 1995
(with administrative corrections dated November 4, 2003 and amendment dated
July 12, 2006.

o Director of Central Intelligence Directive 1/20, Security Policy Concerning Travel
and Assignment of Personnel with Access to Sensitive Compartmented
Information, dated December 29, 1991,

° Department of Defense 5220.22M, National Industrial Security Program
Operating Manual (NISPOM).

e Treasury Order 105-19, Delegation of Original Classification Authority;
Requirements for Declassification and Downgrading, dated June 27,2011, This
item is included within the consolidated Treasury Classification Guide.

° Treasury Directive 40-01, Responsibilities of and to the Inspector General, dated
September 21, 1992,

o Secretary of the Treasury Delegation, dated January 3, 2005, establishing the
Deputy Assistant Secretary for Security as Acting Senior Agency Official when
the position of Assistant Secretary (Intelligence and Analysis) is vacant or when
that official is unable to perform the functions and duties of the Senior Agency
Official.

References

. ISOO Marking Booklet for identifying required markings for classified

information at
http://thegreen.treas.gov/policies/Resources/[SO0%202010%20Marking%20Boo

klet.pdf.
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Department of the Treasury Classification Guide, dated March 3, 2012, at
http://thegreen.treas.gov/policies/Resources/Treasury%20Security%e2(0Classificati
on%20Guide.pdf.

Reference Guide for Classified and Sensitive Information, dated August 2004, at
http://thegreen.treas.gov/policies/Resources/Classified%20Information%20User%

20Reference.pdf.

Security Responsibilities, Do’s and Don’ts pamphlet, dated October 2004, at
http://intranet.treas.gov/security/publications/security dos.pdf.

Security Vignettes, Security Training Modules, Security Briefings, “Treasury
Tales” and Security Posters at
http://thegreen.treas.gov/programs/Pages/training.aspx.
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Position Sensitivity and Risk Designation  Updated
Section 1 3/28/ 14

1. Introduction

The purpose of this section is to provide policy for the designation of national security
and public trust positions within the Department of the Treasury for national security and
covered positions. It defines the procedures and responsibilities within Departmental
Offices (DOYbureaus for designating these positions and for ensuring the implementation
of the Position Sensitivity/Risk Designation requirements. Proper position designation is
required to support Executive Order 13467, “Reforming Processes Related to Suitability
for Government Employment, Fitness for Contractor Employees, and Eligibility for
Access to Classified National Security Information” initiatives under the Joint Security
and Suitability Reform.

Every position in DO/bureaus shall be designated at either of the following two levels:

. Suitability risk levels commensurate with public trust responsibilities and
attributes of the position as they relate to the efficiency of the service, and as
described in Title 5§ Code of Federal Regulations (CFR) Part 731.

. National Security sensitivity levels commensurate with the potential adverse
impact upon the National Security that the incumbent could effect, as described in
5 CFR Part 732.

2. Responsibilities

a. Personnel Security Office. When personnel are recruited or when new positions
are created, position sensitivity/risk level designations shall be reaffirmed or
determined by the responsible DO/bureau Personnel Security Office. The
Personnel Security Office or other designated organization shall ensure that the
position sensitivity/risk levels are documented. The appointing personnel office
shall ensure that vacancy announcements reflect the appropriate sensitivity level,
requisite background investigation, and clearance level, if applicable. Position
sensitivity designations established at the time of the vacancy announcement may
not be changed to a higher sensitivity level for a minimum of 12 months after a
hiring action. Any sensitivity designation change must be supported by changes in
the official duties/responsibilities of that position that are applicable to the criteria
established by OPM and consistent with existing authorities and approved by the
cognizant DO/bureau security office.

b. The Director, Office of Security Programs (OSP) is responsible for making all
position sensitivity determinations for DO/bureau positions and retains position
sensitivity designation authority for (1) all DO/bureau presidential appointees
requiring confirmation by the Senate; (2) heads of burcaus and their first deputies;

1
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and (3) DO/bureau personnel security officers and any official with delegated
authority to grant security clearances.

Bureau Personnel Security Office. Burcaus have delegated authority to designate
position sensitivity for their personnel/positions, except as identified in (b) above,
within their organization. The Personnel Security Office shall make all final
determinations of position sensitivity in accordance with applicable guidance,

Supervisory Officials. Supervisory officials with sufficient knowledge of duty
assignments and changes may recommend position sensitivity designations and
any changes, subject to final approval of the DO/bureau Personnel Security
Office.

Bureau Personnel Officers. The personnel officials within each bureau can make
the preliminary determination of position sensitivity designations, but the final
determination shall be made by the bureau Personnel Security Office.

3. Scope of the Risk Designation System

a.

The Risk Designation System is used to determine position designation of
National Security Positions, competitive service positions, where the incumbent
can be noncompetitively converted to the competitive service, and initial career
appointments in the Senior Executive Service (SES). To ensure that positions are
designated uniformly and consistently by Federal agencies the system provides a
systematic way of obtaining uniformity in the assessment of risk and national
security sensitivity and is based on a combined assessment of the following:

(1) Determination of General Risk Criteria for placement of agency,
programs, and positions.

(2)  Application of Criteria for each of the following:

¢ Suitability.

o Information Technology (IT) Systems/Automated Information.
Systems.

« National Security.

3) Obtaining Final Position Risk Level for each of the following:

e Public Trust Levels:
- High Risk.
- Moderate Risk,
- Low Risk.
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¢ National Security Sensitivity Levels:
- Special-Sensitive.
- Critical-Sensitive.
- Non-Critical Sensitive.
- Non-Sensitive.

b. When the position is fully or predominantly involved in national security/access
to classified information, the criteria and designation procedures in 5 CFR Part
732 apply in full and may also require consideration of the criteria in 5§ CFR Part
731.

4. Risk Designation System

The Risk Designation System was developed by the Office of Personnel Management
(OPM) for agencies to use in determining the proper level of investigating and
screening required based on an assessment of risk and national security sensitivity.
The Position Designation and Automated Tool is available at the OPM website at
www.opm.gov/investigations. The four-step process below will result in a final
designation, which in turn, will dictate the investigative requirements for the position
in question.

a. Access the Nature of the Position
. National Security Requirements. When duties of the position require
eligibility for access to classified information or could otherwise impact
the national security, or;

2. Suitability Requirements. Assessment of public trust responsibilities is
required for covered positions.

b. Determine the potential impact of the position on the efficiency or integrity of the
service (Public Trust).

c. Use the point adjustment system for program designation and level of supervision,

d. Identify the final position designation and required investigation.

S.  Public Trust Positions

a. Public trust positions are those in which the incumbent has the potential to affect
the integrity, efficiency, and effectiveness of assigned U.S. Government activities.
The potential for adverse affect includes their action or inaction that could
diminish public confidence, whether or not actual damage occurs.
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b. These positions generally include policy-making, rulemaking, major program
responsibility, law enforcement, public safety and health, fiduciary
responsibilities, or other duties and responsibilities demanding a significant
degree of public trust. These positions usually do not directly involve national
security and are not typicaily occupied by an incumbent that requires a national
security clearance. '

See Exhibit 1. Suitability Position Risk Levels, for additional information to
support this process.

National Security Positions

National security positions are those that (1) involve activities of the U.S. Government
that are concerned with the protection of the nation from foreign aggression or espionage,
including development of defense plans or policies, intelligence or counterintelligence
activities, foreign relations, and related activities concerned with the preservation of the
military and economic strength of the United States; and (2) that require regular use of, ot
access to, classified information,

A position within the context of national security is defined as one in which an incumbent
could cause damage to the national security by virtue of the nature of the position.
Positions designated “Special-Sensitive” are those with the potential to cause
“inestimable damage” to the national security and the employee would have access to
Sensitive Compartmented Information (SCI) or Special Access P10g1ams {SAPS) created
by a non-Treasury agency.

See Exhibit 2, National Security Risk Criteria and Levels, for additional information on
how the three sensitivity levels are applied. The fourth level addresses non-sensitive
positions.

Movement of an Individual from Public Trust to National Security
Position

a.  When an employee who occupies a public trust position and who previously has
completed the Standard Form (SF) 85P, Questionnaire for Public Trust Positions,
(and was investigated for that purpose) is subsequently determined to require a
security clearance to perform assigned duties, the following shall be done:

(1) The individual public trust position shouid be re-designated to the
appropriate national security sensitivity level, commensurate with the
required security clearance.

(2)  The employee shall exccute a SF 86, Questionnaire for National Security
Positions, and meet the necessary security clearance investigative criteria.
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When a position risk shifts from public trust to national security and a
security clearance is required, the investigation may be upgraded,
depending on the level of security clearance required, to ensure that it
meets the criteria both for the national security clearance level and the
public trust risk level. Conversely, if national security duties and
responsibilities are no longer part of a position, the position then reverts to
its public trust risk level designation.

IT Systems and AIS Position Risk Criteria and Levels

a.

The Office of Management and Budget (OMB) Circular No. A-130, Management
of Federal Information Resources, dated November 30, 2000, mandates the
following:

(D

@

The Director, OPM maintains personnel security policies for Federal
personnel associated with the design, programming, operation,
maintenance, or use of Federal I'T/AIS.

DO/bureau policies and procedures for the security of Federal IT/AIS
must conform to the OPM guidance.

The I'T/AIS risk levels and criteria, shown at Exhibit 3, shall be used as an
integral part of Suitability and Security Position Risk Designation Systems.

All contractor personnel having access to information or passwords associated
with DO/bureau I'T/AIS designated sensitive, inchuding off-worksite access, shall
be subject to the risk designation system that is applicable to Federal employees.

Relationship between Suitability Risk Levels and National
Security Sensitivity Levels

With very.few exceptions, National Security positions (exclusive of suitability) relate to
requirements for access to classified information. Therefore, National Security position
sensitivity designations shall include suitability considerations,

Position Sensitivity for Foreign Duty Assignments

The sensitivity of DO/bureau positions at duty stations outside the United States or its

possessions shall be designated, at a minimuin, Critical-Sensitive because the incumbents

will require regular or frequent access to Department of State diplomatic facilities.
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Contractors and Position Sensitivity/Risk Level Designations

The personnel security screening for contractors shall be consistent with that required for
Federal employees who occupy the same positions and have the same position sensitivity
designation, as stated in Executive Ovder 13467. The necessity for personnel security
screening shall be included as a specification in all contracts.

Risk Designation System—~Position Sensitivity

a.

-The position sensitivity and risk level designation of a position must be based on

an overall assessment of the damage that an individual, by virtue of occupying the
position, could cause to National Security or to the efficiency or integrity of
DO/bureau operations, also known as “the efficiency of the service.”

When recruitment actions are taken or when new positions are created, position
sensitivity/risk level designations shall be reaffirmed or determined by the
responsible DO/bureau Personnel Security Officer. The organization wherein the
position lies shall record the appropriate designation in coded form (1IN or IC
through 6N or 6C) in Block 12 on the Optional Form (OF) 8, Position
Description, and on the SF 52, Request for Personnel Action. The appointing
personnel office shall ensure the position sensitivity/risk level is recorded on the
SF 50, Notification of Personnel Action.

Vacancy announcements shall note when positions require a security clearance
and/or involves access to SCI or special access programs. The announcement
must also specify that the individual selected for the position is required to be
able to obtain AND maintain national security eligibility as a condition of
employment.

d. DO/bureaus must utilize a consistent and uniform method for determining
the risk level of positions within their respective organization. If a bureau
develops its own system or adopts a system for designating positions, the system
shall be documented and maintained, just as the OPM system is documented and
maintained in procedural guidance. Use of a system other than the OPM system,
requires the approval of the Director, OSP. See Exhibit 4 for information
regarding the codes that shall be used in all DO/bureau offices.

Management Survey (For Position Risk Designation)

The Position Designation Record shall be completed for each DO/bureau position
and maintained by that organization. The DO/bureau human resources/personnel
offices will maintain a record of Public Trust suitability designations. These
designations also shall be maintained by the DO/bureau Personnel Security
Office.
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b. The Management Survey (For position risk designation) is subject to review by
the Director, OSP and by OPM during periodic audits/evaluations of DO/bureau
suitability programs, or on a case-by-case basis, as required. This is to ensure that
DO/bureaus are considering all the pertinent factors when designating positions
relative to the efficiency of the service.

Exhibit 1. Examples of Suitability Position Risk Levels

Risk Levels

Definitions and Representative Duties/Responsibilities

High Risk (HR)

Public Trust Position

Positions that have the potential for evceptionally serious impact on and/or
damage to the efficiency of the service.

The duties of the position are especially critical to the Department of the Treasury or
a program mission with broad scope of policy or program authority. Positions
include:

Policy-making, Government rulemaking, and program responsibility;
Higher level management dutiesfassignments, or major program responsibilities;
Independent spokespersons or non-management positions with authority for
independent action;

s Investigative, law enforcement, or any position that requires carrying of a
firearm; or

»  Fiduciary, public contact or other duties demanding the highest degree of public
trust.

Moderate Risk (MR)

Public Trust Position

Positions that have the potential for moderate to serious impact on and/or damage
to the efficiency of the service. '

The duties of the position are considerably important to the Department of the
Treasury or a program mission with significant program responsibility, or delivery of
customer services. Positions include:

Assistants to policy development and implementation;
Mid-level management assignments;
Non-managerial positions with authority for independent or semi-independent
action;
s Delivery of service positions that demand public confidence or trust; or
s  Persons who provide child care services.

Low Risk (LR}

Positions that involve duties and responsibilities having limited relationship to
the agency or program mission.

The duties of the position have the potential for fimited impact on and/or damage to
the efficiency of the service,
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Exhibit 2. National Security Risk Criteria and Levels

Levels

National Security Risk Criteria

Special-Sensitive (SS)

Positions with the potential to cause inestimable damage to the national security,
including: '

s Access to Sensitive Compartmented information (SCI);

¢ Access to any other intelligence related Special Sensitive information or
involvement in Top Secret Special Access Programs (SAP)

s  Any position that an agency head determines to be in a higher level than
Critical-Sensitive because of special requirements.

Critical-Sensitive (CS)

Pasitions with potential to cause exceptionally grave damage to the national
security, including:

Positions that involve any of the following:

¢ Access up to and including TOP SECRET or “Q” classified information;

s Development or approval of war plans, or plans/particulars of future, major or
special aperations of war, or critical and extremely important items of war;

s National Security policy-making or policy-determining positions whose duties
have the potential to cause exceptional or grave damage to the national
security;

+ Investigative duties, that have the potential to cause exceptional or grave
damage to the national security;

s  Issiance of personnel security clearances;

s Duty on security boards; and

¢ Any other positions related to national security requiring the same degree of
trust.

Non Critical-Sensitive

(NCS)

Positions with the potential to cause damage to the national security, up to and
including damage at the significant or serious level, including:

¢ Access up to and including SECRET or CONFIDENTIAL classified
information;

s Duties that may directly or indirectly cause harm to the national security to a
moderate degree.

Non-Sensitive

No potential for impact on and/or damage to the National Security.

Equates to a Low Risk position designation,
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Exhibit 3. IT/AIS Risk Levels and Criteria

Computer/AlS Risk Adverse Impact on Computer/AIS Security
Levels
High Risk (HR) Potential for exceptionally serious impact.

Public Trust Position

Involves dufies especially critical fo the Treasury mission with broad scope and
authority with major program responsibilities that affect a major IT/AIS system. For
example, a system administrator, data base administrator or network administrator
might be High Risk.

Maoderate Risk (MR)

Public Trust Position

Potential for moderate to serious impact,

Involves duties of considerable importance to the Treasury mission with significant
program responsibilities that affect large portions of an IT/AIS system. For
example, a programmer, systems analyst or user of a system containing financial,
proprietary or privacy act information might be Moderate Risk.

Low Risk (LR) Potential for impact involving duties of [mited relationship to the DO/bureau
mission through the use of IT/AIS system. For example, an e-mail or word
processing use might be Low Risk.

Exhibit 4. Codes for Risk Level and Sensitivity Level
Risk Level Code Sensitivity Level Code
High Risk (Non-IT/AIS) 6N Special-Sensitive (Non-I1T/AIS) 4N
‘| High Risk — IT/AIS 6C Special-Sensitive — IT/AIS 4C

Moderate Risk (Non-I1T/AIS) SN Critical-Sensitive (Non-IT/AIS) 3N

Moderate Risk — [T/AIS 5C Critical-Sensitive — IT/AIS 3C

Low Risk (Non-IT/AIS) IN Noncritical-Sensitive (Non-1T/AIS) 2N

Low Risk —IT/AIS 1C Noncritical-Sensitive — IT/AIS 2C

Non-sensitive — IT/AIS See Low Risk
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Issuing Clearances and Granting Access Updated
to Classified Information 8/28/ 14

1. Introduction

This chapter presents the guidelines for establishing the requirements within the
Department of the Treasury for issuing clearances and granting access to classified
information commensurate with Executive Order (EO) 12968, Access to Classified
Information. Questions concerning personnel security policies should be referred to the
servicing Departmental Offices (DOYburcau personnel security office or other designated
component. The Director, Office of Security Programs (OSP) shall provide the
Department’s interpretation of security policy, procedures and, as necessary, written
guidance to DO/bureaus.

2. Policy

Eligibility for access to classified information, except in those exceptionaily rare
circumstances identified in paragraph 5, is limited to United States citizens for
whom an appropriate investigation of their personal and professional history
indicates loyaity to the United States, strength of character, trustworthiness,
honesty, reliability, discretion, and sound judgment; as weil as freedom from
conflicting allegiances and potential for coercion; and the willingness and ability
to abide by regulations governing the use, handling, processing and protection of
classified information.

A determination of eligibility for access to classified information is a
discretionary security decision based on judgments by appropriately trained
adjudicative personnel security officials. Eligibility shall be granted only where
facts and circumstances indicate access to classified information is clearly
consistent with the national security interests of the United States and any doubt
shall be resolved in favor of the national security. Determinations of eligibility for
access to classified information are separate from suitability determinations with
respect to the hiring or retention of persons for employment by DO/bureaus or
any other personnel action.

Any employee, applicant or other individual granted access to classified
information may be investigated at any time to ascertain whether he or she
continues to meet the requirements for access.

No negative inference concerning the standards of EO 12968 may be raised solely
on the basis of sexual orientation of the applicant or employee or on the basis of
mental health counseling when making determinations of eligibility for access to
classified information. However, mental health counseling, where relevant to the
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adjudication of access to classified information, may justify further inquiry to
determine if such access is clearly consistent with the national security.

General Guidance

Determining eligibility for Access to Classified Information.

(1)

)

3

(4)

Eligibility determinations for access to classified information shall be
based on information concerning the applicant or employee that is
acquired through the investigation conducted pursuant to EO 12968,
and/or that is otherwise available to security officials. The information
shall be made part of the applicant’s or employee’s official security
record. Applicants or employees shall be.required to provide relevant
information pertaining to their background and character for use in
investigating and adjudicating their eligibility for access to classified
information.

Eligibility for access to classified information, except in those
exceptionally rare circumstances identified in paragraph 5, shall be
granted only to employees who are U.S. citizens for whom an appropriate
investigation has been completed by an appropriate Government authority
and favorably adjudicated.

DO/bureau personnel who possess dual citizenship and/or who exercise
any right, privilege or obligation of the foreign citizenship, i.e. voting in

 foreign elections or foreign property ownership, etc., after becoming a

U.S. citizen may raise a security concern. Possession of a passpott,
identity card or other foreign identity-type document issued by a foreign
government may be a disqualifying condition when considering an
individual for a national security clearance.

In order to mitigate the security concern, DO/bureau personnel who hold a
foreign passport, identity card, or other foreign identity-type document
such as a national identity card or its equivalent, may voluntarily destroy
or surrender it to their personnel security officer (for storage in the
individual’s security file for the length of their DO/bureau employment) or
otherwise invalidate the foreign issued passport. DO/bureau personnel
who choose to voluntarily destroy, surrender to the personnel security
officer, or otherwise invalidate the foreign issued passport or identity card,
or other foreign identity-type document shall provide official proof of the
invalidation and sign Attachment 1.

Surrendered foreign passports and equivalent items may be returned to
those naturalized U.S. Government employees for travel purposes when
their country of origin requires ingress/egress via that nation’s passport
when required by that nation’s law. However, DO/bureau personnel shail

2
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exit and enter the U.S, on their American passport while on engaged in
official and unofficial travel. Surrendered foreign passports or equivalent
identification shall be returned to the employee upon their departure from
DO/bureau employment. DO/bureau personnel who are eligible for, but
do not hold a foreign passport must sign the agreement shown in
Attachment 2. By signing Attachment 2 they agree that they will only
possess a U.S. passport. Breach of this agreement may result in the
termination of that person's security clearance.

Naturalized citizens may be considered for access eligibility in the same
manner as native-born U.S. citizens,

Non-employees generally will not be provided access to classified
information.

Interns whose length of service at Treasury is for less than 180
consecutive days generally will not be provided access to ciassified
national security information.

No person may have access to classitied information within the
Department of the Treasury until they have signed a Standard Form (SF)
312, Classified Information Nondisclosure Agreement and received
contemporaneous training on the attendant security safeguards as required
under EO 13526. '

Authority to Grant Access to Classified Information.

(D

(2)

&)

)

DO/bureaus have the authority to make determinations of eligibility for
access to classified information for persons under their authority, and the
consequent granting, denying, and revoking of security clearances and
suspending access to classified information in conformity with the
provisions of EO 12968,

Bureaus may render interim eligibility determinations up to the SECRET
level for applicants and employees. The Director, OSP retains the
authority to render interim eligibility determinations for all TOP SECRET
requests.

Emergency access determinations authorized under EO 13526 remain the
sole responsibility of the Director, OSP.

The Director, OSP retains the authority to determine the eligibility for
access to classified information, and the consequent granting, denying, and
revoking of security clearances and suspending access to classified
information for the following positions.
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* All DO/bureau presidential appointees requiring confirmation by
the Senate.

. Heads of Treasury bureaus and their first deputies.

. DO/bureau personnel security officers and any official with

delegated authority to grant security clearances.

Treasury is not authorized to establish its own special access programs.
Access to classified information relating to a special access program shall
be granted in accordance with procedures estabiished by the head of the
non-Treasury agency that created the program or, for programs pertaining
to intelligence activities (including special activities, but not including
military operational, strategic and tactical programs,) or intelligence
sources and methods, by the Director of National Intelligence.

The Director, OSP, as the official designee for the Assistant Secretary for
Intelligence and Analysis, as the Head of the Intelligence Community
Element for the Department of the Treasury serves as the Determination
Authority for eligibility for access to Sensitive Compartmented
Information (SCI) within DO/bureaus.

Limitations on Access Eligibility

)

@

€)

(4)

)

DO/bureaus shall keep the number of employees with access to classified

information to the minimum necessary to perform official functions.

Eligibility for access to classified information shall be limited to
classification levels for which there is a need for access. No person shall
be granted eligibility higher than needed to perform his or her official
duties.

No person shall be granted access to specific classified information unless
that person has an actual need-to-know for that classified information

Access to classified information will not be requested nor granted solely to
permit entry or ease of movement into and within DO/bureau facilities.
Specifically, access to classified information will not be granted based
upon proximity and/or convenience, or a need to access non-classified
information.

"~ No employee shall be deemed eligible for access to classified information

merely by reason of Federal service or contracting, licensee, certificate
holder or grantee status, or as a matter of right or privilege, or as a result
of any particular title, rank, position, or affiliation.
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d. Initial Access

(B

2

Granting access to any classification level must be made on a need-for-
access basis. Access authorization is permitted only when the official
duties of a position or individual require such access. When that basis no
longer exists, access must be canceled.

A person may have access to specific classified information provided that
all of the following are true:

The individual has appropriately completed an SF-86, Questionnaire for
National Security Positions.

e A favorable determination of eligibility for access, based on the
appropriate investigation by an authorized government authority
and a favorable adjudication, has been made by an official
personnel security officer. S

. The person has received an initial security briefing for access to
classified information contemporaneous with being issued a

security clearance by the appropriate DO/bureau security officer.

) The person has executed a SF 312, Classified Information Non-
disclosure Agreement.

. The person has a “need-to-know” the information.

Access Reinstatement

When an individual retires or is otherwise separated from the employment that
resulted in the original clearance, access is terminated. If a new need for access
arises, access eligibility up to the same level shall be re-approved without further
investigation if the following conditions are satisfied:

(b

@)

3)

“4)

An investigation was completed within the prior five years and the
individual received a favorable adjudication.

The individual has not been separated from U.S. Government employment
for more than two years.

The individual certifies in writing that there has been no change in the
relevant information provided by the individual for the last background
investigation.

There is no known information tending to indicate the individual may no
longer satisfy the standards for access to classified information. -

5
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Reciprocal Acceptance of Access Eligibility Determinations

Unless DO or a bureau has information indicating that an applicant may not
satisfy the requirements in EO 12968, it is Treasury Department policy that
background investigations and eligibility determinations conducted by other U.S.
Government agencies shall be mutually and reciprocally accepted.

Except where there is information indicating that an employee may not satisfy the
requirements in FO 12968, an employee with existing access to a special access
program shall not be denied eligibility for access to another special access
program at the same sensitivity level as determined by the Director, OSP or have
an existing access eligibility re-adjudicated, so long as the employee has a need
for access to the information involved.

Temporary or One-Time Access to Higher Levels of Classified Information

In accordance with section 2.1(b)(3) and 2.3(a), EO 12968, when an urgent
operational or contractual emergency may arise for an employee or contractor to
have one-time or short term access to classified information at a level higher than
that for which eligible, and processing the individual to upgrade the security
clearance would not be practical in a particular situation, the employee or
contractor may be granted access at one security classification level above that for
which eligible, subject to the following terms and conditions.

¢)) One-time access may only be granted by the Director, OSP based upon
sufficient justification provided by the cognizant supervisor.

(2)  The individual granted one-time access must be a U.S. citizen, have a
current and final DO/bureau security clearance, and have been
continuously employed by the DO/bureau or a cleared DO/bureau
contractor for the preceding 24-month period. One-time access is not
authorized for part time or temporary employees, interns or those cuitently
possessing an interim security clearance.

3) Review of locally available records has been conducted and revealed no
disqualifying information.

4) Whenever possible, access will be limited to a single instance or, at most,
a few rare occasions. If repeated access is required, the proper personnel
security investigation must be initiated.

(5)  Approval for access will automatically expire no later than 10 calendar
days from the date access commenced. If the need for access is expected
to continue for a period in excess of 30 days, written approval is required
from the Director, OSP or appropriate bureau security officer. If the need
for access is expected to extend beyond 30 days, the appropriate personnel

6
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security investigation to support the needed security clearance should be
initiated. Access will not be extended, in any case, beyond 90 days from

* the date access commenced, unless a supporting personnel security

investigation has been requested.

Access at the higher level will only be allowed under the supervision of a
properly cleared DO/bureau employee. The supervisor will be responsible
for recording the higher-level information actually revealed along with the
dates access is afforded and will retrieve the accessed material on a daily
basis and ensure its proper safeguarding.

Access at the next higher level will not be authorized for Communications
Security (COMSEC), Sensitive Compartmented Information (SCI), North
Atlantic Treaty Organization (NATO), or another agencies Special Access
Program or foreign government information.

This provision will be used sparingly. Repeated use of one-time access
within any three month period on behalf of the same individual is
prohibited.

The Director, OSP or bureau personnel security officer, as appropriate, will
maintain a record for each employee or contractor authorized one-time access.
The record will include the following information:

()

(2)

()

“)

G)

(6)

The name and social security number of the individual;
The level of access authorized;

Justification for the access to include an explanation of the compelling
reason(s) to grant the higher-level access and, specifically, how the
DO/bureau mission would be furthered;

An unclassified description of the specific information to which access
was afforded and the duration of the access, to include the specific dates
access is afforded;

A listing of the locally available records reviewed and a statement that no
significant adverse information concerning the employee or contractor is
known to exist; and,

Identification of any pertinent security briefings/debriefings or other
training given to the employee or contractor.

Interim Confidential or Secret Access

1

In exceptional circumstances where official functions must be performed

7
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prior to the completion of the final investigation interim access may be
granted to an applicant or employee while the initial investigation is
underway. Interim access to Confidential or Secret information may be
granted under the following conditions.

. A review of the individual’s current SF86 discloses no potentially
disqualifying or questionable information;

. An appropriate background investigation is scheduled prior to
issuance of interim Confidential or Secret access;

. A favorable National Agency Check to include a Federal Bureau of
Investigation (FBI) National Criminal History Check (fingerprint
check) adjudicated by appropriate approved/authorized automated
procedures or trained security personnel is conducted prior to
issuance of interim Confidential or Secret access; and

. Upon a written justification by the cognizant supervisor.

If interim access is granted, the initial investigation must be expedited and
the applicant or employee shall be notified in writing that access is
expressly conditioned on the favorable completion of the investigation and
a determination that the individual is eligible for access to classified
information. Interim access to SCI is not authorized in any circumstance.

Exceptions to paragraph 3h bullets (1) and (2} above, shall be approved in
writing by the Director, OSP.

Interim Top Secret. In exceptionally rare circumstances, interim
eligibility to Top Secret information may be granted to an employee only
when official functions must be performed prior to the completion of the
final investigation and such functions require access to Top Secret
information. The granting of interim access to Top Secret information is
the sole responsibility of the Director, OSP and may be granted under the
following conditions:

The employee has a current and favorably adjudicated SECRET eligibility
determination;

A review of an appropriately completed and current SF-86 discloses no
potentially disqualifying information;

The appropriate background investigation has been scheduled; and

A written justification by appropriate Assistant Secretary level or Bureau
Head equivalent is provided to (and approved by) the Director, OSP.

8
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i. Review of Access Determinations (Periodic Reinvestigations)

(1)  Employees who are eligible for access to classified information shall be
subject to periodic reinvestigations and may also be reinvestigated and/or
re-adjudicated if there is reason to believe they may no longer meet the
standards for access.

(2)  Access to classified information shall be administratively terminated when
an applicant or employee no longer has a need for access. Any
determination made to terminate access to classified information under the
authority of this paragraph shall be discretionary and final.

(3)  Inaccordance with section 5.2(a), EO 12968, an applicant or employee
may have his or her eligibility for access denied or revoked if' it is
determined that he or she does not meet the standards for access to
classified information. (See Chapter I, Section 5, Suspension of Access to
Classified Information for specific steps required to ensure “due process”
in determining an individual’s continued access).

4.  Contractor Access

a. Personnel who are subject to a contract or grant or are rendering consultant
services under the authority of the DO/bureaus, and who require access to
classified information, shall be cleared for such access through the National
Industrial Security Program (NISP). No contractor will be granted access to
classified information if the contract, grant, or services to be rendered does not
require access to classified information. (See Chapter [, Section 2),

b. Personal Services contractors (i.e., consultants or experts who contract directly
with the DO/bureaus), shall be subject to the same requirements as employees for
the purpose of determining position sensitivity, tisk designation, and investigative
requirements. They shall not be processed under the NISP.

5. Intern Access

Generally, interns will not be provided access to classified information given their limited
duration at DO/bureau offices in relation to the time and resources necessary to compiete
an appropriate investigation, adjudication and the required individual training for access
to classified information. As mentioned previously, access to classified information is
discretionary and all such access must be clearly consistence with the national security
interests of the United States. The Director, OSP is the approving authority for all access
requests for interns. Intern access may be granted under the following conditions:

¢ Interns whose on-site length of service with the DO/bureau will meet or exceed a
180-day consecutive period,;
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e A written justification for access to classified information, including the dates of
service, must be submitted by the cognizant supervisor within, but no more than
30 days prior to the intern’s starting date; and

¢ Only Confidential ot Secret access will be granted for interns.

Exceptions to this paragraph shall be approved in writing by the Director, OSP.

Limited Access Authorization for Immigrant Aliens and Foreign
Nationals

a. Non-U.S. citizens are not eligible for a security clearance, however, access to
classified information may be justified for compelling reasons in furtherance of
the DO/bureau mission, including special expertise. A Limited Access
Authorization (LAA) may be justified in those rare circumstances where a non-
U.S. citizen possesses a unique or unusual skill or expertise that is urgently
needed and for which a cleared or clearable U.S. citizen is not available. (NOTE:
LAA authorization is not a security clearance; it is a limited authorization for
access to specific classified information.) When justified, a LAA may be
considered under the following conditions:

. Access is limited to classified information relating to a specific project or
product.

o LAAs may be granted only at the SECRET or CONFIDENTIAL level.
LAAs for TOP SECRET are prohibited. Interim access is not
authorized.

o The appropriate foreign disclosure authority determines that access to
classified information is consistent with authority to release the
information to the individual's country of origin.

. Physical custody of classified material will not be authorized.

. The LAA is not granted to an individual who will perform routine
administrative or other support duties.

* The individual will not be designated as a courier or escott for classified
information or material.

. The individual will not be permitted unescorted access to areas where
classified information is stored or discussed, Classified information will
be maintained in a location that will be under the continuous control and
supervision of an appropriately cleared 1.5, citizen,
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A Single-Scope Background Investigation (SSBI) is completed and covers
the prior 10 years of the subject’s life.

The individual must agree to a counter-intelligence scope polygraph
examination before being granted access. Failure to agree will terminate
the processing of the LAA request.

When a LAA appears to be justified, DO/bureaus may submit a request signed by
the bureau head to the Director, OSP with the following information:

The identity of the individual for whom a LAA is requested, including:
name; date and place of birth; current citizenship; social security number
(if held); passport number, date of issuance, place where issued, and
expiration date.

Status as an immigrant alien or foreign national; if an immigrant alien, the
date and port of entry and lawful permanent resident alien registration
number (green card).

Date and type of the most recent personnel security investigation.

Level of access required.

The position requiring access and the nature and identity of the specific
program material (delineated as precisely as possible) for which access is
requested.

The compelling reason(s) for the request including an explanation of the
special skills or special expertise the individual possesses and the rationale

for not employing a cleared or clearable U.S. citizen.

An explanation as to how the DO/bureau plans to control and limit the
individual's access.

An assessment of the risk associated with granting access to classified
information.

All security countermeasures and actions taken to mitigate the risks
associated with the request.

A statement that the candidate has agreed to undergo a
counterintelligence-scope polygraph examination.

The period of time for which access is required,
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The Director, OSP will review the LAA request to determing if the justification
provided meets the program requirements. If the justification is not adequate the
LAA request will be promptly returned to the DO office or bureau. If the
justification is adequate, the Director, OSP will forward the SSBI request to the
appropriate investigative agency; however, the decision to authorize limited
access cannot be made until favorable adjudication of the completed SSBI. The
adjudication of all investigations on immigrant aliens or foreign nationals will be
made by the DO OSP adjudication staff,

The Director, OSP wiil coordinate foreign disclosure decisions with the
appropriate executive branch international programs offices.

Individuals with LAAs will be placed under the general supervision of
appropriately cleared persons. Supervisors will be made fully aware of the limits
to access imposed and that physical custody of classified information by the
individual is not authorized. An SF 312, Classified Information Nondisclosure
Agreement must be executed by the immigrant alien or foreign national prior to
granting access to classified information.,

Individuals who have been granted an LAA may only have access to.classified
information at the same or lesser level of classified information that the U.S.
Government has determined may be released to the country of which the person is
currently a citizen and will not be allowed to have access to any classified
information other than that specifically authorized.

If an individual granted an LAA is transferred to another position, the LAA
previously granted will be rescinded and the individual will be debriefed.

Periodic Re-investigation (PR) is required every five years for individuals with an
LAA. Because LAA's are not authorized for more than five years, a new request
for LAA must accompany a request for PR. The Director, OSP will review the
justification and promptly notify the DO/bureau to either continue the LAA until
favorable completion of the PR by the investigative agency or to discontinue
access based on lack of justification.

Non-U.8, citizens are not authorized access to foreign intelligence information
without approval of the originating agency, or to COMSEC keying materials, Top
Secret, cryptographic, Restricted Data, or Formerly Restricted Data or another
agency’s Special Access Program.

Prohibition on Access to Classified Information for Foreign
National Employees of Treasury (DO) Overseas Posts

Foreign national employees employed at Treasury/bureau overseas posts shall not be
granted access to U.S. classified information.

12
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7. Security Clearances for U.S. Executive Directors or International
Financial Institutions

a. The U.S. Executive Directors and their alternates at (1) the International Bank for
- Reconstruction and Development (IBRD or the World Bank), (2) the Inter-
American Development Bank (IADB), (3) the European Bank for Reconstruction
and Development (EBRD), (4) the Asian Development Bank (ADB), (5) the
International Monetary Fund (IMF), and (6) the African Development Fund
(ADF) exercise their duties under the direction of the Secretary of the Treasury
for any necessary access to classified information.

b. The security investigations for DO/bureau Presidential appointees that do not
require Senate confirmation are initiated by Treasury’s OSP. Investigations of
Presidential appointees that do require Senate confirmation are initiated by the
White House and conducted by the Federal Bureau of Investigation (FBI).

8. Access by Historical Researchers and Former Presidential
Appointees

a. Access to classified information is limited to individuals who have a “need-to-
know” the information. The requirement to limit access may only be waived in
writing by the Director, OSP for persons who either are engaged in historical
research, or previously have occupied policy-making positions to which they were
appointed by the President.

b. Waivers may be granted only under the foilowing conditions.

(D When it is determined, in writing, that access is consistent with the
interests of National Security.

(2)  Appropriate steps are taken to protect classified information from
unauthorized disclosure or compromise, and information will be protected
in a manner consistent with the current requirements for safeguardin
classified information. '

3) Limitations will be established to ensure that former DO/bureau
Presidential appointees have access only to those classified materials that

the person originated, reviewed, signed, or received while serving as a
Presidential appointee.

9. Access by Persons outside the Executive Branch

a. Classified information shall not be disseminated outside the Executive Branch
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except under conditions that ensure the information will be given protections
equivalent to that afforded within the Executive Branch.

b. Classified information originated by or in the custody of DO/burcaus may be
made available to individuals or agencies outside the Executive Branch provided
that (1) such information is necessary for performance of a function from which
the U.S. Government will derive a benefit, or advantage, and (2) the release is not
prohibited by the originating DO office or bureau (or foreign government in the
case of Foreign Government Information).

c. Prior to the release of classified information outside the Executive Branch the
following must occur:

(1)  The DO/bureau shall determine the propriety of such action, in the interest
of national security, and must approve the release.

(2)  The Director, OSP must confirm that the recipient is eligible for access to
the classified information involved and agrees to safeguard the
information in accordance with the provisions of the Treasury Security
Manual (TD P 15-71).

Reporting Significant Life Events by DO/Bureau Employees with
a Security Clearance

a. Any DO/bureau employee with a security clearance (regardless of the level) shall
report immediately in accordance with Standard Form 86C, Certification, (at
http://thegreen.treas.gov/policies/Forms I /Electronic%20Questionnaires%20for%e2
Olnvestigations%20Processing.pdf) on-line any such changes in circumstances
related to Questions 1 through 29 on that form, in writing, either by email, fax,
U.S Postal Service, or hand delivery, to the appropriate DO/bureau personnel
security officer or other designated person. Most questions on the SF 86C are
self- explainable. The following additional guidance is provided:

b. For question 9, Citizenship, DO/bureau employees shall report when assuming
non-U.S. citizenship including application/receipt of a foreign passport with or
without the intention to use such passport while still a Federal employee and any
renunciation of U.S. citizenship.

c. For question 17, Marital Status, a DO/bureau employee who holds a TOP
SECRET security clearance and who marries/cohabits (in a spouse-like
relationship) during the time they hold such a clearance shall report such
marriage or cohabitation to his or her appropriate personnel security officer or
other designated person(s).

d. For question 21, Mental and Emotional Health, DO/bureau employees shall report
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if they have consulted with a health care professional regarding an emotional or
mental health condition, or were hospitalized for such a condition, or ordered by a
court to undergo counseling. Counseling that is strictly for marital/family or grief
unrelated to violence (by the employee), strictly related to adjustments from
service in a military combat environment or strictly related to treatment as a result
of a sexual assault are not required to be reported.

€. For question 22, Police Record, DO/bureau employees shall report if they
have been issued a summons, citation or ticket to appear in court in a criminal
proceeding against them, however, fines less than $300 for traffic offenses are not
required to be reported unless the offense involves drugs or alcohol in which case
further information may be required per question 23, Use of Illegal Dirugs and
Drug Activity.

f. For question 26, Financial Record, any DO/employee shall report declarations of
bankruptey, U.S. Government and/or court-ordered liens.

Administrative Actions

All DO/bureau employees and other persons who have been granted access to
information, property, or other assets controlled by DO/bureaus, are subject to
administrative and/or disciplinary actions for noncompliance with the provisions of the
Treasury Security Manual.

Security Education and Supervisor/Employee Responsibilities

a. The purpose of the security education and training is to ensure that employees
understand the need and procedures for protecting classified and
sensitive information. The goal is to develop fundamental security habits as a
natural element of each task. Adverse impact upon the national security could
result from unauthorized disclosure of classified or sensitive information,
Supervisor responsibilities include:

) Determining security requirements, in coordination with the Director, OSP
or appropriate DO/bureau secuiity officer for their functions and ensuring
employees under their supervision understand and are well familiar with
the security requirements for their particular assignments.

. Providing on-the-job security training as an essential part of security

education and ensuring employees complete required training when
instructed to do so.
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. Continuously evaluating employees on the necessity and/or
appropriateness for access to classified information or assignment to
sensitive duties.

Individual responsibilities include:

* A personal, moral, and legal responsibility to protect classified and
sensitive information within their knowledge, possession or control.

. Adhering to the standards of conduct required of persons holding positions
of trust and avoiding personal behavior that could render them ineligible
for access to classified information or assignment to sensitive duties.

. An obligation to notify their supervisor, the Director, OSP or their
DO/bureau security officer, as appropriate, when they become aware of
information with potential security significance regarding someone with
access to classified information or assigned to sensitive duties.

. Reporting all violations of security regulations to the appropriate
DO/bureau security officials.

. Comply with all security requirements set forth in the Treasury Security
Manual and complete required training as instructed.

The Director, OSP and DO/bureau security officer responsibilities include:

o Instructing employees having knowledge, possession, or control of
classified or sensitive information on how to determine before
disseminating the information that the prospective recipient has been
authorized access, needs the information to perform his or her official
duties, and can properly safeguard the information.

. Advising employees of the strict prohibition against discussing classified
or sensitive information over an unsecured telephone or in any other
manner that may permit interception by unauthorized persons.

® Advising employees that they must report to their supervisor, the Director,
OSP or DO/bureau security officer, contacts with any individual
regardless of nationality, whether within or outside the scope of the
individuals official activities, in which:

0 Illegal or unauthorized access is sought to classified or otherwise
sensitive information;
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o The employee is concerned that he or she may be the target of
exploitation; or

o The employee has contact with known or suspected foreign
intelligence officers from any country.

. Advising employees of the penalties for mishandling classified or
sensitive information or material.

The following are the minimum requirements for security education:

. Indoctrination of employees upon employment by DO/bureaus in the basic
principles of security.

. Contemporaneous orientation of employees when they received their
security clearance to have access to classified or sensitive information at
the time of assignment, regarding security requirements.

. On-the-job training in specific security requirements for the duties
assigned.
. Annual refresher briefings for employees that have access to classified or

sensitive information.
. Special briefings as circumstances dictate.
. Debriefing upon termination of access.
In accordance with EO 12968, the Director, OSP shall ensure that DO/bureaus
have an effective security education and awareness program for those employees

accessing classified or sensitive information.

DO/bureaus shall establish a method to record security education and awareness
training for each individual employee as such training is completed.

13.  Debriefing Program

a.

Prior to an employee or other individual’s departure from DO/bureaus the person
will be debriefed if they: (1) held a security clearance and/or (2) had control of
classified documents. The debriefing should, at a minimum, include reminders
that (1) classified documents are not personal property and may not be removed
from U.S. Government control, and (2) protection of classified information does
not end with the person’s termination of access.

DO/bureau security persommel should ensure that if an individual has signed for
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documents, they are properly accounted for prior to that individual departing.
Upon completion of the debriefing, DO/bureau security personnel shall request
the departing individual complete the bottom portion of SF 312, Classified
Information Nondisclosure Agreement.

Employees shall be debriefed in the same manner when they no longer require
access to classified information.

14, Unauthorized Exposure to Classified Information

a.

If an individual is inadvertently exposed to classified information, the DO/bureau
security officer shall;

(1) Determine the amount of exposure to the classified information. This
accounting is separate from any security inquiry into the exposure.

(2)  Provide a briefing to the exposed individual regarding the requirements for
protecting classified information.

3) Provide the individual with a copy of the laws requiring him or her to
protect the classified information.

(4)  Have the individual sign TD F 15-05.19 Inadvertent Disclosure Briefing
and Agreement (See Attachment 3). The completed TD F 15-05.19 shall
be placed in the employee’s security file,

If the individual declines to sign the TD F 15-05.19 the following must occur:

(1) The individual must be told that the requirement to protect the information
is enforceable even without his or her signature on the form.

(2)  The DO/bureau security officer shall execute a signed memo recording the
fact that a briefing was given and the individual declined to sign.

15.  Protecting Whistleblowers with Access to Classified Information

In accordance with Presidential Policy Directive (PDD) 19, dated October 12,
2012 employees eligible for access to classified information can effectively report
waste, fraud, and abuse while protecting classified national security information
free of retaliation against them for reporting such waste, fraud, and abuse. See
Chapter 1, Section 8.
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Attachment 1

DEPARTMENT OF THE TREASURY
PASSPORT AGREEMENT BETWEEN (NAME) AND (TREASURY/BUREAU),

I, (name), hereby agree to adhere to the obligations contained in this Agreement if [ am granted a security
clearance and subsequently authorized access to classified information, As used in this Agreement,
classified information is marked or unmarked classified information, including oral communications, that
is classified under the standards of Executive Order (EQ) 13526, “Classified National Security
Information,” or under any other executive order or statute that prohibits the unauthorized disclosure of
classified national security information, and unclassified information that meets the standards of
classification and is in the process of a classification determination.

T understand that under EQ 12968, “Access to Classified Information,” eligibility for access to classified
information may only be granted to those individuals who are United States citizens, and, among other
qualifications whose personal and professional history affirmatively indicates loyalty to the United States.
I understand and acknowledge that when an individual acts in such a way to indicate a preference for a
foreign country over the United States then a concern arises as to that person’s allegiance to the United
States and his/her willingness to safeguard classified information. In this regard, I have been advised that
conditions that raise a security concern and that may be disqualifying include the exercise of any right,
privilege or obligation of foreign citizenship, including the possession and/or use of a foreign passport.

As a dual citizen of both the United States and XXX, I possess both a 1J.S. and XXX passport, To
eliminate any appearance of foreign preference on my part [ voluntarily

() destroyed
() surrendered to the personnel security officer
() invalidated

my passport issued by XXX. Absent consent of the Director, Office of Security Programs, Department of
the Treasury, [ hereby agree to use only my U.S. passport in connection with any travel (official or
unofficial) while [ am employed with the (U.S. Department of the Treasury or name of bureau). I
understand that any breach of this Agreement may result in the termination of any security clearance [
hold.

[ have read this Agreement carefully and my questions, if any, have been answered. 1 execute this
agreement voluntarily.

(Printed Name) (Signature and Date)

Witness

(Printed Name) (Signature and Date)

Accepted for Treasury Department:

(Printed Name) (Signature and Date)

TDF 15-03.11A (8/2013)
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Attachment 2

DEPARTMENT OF THE TREASURY
PASSPORT AGREEMENT BETWEEN (NAME) AND (TREASURY/BUREAU),

I, (name), hereby agree to adhere to the obligations contained in this Agreement if I am granted a security
clearance and subsequently authorized access to classified information. As used in this Agreement,
classified information is marked or unmarked classified information, including oral communications, that
is classified under the standards of Executive Order (EQ) 13526, “Classified National Security
Information,” or under any other executive order or statute that prohibits the unauthorized disclosure of
classified national security information, and unclassified information that meets the standards of
classification and is in the process of a classification determination.

I understand that under EOQ 12968, “Access to Classified Information,” eligibility for access to classified
information may only be granted to those individuals who are United States citizens, and, among other
qualifications whose personal and professional history affirmatively indicates loyalty to the United States.
T understand and acknowledge that when an individual acts in such a way to indicate a preference for a
foreign country over the United States then a concern arises as to that person’s allegiance to the United
States and his/her willingness to safeguard classified information. In this regard, I have been advised that
conditions that raise a security concern and that may be disqualifying include the exercise of any right,
privilege or obligation of foreign citizenship, including the possession and/or use of a foreign passport.

 As a dual citizen of both the United States and XXX, I am eligible to possess both a U.S. and XXX
passport, However, I currently only possess a U.S. passport. To eliminate any appearance of foreign
preference on my part, absent consent of the Director, Office of Security Programs, Department of the
Treasury, I hereby agree to continue use of only my U.S. passport in connection with any travel (official
or unofficial) while I am employed with the (U.S. Department of the Treasury or name of bureau).
Further, I agree that T will immediately notify the Director, Office of Security Programs of any issuance
of a foreign passport in my name while [ am employed by the Department of the Treasury. I understand
that any breach of this Agreement may result in the fermination of any security clearance I hold.

1 have read this Agreement carefully and my questions, if any, have been answered. 1execute this
agreement voluntarily. ‘

(Printed Name) (Signature and Date)

Witness

(Printed Name) (Signature and Date)

Accepted for Treasury Department:

(Printed Name) {Signature and Date)

TDF 15-03.11B (8/2013)
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Department of the Treasury Attachment 3
INADVERTENT DISCLOSURE BRIEFING AND AGREEMENT

Briefing for Maintaining the Security of Classified Information

1. Classified information has been either discussed with you or exposed to your view in the
performance of your officially assigned duties. This disclosure on
was unintentional. It is therefore necessary to acquaint you with the law on this subject and for
you to execute a statement binding you to secrecy in connection with any information you may
have gained from this inadvertent disclosure.

2. It is impossible to overemphasize the importance of safeguarding this classified information.
The time limit for safeguarding such classified information only expires upon an official U.S.
Government determination that the information no longer meets the criteria for protection as
national security information. Transmission or revelation of this information in any manner to an
unauthorized person is prohibited by § 793 and § 794, Title 18, United States Code.

Inadvertent Disclosure Agreement

[ understand that | was inadvertently exposed to classified information through no fault of my
own in the performance of officially assigned duties.

[ hereby affirm that [ have read and understand the above instructions for maintaining the security
of certain classified information. I certify that I shall never divulge to anyone else, in any

mannet, the classified information inadvertently exposed to me unless | have received express
written permission to do so from the official custodian of the information. [ understand that the
transmission or revelation of this information in any manner to an unauthorized person is
punishable under § 793 and § 794, Title 18, United States Code, My signature below
acknowledges my understanding of the above.

Typed or Printed Name Social Security Number

Signature Date

U.S. Government Witness Signature Date
Privacy Act Statement

The Privacy Act, 5 U.S.C. 5524, requires that Federal agencies inform individuals, at the time information is solicited
from them, whether disclosure is mandatory or voluntary, by hat authority such information is solicited, and what uses
will be made of the information, You are herby advised that disclosure is voluntary and the authority for soliciting
your Sacial Security Number (SSN) is Executive Order 9397. Your SSN will be used to identify you more precisely,
since many people appearing in the government’s administrative records have the same name.

TD F 15-05.19
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Adjudication Guidelines Updated
Section 38 1/3/12

1.  Introduction

The purpose of this section is to outline the adjudication process as found in Executive
Order (EO) 12968, Access to Classified Information, and the Revised Adjudicative
Guidelines for Determining Eligibility for Access to Classified Information (Revised
Adjudicative Guidelines), issued by the White House on December 29, 2005, This
section shall be used (1} in adjudicating background investigations for ail Departmental
Offices (DO) /bureau applicants, employees, contractors, consultants, and other persons
who require access to classified information pursuant to EO 12968, and (2) for
determining eligibility for employment in a sensitive position pursuant to EO 10450,
Security Requirements for Government Employment.

Additionally, these guidelines may be used in determining eligibility for (1) access to
sensitive but unclassified information or DO/bureau information technology (IT)
automated information systems (AIS),or (2} staff-like access to DO/bureau occupied
facilities.

2. Adjudicative Process

[ The adjudicative process is an examination of a sufficient period of a person’s life to
make an affirmative determination that the person is eligible for a security clearance or
assignment to sensitive duties or placement in a public trust position. Eligibility for
access to classified information is predicated upon the individual meeting these personnel
security guidelines.

The adjudicative process includes the careful weighing of a number of variables known
as the “whole person concept.” Available, reliable information about the person, past and
present, favorable and unfavorable, should be considered in reaching a determination.

a. After a thorough review, analysis, and evaluation of all available investigative
information, an appropriately trained adjudicator shall defermine an individual’s
eligibility (1) for access to classified information under EO 12968, or (2) to
occupy a sensitive position pursuant to EOQ 10450, using the Revised Adjudication
Guidelines.

b. If a security determination under EO 12968 or EO 10450 is made after a favorable
initial suitability determination, the security determination shall resolve any
questions of the suitability of an applicant for or an appointee to a sensitive
position.
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DO/bureaus may also determine eligibility for access to sensitive but unclassified
information and/or IT/AIS using the Revised Adjudicative Guidelines.

A determination to grant security clearance eligibility, authorize access to
classified information, or assign a person to sensitive duties or a public trust
position will be based on an investigation conducted in accordance with the
requirements specified in Chapter I, Section 1, of this manual,

Unless there is a reasonable basis for doubting a person's loyalty to the United
States, decisions regarding appointment or retention in civilian employment are
governed by personnel policies.

3. Contract Employees

a.

In general, the responsibility for making classified access eligibility
determinations for contract personnel (i.e., employees of a contractor to the
agency) rests with the Defense Security Service, according to EQ 12829, National
Industrial Security Program (NISP). However, for the purpose of granting access
to classified information, individuals who contract directly with DO/bureaus as
consultants or experts shall not be subject to the NISP, but shall be subject to the
same requirements as DO/bureau employees.

Determinations regarding contract personnel access to DO/burcau facilities,
sensitive information, or I'T/AIS, shall be made by the appropriate DO/bureau
security officer, using appropriate adjudication criteria. DO/bureaus should use
the Revised Adjudicative Guidelines for this purpose.

DO/bureaus shall comply with Chapter 11, Section 3 of this manual regarding
notification requirements when significant adverse information is developed in
the case of a DO/bureau contractor that results in a potentially unfavorable
determination for access to (1) DO/bureau facilities, (2) sensitive information, or
(3) IT/AIS.
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Personnel Security Operations Updated
1/8/12

1. Purpose

The purpose of this section is to outline specific procedures to ensure compatibility and
consistency in the use and maintenance of personnel security investigations and records.
Departmental Offices (DO)/bureaus are responsible for maintaining personnel security
operations as specified in this section.

a.

Policy

DO/bureaus must establish and maintain a personnel security file for employees
in the following positions: (1) national security positions, (2) moderate- and high-
risk public trust positions, and (3) those in low-risk/non-sensitive positions on
whom unfavorable or derogatory information has been developed or received,
unless the file is maintained by the Office of Personnel Management (OPM).

Contractors are subject to the same requirements as DO/bureau employees with a
file maintained for contractor personnel covered by the provisions of Chapter I1,
Section 2, of this Manual or who require a background investigation to meet the
requirements of Homeland Security Presidential Directive (HSPD-12).
DO/bureaus need not maintain a file on contractor personnel who was granted
access to classified information under the National Industrial Security Program
(NISP), unless there is a requirement for additional investigation in connection
with (1) access to DO/bureau facilities or automated information systems, or (2)
access to classified information (Sensitive Compartmented Information) not
covered under the NISP.

With regard to favorable investigations on employees or contractor personnel in
low- or moderate-risk positions, DO/bureaus may, at their discretion, retain either
the entire report or pertinent investigative data only.

The specific location of personnel security files is left to DO/bureau discretion,
however, all national security files are to be maintained by the DO/bureau
security officer,

3.  Personnel Security Files

a.

Contents of Personnel Security Files. Personnel security files include the
following documentation:
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. The type of investigation completed.

. The investigative agency that conducted the investigation.

) The date of the investigation.

. Results of the investigation.

) Results of sequrity and suitability adjudications/determinations.

. Security clearance decisions.

. Any significant personnel security or suitability information that is

developed during employment.

Retention of Personnel Security Files. Personnel security files should be retained
for the duration of an individual’s employment or contractual relationship with
DO/bureaus and shall be maintained in accordance with Treasury Directive (TD)
80-05, Records and Information Management Program, and National Archives
and Records Administration General Records Schedule 18 (items 21-25 relating
to personnel security files).

Use of OPM Investigative Reports. DO/bureaus may choose to retain copies of
OPM investigative reports for the duration of the retention schedule; however,
OPM Form 79A (Report of Agency Adjudication Action on OPM Personnel
Investigations) must be retained in the case file as the record of adjudicative
action. Reports of investigations conducted by other Federal agencies, but
transmitted through OPM, must be handled in the manner prescribed by (1) the
originating agency’s Privacy Act System Security Notice, or (2) stamped caveats
that may appear on those documents.

Disclosure of OPM reports of investigation must be done in a manner consistent
with OPM requirements for receipt and distribution of such information. If such
disclosure is to the same individual(s) on a recurring basis, those individuals are
investigated at the level required by OPM.

Disposition of Investigative Reports. Personnel security case files and related
indices must be destroyed or transferred to a Federal Records Center upon
notification of an employee’s death, or not later than five years after separation or
transfer, or expiration of the contractual relationship. DO/bureaus must ensure
that the Privacy Act Notice of Routine Uses for that system of records accurately
describes their practices in this area. Investigative reports and related documents
obtained from other agencies for making security/suitability determinations must
be destroyed in accordance with the investigating agency’s instructions.
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Compliance with OPM. DO/bureaus must establish procedures to ensure
compliance with OPM’s Clearance Verification System (CVS).

4.  Security Clearance Records

a.

Certificate of Clearance and/or Security Determination. Treasury Department
Form (TD F) 15-03.2, or bureau equivalent documents the date and basis of the
determination, but does not reflect any adverse information recorded in the
personnel security file. When a security clearance has been granted, the form
should include the level of security clearance granted, and whether it was granted
on an interim or final basis.

For employees who do not require security clearances, the form must contain the
same biographical and investigative information, but the level of security
clearance shall be reflected as “None” or “None Required.”

The form must be signed by the personne! security officer or other authorized
official, and the signed certificate must be sent to the employee’s personnei office.
That office shall file original on the right side of the Official Personnel Folder
(OPF) with a copy affixed as the uppermost document in the personnel security
file.

Classified Information Nondisclosure Agreement (SF 312). As a condition of
being granted access to classified information, the individual must first receive a
security briefing by appropriate DO/bureau security officials in which he or she is
informed of the obligations and responsibilities attendant upon being granted
access, and must execute the SF 312,

(1)  For employees, the original SF 312 shall be placed on the right side of the
OPF. A copy of the SF 312 may also be retained in the employee’s
personnel security file.

) For individuals not having an OPF, DO/bureaus must maintain the SF 312
in an appropriate system of records that meets the Information Security
Oversight Office 50-year retention requirement.

Written Consent Form for Access to Financial Records. Every employee granted
access to classified information must provide the employing DO/bureau with a
written consent form. The consent form allows an authorized investigative
agency access to financial and other records as defined in Executive Order (EO)

12968 Section 1.2(e), dccess to Classified Information, for the duration of the
employee’s access to classified information plus three years thereafter when any
of the following occur:
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(O There are reasonable grounds to believe, based on credible information,
that the employee or former employee is, or may be, disclosing classified
information in an unauthorized manner to a foreign power or agent of a
foreign power.

(2) DO or a bureau has received credible information that an employee or
former employee has incurred excessive indebtedness or has acquired a
level of affluence that cannot be explained by other information.

(3)  Circumstances indicate that the employee or former employee had the
capability and opportunity to disclose classified information that is known
to have been lost or compromised to a foreign power or an agent of a
foreign power, -

Transfer of Personnel Security Records and Clearances between
DO/Bureaus

a. When an employee transfers from DO to a bureau or from one bureau to another,
the complete personnel security file or a copy of it must be transferred from the
personnel security office of the losing bureau to the personnel security office of
the gaining bureau. Exception: when the file of an Internal Revenue Service
(IRS) employee contains tax information, the tax information is not transferred
outside the IRS.

b. A current security clearance is transferable between DO/bureaus without re-
adjudication. DO/bureaus must complete a “Checklist of Permitted Exceptions to
Reciprocity” (Attachment 1) prior to requesting additional information, security
forms or investigations on employees with existing investigations.

Protection of Personnel Security Records

Information in personnel security investigations, records, and operations, must be
carefully safeguarded to protect the interests of both the individual and the DO/bureaus as
required by the Privacy Act. Personnel security records containing classified information
must be stored in a General Services Administration-approved security container or in an
equally secure area accessible only by appropriately cleared DO/bureau officials.
Personnel security records containing Personally Identifiable Information must be
afforded a degree of protection to preclude access by unauthorized persons and be made
available and used only for authorized official purposes.

a. Personnel security investigation information requested by the subject of an
investigation must be processed according to procedures established by
DO/bureaus under provisions of the Privacy Act or the Freedom of Information
Act, as appropriate. Requests for the release of the results of any personnel

4
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security investigation should be referred to the DO/bureau or non-Treasury
agency that conducted it.

b. Reports containing classified information must be protected in accordance with
EO 12958, as amended, Classified National Security Information, and appropriate
Treasury regulations.

7. Monitoring Personnel, Security Clearance Changes and Adverse
Information

a, DO/bureaus shall institute procedures to ensure that all of the following employee
information is reported in a timely manner:

Change of name.

Marriage or cohabitation.

Termination of employment.

Reduction in force.

Furlough.

Leave of absence for a period exceeding one year.
. Death of an employee.

b. Any adverse information concerning employees authorized access to or being
processed for access to classified information must be reported, when such
information becomes known, to the Director, Office of Security Programs or
bureau security officer, as appropriate. An individual’s failure to report such
adverse information to the personnel security official or designated official may
result in the suspension or termination of their security clearance. This report
must be submitted even if the employment of the individual has been terminated.
The report must contain:

Subject’s last, first, and middle name.

Social security number,

Date and place of birth.

Clearance level and date of clearance.

Employment status (if terminated, include termination date).

The adverse information being reported.

) The name and telephone number of the individual to contact for further
information regarding the matter.

° Signature, typed name, and the title of the individual submitting the report.

c. Reports based on rumor or innuendo shall not be made.
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Clearance Verification

a. Only the issuing U.S. Government authority may officially verify an employee’s
security clearance for access to classified information. Within DO this is the
responsibility of OSP’s Personnel Security Branch. Corresponding bureau
security clearance verification is the responsibility of bureau personnel security
officials. -

b. Passing the clearance includes the level of access the employee has been
authorized to receive classified information, e.g., Top Secret, Secret, or
Confidential information. Also identified is the type of background investigation
conducted, by whom, along with the date the investigation was completed. When
an individual’s clearance needs to be passed to another Treasury bureau or other
U.S. Government agency/department it must be passed from issuing personnel
security office to receiving personnel security office.

c. Clearance information shall be passed on DO/bureau letterhead. Employees
should notify personnel security officials at least 24 hours before a particular
classified meeting or event requiring the clearance to be passed. The OSP website
at http://intranet.treas.gov/security/forms/ has Treasury Department Form (TD F)
15-03.6 (Request for Security Clearance Verification), see Attachment |, and may
be used by employees to ask that their clearance be passed. Details regarding the
proposed must be provided to the host DO/bureau personnel security office
sufficiently in advance of the intended activity to permit timely processing of each
request. Details include the following:

. Date(s) of the visit.

. Purpose of the visit.

. Level of the employee’s security clearance.

. Name and telephone/fax number of a point of contact at the receiving site.
d. A clearance may be certified to attend routinely scheduled meetings/briefings for

up to one year intervals. This saves time and is more efficient than passing a
clearance for individual classified meetings. The same rules apply on providing
the other agency/department/bureau point of contact information (name,
phone/fax number and purpose).

e. When a DO/bureau employee visits a classified facility and that location
requires the employee’s security clearance information be transferred as a
condition of the visit, the visitor’s DO/bureau personnel security office must
certify to the host security office the necessary security clearance status and other
required visit data on the employee. Acceptance of interim security clearances is
left to the discretion of the agency whose facility is to be visited.

f. When an employee is detailed to another agency, DO or bureau, it is the
responsibility of the sending organization (1) to ensure that the employee meets

6
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all investigative/clearance requirements for the new position, and (2) to grant any
security clearance required for access to classitied information.

When employees of other Federal agencies or cleared contractor facilities require
access to classified information at DO/bureau facilities, the sponsoring DO/bureau
office must ask the personnel security office to obtain the pertinent security
clearance verification data on the visitors (see 8a, above). For Federal employees,
the verification data must come directly from the visitor’s agency. For
contractors, verification must be obtained from the parent company or via the
Defense Industrial Security Clearance Office.

Interaction with Offices of Inspectors General

Personnel security cases and investigations in which evidence of criminal activity
is developed shall be referred to the Office of Inspector General, the Office of
Inspector General for Tax Administration, or the Office of the Special Inspector
Genetal for the Troubled Asset Relief Program, as appropriate.
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Attachment 1

Department of the Treasury
Request for Security Clearance Verification

For security clearance information to be verified (passed) as expeditiously as possible,
the following data must be provided to Departmental Offices/bureau personnel security
specialists holding your clearance certification.

Employee Name: Date of Request:

Date of Birth; SSN: Office Phone:

Bureaw/Agency/Department requiring security clearance verification; phone/fax:

Point of Contact/Sponsor Name:

Contact/Sponsor’s Phone and Fax Numbers:

Meeting/Visit Dates: (from) (to) Permanent Certification Yes No

Location(s) (as applicable):

Purpose:

Please allow 24 hours from personnel security specialists’ receipt of this form for security
clearance information to be passed to recipient(s).

Notice: Tn compliance with the Privacy Act of 1974, 5 U.S.C. § 552a the authority for soliciting your Social Security
Number (SSN) is Executive Order 9397 which authorizes agencies to solicit S§Ns for use as identifiers for
administrative purposes. Your SSN is needed to keep records accurate, because other people may have the same name
and birth date. This information will be used as a means of verifying your securily ¢learance to Treasury bureaus and
other agencies/departments. Information will be transferred to appropriate Federal, State, local or foreign agencies
when relevant to civil, criminal, or regulatory investigations or prosecutions; or pursuant to a request any other agency
in connection with hiring or retention of an employee, the issuance of a security clearance, the investigation of an
employee, the letting of a contract, or the issuance of a license, grant, or other benefit. Disclosure of the information is
voluntary. If some or any part of the requested information is not provided, the effect will be that the processing of
your request for security clearance verification will be impeded or possibly result in the denial of access to classified
information.

TD F 15-03.6
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Chapter | Suspension of Access Updated
Section 5 to Classified Information 1/8/12

Introduction

This section presents the procedures to be followed when suspending an individual’s
access to classified information, in accordance with Executive Order (EQ) 12968. The
procedures described herein do not apply to termination of access when the individual no
longer has a need-to-know.

Suspension of Access to Classified Information for Cause

When questionable or unfavorable information becomes available concerning an
individual who has been granted access, the Director, Office of Security Programs (OSP),
or Departmental Offices (DO)/bureau personnel security officer, as appropriate, may
immediately suspend access. Suspension of access for cause may only be used as an
interim measure that must be resolved through either a favorable or unfavorable security
determination by the Director, OSP, or DO/bureaun personnel security officer, as
appropriate. The supervisor will forward all pertinent information concerning the
individual to the Director, OSP, or DO/bureau personnel security officer, as appropriate,
for a final security clearance determination.

Suspension of access is required when an individual with a security clearance is
incarcerated (to include Work Release Programs) as the result of a conviction for a
criminal offense or is absent without leave for a period exceeding 30 days.

Suspension of access may be appropriate in, but not limited to, any of the following
situations:

(1)  Preparations are being made to revoke an individual’s existing security clearance
and access is suspended while the review of the determination to revoke takes
place.

(2)  Additional time is needed to resolve adverse information that could require
further investigation or the individual must complete certain requirements to
maintain his or her eligibility to maintain a security clearance.

(3)  Pending removal and termination of employment resulting from adverse
personnel actions under 5 United States Code 75,

(4)  Failure by an individual to submit required security forms or releases in a timely
manner.
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Whenever a determination is made to suspend access to classified information, the
following will occur: '

. The individual concerned will be notified in writing of his/her suspended access
to classified information by the Director, OSP, or DO/bureau personnel security
officer, as appropriate, consistent with the interests of national security.
Notification to an individual regarding suspension of access to classified
information may be by personal delivery, government or commercial overnight
carrier, or certified mail. It must be delivered in a timely manner and an
acknowledgment of receipt shall be requested. Regardless of whether delivery of
the notice to the individual is refused or does not reach the individual through no
fault of the Director, OSP or DO/bureau personnel security officer, suspension of
access to classified information is immediate.

. A copy of any notification required by this section shall be maintained in the
individual’s personnel security file and a copy shall be provided to the Director,
OSP.

. A brief statement of the reason(s) for the proposed suspension will be included.

* The suspension of access to classified information remains in effect until an

appropriate investigation is conducted and/or a determination is made to revoke or
reinstate an individual’s access to classified information by the Director, OSP or
DO/bureau personnel security officer.

Upon the suspension of an individual’s access to classified information:

. The Director, OSP, or DO/bureau personnel security officer, as appropriate, in
conjunction with the individual’s supervisor, will take steps to ensure that the
individual’s name is removed from all access rosters, and notice of visit
certifications provided to other agencies. Additionally, all employees (including
contractors) working with the affected individual must be notitied of the
suspension (without disclosing the cause of the suspension) to ensure the
individual has no further access to classified information.

* Combinations to classified storage containers (safes) to which the individual had
access will be changed unless sufficient controls exist to prevent the individual’s
continued access to the security container.

. The Director, OSP, DO/bureau personnel security officer, and/or the individual’s
supervisor, as appropriate, will ensure that the individual does not have access to
any classified information during the period of the suspension of access to
classified information.
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Chapter I  Denial or Revocation of Security Clearance Updated
Section 6 1/8/12

l.

Introduction

This section presents the procedures to be followed when denying or revoking an
employee’s security clearance, in accordance with Executive Order (EQ) 12968, Access
fo Classified Information. The process to appeal a decision is presented in Chapter I,
Section 7.

The procedures in this section are applicable except where the Secretary of the Treasury
invokes the provisions set forth in EO 12968, Section 5.2(c) or {(e).

Notices and Due Dates

a. Notification to an employee ot applicant regarding denial or revocation of
security clearance may be sent by personal delivery, government or commercial
overnight courier, or certified mail. It must be delivered in a timely manner and
an acknowledgment of receipt shall be requested. A copy of any notification
required by this section shall be maintained in the individual’s personnel security
file and a copy shall be provided to the Director, Office of Security Programs
(OSP).

b. Unless explicitly stated otherwise, the time period for a reply or other filing by an
applicant or employee begins upon delivery of notification to the individual.
Where delivery cannot be made or the delivery is refused, the time period begins
five calendar days after issuance of notification to the individual.

The due date specified for a reply or other filing by an individual is the date the reply or
other filing must be received by the appropriate Departmental Offices (DO)/bureau
office. The reply or other filing can be made by personal delivery, facsimile, mail, or
GSA-approved commercial overnight delivery.

Denial or Revocation of Security Clearance

DO/bureaus should proceed with denial or revocation, as appropriate, when the
responsible DO or bureau personnel! security officer determines either of the following:

a, An individual who has been nominated for or currently possesses a security
clearance fails to meet applicable security criteria.
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b. There are insufficient mitigating factors indicating whether security clearance
eligibility may be granted in the future.

Notification of Determination

The individual must be provided with the review proceedings below as set forth in
Section 5.2, EO 12968. :

The applicant or employee must be provided with a written notice of determination
stating that he or she does not meet applicable eligibility standards for access to classified

information. The written notice of determination must contain the following information:

a. As comprehensive and detailed an explanation of the basis for the determination
as the national security interests and other applicable laws permit.

b. The name and address of the official to whom the employee should direct any
reply, request, or other filing.

c. A copy of this section of the Treasury Security Manual (Chapter I, Section 6) and
a statement directing the individual to this section for a description of the review
proceedings available to him or her.

d. A copy of EO 12968.

Review of Determination

a. If an individual to whom a notice of determination is issued requests a review of
the determination, he or she may:

(1 Be represented by counsel or other representative at their own expense.

(2)  Request, in writing, not later than 15 (fifteen) days after receipt of the
Notice of Determination, either or both of the following:

. Any documents, records, and reports upon which a denial or
revocation is based, as defined in section 5.2(2)(2) of EQ 12968.

. The entire investigative file, as permitted by the national security
and other applicable laws.

(3} Request, in writing, a review of that determination, within the following
timeframes:
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. No later than 30 (thirty) days after receipt of the Notice of
Determination, if no timely request has been made under paragraph
5a (1) above.

. No later than 30 (thirty) days after receipt of a notice from
DO/bureau to the individual that the DO/bureau has made the final
release of material requested, where a timely request under
paragraph 5a (2), above, has been made.

Request to appear personally before the deciding authority (the
DO/bureau official designated to review any reply to the notice of
determination), and present relevant documents, materials, and
information. A request to appear personally shall be made no later than
the time at which a written reply to a notice of determination would be
timely made.

DO/bureaus must notify the individual when final release of documents or the file -
is made, so that the due date for a written reply may be set,

M

@)

If the applicant or employee requests any documents, records, or repotts
upon which a denial or revocation is based, the documents must be
provided to the individual within 30 days of receipt of the request. The
documents must be provided to the extent they would be provided if
requested and released under the Freedom of Information Act or the
Privacy Act, as applicable.

If the applicant or employee requests the entire investigative file, such
documents must be provided promptly prior to the time set for a written
reply, as permitted by the national security and other applicable law.

A reply to the notice of determination must be reviewed by an official designated
by DO/bureau officials or personnel security authority.

Note: The deciding authority shall not be under the supervision of the individual
issuing the notice of determination.

()

If the applicant or employee timely requests an opportunity to appear
personally, the deciding authority must comply with the provisions of
Section 5.2(a)(7), EO 12968, be present at the personal appearance, and
prepare a written summary or recording of the personal appearance, at
DO/bureau discretion. The deciding authority will also make any
necessary rulings for the conduct of the personal appearance and regulate
the proceeding as may be necessary.

Note: A confrontation interview as part of the investigation does not
constitute an opportunity to appear personally.
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(2) Upon completion of the review of the case, the deciding authority must
notify the individual in writing of his or her decision (referred to as a
Notice of Review). In the Notice of Review, the deciding authority must
state the reasons for the decision.

If the decision of the deciding authority affirms the determination to deny or
revoke the security clearance, the Notice of Review must also inform the
individual of the right to appeal the decision to the Treasury Department’s
Security Appeals Panel, as described in Section 5.2(a)(7), EO 12968,

To file an appeal, the individual must submit a written appeal to the Security
Appeals Panel at the following address, within 30 days of receipt of the Notice of
Review:

Security Appeals Panel

c/o Director, Office of Security Programs

Room 3180 Treasury Annex

1500 Pennsylvania Avenue, N.W,

Washington, D.C. 20220

Appeals are decided by the Treasury Department’s Security Appeals Panel, which
is discussed more fully in Chapter 1, Section 7.

6.  Final Action

When an applicant or employee timely requests a review of a notice of
determination or, after such review, appeals to the Security Appeals Panel, the
denial or revocation of eligibility for access to classified information is
impiemented only when any or all such proceedings have been completed.

Failure of the applicant or employee to (1) request review of the determination,
(2) appeal to the Security Appeals Panel, or (3) meet any applicable time limit for
these actions normally results in the termination of any further proceedings. The
denial or revocation of security clearance is implemented at that time.

7. Responsibilities for Rulings

a.

Until a deciding authority is designated, the official who issues the notice of
determination will make any necessary rulings with respect to these proceedings.
Upon designation of the deciding authority, the deciding authority will make any
necessary rulings on these proceedings.

Upon receipt of a written appeal to the Security Appeals Panel, the Chair of the
Panel shall make any necessary rulings on procedural matters.
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8.  No Rights Created

These provisions, consistent with Section 5.2 (¢), EO 12968, create no procedural or
substantive rights.
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Security Appeals Panel Procedures Updated
Section 7 1/8/12

. Introduction

This section outlines the procedures for the appeal of a security clearance denial or
revocation, including the responsibilities of the Department of the Treasury Security
Appeals Panel, in accordance with Executive Order (EQ) 12968, Access fo Classified
Information, Part 5, Review of Access Determinations. The appeal process is available to
all Departmental Offices (DO)/bureau employees who have been determined to be
ineligible for access to classified information,

Denial and revocation of eligibility for a security clearance can have a severe impact on
an individual and their career; therefore, the reconsideration and appeals procedures must
be carefully followed to ensure that both security and fairness requirements are met.

2. Notice of Review

Upon completion of the review of a case, the deciding authority must notify the employee
in writing (via Notice of Review) of the deciding authority's decision, the reasons for the
decision, and identify the deciding authority.

3.  Appeal of the Determination

Appeals are resolved by the Treasury Department’s Security Appeals Panel, which is
appointed by the Deputy Assistant Secretary for Security. The panel includes at least two
persons from outside the security field. The Director, Office of Security Programs shall
be a member and chair of the Security Appeals Panel. Upon request of the Security
Appeals Panel, all relevant case materials will be provided by the deciding authority,
including the written summary or recording of any personal appearance.

I the panel determines that additional information or investigation is necessary to render
a decision, the chair may request such information or investigation from the DO/bureau
where the case originated.

The Secretary of the Treasury may personally certify that the appeals process cannot be
made available in a particular case without damaging the national security interests of the
United States by revealing classified information. In such cases, the appeals process shall
not be made available. This certification shall be conclusive.
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Notice of Right to Appeal

The written notice of the results of a review must contain the following statement:

You have the right to appeal this determination to the Treasury Department 's
Security Appeals Panel within 30 days of your receipt of this notice. Your appeal
should be addressed to: '

Security Appeals Panel

c/o Director, Office of Security Programs
Room 3180 Treasury Annex

1500 Pennsylvania Avenue, N.W,
Washington, D.C. 20220

The appeal must be in writing and must contain the following information:

Your full name, address and telephone number(s).

The name, address and telephone number of your attorney or other
representative, if any.

A copy of this notice.

Any written statement, relevant documents, materials, or information you
wish the Security Appeals Panel to consider.

Note: Classified national security information involved in the appeals process
must be protected. Access to this information may only be granted pursuant to
the requirements set forth in EO 12968.

Timeliness of Appeal

An appeal filed outside the 30-day time limit will not be accepted by the Security

Appeals

Panel unless the appeilant demonstrates compelling reasons beyond his or her

control that prevented timely filing. Failure of the applicant or employee to request an
appeal within the required time limit will result in a termination of any further
proceedings. The denial or revocation of security clearance shall be upheld at that time,

Supplementary Information

If the panel determines that additional information or investigation is necessary to render
a decision, the Chair of the Security Appeals Panel may request such information or
investigation from the DO/bureau wherein the case originated. The DO/bureau shall
ensure that the request is fulfilled.
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Personal Appearance Before Panel

The appellant has the right to appear personally and to present relevant documents,
materials, and information at some point in the process before an adjudicative or other
authority. This opportunity will be exercised at the bureau level. The Security Appeals
Panel may, at their discretion, afford the appellant the opportunity to appear before them,

a. Recording. The Security Appeals Panel determines whether and how the personal
appearance will be recorded and transcribed. No other mechanical recording of
the personal appearance will be permitted.

b. Attendance. Only the appellant, the appellant's representative, the Security
Appeals Panel members, and a representative from the Treasury Legal Counsel
are permitted to attend the appellant's personal appearance,

c. Informal Proceeding. Because the personal appearance is an informal
proceeding, statements will not be made under oath. Thele will be no right to
present of cross-examine witnesses.

Decision

The decision of the Security Appeals Panel shall be in writing and is final unless the
Secretary of the Treasury personally exercises appeal authority based upon
recommendations from the Security Appeals Panel. In such case, the decision of the
Secretary shall be final.

The Security Appeals Panel shall provide its decision in writing to the appellant or the
appellant's representative with a copy to the DO/bureau.
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Chapter I Presidential Policy Directive 19, Pr:)tecting Dated
Section 8 ~ Whistleblowers with Access to Classified 6/21/13

Information

Introduction

Treasury employees are protected by the Whistleblower Protection Act of 1989.
Presidential Policy Directive 19 (PPD-19), Protecting Whistleblowers with Access to
Classified Information, dated October 10, 2012 further ensures that employees, serving in
the Executive Branch, who are eligible for access to classified information, can
effectively report waste, fraud, and abuse while protecting classified national security
information and prohibits retaliation against employees for reporting such waste, fraud
and abuse,

Any DO/bureau official who has authority to take, direct others to take, recommend or
approve any action affecting an employee’s eligibility for access to classified
information, shall not, with respect to such authority, take or fail to take, or threaten to
take or fail to take any action affecting an employee’s eligibility for access to classified
information as a reprisal for a protected disclosure.

Protected Disclosure

PPD-19 applies to the protected disclosure” of information, i.e., disclosure of
information by an employee to a supervisor in the employee’s direct line of authority up
to and including the DO/bureau head, to the Inspector General of the employing
DO/bureau (collectively “Inspector General™), or to an employee designated by any of
the above officials for the purpose of receiving such disclosures, that the employee
reasonably believes evidence (1) a violation of any law, rule, or regulation; or (ii) gross
mismanagement, a gross waste of funds, an abuse of authority, or a substantial and
specific danger to public health or safety. The term “protected disclosure” includes:

a. Any communication described by and that complies with subsection (a)(1),
(d), or (h) of section 8H of the Inspector General Act of 1978; subsection
(d)(5)(A) of section 17 of the Central Intelligence Ageacy Act of 1949; or
subsection (k)(5)(A), (D), or (G) of section 103H of the National Security Act
of 1947;

b. The exercise of any appeal, complaint, or grievance with regard to the
violation of PPD-19;

¢. Lawfully participating in an investigation or proceeding regarding a violation
of PPD-19; and
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d. Cooperating with or disclosing information to an Inspector General, in
accordance with applicable provisions of law in connection with an audit,
inspection, or investigation conducted by the Inspector General, if any of the
actions in (paragraph 2b-d above) do not result in the employee disclosing
classified information or other information contrary to law.

Review Process

Employees may appeal actions they allege to be in violation of PPD 19 as grounds for the
review of eligibility decisions described in Sections 6 and 7 of this Chapter. If adequate
review requires the disclosure of classified information, the employee shall contact the
appropriate DO/bureau official or the Director, Office of Security Programs (OSP), to
make the necessary arrangements.

If an employee alleges a violation of PPD-19 during the processes described in Sections 6
and 7 of this Chapter, the matter shall be referred to the relevant Inspector General by the
Director, OSP, upon exhaustion of the employee’s review or appeal rights, for the
_Inspector General’s review to determine whether an action affecting eligibility for access
to classified information violated PPD-19. The Inspector General may recommend to the
last reviewing official or panel appropriate corrective action. That official or panel shall
carefully consider the findings of and actions recommended by the Inspector General for
reconsideration of the employee’s eligibility for access to classified information
consistent with EQ 12968 and may amend its review determination. To the extent
authorized by law (including the Back Pay Act), such action may include, but is not
limited to, reinstatement, reassignment, the award of reasonable attorney’s fees, other
reasonable costs, back pay and related benefits, travel expenses, and compensatory
damages.

Appeal Process by External Panel Review

An employee alleging reprisal in violation of PPD-19 who has exhausted the review
processes described in Sections 6, 7, and 8.4 of this Chapter may request an external
review by a three-member Inspector General panel as required by Section C of PPD-19
by notifying the Inspector General of the employing DO/bureau. PPD-19 requires the
external panel to complete a review of the claim, which may consist of a file review, as
appropriate, within 180 days.

If the external panel determines the individual was subject to an action affecting his or
her eligibility for access to classified information based upon reprisal, it may recommend
that the last reviewing official or panel take corrective action to return the employee, as
nearly as practicable and reasonable, to the position such employee would have held had
the reprisal not occurred and that the official or panel reconsider the employee’s
eligibility for access to classified information consistent with the national security and
EO 12968.
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The last reviewing official or panel head shall carefully consider the recommendation of
the external panel and within 60 days inform the employing DO/bureau and the Director,
OSP, of its determination with respect to the recommendation. The Director, OSP, shall
within 90 days, ensure that the external panel and the Director of National Intelligence
are informed of what action has been taken. :
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Chapter II Personnel Security Updated
Section 1 and Suitability Investigations 12/1/11

1.  Introduction

The purpose of this section'is to present the minimum requirements and standards within
the Department of the Treasury to determine whether an individual’s employment
promotes the efficiency of the service (suitability) and is consistent with the interests of
the national security, as set forth in Title 5 Code of Federal Regulations 731 and 732,
respectively.

Senior managers, supervisors, and empioyees are responsible for familiarization and
compliance with all personnel security regulations and procedures at their installations.

2.  Policy

Every position within Departmental Offices (DO)/bureaus requires that incumbent
employees undergo an investigation conducted by an appropriate government authority
based upon the (1) requirements of Homeland Security Presidential Directive (HSPD-12),
(2) sensitivity of the position, and/or (3) need for access to classified information. The
investigative requirements shall be consistent with the guidance provided by the Office of
Personnel Management (OPM).

3. Personnel Security Program

a. The ‘objective of the Personnel Security Program is to authorize initial and
continued access to classified information and/or initial and continued assignment
to sensitive duties. The program applies to those persons whose loyalty,
reliability and trustworthiness are such that entrusting the persons with classified
information or assigning the persons to sensitive duties is clearly consistent with
the interests of national security.

b. The policies, procedures, and standards prescribed in this section apply to
DO/bureau employees and applicants as well as individuals working as
consultants or experts, students, trainees, and other persons designated by the
Secretary of the Treasury to have access to classified information or assigned to
sensitive duties.

4.  Investigative Responsibilities

By agreement with the OPM Federal Investigative Services Division (OPM-FISD), and
subject to special agreements between OPM- FISD, the DO/bureau background
investigative responsibility is divided as follows: .

1
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On a reimbursable basis, OPM-FIS will conduct standard suitability and national
security investigations as requested by DO/bureaus pursuant to a written
agreement between OPM-FISD and DO/bureaus. In addition to general
agreements, DO/bureaus may enter into special agreements with OPM-FISD to
have OPM-FISD provide other investigative services on a reimbursable basis.
The duration of special agreements and the timing for notice to amend or cancel
them will be established at the time that the agreements are prepared.

DO/bureaus with delegated investigative authority may conduct investigations
where special agreements have been made with OPM-FISD, including all or part
of the National Agency Check (NAC), as well as such additional investigation, as
necessary, to resolve unfavorable or inconsistent information developed during
the background investigation. DO/bureaus with delegated authority must conduct
investigations for competitive service applicants, appointees, and employees that
meet the investigative standards set by OPM-FIS, as covered in the OPM
Investigator’s Handbook.

In order to obtain investigative authority, DO/bureaus must first submit a
business/operations plan to the Director, OSP. The Director, OSP will evaluate
the plan and forward his/her recommendation to OPM-FISD. The DO/bureau
business/operations plan must contain the following information:

(1) Type of investigators DO/bureaus will employ (government
employees, independent contract employees or contract investigation

companies.)

(2) Training plan DO/bureaus will utilize to train investigators and
internal review staff.

(3) Quality Assurance plan DO/bureaus will utilize to monitor:

a. Investigatots interviewing techniques, report writing skills and
professionalism while conducting interviews,

b. Internal review staff proficiency in evaluating completed
investigations against national investigative standards for

completeness and issue resolution.

4 Description of information technology/ automated information system(s)
to be utilized in tracking

a. investigative leads assignments to investigators.

b. timeliness of investigative leads.
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(5)  Signed memoranda of agreement with appropriate Federal agencies if
DO/bureaus intend to conduct any portion of the NAC.

-

OSP reserves the authority to conduct period reviews of all DO/bureaus
investigation programs.

5. Suitability and Security Investigations

a.

Suitability and security investigations:

() Provide an assessment of an individual's potential likelihood to promote
the efficiency and integrity of DO/burean operations when fifling a
particular position.

(2)  Determine if employment or retention in employment is consistent with
the national security.

The investigative process for both types of investigations develops information
and evaluates the background of employees associated with the Department. The
findings of facts ascertained through security investigations are used to determine
eligibility for access to national security information or for special access program
determinations. General guidance showing the minimum type of security and
suitability investigation for each sensitivity or risk level is provided in Chapter 1,
Section 1.

Employees appointed to any DO/bureau position are subject to a suitability

. investigation (1) upon initial appointment to the Federal service and (2) upon

reappointment after a break in service of 24 or more months. Employees also
may be subjected to investigation for access to national security information prior
to or immediately following entrance-on-duty, in accordance with the provisions
of the Treasury Security Manual (TD P 15-71). Current Federal employees
appointed to DO/bureau positions may be subjected to further investigation, if the
position to which they are being appointed carries a higher risk designation than
that for which they were previously investigated. In general, the type of
investigation to be conducted is based on the position's sensitivity or risk level
designation.

All non-employees, such as persons working under personal contracts i.c.,
consultants or experts, are subject to investigation under guidelines set forth in
Homeland Security Presidential Directive 12 (HSPD-12) if they have an official
association with an operating unit or office. In general, the type of investigation
to be conducted is based on the risk associated with the individual's work and the
anticipated period of association with DO/bureau.
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6. Initiating Requests for Investigations
Investigations are initiated for several reasons.

a. Every employee shall undergo a suitability investigation prior to or immediately
following entrance-on-duty. A suitability investigation shall be initiated upon
selection of an individual for employment within the DO/bureau.

The immediate supervisor or human resources officer must request a suitability
investigation for the new employee.

(1)  For all positions designated Low Risk, the Standard Form 85 (SF 85) is
used. For positions designated Moderate or High Risk, the SF 85P is used.
The SF 85P-S is used only after obtaining written approval of OPM.

(2).  The DO/bureau security office directs the applicant to either submit the
required information via OPM’s Electronic Questionnaire for
Investigations Processing (OPM’s ¢-QIP) or on paper via an SF 85 or SF
85P. The SF 85 or SF 85P provides current biographical information to
allow for an investigation to establish eligibility for access.

b. Although position sensitivity may dictate a more detailed investigation, the
following security clearance levels require the minimum types of investigation
indicated below:

(1)  Top Secret. A Single Scope Background Investigation (SSBI) no more
than five years old, or updated by a Single Scope Background
Investigation-Periodic Reinvestigation (SSBI-PR) within the most recent
five-year period.

(2)  Secret. An Access National Agency Check and Inquiries (ANACI) no
more than ten years old and no break in Federal service of greater than 23
months,

Prior to movement to a new position that requires access to classified information
or when the assignment results in a significant change in duties, a request for
security clearance must be forwarded to the appropriate DO/bureau personnel
security office or component for approval, even if the assignment involves the
same level of security clearance as the employee's current position.

(1) When an employee occupics a position that subsequently requires access
to classified information, the employee may continue to perform in the
position provided access to classified information is prevented until the
responsible DO/bureau security office grants the appropriate security
clearance. Background investigations are initiated within 14 days of the
effective date of the new position designation,

4
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When an employee moves to a position that requires access to a higher
level of classified information, the employee may continue to perform in
the position and have access to classified information at the level for
which he or she has previously been granted until the responsible
DO/bureau personnel security office upgrades the security clearance to the
higher level clearance or grants the appropriate level of temporary or
interim access. Background investigations will be initiated within 14 days
of the effective date of the new position designation,

c., Investigations are initiated via e-mail or other written request. The immediate
supervisor or program manager requests and justifies a security clearance for a
subordinate employee. The request is forwarded to the appropriate DO/bureau
personnel security office.

(D

)

G)

(4)

(5)

The request states the level of clearance (Top Secret, Secret or Confidential)
and justifies the request for access. The request describes the individual's
"need-to-know," the nature of access, how often it will occur, and the
duration required for the security clearance. If the duration is indefinite, it
must be so stated.

The DO/bureau personnel security office will direct the applicant to either
submit the required information via OPM’s E-QIP or on paper via a SF 86,
Questionnaire for National Security Positions. A new or updated SF 86 is
required when the security office does not have one on file.

Note: The SF 86 provides current biographical information to allow an
investigation to establish eligibility for access.

SF 312, Classified Information Nondisclosure Agreement, can only be
signed after eligibility for access to classified information has been
granted by the approving authority; therefore, it will not be executed and
sent with the clearance request package.

The individual must sign SF 312 immediately after receiving the required
security indoctrination briefing since it is a legally binding document that
grants the signer eligibility for access to classified information upon
signature in return for abiding by its requirements.

The supervisors and managers requesting a security clearance for a
subordinate employee are responsible for following the safeguarding
requirements and procedures described in Chapters III and V.

Investigative Scope
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Investigative scope and standards applicable to each level and category of classified
information were established by the former Security Policy Board, approved by the
President, and are still in use. Investigative requirements of sensitive positions are
established by OPM.

Nothing in this section shall prevent DO/bureaus from establishing additional
requirements that may be necessitated by mission responsibilities. However,
investigations for access to classified information must be in compliance with Executive
Order (EO) 12968 or any other EO, regulation, or statute pertaining to granting access to
classified information.

a. Periodic Reinvestigations are Mandatory. Circumstances and characteristics may
change dramatically over time and thereby alter the eligibility of an employee’s
continued access to classified information. Periodic reinvestigations shall be
conducted with the same priority and care as initial investigations. The
timeframes for reinvestigation are as follows:

(D

()

All personnel with access to classified information must be reinvestigated
periodically, according to clearance [evel.

. Personnel with access to Top Secret, “Q”, and SCI will be
reinvestigated at least every five years.

. Personnel with a Secret or “L” clearance will be reinvestigated at
least every ten years,

. Personnel with a Confidential clearance will be reinvestigated at
least every 15 years.

Personnel with no access to classified information, that is, personnel in
positions designated Critical-Sensitive, High Risk, and those in Law
Enforcement or Public Trust positions that are designated Moderate Risk,
are subject to a Periodic Reinvestigation (PRI) no later than five years
after placement and at least once every succeeding five years.

b. If there is a change in position risk or sensitivity level, i.e., an employee moving
to a position at a higher risk or sensitivity level than the position he or she
currently occupies, the employee must meet the investigative requirements of the
position désignation of the new position.,

(D

@)

For an employee moving into a Critical-Sensitive or Special-Sensitive
position, the investigation must be completed pre-appointment (reference
Part 8 for waiver conditions).

Other than for Special or Critical-Sensitive levels, if the position risk or

6




10.

Treasury Security Manual — TD P 15-71

sensitivity of an incumbent’s position is increased due to an accretion of
duties and responsibilities, the incumbent may remain in the position, but
the investigation required by the higher risk/sensitivity level should be
initiated within 14 working days of the effective date of the new position
designation.

(3)  Movement of an employee into a Special-Sensitive position must be made
in consultation with the Director, Office of Security Programs (OSP).

Waivers of Pre-appointment Investigations

In accordance with EO 10450, Section 3(b), and 5 CFR 732, at a minimum, a request for
a waiver of a required pre-appointment investigation for Critical-Sensitive positions shall
be based on the existence of the following:

. The nature of the emergency and/or critical need requiring immediate
appointment precludes obtaining pre-waiver checks.

. Checks were initiated but not all responses were received within five days.
. Checks made and favorably completed are listed.

Waiver requests must be submitted to the Director, OSP for approval. The requirement
for pre-appointment investigation for Special-Sensitive positions may not be waived.

Credit Checks

In accordance with the Fair Credit Reporting Act, all DO/bureau applicants and
employees, including contractor employees, for whom a credit check is initiated, will be
notified in writing that credit reports may be obtained for employment purposes. Written
consent must be obtained prior to any such reports being procured. Individuals must be
notified promptly if information in their credit report may result in any unfavorable
action, such as denial of a clearance, employment, or access authorization. TD F 15-03.9,
Fair Credit Repoiting Act Disclosure and Authorization Form shall be used for this
purpose. (See Attachment 1).

Other Types of Background Investigations

There are other types of background investigations that are required depending upon the
position and circumstances of the individuals for which these investigations must be
done.

a. Child Care Worker Criminal Background Checks. Public Law 101-647, Child
Care Worker Employee Background Checks (42 U.S.C. [3041), requires
that (1) each agency of the Federal Government and (2) every facility operated by

7
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the Federal Government (or operated under contract with the Federal
Government) that hires (or contracts for hire) individuals to provide child care
services to children under the age of 18, shall assure that all existing and newly
hired employees undergo a criminal history background check, the results of
which shall be communicated to the employing agency. The approved level of
investigation is the Child Care National Agency Check with Inquiries (CNACT),
which can be procured from OPM.

Investigations for Foreign Governments. Agencies that conduct background
investigations, including the Federal Bureau of Investigation (FBI) and the
Department of State, are authorized to conduct personnel security investigations
in the United States when a foreign government requests them as part of its own
personnel security program and with the consent of the individual.

DO/bureau Employees Assigned/Working Outside the United States. DO/bureau
employees assigned overseas to diplomatic posts/facilities are investigated and
clearances issued by the employing DO/bureau personnel security office. On-
location part-time, intermittent or temporary (PIT) employees may be hired to
work by the Department of State. If the subject is employed by the Department of
State (DOS), even if working in a DO/bureau office, the DOS has the
responsibility for investigating and granting the security clearance. Consult the
State Departiment’s Foreign Affairs Manual (3 FAM 123) for specific steps to
follow.

Treasury Advisory Committee Members. Personnel security procedures relating
to participants on advisory committees (1) require that pre-appointment and
annual tax checks be requested by sponsoring officials; and (2) include FBI Name
Checks and a security clearance.

(1)  Inorder to conduct those inquiries, committee-sponsoring officials are
responsible for obtaining the following biographical data from nominees
and providing it to the Director, OSP:

o Full Name (last, first and middle). -

o Other Names, Aliases, Maiden Names, Pseudonyms Used.,
Date and Place of Birth.

Social Security Number (SSN).

Current Home Address.

Current Employment Address.

Occupation.

(2)  Sponsoring officials shall inform selected advisory commission members
of the purpose for requesting the information, as required by the Privacy
Act, and that the SSN is used in this instance as an identifier to distinguish
between individuals with identical names and birth dates. Sponsoring
officials shall obtain a signed tax check waiver, TD F 15-03.10, Tax

8
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Check/Tax Audit Waiver Form from the selected member (See
Attachment 3).

(3)  When results of the checks are obtained and are favorable, the requesting
office is informed that there is no objection to the person participating in
the requested capacity. This does not, however, constitute a security
clearance for access to classified information.

Exceptions to Investigative Requirements

In accordance with 5 CEFR 732, sensitive positions that are intermittent, seasonal, on per
diem, or temporary and do not exceed an aggregate of 180 days, are exempt from the
investigative requirements of EO 10450. However, these sensitive positions are subject
to checks deemed appropriate to ensure that the employment or retention of individuals in
these positions is clearly consistent with the interests of national security. Individuals
performing in intermittent, seasonal, per diem, or temporary positions shall, at a
minimum, have a FBI fingerprint and name check. DO/bureaus may require additional
investigative efforts as required to meet specific needs.

Investigative Requirements after Breaks in Service

If a person who requires access has been retired or separated from U.S. Government
employment for less than 24 months and is the subject of an investigation that is
otherwise current, the agency granting the access, at a minimum must review an updated
SF 86 and applicable records. A reinvestigation is not required unless the review
indicates the person may no longer satisfy the standards of EO 12968.
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Attachment 1

Department of the Treasury
Fair Credit Reporting Act
Disclosure and Authorization Form

This is a release for the Department of the Treasury to obtain one or more consumer/credit
reports about you for an investigation in connection with your application for employment or in
the course of your employment with the / Department of the Treasury,
including your employment as a contractor. One or more reports about you may be obtained for
employment purposes, including evaluating your suitability for employment, promotion or
reassignment which results in a change to your position risk level, or access to classified
information.

I , hereby authorize the Department of the Treasury to
obtain such report(s) from any consumer/credit reporting agency for employment purposes. This
authorization is valid for 5 years from the signed date, or upon the termination of my
employment with / Department of the Treasury, or until the
investigation has been completed, whichever is sooner. If T apply for another position that
requires a credit inquiry, T understand that [ will be required to complete a new authorization.
Copies of this authorization that show my signature are as valid as the original signed by me.

Signature

Date

This form is in compliance with the Privacy Act of 1974. Our authorized right to ask for this information is 5 U.S.C. 301 and
Executive Order 10450, which established the criteria for sensitive Government positions. The information you supply by
signing this release of information form will be used principally to aid in the completion of an investigation to determine your
suitability tor employment in the Federal service or for other employment purposes. Such purposes include, but are not limited
1o, a security clearance, evaluation of qualification, suitability, loyalty 1o the United States, eligibility for access to government
information, facilities, or information technology systems, or congressional inquiries, The information obtained may be re-
disclosed to other Federal agencies for the above purposes and to the extent that is authorized by law.

Your signature on this release is voluntary, however, your failure to complete this form may mean that the required information
cannot be obtained to complete your investigation. This may affect your placement or security clearance prospects.

If the Department of the Treasury intends to take any adverse action based in whole or in part on your credit report, you are
entitled to certain protections set out in the Fair Credit Reporting Act, 15 1J.8,C. 1681b. These protections are shown on the
reverse side of the form.

TD F 15-03.9
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A Summary of Your Rights Under the Fair Credit Reporting Act

The federal Fair Credit Reporting Act (FCRAY} is designed to premote accuracy, faimess, and privacy of information in the files of every
"consumer reporiing agency” (CRA). Most CRAs are credif bureaus that gather and sell information about you -- such as it you pay your bills on
time or have filed bankruptcy -- to creditors, employess, landlords, and other businesses. You can find the complete text of the FCRA, 15 U.S.C.
§§1681-1681u. The FCRA gives you specific rights, as outlined below. You may have additional rights under state law. You may contact a state
or local consumer protection agency or a state attomey general to leamn those rights,

You must be told if information in your file has been used against yow. Anyone who uses information from a CRA 1o take action against you
-- such as denying an application for credit, insurance, or employment -- must tell you, and give you the name, address, and phone number of the
CRA that provided the consumer report. You can find out what is in your file, At your request, a CRA must give you the information in your
file, and a list of everyone who has requested it recently. There is no charge for the report if a person has taken action against yeu because of
information supptied by the CRA, if you request the report within 60 days of receiving notice of the action. You also are entitled to one free
report every twelve months upon request if you certify that (1) you are unemployed and plan to seek empioyment within 60 days, (2) you are on
welfare, or (3) your report is ingccurate due to fraud, Otherwise, a CRA may charge you up to eight dollars. You can dispute inaccurate
information with the CRA. If you tell a CRA that your file contains inaccurate information, the CRA must investigate the items {usually within
30 days) by presenting to its information scurce ail relevant evidence you submit, untess your dispute is frivolous. The source must review your
evidence and report its findings to the CRA. (The source also must advise national CRAs -- to which it has provided the data -- of any error.} The
CRA must give you a written report of the investigation and a copy of your repert if the investigation results in any change. If the CRA's
Investigation does not resolve the dispute, you may add a brief statement to your file. The CRA must normally include a summary of your
statement in future reports. If an item is deleted or a dispute statement is filed, you may ask that anyone who has recently received your report be
netified of the change. Inaccurate information must be carrected or deleted. A CRA must remove or correct inaccurate of unverified
information from its files, usually within 30 days after you dispute it. However, the CRA is not required to remove accurate data from your
file unless it is outdated (as described below) or cannot be verified. If your dispute results in any change to your report, the CRA camnot
reinsert into your file a disputed item unless the information source verifies its accuracy and completeness. In addition, the CRA must give you a
written notice telling you it has reinserted the item. The notice must include the name, address and phone number of the infonmatien source, You
can dispute inzccurate items with the source of the information, If you tell anyone -~ such as a creditor who reports to a CRA -- that you
dispute an item, they may not then report the information to a CRA without including a notice of your dispute. In addition, once you've notified
the source of the error in writing, it may not continue to report the information if it is, in fact, an error. Outdated information may not be
reporfed. In most cases, a CRA may not report negative information that is more than seven years old; ten years for bankrupteies. Access to
your file is limited. A CRA may provide information about you only to people with a need recognized by the FCRA -- usually to consider an
application with a creditor, insurer, employer, fandlocd, or other business. Your consent is required for reporis that are provided to
employers, or reports that contain medical information. A CRA may not give out information about you to your employer, or prospective
employer, without your written consent. A CRA may not report medical infonmation about you to creditors, insurers, or employers without your
permission. You may choose to exclude your name from CRA lists for unsolicited credit and insurance offers. Creditors and insurers may
use file information as the basis for sending you unsolicited offers of credit or insurance. Such offers must include a toll-free phone number for
you to ¢all if you want your name and address removed from future lists. If you call, you must be kept off the lists for two years. If you request,
cornplete, and return the CRA form provided tor this purpose, you must be taken off the lists indetinitely. You may seek damages from
violators. If a CRA, a user or (in some cases) a provider of CRA data, viclates the FCRA, you may sue them in state or federal court.

The FCRA gives several different faderal agencies authority to enforce the FCRA;

FOR QUESTIONS OR CONCERNS REGARDING PLEASE CONTACT
CRAs, creditors and others not listed below Federal Trade Commission, Consumer Response Center- FCRA,
Washington, DC 20580 * 202-326-3761
National banks, federal branches/agencies of foreign banks (word Office of the Comptroller of the Currency
"Naticnal” or initials "N.A." appear in or after bank’s name} Compliance Management, Mail Stop 6-6
Washington, DC 20219 * 800-613-6743
Federal Reserve System member banks (except national banks, and Federal Reserve Board, Division of Consumer & Community Affairs
federal branches/agencies of foreign banks) ‘Washington, DC 20551 * 202-452-3693
Savings associations and federally chartered savings banks {(word Office of Thrift Supervision
"Federal” or initials "F.5.B." appear in federal institution's name) Consumer Programns, Washington D.C. 20552* 800- 842-692%
Federal eredit unions (words "Federal Credit Union® appear in National Credit Union Administration
institution's name} 1775 Duke Street , Alexandria, VA 22314 * 703-518-6360
State-chartered banks that are not members of the Federal Reserve Federal Deposit Insurance Corporation
System Division of Compliance & Consumer Affairs
Washington, DC 20429 * §00-934-FDIC
Air, surface, or rail common carriers regulated by former Civil Department of Transportation
Acronautics Board or Interstate Commerce Commission Office of Financial Management
Washington, DC 20590 * 202-366-1306
Activities subject to the Packers and Stockyards Act, 1921 Department of Agriculture
Office of Deputy Administrator-GIPSA
Washington, DC 20250 * 202-720-7051
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Table 1: Which Investigation to Request

If the requirement | And the person Based on this Then the investigation Using
is for has this access investigation required is standard
CONFIDENTIAL, NONE NONE
SECRET, “L”
ANACI A
CONF, SECRET, | Out of date ANACL
“L” or SSBI
NONE NONE
TOP SECRET, NONE; Current or out of date
SCL “Q” CONF, SECRET, ANACIT SSBI B
ﬂ]”
TS, 8CJ, “Q” Out of date SSBI SSBI-PR C

Table 2: Reinvestigation Requirements

If the requirement is for

Type required if there has been a break in

“Q”

And the age of the service of
investigation is 0-23 months 24 months or more
0 to 14 years, 11 months None (NOTE 1)
CONFIDENTIAL 15 years or more NACLC NACLC
0 to 9 years, 11 months None (NOTE 1)
SECRET, “L” 10 years or more NACLC
0 to 4 years, 11 months None (NOTE 1)
TOP SECRET, SCJ, 5 years or more SSBI-PR SSBI

NOTE 1: As a minimum, review an updated SF 86 and applicable records. A reinvestigation
(NACLC or Special Background Investigation-Periodic Reinvestigation [SBI-PR]) is not
required unless the review indicates the person may no longer satisfy the standards of EO 12968,

12
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Attachment 3

Department of the Treasury
Tax Check/Tax Audit Waiver Form

PRIOR TO COMPLETING THIS FORM, REVIEW THE TERMS OF THIS AGREEMENT,

By providing the information herein and by signing this waiver, I voluntarily authorize the
Internal Revenue Service (IRS) to release the return(s) and return information indicated below.
The return(s) and return information will be used concerning my appointment or employment by
the United States Government, This waiver is made pursuant to 26 U.S.C. 6103(c), which
permits the release of return(s) and return information, which would otherwise be confidential, to
my designee.

[ request that the IRS release return(s) and return information to the following:

Name of Agency and his/her authorized representatives

The information [ am consenting to refease is:

1.

Have I failed to file a Federal income tax return for any of the last three years for which
filing of a return might have been required? (If the filing date for the most recent
required return has not yet lapsed on the date the [RS receives this waiver and IRS
records do not indicate a return filing for the most recent required return, the “last three
years” will mean the three years preceding the year for which returns are currently being
filed and processed.)

Were any of the returns in item [ filed more than 45 days after the due date for filing
(determined with regard to any extension(s) of time for filing?)

Have I failed to pay any tax, penalty or interest liability during the current or last three
calendar years within 45 days of the date of which the IRS gave notice of the amount due
and request for payment?

Am I now or have T ever been under investigation by the IRS for possible ¢riminal
offenses?

Has any civil penalty for fraud been assessed against me during the current or last three
calendar years?

If the information, which is to be released, includes a “Yes” answer to any of the above
five questions, | authorize the IRS to release any information pertaining to that question.

TD F 15-03.10
13




Treasury Security Manual — TD P 15-71

Name: SSN:

Home Phone; Work Phone:

Current Address:

If married and filing a joint return:

Spouse Name: Spouse SSN:

Name and address shown on returns for the last three years (if different from above).

Year Name : Address
Date Signed Signature of taxpayer authorizing the
(Note: Waiver invalid unless dated disclosure of return information

by the taxpayer and received by the
IRS within 120 days of this date.

NOTE: ANY ALTERATION OF THIS DOCUMENT MUST BE ACCOMPANIED BY THE
TAXPAYER’S INITIALS AND DATE.

This form is in compliance with the Privacy Act of 1974. Our authorized right to ask for this information is 5 U.S.C. 30t and
Executive Order 10450, which established the criteria for sensitive Government positions. The information you supply by
signing this release of information form will be used principally to aid in the completion of an investigation to determine your
suitability for employment in the Federal service or for other employment purposes. Such purposes include, but are not limited
to, a security clearance, evaluation of qualification, suitability, loyalty to the United States, eligibility for access to government
information, facilities, or information techriology systems, or congressional inquiries. The information obtained may be re-
disclosed to other Federal agencies for the above purposes and to the extent that is authorized by law.

Your signature on this release is voluntary, however, your failure to complete this form may mean that the required information

cannot be obtained to complete your investigation, This may affect your placement or security clearance prospects.

TDF 15-03.10
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Chapter I[I  Investigative Requirements for Federal Updated
Section 2 Employees, Contractors, Subcontractors,  7/28/11

Experts, Consultants and Paid/Unpaid Interns

Introduction

The purpose of this section is to describe investigative requirements for Federal
employees, contractors, subcontractors, experts, consultants, and paid/unpaid interns,
who require staff-like access, wherever the location, to (1) Treasury/bureau-owned or
controlled facilities; or (2) work on contracts that involve the design, operation, repair or
maintenance of information systems; and/or (3) require access to sensitive but
unclassified information.

Investigative requirements described herein also apply to personnel employed by United
States boards/commissions/committees, regulatory corporations/boards/enterprises,
federally funded research and development centers and federally chartered entities, for
example: Smithsonian Institution, Federal Reserve, Legal Services Corporation, State
Justice Institute, and United States Institute of Peace,

This section does not prescribe policy with respect to issuance of security clearances
for access to classified National Security information under the National Industrial
Security Program (NISP). See Chapter IV.

Scope

The provisions in this section apply to all bureaus, the Office of Inspector General (OIG),
the Office of Treasury Inspector General for Tax Administration (TIGTA), and the
Office of the Special Inspector General for the Troubled Asset Retief Program
(SIGTARP) hereafter referred to as “bureaus.” This section does not affect authorities
reserved to the Assistant Secretary (Office of Intelligence and Analysis).

Requirements

a. The Contracting Officer’s Technical Representative (COTR), in conjunction with the
appropriate Departmental Offices (DO)/bureau management and the corresponding
personnel security officer will review the work to be performed under contract and
assign the highest risk designation to the entire contract in accordance with the
criteria in Chapter I, Section 2, Position Sensitivity and Risk Designation. Each
Federal employee, contractor, subcontractor, expert, consultant, and paid/unpaid
intern will undergo investigative processing based on the works risk level
designation.
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The level to which such contractors, subcontractors, experts, consultants, and
paid/unpaid interns are investigated shall be comparable to that required for
Federal employees who occupy the same positions and who have the same
position sensitivity designation. This includes contractors, subcontractors,
expetts, consultants, and paid/unpaid interns who have access to information or
passwords associated with DO/bureau [T systems, designated sensitive positions,
including off-worksite access. '

All Federal employees, contractors, subcontractors, experts, consultants, and
paid/unpaid interns are subject to a background investigation to determine their
suitability and fitness for DO/bureau work and the investigation must be
favorably adjudicated. Investigation of contractors, subcontractors, experts,
consultants, and paid/unpaid interns will be conducted by employees of any of the
following:

(1)  The hiring DO/bureau,
(2)  Another Federal agency.

(3) A contracting firm knowledgeable of the background investigations
program that has been selected by the hiring DO/bureau, in consultation
with the Office of Security Programs (OSP),

(4)  Anagency/company delegated by the individual DO/bureau Security
Officer.

DO/bureau personnel security officers, in consultation with the COTR, Computer
Security Officer, or appropriate DO/bureau official are to weigh potential risks
and the magnitude of loss or harm that could be caused by individual Federal
employees, contractors, subcontractors, experts, consultants, and paid/unpaid
interns and determing risk levels for the DO/bureau facilities, information
systems, and sensitive but unclassified information. Each DO/bureau has the final
authority to designate the minimum requirements for their respective Federal
employees, contractors, subcontractors, experts, consultants, and paid/unpaid
interns background investigations,

DO/bureaus shall establish procedures to ensure information contained in the
forms submitted by Federal employees, contractors, subcontractors, experts,
consultants, and paid/unpaid interns for background investigations is treated in a
confidential manner. It is the Department’s policy that such information should
only be available for review by employees of the DO/bureau security office.

Responsibility for adjudication of the background investigations shall remain with

the DO/bureau personnel security officer or delegated authority. This applies to,
but is not necessarily limited to end-product vendors but all Federal employees,

2
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contractors, subcontractors, experts, consuitants, and paid/unpaid interns.
Individuals hired as Federal employees, contractors, subcontractors, experts,
consultants, and paid/unpaid interns shall be subject to the same requirements as
DO/bureau employees for the purpose of determining position sensitivity/risk and
investigative requirements and shall not be processed through the NISP.

DOf/bureaus shail establish and maintain a personnel security file for each
individual Federal employee, contractor, subcontractor, expert, consultant, and
paid/unpaid intern in (1) all national security positions; (2) all moderate and high
risk public trust positions; and (3) those low risk or non-sensitive positions on
whom unfavorable or derogatory information has been developed or received
unless the file is maintained by the Office of Personnel Management (OPM).
DO/bureaus need not maintain a file on a Federal employee, contractor,
subcontractor, expert, consultant, and paid/unpaid intern granted access to
classified information under the NISP, unless there is a requirement (1) for
additional investigation in connection with access to DO/bureau facilities or IT
systems; or (2) for access to classified information not covered under the NISP,

With regard to favorable investigations on Federal employees, contractors,
subcontractors, experts, consultants, and paid/unpaid interns in low or moderate
risk positions, DO/bureaus may, at their discretion, retain either the entire report
or pertinent investigative data only. The specific location of personnel security
files shall be at DO/burean discretion with the following exception: all national
security files shall be maintained by the DO/bureau security officer.

DO/bureau building service Federal employees, contractors, subconiractors,
experts, consultants, and paid/unpaid interns whose duration of employment
exceeds 30 days shall undergo, at a minimum, limited criminal history
background checks as a condition for U.S. Government work. Such checks shall
be based upon a technical search of the fingerprint files maintained by the FBI.

Federal employees, contractors, subcontractors, experts, consultants, and

paid/unpaid interns who are screened for DO/bureau work shall nof be considered
to have been granted security clearance for access to classified information on the
basis of the successful completion of any required investigation under this section.

Federai employees, contractors, subcontractors, experts, consultants, and
paid/unpaid interns requiring access to DO/bureau facilities in foreign countries
who have been certified by the Department of State Diplomatic Security Service
as meeting investigative and adjudicative criteria for access to facilities under the
authority of a Chief of Mission shall be deemed to meet personnel security
standards.
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Honoring Security Clearances

DO/bureau personnel security officers shall honor a Federal employee’s, contractor’s,
subcontractor’s, expert’s, consultant’s, and paid/unpaid intern’s valid security clearance
for access to classified information issued by other United States Government agencies or
departments, provided the investigative basis for the clearance is current and meets
investigative requirements., Additional investigation may be necessary if the
imvestigation upon which the Federal employee’s, contractor’s, subcontractor’s, expert’s,
consultant’s, and paid/unpaid intern’s security clearance was based is not sufficient for
that needed for access to DO/bureau facilities, I'T systems, and/or sensitive information.

Citizenship Requirements

a. Federal employees, contractors, subcontractors, experts, consultants, and
paid/unpaid interns hired for work within the United States or its territories and
possessions and who require access to DO/bureau-owned or controlled facilities,
IT systems or security items or products, shall either be U.S. citizens or have
lawful permanent resident alien status (green card holders).

b. DO/bureaus shall adhere to the following standard when allowing Federal
employees, contractors, subcontractors, experts, consultants, and paid/unpaid
interns access to DO/bureau-owned or -controfled facilities, IT systems, or
security items or products.

€Y Low Risk = U.S. Citizen or lawful Permanent Resident Alien.

(2)  Moderate Risk = U.S. Citizen or lawful Permanent Resident Alien with at
least three or more years of U.S. residency from the date of legal entry to
the U.S.

(3)  High Risk = U.S. Citizen.

c. Only under exceptional circumstances should a waiver be requested when a
Federal employee, contractor, subcontractor, expert, consultant, and paid/unpaid
intern does not meet the citizenship or lawful permanent resident alien status
requirement. Requests for waivers to the citizenship requirement must be
submitted in writing. Foreign nationals employed as Federal employees,
contractors, subcontractors, experts, consultants, and paid/unpaid interns shall not
be allowed access to DO/bureau-owned or controlled facilities, IT systems, or
security items or products prior to the issuance of a waiver.

d. Waivers for noncitizens performing in low-risk/non-sensitive positions may be
requested in writing by COTRs through the DO/bureau security officer to the
Director, OSP for determination.
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e. Waivers for noncitizens performing in moderate-risk positions shall be requested
in writing by the COTR, through a senior executive-level (SES) manager in the
business unit that has the contract or through the DO/bureau head, to the Director,
OSP for determination.

f. Waivers for access to high-risk positions will #ot be considered for foreign
nationals.
g. Waivers for foreign nationals working in IT positions involving the development

of DO/bureau hardware or software products will not be considered if the position
involves the design of security models, application integration, customization of
software or hardware, or configuration of servers or networks. Waivers will not
be allowed if the position has the ability to manipulate, or alter or affect the
integrity; accessibility or availability of IT maintained information or records,

h. All waivers involving IT systems must also be routed though Treasury’s Chief
Information Officer for review prior to approval by the Director, OSP and final
determination.

i All waiver requests must include the following:

(1) The full name, date of birth, place of birth, and current citizenship of the
applicant.

(2) A completed SF 85, SF 85P, or SF 86.

(3) A compieted background investigation,

(4) A description of the job/duty to be performed.

(5)  Justification why there is no qualifying U.S. citizen or lawful permanent
resident alien available or capable of performing the task.

(6) A business case necessitating the waiver.

(7)  An assessment of the risk associated with granting the waiver,

(8)  All security countermeasures and actions taken to mitigate the risks

associated with the requested waiver.

Solicitations and Contracts

Solicitations and contracts shall include an appropriate caveat that contractor,
subcontractor, expert, consultant, and paid/unpaid intern screening is required for access
to DO/bureau facilities, IT systems, security items and products, and/or sensitive
information. The caveat shall require the successful contractor, subcontractor, expert,
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consultant, and paid/unpaid intern to execute appropriate security forms prescribed by the
DO/bureau personnel security component {1} prior to work being performed; and (2) in
advance of being granted access to DO/bureau facilities, IT systems, and/or sensitive
information.

Adverse Information and Revocation of Access

a. When adverse information is developed in the course of an investigation, the
scope of the inquiry will normally be expanded to the extent necessary to obtain
such additional information as may be required to determine whether the Federal
employee, contractor, subcontractor, expert, consultant, and paid/unpaid intern
may be employed and granted access to DO/bureau facilities, 1T systems, security
items and products, and/or sensitive information.

b, A Federal employee, contractor, subcontractor, expert, consultant, and
paid/unpaid intern on whom unfavorable or derogatory information has been
developed during a personnel investigation must be so advised and offered an
opportunity to refute, explain, clarify, or mitigate the information in question.
The individual should also be advised that neither the nature of the information or
the results of the interview, if he/she is denied employability on the U.S.
Government-funded contract, will be conveyed by the DO/bureau to the
employing company or any representative of the firm. However, if after final
adjudication, a determination is made of ineligibility to render services and access
to DO/bureau facilities is denied, the person will be formally notified and
informed of the decision and the reason(s).

c. When denial of Federal employee staff-like access is appropriate, the contractor,
subcontractor, expert, consultant, and paid/unpaid intern shall be informed,
simultancously with notification to the employing company that the individual is
denied access for reasonable cause. The company shall be notified that the
finding makes the individual ineligible to render services or otherwise perform
work. The government may not disclose any details of the adverse information to
the employing firm. This decision of the U.S. Government does not intend to
imply that the contractor’s, subcontractor’s, expert’s, consultant’s, and
paid/unpaid intern’s suitability for employment elsewhere in the company is
affected.

d. Access to DO/bureau facilities, IT systems, security items and products, and
sensitive information is a privilege. It may be revoked by the affected DO/bureau
based upon unsanctioned, negligent or willful action on the part of a Federal
employee, contractor, subcontractor, expert, consultant, and paid/unpaid intern.
Examples of actions that can trigger revocation include, but are not limited to,
exploration of a sensitive system and/or data, introduction of unauthorized and/or
malicious software, unauthorized modification or disclosure of IT systems and/or
data, or failure to follow prescribed access control policies or procedures.
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8.  Nondisclosure Agreement for Sensitive Information

a.

DO/bureau personnel security officers, in consultation with DO/bureau IT
systems security officers, contracting officers, and COTRs, shall determine
whether sensitive information to which Federal employees, contractors,
subcontractors, experts, consultants, and paid/unpaid interns require access,

‘warrants execution of a nondisclosure agreement as a condition thereof. When

determined to be necessary following review and approval of DO/bureau legal
counsel, each non-discl