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John Greenewald
The Black Vault
27305 W. Live Oak Rd., Suite #1203
Castaic, CA 91384

RE: ICE FOIA Case Number 2018-ICFO-26451
        OIG FOIA Case Number 2017-IGFO-00118

Dear Mr. Greenewald:

This is the final response to your Freedom of Information Act (FOIA) request to U.S. 
Department of Homeland Security (DHS) Office of the Inspector General (OIG) dated July 06, 
2017.  You are seeking a copy of records, electronic or otherwise, of the final report for 
DHS/OIG Investigation: I14-BP-TUC-16379, investigating a DHS Employee from the Tuscon, 
Arizona US Border Patrol.

A search of OIG for records responsive to your request produced records that originated from 
U.S. Immigration and Customs Enforcement (ICE). OIG referred these records to ICE for review 
and processing under the FOIA, 5 U.S.C. § 552.

After review of the records referred by OIG, I have determined that portions of the documents 
will be withheld pursuant to Exemptions of the FOIA. The specific Exemptions applied are 
identified within the enclosed documents. Descriptions of those Exemptions are enclosed.

You have a right to appeal the above withholding determination.  Should you wish to do so, you 
must send your appeal and a copy of this letter, within 90 days of the date of this letter following 
the procedures outlined in the DHS FOIA regulations at 6 C.F.R. Part 5 § 5.8, to:

U.S. Immigration and Customs Enforcement
Office of the Principal Legal Advisor
U.S. Department of Homeland Security
500 12th Street, S.W., Mail Stop 5900 
Washington, D.C. 20536-5900

Your envelope and letter should be marked “FOIA Appeal.”  Copies of the FOIA and DHS 
regulations are available at www.dhs.gov/foia.



If you need any further assistance or would like to discuss any aspect of your request, please 
contact the FOIA office and reference the ICE FOIA case number in the subject line of this 
letter. You may send an e-mail to ice-foia@ice.dhs.gov, call toll free (866) 633-1182, or you 
may contact our FOIA Public Liaison, Fernando Pineiro, in the same manner. Additionally, you 
have a right to right to seek dispute resolution services from the Office of Government 
Information Services (OGIS) which mediates disputes between FOIA requesters and Federal 
agencies as a non-exclusive alternative to litigation. If you are requesting access to your own 
records (which is considered a Privacy Act request), you should know that OGIS does not have 
the authority to handle requests made under the Privacy Act of 1974. You may contact OGIS as 
follows:  Office of Government Information Services, National Archives and Records 
Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-6001, e-mail at 
ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-
5769.

Sincerely,

Catrina M. Pavlik-Keenan
FOIA Officer



FOIA Exemption 3 protects information specifically exempted from disclosure by another statute, if the 
statute (A) requires that the matters be withheld from the public in such a manner as to leave no discretion on 
the issue, or (B) established particular criteria for withholding or refers to particular types of matters to be 
withheld.

FOIA Exemption 5 protects from disclosure those inter- or intra-agency documents that are normally 
privileged in the civil discovery context. The three most frequently invoked privileges are the deliberative 
process privilege, the attorney work-product privilege, and the attorney-client privilege. The deliberative 
process privilege protects the integrity of the deliberative or decision-making processes within the agency by 
exempting from mandatory disclosure opinions, conclusions, and recommendations included within inter-
agency or intra-agency memoranda or letters. The release of this internal information would discourage the 
expression of candid opinions and inhibit the free and frank exchange of information among agency personnel. 
The attorney work-product privilege protects documents and other memoranda prepared by an attorney in 
contemplation of litigation. The attorney-client privilege protects confidential communications between an 
attorney and his client relating to a legal matter for which the client has sought professional advice. It applies 
to facts divulged by a client to his attorney, and encompasses any opinions given by an attorney to his client 
based upon, and thus reflecting, those facts, as well as communications between attorneys that reflect client-
supplied information. The attorney-client privilege is not limited to the context of litigation.

FOIA Exemption 6 exempts from disclosure personnel or medical files and similar files the release of which 
would cause a clearly unwarranted invasion of personal privacy. This requires a balancing of the public’s right 
to disclosure against the individual’s right to privacy. The privacy interests of the individuals in the records 
you have requested outweigh any minimal public interest in disclosure of the information. Any private interest 
you may have in that information does not factor into the aforementioned balancing test.

FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes that could 
reasonably be expected to constitute an unwarranted invasion of personal privacy. This exemption takes 
particular note of the strong interests of individuals, whether they are suspects, witnesses, or investigators, in 
not being unwarrantably associated with alleged criminal activity. That interest extends to persons who are not 
only the subjects of the investigation, but those who may have their privacy invaded by having their identities 
and information about them revealed in connection with an investigation. Based upon the traditional 
recognition of strong privacy interest in law enforcement records, categorical withholding of information that 
identifies third parties in law enforcement records is ordinarily appropriate. As such, I have determined that the 
privacy interest in the identities of individuals in the records you have requested clearly outweigh any minimal 
public interest in disclosure of the information. Please note that any private interest you may have in that 
information does not factor into this determination.

FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the release of which would 
disclose techniques and/or procedures for law enforcement investigations or prosecutions, or would disclose 
guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected 
to risk circumvention of the law. The disclosure of certain law enforcement sensitive information contained 
within the responsive records could reasonably be expected to risk circumvention of the law. Additionally, the 
techniques and procedures at issue are not well known to the public.
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BY 

REPORT NUMBER 

I ,O)(,)"O"'Xc) VBORDER PATROL AGENTI ,0"'"0 pther GriminalfTUGSON, PIMA, AZ 

Initial Allegation 
Report 

8. 

Border Patrol Agent LI_---"'o:c)(':::)'::c'O":::'-'-xC,,) __ laliegedly involved with distribution of child pornography 

On September 26, 2014, Senior Special Agent (SSA)I ,O"' ",O"'Xc) I Office of Professional 
Res onsibility, Tucson, AZ (OPRfTucson) received information from Special Agent (SA~ (b )(6 ); ( b )( 7 xC) 1 
(b)(%\b)(7) Homeland Security Investigations, Tucson, AZ (HSllTucson) via electronic mail e-mail) 

etal In an allegation of misconduct, in which Tucson Border Patrol Agent (BPA) (b)(6);(b)(7Xc) 
(b)(6);(b)(7XC) is alleged to be involved with the illegal manufacture and distribution of child 
pornography. 

This report documents receipt of the initial allegation. 

10. CASE OFFICER (Print Name & TiUe) 
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Special Agent 

orFielAL tlSE ONLY 

ONLY AND REMAINS Tt1E PROPERTY Of THE OEPAATIoIE'IT OF IiOIoIEl.AND SECURITY. ANY FURTHEH R~au~Sl FOR 
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Page 2 of 3 

1. CASE NUMBER 

(b}(7}(E) 

PREPARED BY 

I (b}(6);(b}(7Xc) 

2. REPORT NUMBER 

001 

On September 26, 2014, SSAI(b)(6);\b}(7XCIOPR/Tucson, received information from SAl(b )(6~\b }{7X I 
HSlfTucson, via e-mai l detailing an allegation of misconduct, in which Tucson SPAI (b)(6);(b}(7XC) lis 
alleged to be involved with the illegal manufacture and distribution of child pornography. 

Please see attached e-mail and Microsoft Word document from SAfb )(~gb )(7~etailing the 
circumstances of this allegation. 
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DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER 

i'.~ 
(b}(7}(E) I 

PREPARED BY 
;" ~ .. - I ' . (b)(6);(b)(7Xc) 

1" ' 1) ~io(~ 
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REPORT OF INVESTIGATION 
2. REPORT NUMBER 

Exhibit List 
001 

None 
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From: 
Sent; 
To: 
Subject: 
Attachments: 

D)(6J.(D 
XC) 

(D)(6).(D)(7Xc) 

Friday. September 26. 2014 2;34 PM 
I (D)(6);(D)(7XCJ I 
Synopsis 
OPR Notification.doc 

It s 100 of a long "synopsis" but it is a cut and paste job from mV ROI. The only thing in the Rat that t did not include in 
this is my description of some of the images that were downloaded. 
As I mentioned on the telephone. this came to us as a collateral form Wilmington, Delaware. Their case number is 

I (D)(7)(E) land my case number is obviously then I (D)(7)(E) I 
let me know if you have any questions or concerns. 

(D)(6).(D)(7XCJ 

(D}l6),(D}l7Xc) 



In Se tember of 20~O. liSI RAe wilmi can, Celaware initiaced 
(b}(7}(E} 

(b}(7}(E) 

(b}(7}(E} S proJect cargecs 
individuals and groups involved in tha I ega manu·Qcture end d ist ribution of child 
pornography. 

This collateral case is being opened by liSI CSAC Tucson to investigate the individual 
or individuals identified by RAe Wilmington who reside in the Tucson are~f 
operations and have distributed child pornography via this peer to peer network. 

This report documents the initiation of the investigacion by RAe Wilmington and the 
follow-up investigation conducted by the DSAC TUCSOD 

1. This investigation initiated frolll the Homeland Security Investigations (HS!) 
Resident Agent in Charge (RAC) Wilmington. Delaware oftice. RAe Wilmington is 
conducting an ongoing investigation of child exploitation violations on private 
peer to peer (P2P) tile sharing networks. 

3 . 

, . 

(b}(6);(b}(7}(C);(b)(7XE} 

5 . 

• • 

7. 

, . 



(bX6);(bX7XC);(b)(7XE) 

9. IRS I ( b~egbX l immediatelY notified SA ~b)(~~\b Jl 1 thatthe target of inves t i gation was 
pcs DHS employee. (b)(6);(b)(7)(C);(b)(7)(E) 

10. 

I (b)(6);(b)(7)(C) I According to the DRS contact .ll.st, (bX6);(bX7XC) 9 
a united States Border Patrol Agent assigned to the Tucson, Arlzo~raer 
Patrol Station. 

(b)(6);(bX7XC);(b)(7XE) 

11. On September 26, 2014, sA I (bXe~\b)(7~oti Bed eoup Sucervisor (GS) I (b)(6);(bX7XC) Iof 
the poss ible ndsconduct 0 a employee. Gsl (b)(6);(bX7XC) !t hen notified DSAC 
Tucson management and the Office of Professional Re9ponsibilit~OPR) Assistant 
Special Agent in Charge (ASAC) , in TUcson, Arizona 
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TITLE: I (b}(7}(E} I 
CASE STATUS: INIT RPT 

REPORT DATE DATE ASSIGNED 
092614 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT : 
INVESTIGATIVE FINDINGS 

I OTHER INFORMATION 

091814 

• T:J S S o Ii L , 
TECS ACCESS 

PAGE 1 
IO N 

CASE NUMBER I 

I 

PR~CODE 
(b}(7}( 

TOPIC: DSAC TUCSON INVESTIGATION INTO SUBSCRIBER OF I P ADDRESSI 

SYNOPSIS: 
In September of 2010, HSI RAC Wilmington, Delaware initiated 

CODEI (b)(7)(E) h 
(b}(7}(E} 

REPORT NO . 
001 

(b)(6);(b)(7Xc) 

(b)(7}(E} 

(b)(7}(E} J 
(b)(7)(E) J Th~S proJect targets ~!l~~V1.aUalS ana. groups 1.nVOIVea 1.n the illegal 

manufacture and distribution of ch~ld pornography . 

This collateral case is being opened by HSI DSAC Tucson to investigate the 
individual or individuals identified by RAC Wilmington who reside in the 
Tucson area of operations and have distributed child pornography via this peer 
to peer network. 

This report documents the initiation of the investigation by RAC Wilmington 
and the follow-up investigation conducted by the DSAC Tucson. 

DISTRIBUTION: SIGNATURE: 
(b)(6);(b}(7XC) 

ASCTU SACPX RAe''''' SAC PH I (b)(6);(b)(7XC) J SPECIAL AGENT 
- -- ---------- ---------- --------------- ---------

APPROVED: 
I (b)(6);(b}(7XC) I OI GRP SUPERVI SOR 

229 1 (bV~~\bX r-ORIGIN OFFICE : TU TELEPHONE: 520 
TUCSON, AZ - ASC 

~ b )(~gb )(7j TYPIST : 

e F F I e I .. b " S B e .. b 
.. , 

THIS DOCUMENT IS LOANED TO YOU FOR QFFICL\b USB O!iLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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ICE 

CASE NUllBER I (b)(7)( E) 
I 

R E PO RT o F I N V E S T I G AT ION 
CON T I N U A T I 0 N REPORT NUMBER: 001 

CASE PROGRAM CODES: 

l(b)(7~I Child EXploitation a 
) INTERNET CHILD PORNO I (b)(7)(E) I 

OF F I e I h b f:f S S e n L H • 
THIS DOCUMENT IS LOANED TO YOU FOR Q':':IQlt.L TrlSEl O!ILY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY . I CE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HFADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

CASE NUMBER I (bX7XE) 

R E P 0 R T o F I N V EST I G AT I O N 
C ON T I N U A T I O N REPORT NUMBER: 001 

DETAILS OF INVESTIGATION 

1 . This investigation initiated from the Homeland Security Investigations 
(HSI) Resident Agent in Charge (RAC) Wilmington , Delaware office. RAC 
Wilmington is conducting an ongoing investigation of child exploitation 
violations on private peer to peer (P2P) file sharing networks. 

2 . 

3 . 

4 . 

(b)(6):(bX7)(C):(b)(7XE) 

5. 

6 . 
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THIS DOCUMENT IS LOANED TO YOU peR OFFICr.\b 9gB Q)J,"Y AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE . ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b}(7}(E) I REP 0 R T o F I N V E S T I GAT ION 
C ONT I NUAT ION REPORT NUMBER: 001 

7. 

8. 

9. 

(b}(6);(b}(7}(C);(b)(7XE) 

OF PIC I It L f:J 6 B e II L .. • THIS DOCUMENT IS LOANED TO YOU FOR OFFICI.t,L YSB OIIL¥' AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE . ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COpy OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY PAGE 5 
ICE 

CASE NUMBER I (b}(7}(E) 
REP 0 RT o F I N V EST I G AT I ON 

C ON T I N U A T I 0 N REPORT NUMBER: 001 

(b)(6);(b)(7}(C);(b)(7XE) 

10 . 

11. IRS I (b)(6E\b}{7Xlimmediately notified SAI(b)(6gb}{7XI that the taraet of 
invest1.gation was possiblv a DHS ern 10 ee. (b)(6);(b}(7)(C);(b)(7XE) 

(b)(6);(b}(7}(C);(b)(7XE) According to the OHS 
~~'""". J. (b)(6);(b}(7XC) 1.5 a unl.teo_ ::>tates Border Patrol Agent 

assi ed to tne -~ucson, A l.zona Border Patrol Station. gn 

OFF I C I A ~ Y S g 0 N ~ Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAl:. YSIi: ON];'Y AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY PAGE 6 
ICE 

NUMBER I CASE (b )(6);(b)(7XC) 

PO R T OF I N V EST I G AT ION 
CON T I N U A T I ON REPORT NUMBER: 001 

(b )(6);(b)(7)(C);(b)(7XE} 

On September 26, 2014, SA ~ b )(6~\b ){7X I noti fied Group Supervisor (GS) ~b )(6~\b){7X1 

(b)(6);(b)(7XC) .I0~ the possible m1sconduct of a DHS employee. GS (b)(6);(b)(7XC) 

then not1f1ed DSAC Tucson management and the Office of Profess10nal 
Responsibility (OPR) Assistant Special Agent in Charge (ASAC), in 
Tucson , Arizona. 

INVESTIGATION CONTINUES 
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THIS DOCUMENT IS LOANED TO YOU FOR OFFIClkL !::JOB OnLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE . ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS ACCESS CODE I (b)(7)( E) 

PAGE 1 
REP aRT 0 FIN V EST I GAT ION 

CASE NUMBER LI ____ ~("~X~,x~~"_ __ _" 

I 
TITLE: I (b}(7}(E) I 

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
101514 091814 l ( b }( 7 }(~ 002 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC : I (b)(6 ):(b}l 7}(C ):(b)(7)(E) 

SYNOPSIS: 
In September of 2010, HSI RAe Wilmington. Delaware initiated I (b}(7}(E) 

(b}(7}(E) 

(b}(7}(E) TnlS proJect. t.argets l.na~vl.aua.1.s ana groups l.nVO.1vea 1n tne 1.1. ega! 
manuFact.ure and distribution of child pornography. 

This collateral case is being opened by HSI DSAC Tucson to investigate the 
individual or individuals identified by RAe Wilmington who reside in the 
Tucson area of operations and have distributed child pornography via the peer 
to peer network. 

This report documents 

DISTRIBUTION: 
ASCTU SACPX RAC~'iH SACPH I 

(bX6);(bX7XC);(b)(7XE) 

(b)(6);(bX7XC) 

SIGNATURE: _ 
(bX6);(bX7XC) I 

APPROVED: _ 
(bX6);(bX7XC) I 

ORIGIN OFFICE: TU 
TUCSON, AZ - ASC 

(b)(6);(bX7XC) 

TELEPHONE ' 520 229 l (b )(6);(bXr 
• • I 7XC) I 

TYPI ST :1 (b)(6);(bX7XC) 1 

Q r ~ I C I AbU ~ ~ 0 N b Y 
THIS DOCUMENT I S LOANED TO YOU FOR OpnOn'lL US~ OUhY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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CASE NUMBER I (bX7}(E) 

REP 0 R T 0 FIN V EST I GAT ION 
CON TIN U A T ION REPORT NUMBER : 002 

CASE PROGRAM CODES: 

l(b}(7)(EIChild Exploitation a I ~b }( 7 X E} I 
) INTERNET CHILD PORNO L. ____________________________________ ~. 

a F PIC I A L use 0« b ~ 
THIS OOCUMENT IS LOANED TO YOU FOR OPFIGV.L T:JSB Ofn .. Y AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, I CE. ANY FURTHER REQUEST FOR 
DI SCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO I CE HEADQUARTERS TOGETHER WI TH A COPY OF THE DOCUMENT. 
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ICE 
CASE NUMBER I (b}(7}(E) I 

R E PO R T o F I N V E S T I G A T I O N 
CON T I NUA T I ON REPORT NUMBER: 002 

DETAILS OF INVESTIGATION 

1. 

2. 

(b)(6);(b}(7}(C);(b)(7XE) 

3 . 

4. 

5. 

o F PIC I A L a 9 8 0 N b Y 
TH IS DOCUMENT IS LOANED TO YOU FQR QFFIGI,\£; aSE O!H:,y AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE ~. 
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ICE 

CASE NUMBER I (b}(7}(E) I 
R E P 0 R T OF I N V EST I GAT ION 

C o N T I N U A T I 0 N REPORT NUMBER: 002 

6. 

7. 

(b)(6);(b}(7}(C);(b)(7XE) 

8. 

9. 

10. 

INVESTIGATION CONTINUES 

o r PIC I A b ~ S R e N b Y 
THIS IX>CUMENT IS LOANED TO YOU FOR OFFICI.\L eoo Q!lJ:rY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, I CE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS ACCESS CODE I (b)(7)(E) 

PAGE 1 
REP 0 R T 0 FIN V EST I GAT ION 

CASE NUMBER LI __ c:'"H",'"H~,,---_---, 

TITLE: I (b}(7}(E) I 
I 

CASE STATUS : INTERIM RPT 

REPORT DATE DATE ASSIGNED PR1RAM ICODE REPORT NO. 
101614 091814 b}(7}( EJ 003 

RELATED CASE NUMBERS : 

COLLATERAL REO: 

TYPE OF REPORT: 
SEARCH WARRANT REPORT / 

TOPIC: SERVICE OF SEARCH WARRANT AT I (b}(6);(b}(7)(C) I TUCSON. AZ 

SYNOPSIS: 
In September of 2010. HS! RAe Wilmington, Delaware initiated I (b}(7}(E) 

(b}(7}(EJ 

(bl(71(El --,.nl.S pro)e~argecs l.~c:t~viduals and_ groups l.nvolved 1.n the 1. egal 
manufacture and distribution of child pornography. 

This collateral case is being opened by HS! DSAC Tucson to investigate the 
individual or individuals identified by RAe Wilmington who reside in the 
Tucson area of operations and have distributed child pornography via this peer 
to peer network. 

This report documents the attempt to inter~v~i~e~w~====~'"~"'~)];( b~H~'X~C~) ==:J~a~n~dLJtJh~eL-, 
subsequent service of a search warrant at L _____ -",""'""' )";(b,,H,,' X,,C'-) ____ ----' 
Tucson, Arizona, 85743. 

DISTRIBUTION: 
ASCTU SACPX RACWM 

ORIGIN OFFI 
TUCSON, AZ - ASC 

(b)(6);(b}(7Xc) 

o F PI C I A L ~ S ~ 0 N L Y 

NE: 

VISOR 

29 b)(6);(b 
Hc) 

THIS DOCUMENT IS LOANED TO YOU POR OFFICIAL BOE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 



DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b}(7}(E) I 
REP 0 R T o F I N V E S T I G AT ION 

C o N T I N U A T I ON REPORT NUMBER: 003 

CASE PROGRAM CODES: 

l(b}(7XIChild Exploitation a 
E) INTERNET CHILD PORNO I (b}(7}(E) I 

e p F I e I A L B 6 B 9 U b Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFIGIAT. Y"i OULY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE . ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTA INED HEREIN SHOULD BE REFERRED 
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DETAILS OF INVESTIGATION 

1. 

2. 

On October 3 , 2014, Homeland Security Investigations (HSI) Special 
Agent (SA) I (b)(6);(b}(7XC) I assigned to the Deputy Special Agent in Charge 
(DSAC) Tucson, Ar~zona office, applied for and obtained a federal 
warrant to search the residence located at I (b)(6);(b}(7XC) I 
b)(6);(b}(7X Tucson , Arizona, 85743 for evidence of the possession and 
~str~ ution of child pornography. 

(b)(6);(b}(7XC) r~ng 

(b)(6);(b}(7XC) 
and is assigned 

(b)(6);(b)(7}(C);(b)(7XE} 

the course 0 t e ~nvest~gat~on ~t was eterm~ne t at 
is employed by the United States Border Patrol (USBP) 
to the Tucson , Arizona Border Patrol Station . 

3. Due to the fact that there would be at lea irearm in the 
residence if the warrant were served while (b)(6);(b}(7XC) as pres as 
determined that the warrant service should a e pace whe (b)(6);(b}(7XC) as 

I 

at work. It was further suggested that in order to foster go d 
possible cooperation with the investigation, agents would as (b)(6);(b}(7XC) 
for the keys to his residence . Using the keys to make entry 
home would avoid the damage created by normal breaching techniques. 

4. On October 6, 20 14, S b)(6);\b}(7X and Department of Homeland Security (OHS) 
Office of Inspector Genera DIG) SAl (b)(6);(b}(7XC) p otified USBP 
Tucson Sector Chief (b)(6);(b}(7XC) and USBP Tucson Station Patrol Agent 
in Charge (PAl (b)(6);(b}(7XC) of the impending ea of an agent' s 
residence. S b)(6);(b}(7XCand S (b)(6);(b}(7XC) equested that (b)(6);(b}(7XC) assigned 
to the alien p , ng cen er on e day of the warrant service, 
October 7. quest was made for two reasons: the first was to 
ensure that (b)(6 );(b)(7XC) would be present at the station when agents arrived 
to cont an the second was that a processing assignment would 
require (b)(6);(b}(7XC) 0 secure his firearm in a locker. 

5. On October 7 2014 at approximate l HSI SA (b)(6);\b)(7X SA b)(6);(b 
I (b)(6);(b}(7XC) SA (b)(6);(b)(7XC) and DHS-OIG S (b)(6);(b}(7XC) tacte (b)(6);(b}(7XC) 
at the Tucso or er Patrol Station. SA ( b )(6~\b }(7X and SA (b)(6);(b}(7XC) 
accom anied PAIC (b)(6);(b}(7XC) to the proce enter ~eve 
(b)(6);(b}(7XC) Once (b)(6);(b}(7XC) a d, SA I (b)(6~(b}(7X land SA (b)(6);(b)(7XC) . dentified 

t emse ves an as e if b)(6);(b}(7XC would accompany them 0 an empty office 
in the administration bu~ ~ng so that they could talk in a private 
setting . Once office of the Deputy Patrol Agent in 
Charge ;( the investigation and the fact that 
a search on his residence later that 
morning. ;( a copy of the warrant so that 
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he could review it. SA I(b)(6);(b}(7X lasked (b)(6);(b}(7xC) lif he was willinq to provide 
a key to his residence an r;b)(6);(b}(7XC) a~d that he was 1 (b)(6);(b}(7XC) ~dvised the 
agents t~at ~is house key ~~ rina with a le~~~er ~o~ wnic~ was 
located l.n hl.s personal vehl.cle. sAl" (b)(6);(b}(7XC) lasked for and recel.ved 
perm ission to retrieve the ke y from tne venl.cle. 

SA b)(6);(b}(7X hen explained to l(b)(6);(b}(7xC) lthat he was not under r t and that 
he cou voluntarily leave the office if he wished . S (b)(6)Jb}(7X informed 

(b)(6);(b}(7XC) that they would like to ask him some questions but that first SA 

I 

(b)(6);(b}(7xC)would advise him of his Miranda rights. At approximately 0905 
(b)(6);(b}(7XC) . nvoked his right to an attorne before SA b)(6);!b}(7X ead him 

the rl. s from the rights form. Since (b)(6);(b}(7XC) is a D emp oyee, SA 
(b)(6);(b)(7XC) advised him of his Garrity rights an ad him sign the form 
Sl.gnl. in that he understood those ri hts. The form was then signed 
b SA (b)(6);(b}(7XC) with S b)(6);(b}(7X and SA (b)(6);(b)(7XC igning as wi tnesses. SA 
(b)(6);(b}(7XC) re urned with e' ey ring fied which of the two keys 
was or the front door to the residence . All of the agents then left 
the Border Patrol station and travelled to the search warrant staging 
location. 

While on the way to the staging location sA I (b)(6~\b}(7X lreali:zed that he had 
forgotten to as (b)(6);(b}(7XC)' f there was anyone present at his residence or 
if he had pets t at wou d be a reason for concern. SA I (b)(6~(b}(7x l attemptecl 
to call (b)(6);(b)(7XC) on his cell phone but the call went to vOl.cemail. SA 
(b)(6);(b}(7X then ca ed PArC (b)(6);(b}(7XC) to ask him if he coul d get the '"""'''"' 
r r , tecl information from (b)(6);(b}(7XC) PAIC (b)(6);(b)(7XC) contacted SA Ii'b)(6);( b)(7) 
a few minutes later and informed that (b)(6);(b}(7XC) a said that tli Ir, 

was nobody staying at the that ot have ets. PAI C 
I (b)(6);(b}(7XC) !also informed had secured (b)(6);(b}(7XC) 
service firearm and he had leave status or e rest 
of the shift. 

At approximately 1002 HRS, HSI SAl (b)(6);(b}(7XC) Iknocked on the front door 
of the residence and announced the presence of the police with a s e arch 
warrant. After a second knock and announcement the agents unlocked the 
door and made entry into the residence. HSI SAl (b)(6);(b}(7XC) I 
I (b)(6);(b}(7XC) i Performed a room by room sweep 
of the res i dence and at approximate l y 10 2 HRS declared that the scene 
was secure and no people found in the residence. The entry 
team informed during h w they noted at least three 
empty firearm that (b)(6);(b}(7XC) ossibly had access to other 
f i rearms beside his service issued . (AGENT 'S NOTE: During the 
search a loaded pistol was found under the mattress in the Master 
Bedroom. This pistol was left on the kitchen counter once the search 
was completed.) 
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9. 

(b)(6);(b}(7)(C);(b)(7XE) 

10 . 

11 . A thorough search of the residence was conducted and nothing of 
evidentiary value was no ted in rooms (b)(7}(E) A total of 
eight line items of evidence were seized from rooms (b)(7}(E) 

The following is a desc ription of the seized items . t e correspon ~ng 
Line Item number (LIt) and the room in which the ev idence was 
discovered : 
LI.l- nell Inspiron NSOIO Laptop computer (b)(6);(b)(7)(C);(b)(7XE) 

I (b}(7}(E) I 
Lli2- Systemax Venture Computer Tower I (b)(6);(b}(7)(C);(b)(7XE) 

I (b)(7}(E) I 
LI#3- Microsoft Surface Tablet Computer (b)(6);(b}(7}(C);(b)(7XE) 

I (b}(7)(E) I 
LII4- Samsung AndrOidr~T~a~b~l~e~t~C~o~rn~p~u~t~e~r~I ~~=====(~" )~('~)':( ":"':"~C)~' (~"~~X~~c-______ -" I (b}l7}1 E) I 
LI ' 5- SO Flash Memory Cards. (b}(7}(E) 

LII6- Digi tal Camera (b)(6);(b}(7)(C);(b)(7XE) 

LII7- Maxel l DVD RW ' ~~~~~~!("~"~'"~~~~~~~~~~~~~~~~;;;=;;J LI:JI:8- Miscellaneous cwnents. (b}(7)(E) 

For further information on the exac ocat~on 0 eac ~tem p ease refer 
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to the photographs, photo log and sketch wh~ch are ma~nta~ned ~n the 
investigative case file. 

After the search was completed, SPS f (b)(6);(b)(1)(q prepared an inventory 
list of items seized. This list and a copy at the search warrant were 
left on the kitchen counter of the residence. 

Before securing the residence, S (b)(6), ~b)(7XC~ook overa.ll photos of the 
interior and exterior of the resi ence 0 document the condition in 
which the residence was left. S~ b)(6),(b}(1 then locked the front door with 
the keys provided byl (b)(6); (tJ)(7)(q ISA C) t=ontact (b)(6)(b)(7)(C) to determine 
where the keys could be left at tne residence. ' sked that the 
keys be placed in the closed garage by sliding them under the ga.~~ 
door via a crack in the door's weather stripping. (AGENT'S NOTE: I 
had previously told agents that he usually enters his home 
garage door which has an automatic opener controlled by a remote in his 
vehicle. ) 

14 . At approximately 1135 HRS the residence was secured and all personnel 
departed the area. 

INVESTIGATION CONTINUES 
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TITLE, I (b}(7}(E) I 
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED 
102014 

RELATED CASE Nrrn18ERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

I COMPUTER FORENSICS INFO 

091614 

PAGE 
ION 

CASE 

I 

PR~CODE 
(b}(7}(E) 

TOPIC: COMPUTER FORENSIC PREVIEW OF DIGITAL MEDIA 

SYNOPSIS: 

1 

NUMBER I (b}(7}(E) 

REPORT NO. 
004 

On September 8, 2014. U.S. Immigration and Customs Enforcement (ICE) Homeland 
Security Investi ations (HSI) Resident A ent in Char e (RAC) Wilmin ton 
Delaware agents (b}(7}(E) 

(b)(6);(b}(7}(C);(b)(7XE) 

(b}(7}(E) nco r 
7, 2014, Deputy Spec1a Agent 1n C rge 
a search warrant at the residence of l 

(DSAC) Tucson , Ar1zona a ents served 
(b)(6)"(b}(7XC) l10cated at (b}(6)"(b}(7XC) 

Sacramento Hill Drive, Tucson , AZ 65743. .~ ne desktop 
computer, one Dell Inspiron laptop, • Sam oft Surface 
tablet. • Lexar SD card, and XD card from 11 DVD. 

Special Agent (SA) I (b)(6);(b}(7XC) Iconducted (b)(6);(b}(7XC) the Desktop 
computer, the Dell Inspiron laptop , the L and the the 
Maxell DVD. 

DISTRIBUTION: SIGNATURE: 
ASCTU SACPX RACWM SACPH (b}(6);(b}(7XC) SPECIAL AGENT 

I 

--- --- ----- - ---------------
APPROVED: I (b)(6);(b}(7XC) I 

(b)(6);(b}(7XC) SPECIAL AGENT 

ORIGIN OFFICE: TO TELEPHONE: 600 973 1(b}(6);(bf 

TUCSON , AZ ASC 
(7)(C) -

TYPIST· ~ • }(7}(C) 
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CASE PROGRAM CODES: 

fb}(7}(CIChild Exploitation a 
'INTERNET CHILD PORNO I (b}(7}( E} I 
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DETAILS OF INVESTIGATION 

On September 8 , 2014. U.S. Immigration 
Security Investigations (HSI) Resident 
Delaware agents 

and Customs Enforcement (ICE) Homeland 
Agent in Charge (RAC) Wilmin ton , 

(b}(7}(E) 

(b )(6);(b}(7)(C);(b)(7XE) 

(b}(7}(E) On Oe tober 
, ,pu y pec~a gent 1n arge eson , r1zona a ents served 

a search warrant at the residence of I (b)(6);(b}(7XC) I located at (b)(6);(b)(7XC) 

I (b)(6);(b}(7XC) I Tucson, AZ 85743. The agents seized one es top 
computer , one Dell Inspiron laptop, a Samsung tablet, a Microsoft Surface 
tablet , a Lexar SO card, and XD card from a camera , and a Maxell DVD. 

(b)(6);(b}(7)(C);(b)(7XE) 
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;Aj(b}(6);(bX . , . SA 7}(C)-"lfound numerous non-ch~ld pornography l.mages ~n the Dell Inspiron 
l~~ ~~ , and,the Desktop computer. Numerous photos that appear to match the 
drl.ver s l~cense photo oflL-__ -c("~X,~).~("~X,~X~c)c_ __ ~~ere found ~n both computers. 

The computer forensic investigation is ongoing. 
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CASE NUMBER ] (bX7XE) ] 

TITLE: I (bX7XE) I 
I 

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PR1RAM rODE REPORT NO . 
102014 091814 (bX7XE) 005 

RELATED CASE NUMBERS, 

COLLATERAL REQ, 

TYPE OF REPORT : 
OTHER INFORMATION 

TOPIC: CORRECTION OF INFORMATION CONTAINED IN ROI' 1 

SYNOPSIS, 
In September of 2010, HSI RAC Wilmington, Delaware initiated (bX7XE) 

(bX7XE) 

(bX7XE) Tn~s proJect targets l.~~~v~aua.Ls ana, groups l.nvo.t.vea ~n tne u. egal 
manutacture and distribution of child pornography. 

This collateral case is being opened by HSI DSAC Tucson to investigate the 
individual or individuals identified by RAC Wilmington who reside in the 
Tucson area of operations and have distributed child pornography via the peer 
to peer network. 

This report is submitted to document a correction to ROI II. 

(b)(6);(bX7Xc) 

DISTRIBUTION: . 
ASCTU SACPX RACWM SACPH I (b)(6);(b)(7XC) SPECIAL AGENT 

----~~~~;;;;;~ ~-I (b)(6);(b)(7XC) 1-----------------
I (b)(6);(b)(7XC) SPECIAL AGENT 

229 1(W~~fr ORIGIN OFFICE: TU TELEPHONE: 520 
TUCSON. AZ - ASC 

TYPIST: ~ b )(6~\b )(7X I 
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CASE PROGRAM CODES: 

fb}(7}(EI Child Exploitation a 
INTERNET CHILD PORNO I (b}(7}(E} I 
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DETAILS OF INVESTIGATION 

On September 26 , 2014 Homeland Security Investigations (HSI) Special Agent 
(SA) (b )(6);(b)(7XC) submitted a reoort titled - DSAC Tucson Investiaation into 
Subscriber 0 IP Address (b)(6);(b}(7)(C); (b)(7XE} 

(b)(6);(b)(7)(C);(b)(7)(E} 

INVESTIGATION CONTINUES 
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