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March 12, 2019
John Greenewald

NARA Case Number: NW 51079

Dear Mr. John Greenewald, Jr.:

This is in further response to your Freedom of Information Act (FOIA) request for access to records in
the custody of the National Archives and Records Administration (NARA). Our office received your
request for records relating to a June 3, 1980 event on September 12, 2016.

The Department of Defense (DOD) declassified four documents totaling thirteen pages.

We have enclosed copies of this material for your convenience. These records are also available for
research use in the research room at the National Archives at College Park.

This concludes the processing of your request. If you have any question about the way we handled your
request, or about our FOIA regulations or procedures, please contact Victoria Otero at
victoria.otero@nara.gov or (301)837-1774.

Sincerely,

Aot (Pl
or

DAVID FORT
Supervisory Archives Specialist
National Declassification Center

Did you understand our response to your inquiry? If not, please tell us why so we can improve our responses.
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THE JOINT CHIEFS OF STAFF
WASHINGTON, D.C. 2030

THE JOINT STAFE : 19 September 1980

-
23

MEMORANDUM FOR THE ASSISTANT SECRETARY OF DEFENSE, C3I

Subject: False Missile Alerts - Operational/Procedural
Actions - Informational Memorandum (U)

1. 45> The following summary of actions, taken in response
to the 3/6 June 1980 false missile events, is provided for your
information. Ongoing actions referred to in previous reports
will not be listed unless any changes have been effected.

2. 48y There were five Missile Display Conferences (MDC)
during the week under the following circumstances:

a. 4&r On 13 September at 0138 hours EDT DSP-East
detected an SSN-8 launch from the Kuril Island area
impacting in Cheshskaya Bay. The missile was processed
as a threat since the DSP launch fan cut across a portion
of Alaska. NORAD passed an assessed confidence of NO,
one minute after DSP detection.

b. TS On 13 September at 0517 hours EDT DSP-East,
DSP-West and DSP-Augmentation detected an SSN-8 launch
from the Kuril Island area impacting in Cheschskaya Bay.
The NORAD Minimum Essential Back-up Computer (MEBU)
processed the DSP~-East report as a threat to the United
Kingdom, hence the MDC was convened. A NORAD assessed

NO was passed within one minute after the conference was
convened. . :

c..TSL~On 15 September at 2215 hours EDT an MDC was
convened when DSP-West detected a scheduled domestic launch
of a MINUTEMAN I from the Western Space and Missile Center
(WSMC) . A NORAD assessed confidence of NO was passed at
2217. The MDC was terminated and then reconvened at 2224
when PAVE PAWS Pacific data from the MINUTEMAN launch was
processed erroneously as a threat event by a new CCPDS
software version. The erroneous processing displayed over
4000 threat SLBMs at both NMCC and ANMCC and a single
threat SLBM at SAC. The incorrect threat information was
immediately recognized and no force reactions occurred.
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Emergency action procedures currently in effect take into
account the fact that the PAVE PAWS system is new and may
on occasion produce incorrect data. SAC, as the resource

manager, is currently refining the PAVE PAWS software to
~eliminate incorrect reporting.

d. 8T 0n 16 September at 0100 hours EDT an MDC
was convened because DSP-West detected and properly
tagged a space reentry approximately 60 miles south-
west of Panama City, Florida. The reentry was the
rocket body of COSMOS 549 which was launched on
28-February 1973. ‘A NORAD assessed NO was passed
approximately five minutes after the MDC was convened.

e;,ésf’bn 17 September at 1001 hours EDT an MDC
was convened because DSP-West detected a scheduled
domestic launch of a MINUTEMAN III from the WSMC.
PAVE PAWS Pacific reported two non-threat missiles.
A NORAD assessed NO was passed within one minute after
the MDC was convened.

3. (U) Cyclical Redundancy Check (CRC) testing was com-
pleted at NORAD with a final demonstration on 16 September
with all users. It is anticipated that CINCNORAD will request
permission through the Joint Staff for resumption of normal

- NORAD Computer System (NCS) operation early next week.

4. 483 There were two commercial power failures in the
Cheyenne Mountain Complex during the week causing a break-
down of the NORAD Computer System (NCS), MEBU and Communi-
cation System Segment (CSS). - -

a. 48y On 12 September a lightning strike caused
commercial power failure, with back-up diesel power
‘being available in 18 minutes; however, since the
computer system went off line there was a total of two
hours and 40 minutes where the warning function was _
handled by voice tell procedures and by dlrect sensor
data to SAC, NMCC and ANMCC.

b. 487 On 15 September another commercial power
failure occurred due to a short circuit at a trans-
former site. Diesel power was brought on line in
17 minutes; however, restoration of the entire com-
puter system took 47 minutes. Direct sensor data.
and voice tell procedures were used for the primary
warning functlon
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c. 487 There is currently an Air Force engineering
team on site to determine what is needed to make the
diesel generators totally responsive to Cheyenne
Mountain power requirements in the event of commercial
power failure. The on-site portion of the engineering
evaluation is expected to be completed by the end of
next week.

Gu i

7 JOHN S. PUSTAY
Lieutenant General, USAF
Assistant to the Chairman, JCS
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THE JOINT CHIEFS OF STAFF O&/O
WASHINGTON, D.C. 20301

1 Aug 80

eclassified Case: NW# 51079 Date:
3-12-2019

MEMORANDUM FOR THE ASSI3TANT SECRETARY OF DEFENSE, C3I

Subject: False Missile Alerts = Operational/Procedural
Actions - Informational Memorandum (U)

1. (U) The following summary of actions, taken in response
to the 3/6 June 1980 false missile events, is provided for your
information. Ongoing actions referred to in previous reports
will not be listed unless any changes have been effected.

2. S There was a Missile Display Conference (MDC)
‘talled on 28 July for a pre-announced domestic missile launch
from the Wallops Island launch complex. The MDC was required
because PAVE PAWS Atlantic tracked twelve objects emanating
from the launch and characterized these objects as threat SLBMs.
No force movements were made or contemplated. Ratheon Corporation
who is the prime contractor for PAVE PAWS has made two Engineering
‘Change Proposals that would effect software changes to correct
such erroneous launch and impact predictions. The Air Force

(ESD, SAC and NORAD) will meet on 5/6 August to consider these
proposals.

05 NorA p

3. 85~ 0n 31 July at 2303 hours EDT another MDC was con-
vened because of a DSP-East detection of an SSN-18 launch from
the -White Sea area. The missile impacted in the Kamchatka
Peninsula missile range but was characterized as a threat mis-
sile due to the DSP fan crossing the northwestern US, Canada and
all of Alaska. There were no force reactions and a NORAD assessed
NO was received at 1 minute 10 seconds after the MDC was called.

4, L& A NORAD briefing was given to the Joint Staff on
31 July concerning the progress of those technical modifications
which should effect an eventual return to normal NORAD Computer
System (NCS) operation. The Director for Operations tasked
severa! agencies to further analyze additional proposals prior
o APy

to making a final recommendation.
NO JOINT STAFF OBJECTION
’—;\TE: [/{/é"? ;
Wﬁ ’ p "OHN S. PUSTAY é
M \'& /5 /" Lieutenant General, USAF

REQUIRES CONCURRENCE OF

TO DECLASSIFICATION
Assistant to the Chairman, JCS

CLASSIFIED BY: CJCS

REVIEW ON: 31 July 2000
EXTENDED BY: CJCS

REASON: 5200.1R, para 201cé6
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November 24, 1980

Honorable Harold Brown
Secretary of Defense
The Pentagon

" Washington, D.C. 20301

Dear Mr. Secretary:

Following the incidents on June 3 and 6, 1980 of false alerts
in the nation's missile attack warning system, Senators Hart and
Goldwater were requested to look into the matter on behalf of
the Committee. They have completed their investigation and on
October 9, 1980 f11ed a report of their findings with the Committee.

Thelr excellent report contained several recommendations which
need to receive further consideration and possible action. First,
we are informed that the Air Force and the Office of the Secretary
of Defense are reviewing the support provided to and the operational
procedures used in performing the missile warning function.

This is to request. that the results of this review be forwarded
to the Committee as soon as they are available.

The second area of concern is the organization and the manage-
ment of the missile warning function. Senators Hart and Goldwater
found that management of the system is divided among four major
commands within the Air Force. It .is hard to understand how such
a complex and technically sophisticated system can function
efficiently with responsibilities for it so fragmented. The
report.recommends that resource management be consolidated under
one commander. - Further the report concludes we should keep separate
the operatlonal responsibility. for determining the existence and
extent of an attack from the responsibility of responding to an
attack. . :

In accordance with the recormendations of the report, this
is to request that the Department of Defense review this issue and
provide a report of the assessment of the costs and benefits of
consolidating the management of the missile warning function under
one commander. "It is further rfequested that such a report include
the future plans for: this organization and be provided by March
15, 1981 so it can be explored during the Department of Defense
authorization hearings next year ;

81 cerely,’

( L3
" J‘b%‘cks JI/Hrf:s’W"'

Chairman 33244

NW#:51079 DocId:33060184
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June 18, 1980

The Honorable Harold Brown
Secretary

Department of Defense
Washington, D.C. 20301

Dear Mr. Secretary:

In February and March of this year, I wrote you concerning the
computer error last November which resulted in a false alarm of

a Soviet nuclear attack against the United States. In your April
response to my letters, you stated that '"we have altered our

test procedures and initiated acquisition of an off-site computer
test facility in order to avoid circumstances that might con-
ceivably lead to a similar incident in the future."

The events of recent days make it apparent that similar accidents
can and do continue to occur, with serious consequences. Accord-
ing to press reports, the recent false alerts led to higher states
of readiness for strategic forces, and an airborne command air-
craft was launched. Both the Soviet Union and our allies have
expressed grave concerns about these events, and the implications
for the integrity of our command and control systems.

I believe those concerns are legitimate, and should be addressed
by effective corrective action. As I have discussed in the past,
these computer errors take on more ominous significance in the
years ahead as both the U.S. and the Soviet Union deploy weapons,
particularly on submarines, capable of a first-strike counter-
force assault.

In light of these concerns, I would appreciate your providing me,
to the greatest extent possible in unclassified form, a description
of the actions you have taken and will take to correct these prob-
lems and fulfill your earlier pledge to avoid circumstances that
might conceivably lead to a similar incident in the future.

Best regards.

Sincerely,

D

Mark O. Hatfield
United States Senator
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