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Chapter 22 - Transmission

2201 Transmittal Outside Departmental Facilities

A. All dassfied information transmitted outsde a Department of Commerce facility shdl be enclosed in an
opague inner and outer cover (e.g., sealed envelopes, wrappings, or alocked container), which concedsthe
contentsand provides reasonabl e evidence of tampering. Theinner sedled cover shdl be clearly marked on both

sdeswith the highest classification of the information contained within, any required protective markings, and

complete forwarding and return addresses. The outer sedled opague cover shdl be addressed in the same
manner but shal not bear any classfication markings or other indication that classified information is enclosed.
The following exceptions apply.

1. When the outside shell or body of anitem of equipment contains an internal component that isclassified,
the shell may be consdered the outer enclosure provided it does not reved classified information.

2. When an internd component of a bulky item of equipment is classified but inaccessible, the outside or
body of theitem may be considered to be a sufficient enclosure provided theinternal component cannot be
observed and the outer body does not reved classified information.

3. When an item of equipment is classified but cannot reasonably be packaged and the shell or body of the
equipment isclassfied dso, the shdl or body it shdl be conced ed with an opague enclosurethat will hidedl
classfied features.

4. Specidized shipping containers, including closed cargo transporters, may be considered the outer
enclosure when used. The specidized shipping container must be of sufficient congtruction to provide
evidence of forced entry, secured with a high-security padlock, and equipped with an eectronic sed that
would provide evidence of surreptitious entry. A specidized shipping container can be used as asubstitute
for an authorized courier on direct flights provided procedures are developed to ensure that an
appropriately cleared person will protect the container in the event the flight is diverted for any reason.

B. Materid used for packaging must be of such strength and durability to provide protection in trandt and to
prevent itemsfrom breaking out of the covers. Bulky packages shall be sed ed with tape laminated with asphalt
and containing rayon fibers or nylon filament tape or its equivaent.
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2202 Transmittal Within Departmental Facilities

A. All dassfied information hand- carried between offices or operating unitswithin a Department of Commerce
owned or leased facility shall be shielded to prevent inadvertent disclosure. The appropriate cover sheet shdl be
affixed to the top of the classified document (SF703 for Top Secret, SF-704 for Secret, and SF-705 for
Confidentid). The cover sheet shdl remain attached until the document is destroyed. A cover sheet that isnot
attached to any classified document is unclassfied.

B. Individuas tranamitting classified documents within a Department of Commerce facility shdl not carry
classified documents into public areas (cafeterias, gymnasium, etc.) while en route to their destination.

2203 Receipt of Classified |nformation

A document receipt, such as the Classfied Materia Recelpt, Form CD-76, shal be completed for dl
transmissons of Top Secret and Secret information. A receipt for Confidentia information is required only
when transmitting Confidential information to aforeign government or its representative, or to contractors.

2204 Methodsof Transmission

A. Top Secret Information. Before tranamitting Top Secret information, the sender must coordinate its
transmission with the organization's Top Secret Control Officer for control and accountability of the
document. Top Secret information shdl be tranamitted only by using one of the following methods.

1. Hand- carrying by an employee who has been granted a Top Secret security clearance and possesses
aCourier Authorization Card (CD-75) authorizing the employeeto carry information up to Top Secret.

The security contact must brief couriers on their responsibilities to protect Top Secret information.

2. The Defense Courier Service (DCS).

3. Diplomatic pouch through the Department of State Diplomatic Courier System.

4. A cryptographic system authorized by the Director, Nationa Security Agency, to process Top Secret

information, or by aprotected distribution system designed and installed to meet the sandardsincluded in
the Nationa Communications Security (COM SEC) and Emanations Security (EM SEC) issuance system.
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NOTE: TOP SECRET INFORMATION WILL NOT BE TRANSMITTED THROUGH THE U.S.
POSTAL SERVICE UNDER ANY CIRCUMSTANCES.

B. Secret Information. Secret information may be transmitted by one of the following methods.

1. Any of the gpproved means for the transmission of Top Secret information can be used to transmit
Secret information. Secret information may be introduced into the Defense Courier System only when
control of theinformeation cannot remainin U.S. custody. The Defense Courier System must dso be used
for transmission of Sengtive Compartmented Information (SCI) and COM SEC information at the Secret
classfication level.

2. A cdleared and designated employee or acontracted individud traveling on surface conveyancewithina
metropolitan area may hand-carry the information provided the information is not transported across
internationd borders and the courier maintains custody of the information at al times.

3. Secret information may be transmitted by U.S. Postd Service Express Mail and U.S. Postal Service
Registered Mail within the United States and between the United States and its territories.

4. Secret information may betransmitted by U.S. Registered Mail through Military Posta Servicefacilities
outsde the United States and its territories provided that theinformation doesnot at any time pass out of
the control of aU.S. citizen and does not passthrough aforeign posta system or any foreign inspection.

5. Secret information may be tranamitted by a cleared commercid carrier or cleared commercia
messenger sarvice asdefined under the Nationd Industrid Security Program. To ensuredirect ddivery to
the addressee, the "Waiver of Signature and Indemnity” block on the U.S. Postal Service ExpressMall,
label 11-B, may not be executed under any circumstances. The use of externd (Street Sde) expressmall
collection boxes is prohibited.

6. Secret information may betransmitted by acleared and designated empl oyee on scheduled commercid

passenger arcraft within the United States and between the United Statesand itsterritories, subject to the
procedures and redtrictions set forth in paragraph 2205, Hand-carrying Classfied Information. The
servicing security officer or security contact must brief couriers on their respongbhilities to protect

classfied information. The classfied information must remainin the congtant custody and protection of the
courier a dl times.
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7. Secret information may be transmitted by a Department of Commerce courier provided the employee
has been granted an appropriate security clearance and possesses a Courier Authorization Card, Form
CD-75.

8. Secret information may betransmitted by a cryptographic system authorized by the Director, Nationa
Security Agency, to process Secret information, or through a protected distribution system designed and
ingaled to meet the standards included in the Nationd Communications Security (COMSEC) and
Emanations Security (EM SEC) issuance system.

C. Confidential Information. Confidentid information may be tranamitted by using one of thefallowing
methods.

1. Any of the means approved for the transmission of Top Secret or Secret information and by the U.S.
Pogtal Service Certified Mail within the United States and between the United States and itsterritories.

2. Confidentia information can betransmitted by U.S. Postal Service Firgt Classor ExpressMail service
provided the outer wrapping is stamped " FIRST CLASS' and "POSTMASTER: DO NOT
FORWARD. RETURN TO SENDER." If apiece of Confidentid mail weighs over 12 ounces, it
must aso be marked “ PRIORITY MAIL.” These markings are necessary because outsized mail can
loseidentity asFirst Classmail, whichisclosed to posta ingpection, and becomealower class, subject to
posta inspection. Postal inspection will be avoided if the outer wrappingismarked” FIRST CLASS.”

3. U.S. Pogta Service Registered Mail shdl be used to send:
a. North Atlantic Treety Organization (NATO) Confidentia information;
b. Other Confidentid mail addressed to Fleet Pogt Office (FPO) and Army Post Office (APO)
addressees |ocated outside the 50 states, Didtrict of Columbia, the Commonwealth of Puerto Rico,
and U.S. territories or possessions; and
c. Confidentia information to other addresseeswhen it is uncertain that their location iswithin U.S.
boundaries.

4. Confidentia materid may be sent to contractors and to agencies outside the Executive Branch by
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Certified or Registered mail. The U.S. Posta Service Return Receipt shal be attached to the outside
envelope.

D. Prohibition of Transmission of Classified Information Over Non-secure Telecommunications
Systems. Classified information shal not betransmitted over any non securetd ephone, facsmilemachine, or
electronic mail system.

2205 Hand-Carrying Classified Infor mation

A. Restrictions. Appropriately cleared personnel may be authorized to hand-carry classfied information
outside Department of Commerce controlled space subject to the following conditions.

1. The courier has an appropriate security clearance and has been issued a Courier Authorization Card,
CD-75, asrequired in paragraph 2207, Courier Authorization Card.

2. The dassfied materid shal be hand-carried in alocked briefcase that serves as the outer wrapper.

3. Thestorage provisions of Chapter 24, Storage, apply to al stopsen routeto the destination, unlessthe
information isretained in the persona possession and congant survelllance of the individud at al times.
The hand carrying of dassfied information on trips that involve an overnight stopover is not permitted
unlessadvance arrangements have been coordinated for proper overnight soragein aGovernment facility
or cleared contractor's facility.

4. The classified information shal not be opened, read, studied, displayed, or used in any manner by the
courier when travelling in public conveyances.

5. The courier shdl not store classified information in any detachable storage compartment such as
automobiletrailers, luggageracks, arcraft travel pods, or drop tankswhen carrying classified information
in aprivate, public, or Government conveyance.

6. The originating office mugst maintain alist of dl classfied information carried or escorted by traveling
personnel.

7. Advance arrangements for appropriate overnight storage shal be made to ensure that the facility has
authorized storage capability a the gppropriate level. The storage capability should be available and
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accessble at the designated time of the vigt. When travelling, the courier shadl make contingent
arrangements in the event that unforeseen problems occur that may result in late or delayed arrivals. The
courier carrying classfied information must understand his or her responghility to safeguard the
informetion while in trandt and when arriving a hisher find destination.

B. Hand-carrying Classfied Information Aboard Commercial Passenger Aircraft. Appropriately
cleared personned may be authorized to hand-carry classfied information aboard commerciad passenger
arcraft subject to the following conditions.

1. Classfied information may be hand-carried aboard commercia passenger aircraft only when thereis
neither time nor means available to properly transmit the information by other authorized means. The
Director for Security shal grant permissionto carry classfied material overseason acase-by-case basis.
Requests for permission to carry classified information aboard a commercia passenger aircraft shall be
submitted in writing to the Office of Security by the servicing security officer a least ten working days
prior to departure.

2. Prior to carying classfied information across internationa borders, the courier must make
arrangementsto ensure that the information will not be opened or viewed by customs, border, postd, or
other ingpectors, either U.S. or foreign.

3. Thecourier must travel aboardaU.S. carrier. Foreign carriers can be used only whenno U.S. carrier
isavailable. The courier must ensure thet the information shdl remainin hisher custody and control &t al
times.

4. The responsible security contact shdl brief the courier concerning security safeguards and the need to
possess departmental photographic identification. Written authori zation from the Director for Security is
required by the courier to carry classfied information aboard commercid arcraft. Theseitemsshal be
displayed upon request by the appropriate airline personnel.

5. The cdlassfied information shal be sealed in double wrappings and carried in a briefcase or other
carry-on luggage. The screening officials may check the envelope by x-ray machine, flexing, fed, weight,
etc., without opening the envel opes. Opening or reading the classfied documentsis not permitted.
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2206 Designation of Couriers

The sarvicing security officer may authorize an employee to hand-carry classified informationup to the Top
Secret level within the United States and its territories, except by commercid arcraft. This authorization is
required for employeeswho routindly carry classfied materid to facilitiesin the same geographical aress. To
be an authorized courier, the employee must hold an appropriate security clearance and possess a vdid
Courier Authorization Card, CD-75, as described in paragraph 2207. Prior to obtaining classified
information, the authorized courier must present a vaid Courier Authorization Card to the holder of the
classfied information.

2207 Courier Authorization Card

A. Courier Authorization. The Department of Commerce Courier Authorization Card, CD- 75, authorizes
the bearer to transport or hand-carry dassfied information on arecurring basis. The form will identify the
holder by name, date of birth, and assigned operating unit. The card will include adate of issuance, expiraion
date, photograph of the holder, leve of classified information authorized to be hand carried, and thesgnatures
of the holder and theissuing security officer. A block is provided for the servicing security officer'snameand
phone number for clearance verification.

B. Issuance and Control of the Courier Authorization Card. Appropriately cleared personnd may
obtain a Courier Authorization Card, CD-75, to hand-carry classified information outside Department of
Commerce controlled space subject to the following conditions

1. The sarvicing security officer shal maintain accountability of al Courier Authorization Cards. Prior to
the receiving a Courier Authorization Card, the employee must have been granted a security clearance
based on paragraph 1201, Granting Access to Classified Information.

2. The supervisor of the intended bearer shdl request the issuance of a Courier Authorization Card in
writing to the servicing security officer. Upon verification of the employee's security clearance, the
servicing security officer will complete the Form CD- 75 by affixing acurrent photograph of theemployee,
obtaining the necessary sgnatures, and laminating and issuing the Courier Authorization Card to the
employee.

3. Thebearer of the Courier Authorization Card must report the loss or damage of the card inwriting to
the security officer within five working days. The bearer may request areplacement card, which will be
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issued at the security officer'sdiscretion. Thelossof aCourier Authorization Card canresultinforfeiture
of courier privileges for an unlimited period of time, as determined by the servicing security officer.

4. The Courier Authorization Card isvaid for three years from the date of issue. The bearer must return
the Courier Authorization card to theissuing security officer upon termination of his’her security clearance,
when the authorization is no longer needed, or when an occurrence dictates the need to withdraw the
courier authorization, as determined by the issuing security officer.

5. The CD-75 does not authorize the courier to hand-carry classfied information aboard commercid
aircraft. Permisson to hand-carry classfied information aboard commercid arcraft shal be granted by
the Director for Security in accordance with paragraph 2205.

6. The courier shall not use the Courier Authorization Card for purposes other than its intended use.
Abusing or exceeding the authority of the card may result in disciplinary action.
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