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The Real Antonio Lupher of Interpals Exposed — by Bo Chen a long time former Interpals member and moderator

Often in life reality isn’t what it seems. The truth is that many times upon second (or third or fourth, etc) glance we
realize we just don’t really know anything at all. Appearances, perceptions, and our own ideals of how things should be
or how people ought to act can often lead us astray.

My name is Bo, and this is my story and encounter with the Interpals online pen paling experience. And it is also my own
revelation that — ironically — I've come to find that on the Internet, appearances are illusive and an online buddy or
friend who you thought you knew so well can someday turn out to be not who or what you had once imagined or
expected.

I've always like penpal-ing and over the years I've been on and off the Interpals.net website since approximately 1999.
Personally I've witnessed the metamorphosis, changes and growth of the Interpals and its transformation from strictly
“newspapers-like” online classifieds to a full-fledged social networking service armed with myspace/facebook/twitter
copycat innovations such as “walls”, instant messaging, forums, group chat, “friends” list, bookmarking, and etc.

A while ago | was even a volunteer profile moderator on Interpals working with two other volunteer mods by the then
InterPals usernames of “Gotterkind” (Brad aka HazMat) and “Whitewolf” (Jeremy)... We had fun exterminating Nigerian
scammers and Russian sex scams and annoying stuff that deteriorated the site experience. And there was also this 30
year old computer hacker named Spy_Phoenix (Matt from down south Australia) who liked to come on to cause troubles
and stir up controversy on the forums, we had a love-hate relationship with him, but overall it was fun! We were all
three of us working under the Interpals sole (only) site owner, developer, and creator Mr. Antonio Lupher. At the time |
didn't know much about Antonio, other than the fact that he was close to my age (we were both born in 1985) and that
he started the Interpals.net site when he was just barely 13 years ago living in Tacoma Washington area.. and that
somehow he later moved and relocated to live in Moscow, Russia.. but was still running the site online and actively
developing new and improved features with the help of ‘Whitewolf’ (Jeremy) So when he saw that | was active on the
site and asked me if | wanted to volunteer to help, | of course agreed and said yes. Little did | know that would be one of
the worst decisions of my life.

Now let me start from the end and work back towards the middle and beginning again. Interpals.net (InterPals, LLC) the
online penpaling website is owned by one person only : Mr. Antonio R Lupher (born in 1985) of Tacoma, WA. He grew up
with his parents Norma D Ramirez and David A Lupher living at 819 N Washington St, Tacoma, WA 98406.. Even though
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I’'ve known Antonio for many years, he is a very private and secretive guy (his own InterPals profile was blank and not
even filled out until just this later half of the year!) and it took a lot of digging through public records and freely available
sources to find all this information. It appears he is also the owner of a now defunct “Webqual” Web Design company of
which he is the sole owner and employee. During the beginning InterPals was designed using “Webqual” and later it
became so popular that Antonio decided to work full time on the project and devoted much of his attention to improve
the service and harvesting as many users as possible. He has a personal website located at http://www.lupher.com/ and

it appears he created many other much lesser well known sites in the past such as his Civil War Music site
http://www.civilwarmusic.net/

Antonio went to Harvard University and received a world class education. He interned at Intern (Systems) at D.E. Shaw
& Co., L.P and also he interned and free-lanced at The Moscow Times helping to write articles. Later he immigrated and
relocated to Russia (the former USSR) and re-educated himself at Moskovskij Gosudarstvennyj Institut MeZdunarodnyh
Otnosenij (Universitet) and Sankt-Peterburgskij Gosudarstvennyj Universitet. The last time | communicated with him on
good terms he told me he was still going to school and had a busy semester. So | suppose these days he’s still
residing/hiding somewhere in Moscow.

Antonio (he calls himself “A”) speaks and writes fluent English, he’s pretty good at Spanish too, and | suppose he has an
excellent grasp of the Russian language.

But for now let me just tell you this: Antonio Lupher also goes by the username of “Mefistofele” and “Mefistofele85”..
One of his many IP addresses (not my fault he publicly revealed it on Wikipedia) is 195.98.183.132 and he usually likes
browsing the web on his Safari web browser on that iMac of his from Moscow Russia. To the best of my knowledge his
parents still live in Tacoma, Washington and he claims to run Interpals from “the United States”.. He can be contacted at
support@interpals.net, and also alupher@gmail.com, interpals@gmail.com, among many other personal and

professional email addresses.

This guy is quite a sly and cunning and devious underhanded backstabbing hypocritical fellow | must tell and warn you. If
| could have sent this letter back in time to myself a couple of years ago | would have saved myself a lot of headache and
betray and undue emotional distress. But anyways, | digress.. The world sure ain’t what it seems now is it?

Antonio would have made a great actor.. because | say this because of all the things | know about him, what has been
revealed to me is his defining characteristic is his unsettling ability to “act”, to misinform, to spread disinformation, to
propagandize, and | believe the ultimate “inside job” — which is to fool and deceive even he himself! Maybe he would
make a great politician too!

For example, back in Nov of 2008 he bashed the WorldFriends website on StartupMeme tech blog saying :

“You’re absolutely right — I just don’t think the S25/mo. business model is going to work. | much prefer InterPals (
http://www.interpals.net ) — same language exchange, penpal, dating, etc. features, but for free.”
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mefistofelesE
Movernber 19th, 2008 on 3:26 am

You're absolutely right — | just don't think the $25/mo. business model is going to work. |
much prefer InterPals [ hitp:/ fwewewinterpals.net } — same language exchange, penpal,
dating, etc. features, but for free.

[Reply]

So the dude pretends to be this innocent little unbiased “mefistofele85” with no vested interest of affiliation to
InterPals? Who is he kidding? He says he “much prefer[s] InterPals”? You don’t say! If | was the owner of a site heck I'd
much prefer my own site too!

Then if that wasn’t enough he continues to bash WorldFriends again, but this time on TechCrunch:

"Wow, I've got to agree with you guys on that one -- 525 is an utterly ludicrous amount to pay for the features they offer
you.

I'm a regular on InterPals (http://www.interpals.net) which is basically the same -- language exchange, penpals, cultural
exchange, etc., but completely free (and I've got to say the design is a lot better).

As Ross points out, TC kind of misrepresented WF (it's more of a dating site than a social network) -- but this isn't
immediately clear even when you go to the site (they try to rope you in with the "sign up for free" bs). Still, | would
definitely recommend checking out the legitimate free competitors out there (but hey, this is more controversial, which is
always good!). Sites abound: interpals, italki, mailfriends, xlingo, etc.

Anyway, just my 2¢ "

. mefistofeleSE . 79 weeks ago 0|5

Wiow, I've got to agree with you guys on that one -- £25 is an utterly ludicrous amount to
pay for the features they offer you.

I'm a regular on InterPals (http:/fwww.interpals.nety ™ which is basically the same --
language exchange, penpals, cultural exchange, etc., but completely free {and I've got to
say the design is a lot better).

As Ross points out, TC kind of misrepresented WF ({it's more of a dating site than a social
netwark) -- but this isn't immediately clear even when you go to the site (they try to rope
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legitimate free competitors out there (but hey, this is more controversial, which is always
good!}, Sites abound: interpals, italki, mailfriends, «lingo, etc.

Anyway, just my 24
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This is going to permanently make me look at things a whole new way (ie be more suspicious and cautious) everytime |
hear the words “just my 2 cents” uttered out of anyone’s mouth ever again. Thanks a lot Antonio.

7 “"

So he’s “a reqular on InterPals” huh? Technically that isn’t a lie. But damn | just am speechless..... And to troll that TC
kind of Misrepresented? Geez.. He’s one to talk about misrepresentations!

A little whiles laterz he has this to say for himself:
“mefistofele85 7,
2008411 F19 H EH=at 6:30 T+

Try InterPals instead! http://www.interpals.net “

WorldFriends

friends

2008511 H13H In: ¥eh Tools
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1. mefistofele85 1:,
2008511190 BHi= at6:20 FF

Try InterPals instead! hitp: terpals.net

Well I'll say one thing, the guy does know how to self promote! (while keeping a plausible “unbiased” cover) And this
brings us to some recent transgressions of unethical behavior... It is like those commercials.. Try my XYZ whitelabel
product instead! Try this! Here try it please?! Pretty plz....

Antonio created (three unsuccessful attempts) Interpals page at Wikipedia.org but all three times it was promptly
deleted by admins..

Interpals

Fram wikipedia, the free encyclopedia

This page has been deleted. The deletion and move log for the page are provided below for reference.

e 19:40, 4 July 2009 Decltype (talk | contribs) deleted "Interpals" (Speedy delsted par 050G 2, was g biatant copyright infringement, uaing TH)
e 01:44, 7 June 2009 Wifter talk | contribs) deleted "Interpals" (Speedy delaled per OS50 G111, was biatant achvertising, Wsed only fo promote someone of something. uaing T
e 10003, 31 March 2008 Stifle (talk | contribs) deleted "Intarpals” (A7 pwabl: Web content doesnt indicate Importancesipnificance)




So he was accused by Wikipedia admins of “blatant copyright infringement” and “blatant advertising, used only to
promote someone or something”.. Having your own wiki entry removed three times may have discouraged most people,
but obviously it didn’t stop Antonio. You see, Wikipedia entries are case-sensitive, which means an article for “Interpals”
is not the same as an article for “InterPals”.. So lets see:

InterPals

From Wikipedia, the free encyclopedia

Thizs page has been deleted. The deletion and move log for the page are provided below far reference.
w» 04:05, 29 May 2010 UtherSRG ifalk | contribs) deleted "InterPals" (A7 Aricle about 3 weh site, biog, web forum, weboomic, podcast, browser garme, of similar wab content, which doe
Inchicate the importance or sighificance of the subiect]

e 03:40, 29 May 2010 Vianello (talk | contribs) deleted "InterPals" (47 Aricle about 2 web site, blog, web forwm, webcomic, podcast browser game, or sirmilar weh content which does
Indicate the importance or sighificance of the subfect)

o 14:21, 28 May 2010 UtherSRG ialk | contribs) deleted "InterPals" (Speedy deleted per 50 A7, was an aiticle about 2 web site, blog, onfine forum, webcomic, podeast, or similar weal
content that dicn't assert the importance or significance of its subject using TH)

Sorry, but no cigar! But that’s not alll We are just beginning our investigation of this very stranger and stranger matter
down the rabbit holes..

Wikipedia:Articles for deletion/InterPals

= Wikipedia Aricles for deletion

The foliowing discussion s an archived debate of the proposed deletion of the aricie below. Please do not modify it. Subsequent comments showld be made on the
appropriste discussion page (such as the article's talk page or in a deletion review]. Mo further edits showld be made to this page.

The result was Speedy A7 UtherSRG (talk) 14:22, 28 May 2010 (UTC)

InterPals [edit]

InterPals (edit|talk | history | links | watch | logsy — Miew log = AD statistics)
(Find sowrces: "InterPals" — newes - books - scholar - images)

Mot covered by reliable sources, therefore fails both the notability and the verification (beyond that it exists) tests. Oh and if you search for this make sure you don't confuse it
with InterPal an entirely seperate organisation or Interpal (the international pallet association) or any of the other organisations that uses Interpals as a name in some way.
Cameron Scott (talk) 11:26, 28 May 2010 (UTC)

| agree that there may be some notability issues here, but it does have an Alexa ranking of around 11,000 which pretty high (relative to many other sites in the social
networking category). Mot sure if that makes a difference, though, Mefistofele (talk) 11:30, 28 May 2010 (UTC)
| thought about that but the problem is still, it's not what you are, it's what people {reliable sources) write about you and reliable sources simply aren't writing about
this company. If sormeone could find some decent sources, I'd be happy. --Cameron Scott (talk) 12:13, 28 May 2010 (UTC)
I've added a few more sources, but am not sure that this they're reliable enough. Any advice? Thanks! Mefistofele (talk) 12:41, 28 May 2010 (UTC)

= Delete - | can find significant coverage, just not in reliable sources. As far as | have been able to find, this fails both general and web specific notability guidelines.

11:43, 28 May 2010 (UTC)

Delete I'd tagyed for speedy as advertising which GB fan declined (hey, you can't blame a gal for trying @) but | can't see this topic is notable. If I'd found evidence that it was
the next Facebook, I'd have rewritten it. Mo idea whether the article creator has any connection with it, but the disgruntled user who keeps adding a bunch of crap to the
atticle has a definite WP COIElen of the Roads (talk) 12:01, 28 May 2010 (UTC)

Speedy delete per CSD:A7 (non-notable website). Tagged accordingly. Stifle (talk) 13:56, 28 May 2010 (UTC)

Speedy deletion nomination has been declined twice -- and this discussion is already taking place. Can we just finish it here? Ive added more sources as per my
comment above, Thanks! Mefistofele (talk) 14:01, 28 May 2010 (UTC)

= Keep - Ive added more sources, but I'm not sure they qualify as reliable. Can anyone take a look before deleting? Thanks! Mefistofele (talk) 14:02, 28 May 2010 (UTC)

The above discussion is presenved as an archive of the debate. Please do not modify it. Subsequent comiments showld be made on the appropriate discussion page [such
as the article's talk page or in 2 deletion review). Mo further edits showld be made to this page.

Thiz page was last modified on 25 May 2010 at 1422,



"I agree that there may be some notability issues here, but it does have an Alexa ranking of around 11,000 which pretty
high (relative to many other sites in the social networking category). Not sure if that makes a difference, though. -
Mefistofele "

"I've added a few more sources, but am not sure that this they're reliable enough. Any advice? Thanks! - Mefistofele"

"Speedy deletion nomination has been declined twice -- and this discussion is already taking place. Can we just finish it
here? I've added more sources as per my comment above. Thanks! - Mefistofele"

"Keep - I've added more sources, but I'm not sure they qualify as reliable. Can anyone take a look before deleting?
Thanks! - Mefistofele"

| swear, if | hear the dude use the word “Thanks!” one more God Damn time I’'m going to fucking throw up! Thanks! But
seriously, look at how desperately this Antonio aka Mefistofele is trying to convince the Wiki admins to not delete his
un-sourced entry of blatant self promotion! Thanks!

What makes this all the more supremely ironic is the fact that a few hours prior to this incident Antonio under the guise
of Mefistofele and “195.98.183.132” had pretended not to be affiliated with Interpals! Thanks!

You see, a while ago | added a “Criticism” section to InterPals Wikipedia entry.. (I'll explain what | was criticizing later..)
But suffice it to say, Antonio got on under Wikipedia accounts of Mefistofele and 195.98.183.132 and removed my
criticism section stating:

“Removed criticism section, as it seems to be an instance of a single disgruntled user + personal blog instead of
widespread debate/controversy;also couldn't verify sources-where was "owner" name from?"

Now unless he was the site owner of Interpals himself how the heck could he have known this was a “single disgruntled
user”? But it gets funnier still.. He goes on to say that “also couldn't verify sources-where was "owner" name from?" So
this faggot Antonio Lupher expects us to believe he fucking did a Bourne Identity on us all and forget his own fucking

name? Are you k-i-d-d-i-n-g- me? -T-H-A-N-K-S-!-

From his own personal “talk” page on Wikipedia for Mefistofele he proceeds to “undo” my exposure of him and erases
what | wrote back in reply by commenting and stating the following:

“removed some crazy allegations (what was that?)”
Really know, What indeed was that? What was DAT? WAAAAAA WUUUZ DAAAAAAA?
Am | beginning to sound crazy now?

On Wikipedia he furthermore denies that the owner of the site is Antonio Lupher, stating that | don’t have any “proof”
or source to document this as a fact.. Hmmm.. let me guess.. any of the dozens of long time Interpals members can back
me up on this one. | was a moderator on the site for Christ sakes! He states that the owner is not in Russia and that this
is because the web records show that Interpals is registered in the United States.. Hmmm... let me guess.. Another nice
one. | guess he should know better than anyone else why exactly he fled to Russia.. In addition to forgetting his own
name, now he forgets that he is the owner of Interpals and has to ‘lookup’ the public whois web records to determine
where it was registered to in order to extrapolate the geographical location of the Interpals, LLC? Give me a fucking
break! But hey if it was all to put on an elaborate show for the Wiki admins so they don’t erase his promotional Wiki



entry of his own website then why not right? Right? So Mefistofele pretends he is not 195.98.183.132 and ‘both’ of
them pretend not to know who “Antonio” is.. and all three of “them” are denying any associating with Interpals? Damn
and | thought the CIA/NSA was good, how many identities can this guy keep up in this mind?! Maybe all that Harvard
education is finally put into good use now! The right hand pretends not to know the left hand. Oh the games we play.

But that’s not the half of it. After | linked to lupher.com which basically implicates him as the owner of Interpals (and
implicates him as biased editor with a vested interest in portraying Interpals in the best possible light on Wikipedia) he
almost immediately erases the reference/link to Interpals.net from his personal lupher.com page. The lupher.com page
hadn’t changed in many years (as recorded by http://web.archive.org/web/*/http://www.lupher.com ) It has always

displayed his full name and linked to both his Interpals and Civil War Music site. Yet hours after my damning exposure of
his lies on Wikipedia by linking to external link lupher.com he edits the page to remove any references to Interpals.
Luckily he didn’t anticipate that | had used a third-party web archiving service called backupurl to “backup” his
lupher.com just in case he would do such a thing!

So | backed up a version here: www.backupurl.com/6bmtii And guess what? As typically can be expected from a sly ass

bastard such as himself, Antonio removes the link to Interpals on his lupher website.. And yet | was wrong when | said he
didn’t anticipate that | had used a third-party web archiving tool to take a snapshot of his website, because a couple of
hours after that, | find that he undid the change and re-uploaded the Interpals link to his lupher.com website (but
somehow mysteriously removed any references to Moscow Times — did he forget about the Google cache? That doesn’t
make (ad)sense for a guy that runs an online pen pal site sponsored by that OTHER Google CASH!) so now it appears he
didn’t change anything at all.. And since | had already reported him for his earlier underhanded tactic, it would turn
around and make me look like quite the lunatic for anyone who investigated this AFTER he had made the second change
of putting everything back! But alas | was one step ahead of him again. Looky look at this:
http://www.backupurl.com/negwi3

Yeah that’s right. Eat your heart out Antonio! Man this dude is sly isn’t he? Or maybe he can’t make up his mind? Too
many voices in your head A?

In addition to all of this, Antonio promoted himself and his site on sites such as aboutus.org and many others.

= 5 {curn (last . 222430 December 2008 MicroSummarizer (alk | contribs
MicroSummanisdd: Find free penpals and friends fram all

4 (curn) (last . 21:40, 011 Qctober 2008 mefistofele (alk | contribs )
Mo edit summary:

Fcurs) (last . 18:09, 24 August 2008 MicroSummarizer (talk | contribs)
MicraSummangddd:

2 {curry {lasth . 13:09, 24 August 2008 mefistofele {alk | contribs )
Wikitext: removed incorrect phone number and email

1 {curri {lash . 16:36, 31 Qctober 2006 Aboutl=sBot dalk | contribs )
Wikitext: Page Updated by AboutllsBot

Compare selected versions I
Wiew (previous 300 (next 300 (20| a0 | 1000

| was not at all surprised to find that the earliest “contributions” (wikitext) of the Interpals.net page came from
“mefistofele”.. What kind of faggot ass sounding username is that? Maybe he as a secret fetish of wanting to be anal
fisted?

If you ever want to tell him to fist himself on Interpals here is your chance!: www.interpals.net/Mefistofele
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His other (currently known) profiles are: www.interpals.net/adsense and www.interpals.net/antonio and

www.interpals.net/interpals

By now you must be wondering what exactly | criticized of him and his InterPals on the Wikipedia page? Well before he
deleted my criticism section | had already archived it and it (I myself) said this:

“InterPals site admin and owner Antonio Lupher [1] [2] has been accused of allegedly hacking into private user
accounts using a built-in backdoor system to monitor and masquerade as any InterPals user. [3] He has furthermore
admitted via chat transcripts made available through InterPals support correspondence of hijacking multiple user
accounts and perpetrating and masquerading as those users without said user's knowledge nor permission. This may
potentially have led to serious breaches of trust and direct violations of InterPals own Terms of Service [4] and Privacy
Policy. [5]”

So what was the matter? In a nutshell, everything can be explained at this link:
http://docs.google.com/View?id=ddkxgdtn 0hc85sxc6 and in case Antonio reads this and get Google to delete it I've
already backed it up here: http://www.backupurl.com/kraci7

| personally, empirically, unequivocally caught Antonio spying on my private InterPals account (whilst | hadn’t even
violated any Terms of Service, mind you!) using a built-in “backdoor interface system” that allows super-
moderators/super-admin (aka only Antonio himself) to “log in” to any user account just as if he was that user
himself/herself.. without the need to reset any passwords, and he can be concurrently logged in while the user is still
logged in and thus giving no indications of any breach of privacy going on. He claimed in the past that his backend tool
was only used to investigate users that had broken the Terms of Service or had otherwise been an elaborate fake on the
site.

But spying is one thing. Antonio went over the line. He crossed it by a thousand miles all the way to Russia and infinity
and beyond! He used Google to search for all references of my name and hunted on the internet and many other
penpal sites to find any and all profiles, photos, personal information, profile self-descriptions, websites, etc that he
could find and then he helped himself to his not only spy on my Interpals account, and not only masquerade as me, but
perpetrate my identity to the ultimate level by adding and injecting private (and previously undisclosed) information of
me on my InterPals profile (including a high resolution photo/portrait, my actual date of birth, my self descriptions from
other social networking sites, etc..) and if that wasn’t even enough he continued to BROWSE underage girls using MY
interpals profile (and back then everyone could see who viewed everyone else!), and when still logged in to my profile
he changed my live feed status, and “befriended” many people that | would never befriend on the site. He did this all
while | was sound asleep, and the really ironic thing about all of this is while he was doing all of this, concurrently and
simultaneously he was already writing me a “condolence” message/letter from his real Interpals Antonio account
www.interpals.net/antonio
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Subject: Hey there =)

Hewy Bo,

Glad to zee you're back. 3Sad to see you're so unhappy with us. That did we
SUOL ;inconpa€: etent and tyrannical admninssquot;&8: do exactly to drive you away?
And why did you never mention this until now? You were full of excellent and
constructiveds: idess when you were here, and I wish I had the time to implement
more of them. Many are scill in the works, though. And they were certainly
appreciated. 3€¢

What iz this about not wanting your old profile deleted? We just receiwved reports on
it today -- from the Ferman proxy you often use -- askiru us to delece it. I
assumed that was you -- gquess 1t must have been 5py (I doubt it was Brad). I you
want it reinstated, that's not a problem, just let me know. But why keep it if
you're locked out of it and don't use ic? Just FYI, we're chinking of
implementingd€c a 6-month suspension policy, where old accounts get deactivated
[after an email warning) to keep things current and up to date,

Ok, and what's with the squot:InterPa€cals Guide to Law Enforcementsacquot; &€ 2
Decided to see whether InterPals can draw the same sort of scrutiny as Yahoo? =)) I
wizh... unfortunatel&d€cy, we're hardly big enough for the media to make a scandal
out of us., Especially when the document itself is forged! Geez, if you hawve thart
wuch time on your hands, why not come back and help blast the Nigerian scammers? And
3py's & lot more fun when he's not on your side -- trust me =)} It's actually kind
of fun tracking him down, and unfortunatelaS:y, when he's on your side, he's boring.

Antonio

So obvious | was pissed and confronted him with this. Initially | had remarked on the Interpals forum
(www.interpals.net/phpBB/) that my account had been “hacked into” by one of the only two remaining profile

moderators on the site (Antonio and Jeremy aka Whitewolf www.interpals.net/whitewolf ) Whitewolf immediately told

me if | continue my “games” and don’t stop my false accusations that I'd be banned from the site. | reply kindly that as
profile moderator (which privileges to see ip address of logon of all the members) that perhaps he should check into the
matter and look into the truth before judging the situation so quickly..

But as it turned out neither he nor Antonio ever had any intentions of doing the right thing or following their own rules
or finding out the “truth”.. | contacted Antonio about this once again, and both of them promptly and permanently
banned me from the site, even though at that point I still had not violated any Terms of Service!

Obviously irate, | contacted Antonio at his support@Interpals.net address to message him the following:

“My account (bochenl080) was deleted by your fucking two man admin team 24
hours ago!! (even though that account did not violate TOS) Profiles
deleted can be undeleted within 30 days you fucking lying ass faggot.

You fuck around in my profile and when I point that out WHITEWHORE calls
me a liar publicly on the forums and then promptly you two faggot asses
have to cover up the "inside-job" and then delete me to hush me
up!?2!2!122!1?2!?2! What the fuck? Who made you the KGB?

What gaves you the right to masquerade as me, to view other profiles and
mess around in my profile pretending to be me! You viewed other accounts,
and messed around with other people within my profile acting as "me"..
This WENT OVER THE LINE and has nothing to do with "investigation".. If my


http://www.interpals.net/phpBB/
http://www.interpals.net/whitewolf
mailto:support@Interpals.net

profile violated TOS you should have Jjust deleted it, not fuck around in
my shit under my name!

And you slick ass bastard, you thought just because you got a blocker I
couldn't track back to your IP address.. Fuck you bitch.

How the fuck do you "REVERT" my profile by using information from OTHER
websites! So you leech content from other penpal sites to make yours more
popular? Why the fuck are you hiding in Russia you fucking coward!

You are just trying to coverup for your bullshit tacits and making excuses
for yourself.. So you and fucking whitewhore are fucking owner you can
play around and its all okay, but when others do it they get their
profiles deleted for "TOS"

You can T. O. motherfucking S. my COCK BITCH

You are lucky I'm not reporting your ass to the internet police.”

He later replies with this weak pathetic excuse of an explanation:

“> The content on the JohnMKane profile, as it was, violated the

InterPals TOS. Given the complaint about your old Bochenl080 profile
being deleted -- and considering that we completely removed this
account information from our servers -- your profile "about me"

section was reverted to one the your old penpal profiles. This
information is publicly available on many web sites:

http://maarten.daams.tripod.com/texas.html

http://www.penpals.net/member-profile.asp?MemberID=7951
http://penfriends.com.au/webdate/index.php?page=view profiles&id=53834

Easy! It's called copy & paste. You were informed that you could keep one of your
multiple profiles, as long as you did not further violate the TOS. In
light of the fact that these violations have continued, all of your

V V.V V V V V V V V V V VYV

accounts have and will continue to be deleted.

> Don't presume to know when profiles are deleted. Mods can instantly

> delete profiles now, preventing any reactivation. You think things

> stay the same forever? This is precisely why you are no longer a moderator and never
will be.”

And again | reply saying:

“You even told me in the letter this morning that if | wanted too you could easily reactive and reinstate my profile (which
| declined) So | just caught you in another white lie you scumbag dipshit! | would sooner eat shit before | ever go to your
malware invested popup site again!”

And so there you have it. The story of my life (sarcasm!) Antonio knows better than anyone else that | have previously
caught dozens of VERY elaborate fakers (fake pen pal profiles) of ugly girls trying to pass as pretty ones, guys trying to
write to other guys as women, and I've seen it all.. Or so | thought. What I’ve finally come to realize over the years is the
truism that sometimes the greatest illusions in life can be right under your nose all that time and you’ve never really
realized it. Everyday people like Antonio Lupher can put even the most devious of fictional characters to shame. And
that is because truth is often times stranger than reality, and sometimes that reality hurts.



Go gle keyword phrase: “the dark side of interpals” or “Antonio Lupher”

http://thedarksideofinterpals.wordpress.com/2010/05/30/the-dark-side-of-interpals/

http://bit.ly/thedarksideofinterpals

thedarksideofinterpal.110mb.com/theDarkSideofinterpals.html

All the files and everything I've got on my full investigation of Interpals and Antonio can be downloaded here:
http://www.megaupload.com/?d=GXL4U8CO

I re—uploaded all the files (.pdf, .doc, google cache, html saves, jpegs screenshots, etc) and
everything I've got on my full investigation of Interpals and Antonio Lupher can be downloaded at the
following links and mirrors.. http://rapidshare.com/files/394317091/Interpals Investigation.zip

| can be contacted at bochen181@Ilavabit.com

Be safe, and remember, the truth is rarely what it seems! Human nature seldom changes, the best you can do is change
yourself.

Updated and Continued below... the days after tomorrow!

Antonio Lupher and the dark side of InterPals - an illustrated addendum

Say Cheese Antonio Lupher!

Previously OoN www.scribd.com/doc/32187504/Antonio-Lupher-and-the-dark-side-of-InterPals and
www.scribd.com/doc/32191879/Antonio-Lupher-the-Dark-Side-of-InterPals and seen on
thedarksideofinterpal.110mb.com/theDarkSideofinterpals.html and blogged on
thedarksideofinterpals.wordpress.com/2010/05/30/the-dark-side-of-interpals/

I re-uploaded all the files (.pdf, .doc, google cache, html saves, jpegs screenshots, etc) and
everything I've got on my full investigation of Interpals and Antonio Lupher can be downloaded at the
following links and mirrors..

http://www.megaupload.com/?d=GXL4U8CO0

http://rapidshare.com/files/394317091/Interpals Investigation.zip

Now let’s continue... Let's play a little detective shall we?



http://thedarksideofinterpals.wordpress.com/2010/05/30/the-dark-side-of-interpals/
http://bit.ly/thedarksideofinterpals
http://www.thedarksideofinterpal.110mb.com/theDarkSideofInterpals.html
http://www.megaupload.com/?d=GXL4U8C0
http://rapidshare.com/files/394317091/Interpals_Investigation.zip
mailto:bochen181@lavabit.com
http://www.scribd.com/doc/32187504/Antonio-Lupher-and-the-dark-side-of-InterPals
http://www.scribd.com/doc/32191879/Antonio-Lupher-the-Dark-Side-of-InterPals
http://thedarksideofinterpal.110mb.com/theDarkSideofInterpals.html
http://thedarksideofinterpals.wordpress.com/2010/05/30/the-dark-side-of-interpals/
http://www.megaupload.com/?d=GXL4U8C0
http://rapidshare.com/files/394317091/Interpals_Investigation.zip

After my initial investigation and publications Antonio started shitting in his
pants when he googled for his own misdeeds and found someone started talking
about them.. this is his pathetic attempt to cover-up the cover-up..

VISITOR ANALYSIS

Referrer Mo referring link
Host Mame home-pool-183-132 . comZcom.ru
IP Address 195.98.1835.132
Country Russian Federation
Region Moscow City
City Moscow
ISP Russia
Returning Yisits 1]
¥isit Length 10 hours 10 mins 15 secs
VISITOR SYSTEM SPECS

Browser Safari 4.0
Operating System MacOSK
Resolution 1zg0x1024
Javascript Enabled

MNavigation Path

Date Time Type WebPage

30th May 2010 01:19:13 Page VWiew Mo referring link

30th May 2010 0Z:18:13 Page WYiew digg.comfsecurity/The Darle Side of InterPals and Antonio Lupher

30th May 2010 02:20:14 Page View digg.comdsecurity/The Dark Side of InterPals and Antonio Lupher

30th May 2010 02:35:00 Exit Link hitp:/fthedarksidecfinterpals . wordpress . com/2010/05/30/the-dark-side-of-interpals
30th May 2010 02:35:01 Exit Link hitp /bty /thedarksideofinterpals

30th May 2010 02:35:03 Exit Link hitp:/fwww megaupload com,/?d=067rA7LE

30th May 2010 02:35:03  Exit Link http:/fwww.rmegaupload.com/?d=067VATLE

30th May 2010 0Z2:48:24 Page View digg.com/d31SWi7

30th May 2010 02:45:49 Page View digg.com/d31SWwi7

30th May 2010 04:43:25 Page View www.google.com/url?g=http% 34 % 2F% 2Fthedarksideofinterpals 11 0mb . com%2FtheDarkSideofInterpals htmlfsa=0D&sntz=1&us
30th May 2010 04:45:31 Page View digg.cormdsecurity/The Dark Side of InterPals and Antonio Llupher

30th May 2010 04:45:37 Page Wiew digg.com/security/The Dark Side of InterPals and Antonio Lupher

30th May 2010 04:45:54 Page Wiew digg.com/d315Wi7

30th May 2010 04:45:57 Exit Link hitp:/fthedarksidecfinterpals . wordpress . . com/2010/05/30/the-dark-side-of-interpals
30th May 2010 04:46:26 Page Wiew Mo referring link

30th May 2010 04:46:31 Page View Ko referring link

30th May 2010 04:46:37 Page VYiew thedarksideofinterpals.110mb.com/theDarkSidecfinterpals.htol

30th May 2010 04:49:29 Page View Ko referring link

30th May 2010 05:07:46 Page Wiew Ko referring link

30th May 2010 05:23:14 Page View Ko referring link

30th May 2010 05:23:18 Page WYiew Ko referring link

30th May 2010 07:16:42 Page VWiew Mo referring link

30th May 2010 11:18:15 Page WYiew o referring link

30th May 2010 11:25:35 Page VWiew Mo referring link

30th May 2010 11:29:24 Exit Link http:ffweb.archive.orgfweb/*/http fwww . lupher.com

30th May 2010 11:29:28 Exit Link http:/fwww backupurl. corm/6b mtii

Note the Ip address from 195.98.183.132, its located in Moscow, Russia and it
definitely belongs to him. Look at the logs and see how many hours he
frantically searched and tried to remove and get rid of the information that |
exposed about him!

Moscow, Russia (195,95.183.132)
}:' 30 May  11:29:35  Safari 4.0 MacOSk  1280x1024 [ Moscow City, {Users/antonio/Documents/Downloaded sites/theDarkSideofInterpals.h
Russian Federation  No referring link

- . -t - - R

I see he likes to download and archive web pages for posterity as well!
“/Users/antonio/Documents/Downloaded_sites/blah_yada_ada! From IP address 195.98.183.132 in
Moscow



Do | need to still S-P-E-L-L IT OUT for you?

Not surprisingly he got rid of his www.interpals.net/mefistofele account just
hours after | made mention of it here : www.scribd.com/doc/32191879/Antonio-Lupher-the-Dark-
side-of-InterPals But not to worry, | saved a screenshot of it below.. The darn profile
lying there dormant and untouched for years and then recently in the few days
he removed it? Sounds suspicious enough for me!

-
penpals

Mefistofele's profile 3 Wall (0]

o mefistofele  (mefi 25 v.o, Male &
B Earnaul, Russia 69 [ Map ]
Looking for Ernail Pen Pals, Friendship
Speaks @ Fussian
Messaging 4% dkfla gE 348552

Lastlogged in 1 wear ago
Joined April 7, 2006 (updated May 3, 2006}

Please Sign In or Join for Free to view this profile.

rmefistofele's profile has been viewed by O rmembers this month.
Profile address: hittp: [ i interpals netfmefistofele

About | Adwertise | Donate | Privacy Policy | Terms of Sern

@2 2010 InterPals.

Now note the IP address again.. it’s the same 195.98.183.132 .. A few days ago
he remarked my allegations where “unsubstantiated”.. | guess if that was the
case, then the meaning of “unsubstantiated” would be rendered totally useless..


http://www.scribd.com/doc/32191879/Antonio-Lupher-the-Dark-Side-of-InterPals
http://www.scribd.com/doc/32191879/Antonio-Lupher-the-Dark-Side-of-InterPals

User contributions

For 19592182132 talk | block log | logs | fiter 1og)

— Search for contributions

" Show contributions of new accounts only
® User: [195.95.183.132 Namespace: | al =l

Tag filter; |

From year (and earlier): I Frorn manth (and eatlier): I all 'I mearch |

m 0317, 28 May 2010 (diff | hist) User talk:195.95.183.132 {unsubstantiated allegations) (top)
m 1915, 27 May 2010 (diff | hist) List of social netwarking websites (ref tag hypa)
m 1914, 27 May 2010 (diff | hist) List of social networking websites (Added total mermber count

This is the contributions pade for an IF user, identified by the user's numerical IF address

e User, you may create an account ar lag in to avaid future confusian with other IP users. Re
. 0 MYHOIS - BRI = - Tracernite - Geolneate - Ranneblnek findar - Glabal Rlacks - Glabal eonte

And here he was again, this time logged in on Wikipedia under the name of
“Mefistofele” and remarking that he “removed some crazy allegations (what was

that?)) “

m 0616, 29 May 2010 (diff | hist) UserMefistofele (— Cheers from the Kremlin on the Charles)

w 1618, 28 May 2010 (diff | hist) User talk:Mefistofele (top)

m 1453, 28 May 2010 (diff | hist) User talk:Mefistofele

w 1428, 28 May 2010 (diff | hist) User talk:UtherSRG {nterpals deletion question)

m 1402, 28 May 2010 (diff | hist) Wikipedia:Articles for deletionfIinterPals {added Leep vate)

m 1401, 28 May 2010 (diff | hist) Wikipedia:Aricles for deletion/InterPals

w1244 28 May 2010 (diff | hist) User talk: Exxolon {forgat header)

w1243, 28 May 2010 (diff | hist) User talk:Exxolon (re: internals)

m 12241, 28 May 2010 (diff | hist) Wikipedia:Articles for deletion/InterPals

m 11:30, 28 May 2010 (diff | hist) Wikipedia:Articles for deletionfinterPals {mentioned alexa)

m 0741, 28 May 2010 (diff | hist) Georgiy Shilov (slightly expanded Blography, mentioned collaboration with geffand, same
m 0708, 28 May 2010 (diff | hist) User talk:Mefistofele (removed some crazy allegations (what was that 7))

m 13:33, 14 May 2010 (diff | hist) N YWikipedia:Aticles for deletion/Mathan Fisher (fashion designer) f—Created page with

pagef )
w1551, 30 April 2010

m 1524, 30 April 2010
w 1523, 30 Apnl 2010 (diff | hist) YWikipedia:Requested articles/Culture and fine arts [added interpals to requested aticies)
m 15:06, 30 April 2010 (diff | hist) User talk: Mefistofele

m 15:04, 30 April 2010 (diff | hist) User Mefistofele (P confused -- am [ baing deleted for some reason?)

m 0340, 15 January 2008 (diff | hist) Russia {removed link spam)

m 1536, 20 May 2006 (diff | hist) We (novel) (1, “imagingtion”, etc. do not start with "I" in Russian; this is not a walid inter,

diff | hist
diff | hist

Iser talk: ¥tzou
LIzer talk: Xtzou
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| guess the dude has mastered the art of rhetorical questioning! What was that?

Thanks!

And this one speaks for itself, though | wouldn’t be the least bit surprise if he
took it down moments after seeing this, but that’s why | archive everything ©

& Antonio Lupher

Student, Programmer, Entrepreneur at InterPals fwwew interpals.net); Student at Moscow
State University
Moscow, Russia

Abhout me

B4 Send a message

[[d InterPals

(D) "Hame" page

() The Civil ¥War Music Site
(4] Linkedin

Ei Facehook

o® Flickr

My places
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FEeport this profile

Is that a Facebook linky | see on the right side of that Google profile page | see

there? Hmmm...

Now even a five year 0ld can connect the dots and put the pieces together!

Next time they should hire me to do the Official 9/11 report.

Previously oN www.scribd.com/doc/32187504/Antonio-Lupher-and-the-dark-side-of-InterPals and

www.scribd.com/doc/32191879/Antonio-Lupher-the-Dark-Side-of-InterPals and seen on



http://www.scribd.com/doc/32187504/Antonio-Lupher-and-the-dark-side-of-InterPals
http://www.scribd.com/doc/32191879/Antonio-Lupher-the-Dark-Side-of-InterPals

thedarksideofinterpal.110mb.com/theDarkSideofinterpals.html and blogged on
thedarksideofinterpals.wordpress.com/2010/05/30/the-dark-side-of-interpals/

I re-uploaded all the files (.pdf, .doc, google cache, html saves, jpegs screenshots, etc) and
everything I've got on my full investigation of Interpals and Antonio Lupher can be downloaded at the
following links and mirrors..

http://www.megaupload.com/?d=QB7GFVX9

http://www.megaupload.com/?d=GXL4U8CO

http://rapidshare.com/files/394317091/Interpals Investigation.zip

And finally, what started this all in the very beginning...

~ January 16™ 2010 ~

Interpals Site owner 'Antonio’ hacks and breaks into user accounts

My account (bochenl080) was deleted by your fucking two man admin team 24
hours ago!! (even though that account did not violate TOS) Profiles
deleted can be undeleted within 30 days you fucking lying ass faggot.

You fuck around in my profile and when I point that out WHITEWHORE calls
me a liar publicly on the forums and then promptly you two faggot asses
have to cover up the "inside-job" and then delete me to hush me
up!?!?2!?22!2!?! What the fuck? Who made you the KGB?

What gaves you the right to masquerade as me, to view other profiles and
mess around in my profile pretending to be me! You viewed other accounts,
and messed around with other people within my profile acting as "me"..
This WENT OVER THE LINE and has nothing to do with "investigation".. If my
profile violated TOS you should have just deleted it, not fuck around in
my shit under my name!

And you slick ass bastard, you thought just because you got a blocker I
couldn't track back to your IP address.. Fuck you bitch.

How the fuck do you "REVERT" my profile by using information from OTHER
websites! So you leech content from other penpal sites to make yours more
popular? Why the fuck are you hiding in Russia you fucking coward!

You are just trying to coverup for your bullshit tacits and making excuses
for yourself.. So you and fucking whitewhore are fucking owner you can
play around and its all okay, but when others do it they get their
profiles deleted for "TOS"


http://thedarksideofinterpal.110mb.com/theDarkSideofInterpals.html
http://thedarksideofinterpals.wordpress.com/2010/05/30/the-dark-side-of-interpals/
http://www.megaupload.com/?d=QB7GFVX9
http://www.megaupload.com/?d=GXL4U8C0
http://rapidshare.com/files/394317091/Interpals_Investigation.zip

You can T. O. motherfucking S. my COCK BITCH

You are lucky I'm not reporting your ass to the internet police.

The content on the JohnMKane profile, as it was, violated the
InterPals TOS. Given the complaint about your old Bochenl080 profile
being deleted -- and considering that we completely removed this
account information from our servers -- your profile "about me"
section was reverted to one the your old penpal profiles. This
information is publicly available on many web sites:

http://maarten.daams.tripod.com/texas.html

http://www.penpals.net/member-profile.asp?MemberID=7951
http://penfriends.com.au/webdate/index.php?page=view profile&id=53834

Furthermore, you were informed that you could keep one of your
multiple profiles, as long as you did not further violate the TOS. In
light of the fact that these violations have continued, all of your

V V.V V V V V V YV V VYV V VYV

accounts have and will continue to be deleted.

You never heard of Google Cache Bitch?
You never asked for my permission to copy and paste..

how about I copy and paste this fucking message and post it on your

You are ignorant, hypocritical and diabolical..
TOS... what a fucking joke..

>> By account (bochenl080) was deleting by your fucking two man admin team
>> 24

>> hours ago!!!! profiles deleted can be undeleted within 30 days you

>> fucking

>> lyging ass faggot...

Don't presume to know when profiles are deleted. Mods can instantly
delete profiles now, preventing any reactivation. You think things
stay the same forever?

vV V. V V V

>> How the fuck do you "REVERT" my profile by using information from OTHER
>> websites!!!!

>

> Easy! It's called copy & paste.

>


http://maarten.daams.tripod.com/texas.html
http://www.penpals.net/member-profile.asp?MemberID=7951
http://penfriends.com.au/webdate/index.php?page=view_profile&id=53834

>> you can T O motherfing S my COCK BITCH

>

> This is precisely why you are no longer a moderator and never will be.
>

You even told me in the letter this morning that if I wanted too you could
easily reactive and reinstate my profile (which I declined)

So I just caught you in another white lie you scumbag dipshit!

I would sooner eat shit before I ever go to your malware invested popup
site again!

>> By account (bochenl080) was deleting by your fucking two man admin team
>> 24

>> hours ago!!!! profiles deleted can be undeleted within 30 days you

>> fucking

>> lyging ass faggot...

Don't presume to know when profiles are deleted. Mods can instantly
delete profiles now, preventing any reactivation. You think things
stay the same forever?

vV V.V V V

>> How the fuck do you "REVERT" my profile by using information from OTHER
>> websites!!!!

>

> Easy! It's called copy & paste.

>

>> you can T O motherfing S my COCK BITCH
>

> This is precisely why you are no longer a moderator and never will be.
>

In any criminal indictment there is always means, motive and opportunity.. Below | will demonstrate that beyond a
responsible doubt and with fair certainty that the InterPals pen-pal site owner Mr. Antonio Lupher (lupher.com) did in
fact hack into my account ("johnmkane") approximately around 4:30am (central time zone) in the early morning of
January 16th 2010. Not only did Mr. Antonio Lupher (interpals.net/antonio) break into my account without reason and

without notice or approval, while | was sound asleep he also edited my profile, viewed other members while
masquerading as me, and in other words he impersonated me and broke-in and used my account in unethical and illegal
ways..

Being that he is the site founder and owner and super-moderator Antonio has the MEANS to accomplish such a break-


http://lupher.com/
http://interpals.net/antonio

in.. Other than Antonio the only other moderator/admin that has full powers on this site would perhaps be Whitewolf.
Although Whitewolf may have the ability to break-in to my account or get in through the back-end it is my belief that he
does not have the motive to do so.

| use strong passwords on all of my accounts. | never share a password with anyone. Through all my years of pen-paling
on Interpals (and my weeks as a profile moderator on this site) | have never known of any incident where someone
brute-force cracked the password or hacked into another user's account. The password | use on the email address used
to register for "johnmkane" is a 25 digit strong password, there is simply no feasible way for anyone to gain access to my
mailbox in order to reset my Interpals password.. Therefore | can safely conclude the only reasonable and plausible
explanation for the break-in is someone with access (means) and motive and opportunity..

This narrows it down to Antonio and Whitewolf.. The only other long-time profile moderator on the site (Gotterkind)
quit and left days ago. While the thought had crossed my mind whether or not Gotterkind reactivated his profile to hack
into my account, a quick browse at interpals.net/gotterkind put that thought to rest. Accounts re-activated on Interpals

are treated as brand new accounts and like all new accounts they cannot be deleted in the first seven days. Even
moderators do not have to ability to "re-delete" their account so promptly..

This is how it went.. Antonio is located in Moscow, Russia and he logs on to his MacOS computer from Russia
approximately every night when | go to sleep (because of the time zone difference).. On this particular day while he was
still asleep (my 10pm at night) | had posted several rantings about how Gotterkind got feed up with the current
Administrators and up-and-left.. Whitewolf logged in while | was still on the forums, he did not delete my account nor
my posts.. But no doubtedly someone informed Antonio of the posts, and of my return to Interpals..

After | went to sleep Antonio woke up and logged into his site.. He probably saw the messages from Whitewolf or any of
the other forum mods who informed him of my presence on Interpals.. This gives him a MOTIVE for checking up on my
profile and my actions.

At around 4:25am (CST) Antonio logs into my johnmkane account (I have personally witnessed him logging in to another
account to do in-depth profile/user investigations, and no the password of the user is NOT needed..) and

1) uploads a high resolution photo of me. | no longer have any of my photos on Interpals, so he must have archived it or
snatched it from someplace else on the Internet

2) fills in my personal information, including first name, exact and accurate real date of birth, my city, town, state, and
country..

3) writes on my live feed status "l Y¥¥ Interpals"

4) continues to fill in an accurate self-profile description of ME. This is one of the descriptions | used about two years ago
on his site.. That profile has long since been deleted by me.. Therefore it shocks and disturbs me greatly that he would
have archived all this information..

At around 4:31am while still using my profile he views several members on the interpals and tries to befriend a few of
them.. | have a confirmed friend request sent from 'johnmkane' to one of my friend's accounts timestamped at 10:31:31
GMT (4:31:31am)


http://interpals.net/gotterkind
http://www.interpals.net/phpBB/viewtopic.php?t=25127&sid=392ea029a8fbdfc05633cce3efa10123

[~ InterPals Sat, 4:31 am  JohnMKane wants to add you as a friend on InterPal...

Several minutes later (approx. 3 minutes later) at 4:34:16am from his Interpals.net/Antonio account he sends me the
following private message to my "johnmkane" account from his "antonio" account:

//
Subject: Hey there =)

Hey Bo,

Glad to see you're back. Sad to see you're so unhappy with us. What did we
&quot;incompdé€cetent and tyrannical admins&quot;d€« do exactly to drive you away?
And why did you never mention this until now? You were full of excellent and
constructived€« ideas when you were here, and | wish | had the time to implement
more of them. Many are still in the works, though. And they were certainly
appreciated.G€«

What is this about not wanting your old profile deleted? We just received reports on
it today -- from the German proxy you often use -- asking us to delete it. |

assumed that was you -- guess it must have been Spy (I doubt it was Brad). If you
want it reinstated, that's not a problem, just let me know. But why keep it if

you're locked out of it and don't use it? Just FYl, we're thinking of

implementing@€« a 6-month suspension policy, where old accounts get deactivated
(after an email warning) to keep things current and up to date.

Oh, and what's with the &quot;InterPd€cals Guide to Law Enforcement&quot;G€«?
Decided to see whether InterPals can draw the same sort of scrutiny as Yahoo? =)) |
wish... unfortunateld€cy, we're hardly big enough for the media to make a scandal

out of us. Especially when the document itself is forged! Geez, if you have that

much time on your hands, why not come back and help blast the Nigerian scammers? And
Spy's a lot more fun when he's not on your side -- trust me =)) It's actually kind

of fun tracking him down, and unfortunatelG€cy, when he's on your side, he's boring.

Antonio

/7

This is what | saw when checking my inbox

™ 'infe'rF’léis Séf,' 5:34 am anionio seni YOU 3 message on iniérPéis...
u InterPals VSat; 5:34 am antonio sént'vou'a' mésééue on InterPals..
[T InterPals Sat, 5:34 am antonio sentyou a messadge on InterPals...

This is a screenshot of the actual message:




Hi JohnMKane!

antonio sent you a new message on InterPals:

Subject: Hey there =)

Hey Bo,

Glad to see you're back. Sad to see you're so unhappy with us. What did we
&uot;inconpa€cetent and tyrannical adminsscquot;ad€¢ do exactly to driwve you awvay?
And why did you never mention this until now? You were full of excellent and
constructived€¢ ideas when you were here, and I wish I had the time to implement
wmore of them. Many are still in the works, though. And they were certainly
appreciated. a€¢

What is this about not wanting your old profile deleted? We just received reports on
it today -- from the German proxy you often use -- asking us to delete it. I
assumed that was you -- guess it must have been 5py (I doubt it was Brad). If you
want it reinstated, that's not a problem, just let me know. But why keep it if
you're locked out of it and don't use it? Just FYI, we're thinking of
implementingd€¢ a 6-month suspension policy, where old accounts get deactivated
(after an email warning) to kKeep things current and up to date.

Oh, and what's with the squot;InterPa€cals Guide to Law Enforcementsacuot;age?
Decided to see whether InterPals can draw the same sort of scrutiny as Yahoo? =)) I
wish... unfortunateléd€cy, we're hardly big enough for the media to make a scandal
out of us. Especially when the document itself is forged'! Geez, if you have that
wuch time on your hands, why not come back and help blast the Nigerian scammers? And
Spy's a lot more fun when he's not on your side -- trust me =)) It's actually kind
of fun tracking him down, and unfortunateld€¢y, when he's on your side, he's boring.

Antonio

Here is the full headers and more info:



Return-Path: <no-replyf@interpals.net>
Received: from wwwl.interpals.net (174.120.48.122)
by lavabit.com with ESMTP id S52BGULS3NL3G
for <bochenl8l@lavabit.cow:; Sat, 16 Jan 2010 04:34:41 -0600
Received: from localhost (wwwl.interpals.net [127.0.0.1])
by wwwl.interpals.net (5.13.5/8.13.8) with ESMTP id o0GAYGNOD32657
for <bochenl§l@lavabit.com>; Sat, 16 Jan 2010 10:34:16 GMT
Date: Sat, 16 Jan 2010 10:34:16 GMT
Message-Id: <201001161034.00GAYGNOOD326570wwwl. interpals.net>
MIME-Version: 1.0
From: InterPals <no-reply@interpals.net>
To: bochenl8l@lavabit.con
Subject: antonio sent you a message on InterPals...
Content-Transfer-Encoding: cquoted-printable
Content-Type: text/html; charset="I30-8§8359-1"

Then a few minutes after that, he continues to view more profiles from using my 'johnmkane' account.. In particular |
recovered a Google cache evidence of him viewing "reginaicecream"'s account at 10:36am GMT, which is about two
minutes after he sends me ('johnmkane') the message from his 'antonio' account.. This gives him the Opportunity for

committing this crime.

From there he logs off and quits for the rest of the day..



Learn more

These terms only appear in links pointing to this page: interpals net johnmkane

This is Google's cache of hitp:/Awww. interpals. netfviews php?u=reginaicecream. It is a snapshot of the page as it appeared on Jan
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It is not until late morning around 11:30am (CST) that | wake up and log in to my 'johnmkane' account on interpals. |
read my messages (including the one from Antonio) and then promptly notice something is amiss.. When | check my

own profile | am shocked to see my own photo, all my correct information filled out, and even my accurate self-
description. This is particularly disturbing because the night before | had absolutely no information on my profile




whatsoever.. | have never told anyone on the Internet my exact date of birth. Therefore the ONLY way anyone who
hacked into my account would have known my date of birth is if he had backdoor access to the system that my account
resides on..

| recall that all the messages were shaded ' ', including the one from Antonio. This means that whoever broke into
my account didn't click on any of the messages.. Remember from the timestamp of events whoever broke into my
account was notified (by the real-time red '+1' private message notification) of a private message from "antonio"
because this hacker/attacker was logged in at least three minutes into/after 'antonio' sent the message. The attacker
never changed my email address on file, therefore he never got access to that message from Antonio.. This would
further collaborate the facts that Antonio was indeed the person who broke into my account, only he would not be
curious enough to read the message, simply because he was the only one writing the message!

When | brought this up in the forums the moderator Whitewolf immediately accused me of being a lair and warned that
any further mention of this will result in my posts being deleted.. | replied to him stating that as a moderator perhaps he
should check on the ip addresses used to login to that account, maybe then he would see some strange activity going
on.. However soon after that the admins (Antonio and Whitewolf) promptly and without question deleted my account
(even though they themselves admit | had not violated the Terms of Service)

My repeated requests to the admins continue to go ignored.. | want this matter investigated fully. | want to know WHO

broke into my account and WHY. If this is the site admin himself | deserve a fully public apology and reinstatement of

my "johnmkane" account and an explanation of what made him think he had the right to break into my account and
what other private information has he collected on me and other users of interpals and also | need him to promise he
will not do this kind of illegal spying, tapping and impersonating in the future ever again.

Sincerely,

Bo

bochen181@lavabit.com

http://bit.ly/Interpals EVIL

This Antonio Lupher guy really is something else, ain’t he?
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