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a. The Lsvabit Order Regulates Mr. Levinson's Free Speech

The notice preclusion order Qt issue here limits Mr. Uvinson'a spccch in

that he is not aliowtcl to disclosc the txistoice of the g2705(bl order, or tJie

.underlying investigation to any other person including any other Lavabit
subscriber. This nalced prohibition ugainst disclosure can fairly be

characterized as areguitvtiyn of pure speech, Bartnicid v. Vopper, 532 U.S.

514, 526 (2001). .A rcgizlation that limits the time, place, or manner of spccch
is permissible if it serves asignificant governmental interest and provides
ample altcrnaUve channels for communication. See Cox v. New Hampshire.
312 U.S. 569, 57S (194 L) (explaining that requiring a permit for parades was

aimed at policing the streets rather than restraining peaceful pickedng).
However, a valid time, placei and manner restriction cannoi be based on tlie

content or subject mutter of the speech. Consol. Edison Co. of New York v. Piib.

Serv. Comm'n ofNew YorK * '̂'7 530, 536 (1980),

The gag order in the present ease is content-based because it precludes

speech on an entire topic, namely the search and seizure warrant and the
underlying criminal invesUEation. See id. at 537 ("The First Amendment's

hostility to content-based regulation eKtendB...to prohibiUon of public
discussion of an entire topic"). While the nondisclosure provision may be

viewpoint neutral on its facc, it nevertheless functions as a content-bascd
irestriclion bccause it closes off an "entire topic" from public discourse.

It is true that Uic government has a compelling intcresr. in maintaining

the integrity of its criminal investigation However, Mr.

Case 1:13-ec-00297-TCB   Document 27-15   Filed 06/13/16   Page 1 of 66 PageID# 1248



case l:13-ec-00297-TCB *SEALED* Document 11-15 Filed 09/20/13 Page 6of 13 PagelD#
1.33

Lcvin.o„ hn. unjustly resfained from oontactinE Lavabit aubHcribers »ho
cbuld be s^,bicctel to government surveillance if Mr. Levinson wore forced to
comply the Lavabii Order. Lavubifs value is embodied in its complex
encryption keys, which provide its subscribers with privacy a„d security. Mr.
Uvinson has been unwilling to turn over tltese valuable keys because they
grant access to his entire network. In order to protcct Lavabit, which caters to
tlrottsarrds of international clients, Mr. Uvinson needs some ability to voice his
concerns, gamer support tor his cause, and take precautionary steps to enstrre
lhac Lavabit remains a truly secure network.

b. The LavublC Order ConstitTites APrior Restraint On Speech
Be.sides restricUng contcnt, the §2705(bl non-disclosure order forces a

prior resb-aint on speech. It is well settled that an ordinance, which makes the
enjoyment of Constitutional guarantees contingent t>pon the uncontrolled v>^ll
of an official, is aprior resb-aint of those freedoms. ShMlesworth ».
Bin,imgham. 394 U.S. 147, 150-151 (1959); Stcn,!, v. aty ofBaxley, 3S5 U.S.
313, 322 (19S8|. By dennition, aprior restraint is an immediate and
irreversible sanction because it 'Trecx^s' speech. Nebraska Press Ass'n v.
stuan, 427 U.S. 530, 559 (1976). In the present case, the tavabit Order,
enjoins Mr. Lcvinson from discussing these proceedings with any other person.
The cffectis an immediate freeze on speech.

The Supreme Co«rt ol' tl:.e United States has interpreted dn« First
Amendment as providing greater protection from prior restraints. Alexander v.

United States. 509 U.S. 544 (1993). Prior restraints carry a heav>' burden for
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juKUilcation, with Ei prt^sumption againsl constitutional validity. Capital CUies
Media, Inc. u. Toale, 463 U;S. 1303, 1305 (1983}; Can-oU u. Princess Ame, 393
U.S. L75, 181 Eiy68); Bantam Books, Inc. v. Sulliuan, 372 U.S. 58, 70 (1963}.
Here, the governinenL and the Court believe that notification of the «earch
warrant's existence will seriously jeopardize the Investigation, by giving taxgets

an opportunity to nee or continue night froni prosecution, will destroy or
tamper with evidence, ehangc pattern, of behavior, or notify confederates. S.e
Lavabit Order. However, the government's interest in the integrity oi its

invcligation does not automatically supersede First Atnendment rights. See
Landmark Communications, Inc. v. Virginia, 435 U.S. 829, 841 (1978) (holcmg

Uk conridentiality of judicial review insufficient to justify encroachment on the
freedom of spccch).

In the present c.,se, the government has alegitimate interest in traeking
the account

However, if Lavabit were forced to

surrender its master enerypUon key, the government would have access not
only lo this account, but also every !-e.vabit account. Without the ability to
disclose government access to users'cncrj-pted duta, public debate abeut the
scope and justification for this secret investigatory tool will be stilled.
Moreover, innocent Lavabit subscribers will not know that Lavabil's sccuniy
devices have been compromised. Therefore the §2705{b| non-disclosure order
Shouki be lifted to provide Mr. Levinson the ability to ensure the value and
integrity of Lavabit for his other subscribers,
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II, THE LAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE
SEALED DOCUIVIENTS

Despir.e any statutory' authorily. tlic Lavabit Order and all related
documents were under seal. The sealing of judicial records imposes a

limit.on the public's right of access, which derives from two sourccs, the First
Amendmenc and Lhe common law. Va. Dep't ofState Police v. Wash. Post, 386
F.3d 567, 575 {A\h Cir. 2004); See sWewspapers, Inc. a Virginia, 448
U.S. 555, 580 (press and public htive aPirst Amendment right of iiUend a
criminal trial); Press-Enterpnse Co. v. Superior Court. 478 U.S. 1, 2(1986) (right
of acccss to prcliminarj' hearing and transcript).

a. The Common Law Right Of Access Attaches To The Lavabit Order
Tor aright of access to adocument to exist under cither the First

Amendment or the common !qw, the document must be a"judicial record."
Baltimore Sun Co. u. Goetz, 886 F.2d 60, 63-64 (4th Cir. 1989). Although the
Fourtti Circuit Court of Appeals has never formally defuvcd "judicial rccord", it
held that §2703(d) orders and subsequent orders issued by the court ai-e
judicial records bccausc they are judicially created, In re U.S, for.an Order

to 16 t/.S.C. Section 2703(d}, 707 F.3d 283, 290 (4th Cir. 2013}

[•••Twittei"]. Tlie §2705(b) order in the pre.sent case was issued pursuant to §
2703(d) and can properly be defined as ajudicial rccord. Although the Fourth
Circuit has held there \s no I'irst Amendment right to access §2703(d) orders,
it held that the common law presumption of acccss attaches to such
documents. Twiiler. 707 F.3d at 291.
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•The underlying inveatigalion in Twitter, involved a§2703(d) order, U'hich

directed Twitter to provide personal information, account informaUon, records,

financial data, dircct messages to and from email addresses, and Internet

.Protocol addresses for eight uf its subscribers. Mre; § 2703{d) Order, 787 F.

Supp. 2d 430, 435 {E.D. Va. 2011). Citing the importance ol' investigatory
secrecy and integrity, the coiirt in that case denied the petitioners MoUon to
Unseal, finding no First Amendment or common law ri^ht to access. Id. at 443,

Unlike Twitter, whose users publish comments on a public fomm,

nubscribers uee Lavabit for its encrypted features, which ensure security ai.d
privacy. In ru;<Cter there was no threat that any user ^vould be subject to
surveiilance other than the eight users of interest to the government. However,
aprimao- conecrn in this ease is that the Lavabit Order provides the
[government with access to everj' Lavabit account.

.^though the secrecy of SCA investigauons is acompelling government
mtercst, the hundreds of thousands of Lavabit subscribers that would be
compromised by the Lavabit Order arc not the subject., of any justified
government investigation. Therefore access to these private accounts should
not be treated as asimple corollary to an order requesting information on one
criminal subject. The public should have access to these orders because their
cffcci: constitutes useriously concerning expansion of grand jury subpoena

power.

To overcome die common lav; presumpUon of acceas, a coLirt must find

that there is a"significant countervailing interest" in support of sealing that
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"outv/eiglis the public's interest in openness. Twitter. 707 F.3cl at 293. Under

the common iaw, the decision to aesl orgrant acccss to warrant papers is

within the discredon of the judicial officer who issued tlie warrant. Medm

General Operations, Inc. v. Buchanan, A17 F.3d 424, 429 (4th Cir. 2005). If a

judicial omccr dclurmincis Lhat fuU pubUc acccss is not appropriate, she must
consider alterneitives to seaJiny, which may include grfinting some public

access or releasing a rcdactcd version of the documents. M.

In Twitter the court explained that because the magistrate judge

individually considered the documents, and redacted and unsealed ccrtain
documents, he satisfied Ihe proceduiEil requirements for sealing. Twitter, 707
F3d at 294, However, in the present case, there is no evidence that

alternatives were considered, that documents were redacted, or that any

documents were unsealed. Once the presumption or access attaches, a court

cannot seal documents or rccords indefinitely unless the government

demonstrates that some significant interest heavily outweiglis the public

interest in openness. Was/i. Pos(, 386 F.3d at 575. Despite the government's
conccrns, Uierc arc reasonable alternatives to an absolute seal that must be
EKplored in order to ensure the integrity of this investigation.

b. There la No Statutory Authority To Seal The § 2705(d)
Documents

There arc no provisions in the SCA Uiat mention the sealing of orders or

other documents. In contrast, the Pen/Trap Statute authori-^es electronic

surveaiance and dbecta cliut pen/tmporders be sealed "until otherwise
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ordered by Uie court", L8 U.S.C. 3121-27. Similarly, the Wiretap Act,

another sun-dJlance statute, expressly directs Uiat applications and orders

grfuited under its provisions be scaled. 18 U.S.G. §25ia{8)(b). The SCAs

failure to provide for sealing is not a congressional oversight. Rather, Congress

has BpcciDcally provided for scaling provisions when itdesired. Where

Cfmfjress includes particular lanBuage in one section of astatute but omits it

in another, it is generally assumed that Congress acts intentionally. Keene

Carp- V. United States. 508 U.S. 200, 208 (1993). Therelbre, there is no
statutory basis for sealing an application or order under the SCA that would
overcome the common law right to acccss.

c. Privacy Concerns Demand ACommon Law Public Right Of Access
To The Sealed Documents

The leaking of classified government pracUces by Edward Snowden and

the ensuing mass surveillance scandal have sparked an intense national and
international debate about government surveillance, privacy rights and other
traditional freedoms. It is concerning tlmt suppressing Mr. Lcvinson's speech

tuid pushing its gubpocnti power to the limits, the government's actions may be
viewed as accomplishing anoUier unfounded secret infringeracnl on personal

privacy. Amajor concern is that this could cause people worldwide to abandon
American senncc providers in favor of foreign businesses bccuusc the United

States cannot be trusted to regard privacy.^ It is in the best interests of tlie

Movatii's and the government that ihc documenis in this matternot be

ISCO Dim Roburte, NSA Snooping: Obama Under Prvsnur^ os Stviaior ^
Treason', The Guardion. June 10, 2013, liltp:/ywvw.gUftrdiRn.co.uk/wor3d/20l3/jun
/ lO/obamn-urcaGured-cxplniii-nsn-survcjllnnee.
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shrouded in secrecy and used to further unjustified surveillance activities and

to suppress public debate.

CONCLUSION

For the foregoing reasons, Lavabit respectfully moves this Court to

unseal the court rccords cQnct^ining the United States government's attempl to

obtain ccrtain enc '̂Ption keys and lift the noti-disclosure order issued on Mr.

Lcvinson. Alternatively, Lavabit requests that all of the scaled documLinta be

redacted to secure only the information that tOie Court deems, after review, to

be properly wthheld.

Jess^R. Binnkll(VS6# 79292
Bramcy & Binnail/PLLC
1C^7 Main Street, Suite 201
Farfax, Virginia 22030
(703) 229-0335 Telephone
(703) 537-0780- Facsiinile
jbinnal!@bblawonIinc.com
Counsel for Lavabit LLC

LAVABIT LLC

By Counsel
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nprrifirate of Servicc

Icertify that on this of July, 2013, this Motion For Unseating Of
Sealed Court Records And Removal Of Non-Disclosure Order And
Memorandum Of Law In Support was hand delivered- to the person at the
addresses listed below:

^njtccn?tatc!9 Attorney's <jil
Eastern DisUiet of Virginia
2100 Jamicson Avenue
Alexandria, VA 2233*^

Binnal]

Wi
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EXHIBIT 17
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!>; TKU UNITliD STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

IM THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTMORJZING THE USE OF
A PEN REGlSTER/fRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IM THE MATrER OF "I'HE SEARCH
and SEIZURE OF INFORMATION
associated WITH

'IHAT IS STORED AND CONTROLLED
at PREMISES CONTROLLED BY
LAVABIT LLC

IN 1U-; GR^\ND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

UNDERSEAL

mrTWr- n^jlTEP STATTrA;TN OPPOSITION
, . y . PIT'C; |ur>TTnN TO QUASH SUBPOENA ANP

MO-IW Tn^rOR tlNSEAT of SEAl FP ml mT RRCQ-ROS
INTRODUCTION

This Court has ordered Lovnbil, LLC lo provide the govcmmciu wim the

lechni^al assisumce n.LWsary lo implement and use apen register and Irup and trace
deviw f'pen-trap device-). Afull monih cilier ilim ord«r. and an order lo compel
complioncc, aeraiid jury subpocnu, and asearch warriuil lor tlim technical assiMance,
Lavabil s.ill not camplied. Repeated clTon. to .cck that technical assistance Trom
Lnvabii' 3owner have fciled. While the government coniinue:; lo work to%vard amuiuaiiy
acceptable solution, tlicre does not appear lo be away lo implcmcm this
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Court's order,as v/ell as lo comply with ihs subpoena and search vvarrant, wiihoui

requiring Lavabii lo disclose an encryption key lo the govemmenl. Tiiis Court's orders,

scarch warrani, and ihc grand jury subpoena al! compel that result, and they are all

lawful. Accordingly, Lavabit's motion lo quash the search vvarrant and subpoena should

be denied.

Lavabit and its ovsner have also moved to unseal all records in this moiicr and lift

ihc order issued bv the Cow preventing ihem from disclosing a search warrani issued in

ihis case. Because public discussion of these records would alert the target and

jeopardize an active criminal investigation, the govcmmem's compelling interest in

niaintaining the secrccy and inleBfity of thai investigation outweighs any public right of
access to, or interest in publicly discussing, those records, and this motion should also be

denied.

TECHNICAL BACKGROUND

Pen regisiers and irap and rrace devices

To invesiigate Intcniet conimunications, Congress has pcmimed law enforcement

to employ two surveillance tcchniqucs-thc pen register and the trap and Trace device-
that permit law enforcement to learn information about an individual's communications,
Sye.lS U.S.C. §§3121-27 ("Pen-Trap Act"). These techniques, collectively knoun as a

"pen-trap." pennit law cnforccmcnt to leani facts about e-mails and other
communications as they arc sent—bui not to obtain their content. e.g.. UnitedSiaie.-i

V. Forrester. 512 l-.3d 500, 509-13 (9th Cir. 2008) (upholding government's ussof apen-

trap thai "enabled the government to learn the to/from addresses of Alba's e-mail
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messages, the IP addresses ofihc websites that Albavisitedand the total volume of

inlbrmaiion sent to or from his account").

The Pen-Trap Act "unambiguously authorizefsj the use of pen registers and trap

and trace dcviccs on e-mai! accounts." In Matter ofApplication of U.S. For an Order

Authorizing the hslallation Use ofa Pen Register &a Trap <£ Trace Device on E-Mail

Account. 4!6F.Supp. 2d 13. 14 (D.D.C. 2006)(HoEan, J.) ("Hogo" Orfer"). Ii

authorizes both the installation ofa "device." meaning, a separate computer atmchcd to

the provider's network, and also a"process," meaning, asolhvare program run on the

provider. Id. at 16; 18 U.S.C. §3127.

Secure Socket Layer (SSL) or Transport Layer Securlry (TLS) Encryption

Encrypting commviiticalions sem across the Imerncl is away to ensure that only

ihe sender and receiver ofacommunicalion can read il. Among liie most common

methods ofcncr>-pting Web and c-mail traffic is Secure Socket Layer (SSL), which is

also called Transport tayor Security (TLS) encryption. "The Secure Socket Layer

('SSL') is one method for providing some security for Internet communications. SSL

provides security by establishinga sccure channel for cominunicalions between 2web
browser and the web server; thai is, SSL ensures that the messages passed between the

client web brovvsei" and the %\'eb scr\'cr arc cncry-pted." Dismay Enrerprises. Inc. v. Rea.

No. l:12-CV-687, 2013 WL 16195S6 *9 (E.D. Va. Apr, 11, 20! 3); j-ee also Stamblerv

RS.4 Sec.. Inc.. 2003 WL 22749855 "2-3 (D. Del. 2003) (describing SSL's Technical

operation).

As Nvith most forms ofcncryprion, SSL relies on the use of large numl^ers known

us -keys." Keys iire parameters used to encrypt or deciypi data. Specifically, SSL
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ncpi'piion employs piiblic-kcy crj^Dtography, in which both the sender and receiver cach

are pubiished, bul "private" keys arc noi. Sending an encrypted message to someone

i-equires knowing his orher public key; decrypting that message requires knowing his or

her private key.

When Internet trallic is encrypted \viih SSL, capturing non-content inforaation

on communication from a pcn-trrip dcvice ispossible only after the crafTic is

decrypted, Beauisc Internet communications closely intermingle content with non-

content, pen-trap dcvlces by necessity scan network trafTic but exclude from any report to

law enforcement officers all information relating lo the subjcci line and body of the

communication. 18 U.S.C. S3127; Hogan Ord^r. 416 F, Supp. 2d at 17-18. Apen-

to law enforcement officers the contentof anytrap device, by definition, cannot expose

communicuCion. See id.

FACTS

The informmion at issue before the court is relevant to an ongoing criminal

"or violaiions of numerous federal statutes

Case 1:13-ec-00297-TCB   Document 27-15   Filed 06/13/16   Page 14 of 66 PageID# 1261



Case l-13-ec-00297-TCB *SEALED* Document 11-17 Filed 09/20/13 Page 6 of28 PagelD#
146

A. Section 2703(d) Order

The criminal invesrigaiion has revealed that

lo utilize an c-mail account,

electronic commvinicaiions service provider.

has utilized and continues

obtained Uirough Lovabit, an

On June 10.2013, the

United Slates obtained an order pursuant to 18 U.S.C. §2703(d) directing Lavabit to

provide, within ten days, additionaj records and information aboutm^c-uiml
account. I.avabit's ov^iicr and operator, Mr. Ladar Levison. provided very little of the

informaiion sought by i!ie June 10.2013 order.

B. Pen-Trap Order

On June 28. 2013. the Honorable Theresa C. Buchanan entered an Order pursuant

10 1ii U.S.C. §3123 authorizing ihe installation and use of pen-trap device on ail
ciccironic communications being sent from or sent to the electronic mail account

("Pen-Trap Order"), The Pen-Trap Order authorized the

Sovcmment to capture till (i) '•non-eontcnt" dialing, routing, addressing, and signaling
infoiroation sent lo or froml land (ii) to record the date and

time of the initiation and receipt of such transmissions, lo record the duration ot the
uaniimissions, and to record user log-in data on

period of sixty days. Jiidgc Buchanan further ordered Lavabit to furnish agents ofthe
Federal Bureau of investigation ("FBr'). "ronhwilh. al! information, facilities, and

technical assisiancc nccessary to accomplish.ihc installation and use ofthe pen-trap

Case 1:13-ec-00297-TCB   Document 27-15   Filed 06/13/16   Page 15 of 66 PageID# 1262



Case l'13-ec-00297-TCB *SEALED* Document 11-17 Filed 09/20/13 Page 7 of 28 PagelD#
147

dcvice." Pen-Trap Order al 2. The government was also ordered (o "take reasonable

steps 10 ensure ihai ihe moniioring equipment is not used to capture any" content-related

information. Id Pursuant lo 18 U.S.C. § 3123(d), Judge Buchanan ordered that the Pen-

Trap Order and accompanying application be scaled. Jd

Later on iune 28, 2013, two FBI Spccial Agents ser\'ed a copy ofthe Pen-Trap

Order on Mr. Levison. Mr. Levison infonned the FBI Special Agents thai emails were

encrypted as ihey were transmitted lo and from the Lavabii sers-cr as well as when tiicy

were stored on ilw Lavabii ser^•er, In addition, decryption keys would be necessary to

acccss any c-mails. Mr. Levison did not provide the keys to ilie Agents in that meeting.

In an email lo Mr. Uvison on My 6,2013, aFBI Special Agent re-affirmcd the nature of

the infomiaiion reqiJested in the pen-tmp order. In aresponse on ihc same day, Levison

claimed "we don't record this data".

C. Compliance Order

Mr. Levison did not comply with the Pen-Trap Order. Accordingly, in the

evening of June 28, 2013, the government obtained on Order Compelling Compliance
FonhwiTh from U.S. Mas.istn.te Judge Thcrc.a C. Buchanan (-Compliance Order") The

Compliance Order directed Lavabii lo comply with the Pen-Trap Order and lo "provide

ihc Federal Burciiu of Investigation with unencrypied data pursuant to the Order.

L«vabi[ was further ordered !o provide "ony information, facilities, or technical assistance

fire under the control ofLavabii [llial] an; needed to provide the FBI wiili the unencrypted

data," Compliance Order at 2. The Compliance Order indicated that failing lo comply

would subject Lavabii to any penalty in the power of the coun, "including the possibility

of criminal contcmpt of Coun." hi.
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D. Ordvr (o Show Chusc

Mr. Levison did not comply with the Compliance Order. On July 9. 2013, this

Courtordered Mr. Levison to appear on July 16,2013, to show cause why Lavubtt has

failed to comply with the Pen-Trap Order and Compliance Order.

'Hie following day. on July 10,20 i3, the United States Attorney's Officc arranged

aconference call involving the United Stales Attorney's Ofllcc, the FBI, Mr. Levison and

Mr. Levison's atiomcy ai the lime. Marcia Hofinann. During this call, the panics

discussed implemenline the pen-lrap devicc in light of die encryption mplace on the

target c-mail account. The FBI explained, and Mr, Levison appeared to agree, that to

install the pen-lrap device and to obwin the unencrypted data stream necessary for the

device's operalion the FBI would require (i) access to Lavabit's server and (ii) encryption

keys.

F.. Gnind Jury Subpoena

On July 11, 2013, the United Smtes Atiomey's Office issued agrand jur>'

subpoena for Mr. Levison to testify in front of the grand jury on July 16, 2013. The

subpoenii instructed Mr. Levison lo bring lo ihc grand jurj' his encryption kej-s and any
other information neeessar)' lo accomplish the inslallaiion and use of the pen-irap device

pursuant to the Pen-Trap Order.' Tlic FBI attempted to serve the subpoena on Mr.

Levison at his residence. After knocking on his door, the FBI Special Agents witnessed

Mr. Levison exit his apartment from aback door, get in his car. and drive away. Later in

the evening, ihc FBI successfully served Mr. Levison with the subpoena.

TlK" Brniid jury subpoena was subseqiicnily SL-alcd on July 16.2013.

Case 1:13-ec-00297-TCB   Document 27-15   Filed 06/13/16   Page 17 of 66 PageID# 1264



Case l-13-ec-00297-TCB *SEALED* Document 11-17 Filed 09/20/13 Page 9 of 28 PagelD#
149

On July 13,2013, Mr. Levison sentan e-mail lo Assistant United States Attorney

^^^^IlllllHHstaiing,
In light of the contcrcncc call on July lOth luid aftersubsequently reviewing the
requirements of Uie Jiine 28t]i order I now believe it would be possible lo capture
the required data ourselves and provide it to the FBI, Speeifically the information
we'd collect is the login and subsequent logout date and time, the (P address used
10 connect to the subjcct email account and the following non-content headers (if
present^ from any future emails sent or received using the subjcct necoum. The
headers I currently plan to collect are; To, Cc, From, Date, Reply-To, Sender.
Received, Rctum-Puth, Apparcntly-To and Altcrnaie-Rccipient. Note tJiat
additional header fields could be captured if provided in advancc of my
implementaiion effort.

S2,000 in compensation would be required to cover the cost ofthe development
tinne and equipmeni necessary lo implement my solution. The data would then be
collected manually and provided at the conclusion of the 60 day period required
bv the Order. 1may be able to provide the collected data iniermitiently during Qic
collection period but only as my schedule allows. If the FBI would like to
ihe collected information more frequently 1would require an additional Si,300 m
compensation. The additional money would be needed to cover Uie costs
associated with automating the log collection from different seivcrs ^d uploading
it to an an FBI server via "scp" on adaily basis. 1he money would also covcr the
cost of adding the process lo our automated monitoring system so that 1would
notified automatically ifany problems appeared.

The i;-mail again confirmed that Lavabit is capable of providing the means far the FBI lo

install the pen-lr^p device and obtain the requested information in an unencrypted form.
^USAUHreplied to Mr. Levison's c-mail that same day. explaining that the
proposal was inadequate because, among other liiings, it did not provide for real-time
transmission ufresults, and it was not clear that Mr, Levison's request for money

cousiitutcd the "rcusonnbltt expenses" authorized by ihestatute.

F. Search Warrunt & 2705(b) Non-Disclosure Order

On July 16,2013. this Court issued asearch warrant to Uvabii forCi) "[ajll

information necessary lo decrypi communications sent to or from the Lavabit e-mail

accountj^Hi^^^^^^^l^H including cncr>'p(ion keys and SSL keys" and (ii)
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"[a]!l information ncccssary lo decr>'pi data stored in orotherwise associated u*ith the

Lavabit accountHm|||||||m|̂ m|||||" Pursuant to 18 U.S.C. §2705(b), the Cuun
ordered 1-avabit lo not disciosc the cxis^encc of the scarch warrantupon determining that

•'there is reason lo believe that notification of the existence of the ... warrantwill

seriously jeopardize the investigation, including by giving laigci an opporiuniiy lo fiec or

continue flighl (rom prosecution, destroy or tamper with evidcncc, change patterns of

behavior, or notify conicdcratcs." July 16, 2013 Order {"Non-Disclosurc Order") at 1.

G. Rule 49 Scaling Order

The search warrant and accompanying materials were further scaled by the Court

on July 16,2013, pursuant lo aLocal Rule 49(6) ("Rule 49 Ordcr'̂ . In the Rule 49

Order, the Conn foimd lhal "^revealing the material soughi to be sealed would jeopardize

an ongoing criminal investigation." 'Oie sealing order was farther justified by the Coun's
consideration of '̂available alternatives that are less dnistie than scaling, and finding none

would sufFicc to proieci the govemmenl's Icgilimatc interest in concluding the

invcslisaiion; and having found that this legitimate govcmmenl interest ouweiglis al this
lime any interest in the disclosure ofthe maltiria]." Rule 49 Order at 1.

H, Show Cause Hcnring

At ihe Show Cause Hearing on July 16,2013, Mr, Levison made an oral motion

!o unsca! the proceedings and related filings. The government objected since unsealing
the proceedings would jeopardize the ongoing criminal investigation

Court denied Mr. Levison's motion. Mr. Levison subsequently indicated to the Court

lhal h.- would permit the FBI to place apen-trap deviccon his scn'cr. The govcmmcni

rcLiiiesicd ihai ihc Court further order Mr, Levison lo provide his SSL keys since placina
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a pcn-irap device on Lavabii's server would only provide cncr)*ptcd InformaLion that

would not yield the information required under the Pen-Trap Order. The govemmeni

noted that Lavabit wus also required lo provide the SSL Iceys pursuant w the search

warranland grand jury subpoena. The Court determined that the government's request

for the SSI.keys was premature given that Mr. Levison had ofiered to place the pen-trap

device on his server and the Court's order for a show cause hearing was only based on

(he failure to comply with the Pen-Trap Order. Accordingly, ihe Court scheduled a

hearing for July 26,2013, to determine whether Lavabit was in compliance witli the Pen-

Trap Order after a pen-trap device was installed.

I, Motion to Unseal and Lift Non-Disclosure Order

On July 25, 2013. Mr. Levison filed two motions—a Motion for Unsealing of

Seated Court Records ("Motion to Unseal") and aMotion to Quash Subpoena and Search

Warrant ("Motion lo Quash"), In the motions, Mr. Levison confirms thai providing the

SSL keys lo the government would provide the data required under Ihc Pen-Trap Order in

an unencrypted form. Nevertheless, he refuses to provide the SSL keys. In order lo

provide the government vA\h sufficient lime to respond, the hearing was rescheduled for
August I, 2013.

On a later date, and after discussions with Mr. I-evison, the FBI installed epen-

irap device on Lavabit's Intemcl scrvicc provider, which would capCiu-c the same

inforniation as ifapen-trap device was installed on Uvabit's server. Based on the

government's ongoing investigation, it is clear thai due to Lavabit's cncrj'ption sen-'ices

ihc pen-trap device is failing to capture data related to all ofthe e-mails sent to and ;rom

ihe account us well as other information required under the Pen-Trap Order. During
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Luvabit's over one inonlh oi'noncompliance svith this Court's Pen-Trap Order,

argument

1 THK SEARCH WARRANT AND THE GRAND JURY SUBPOENA ARE
LAWUL AND REQUIRE LAVABIT TO PRODUCE THE SSL KEYS

yj The search warrani mid grandJury subpoena are valid because ihey
merdy re-sme LarabU 's pre-existing legal duly, i'̂ ^posed by the Pen-Trap
Order. lo produce information necessary to accomplish mstaUotion ofthe
pun-trap duvice.

Th= motion of LavAit «nd Mr. Uvison (collKtively "LavabiD to quash boll, ,he

jury subpoena and >l,e search wamn. should be denied because Ihe subpoena and
warram merdy re-slate and clarily Lavabifs obligation under Ihe Peo-Triip Act to
provide that same information. In total, four separate legal obUgations currently compel
Lavabil to produce the SSL keys;

!. The Pen-Trap Order pursuani to the Pen Register and Trap and Trace
Dc-'ice ,Acl(IS U.S.C. §§ 3121-27).

2. The Compliance Order compelling compliance fbrihwilh with the Pen-
Trap Order;

3. The July 16.2013. grand jury subpoena; and

4. nw July 16, 2013. search warrant, issued by this Court under the

Electronic Communicaiions Privacy Act ("ECPA").

The Pen-Trap Aci aulhori7.cs courts to order providers such as Lavabil lo disclose

"infonriiition" thai is "necessary" to nccomplish the iniplemeination or use ofapen-lrap.

See 18 U.S.C. §§ 3123(b)(2); 3124Ca); 3124(b), Judge Buchanan, acting under that

iiUlhoril>'. specificaily required in the Pen-Trap Order that: "I f IS FURTHER
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ORDERED, pursuant to 18 U.S.C, § 3123(b)(2). thai Lavcibil slml! furnish agents from

ihe Federal Bureau of Investigation, Fonhwilh, all information, facilities, and technical

assistance ncccssnry to accomplish the instatlnlion and use oJ the pen/trap device

unobtrusivelv and with minimum inlcrfercnce." Pen-Trap Order at 2.

In ihis ease, ihe SSL keys are '•infomiaUon... necessaiy lo accomplish ihe

instfillation and use ofthe [pen-irap]" because ail other options for installing (he pen-trap

have failed. In atypical case, aprovider is capable of implemeniing apen-trap by using

its own software or device, or by using atechnical solution provided by the mvestigating

agcncy; when such asolulian is possible, aprovider need not disclose its key. £.g.. In rv

ApplicuUon ofIhe U.S. for an Order Aulhorizin^ (hz Use ofaPen Jtegister and Trap On

[XXX] Inierns! Sen. Accouni/Vser Name [x-xxxxxxx@xxx-comJ. 396 F. Supp. 2d 45.49
(D. Mass. 2005) (suggesting language in apen-lrap order "to impose upon the internet
service providers the necessity of making sure that ihcy configure their software in such a
manner as to disclose only that which has been authorized"), in this case, Bivt:n

Uvabit's use of SSL encr^-ption and Lavabi'.'s lack ofasofH-are solution to implemem

Ihe pen-trap on behalf the government, neither the govemmenl nor Mr. Levison have
been able to identifysuch a solution,

Because the search warrant and grand jury subpoena require nothing that the Pen-

Trap ,.\ct docs not already require, they are not unreasonably burdensome. Moreover, a
cDun's constinitional authority to require aLelecommunicaUons provider to assist the

government in implementing apen-trap dcviee is well-established. See United Stales v.

Sew York Tel. Co.. 434 U.S. 159,168-69(1977) (in apre-Pcn-Trap Act case, holding that

district court had the authoriiy to ordera phone comptmy io assist in the mstallntion ofa
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Dcn-trap, and "no claim is mode thni iiwas in any way inconsisicnt wiih (he Founh

.\ineiidment.").

B. Lavabil's inothn (o qxtash the search warrant mitsc be denied because
there is nosialviory auilwrityfor such molions, and thesearch warrant Is
lawful in iiny event.

1. Lavabit lacks authority to move lo suppressa search
wnrranl.

Lavabil lacks iiulhoriiy lo ask this Court to "quash" a search wiirrant befote it is

executed. The search warrant was issued under Title II ofECPA, !8L).S.C. §§ 2701-

2712. ECPA allows providers such as Lavabil to move lo quash cowl orders, but docs

not crcaie an equivalent procedure lo move to quash search warrants. 18 U.S.C.

§2703(d). Tiic lack of acorresponding motion to quash or modify ascarch warrant

means that llwre is no statutory nulhorit)' for such molions. See !8U.S.C. §2708 C[l]he

remedies and smictiona dcscribcd in this chnplcr arc the only judicial remedies and

sandions for nonconstimiional violations of this chapter."); cf. In re Application ofthe

as. for an Order Pursuant to !8 U.S.C §2703(d), 830 F. Supp. 2d 114. 128-29 (E.D.
Va, 2011) {holding lhal the luck of aspecific provision in ECPA pcmiinin& users to move

wquash coun orders requires "'ihc Court [to] infer that Congress deliberately declined to
permit [such) challenges.").

2. The senrch warrant complies wilh ihe Fourth Amendment
and is not general.

The f-'ourth Amendmeni requires ihut ascarcli warrant "particularly describe[e|

the place to be searched, and the persons or things to be seized." U.S. Const. Am. fV.

This "particularity rccuircmcni is fulfilled when the warrdin identifies the items to he

seized by their reiaiion lo designated crimes and when the descripiion of the items leaves
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nothing lo the discretion of the olYicsr executing thewarrant." Uniied Stoles v. iVilliamx.

592 F.3d 511, 519C4th Cir. 2010).

The July 16, 2013, search warrant's specificsition easily meets this standard, and

therefore is not impcrmissibly general. It calls for only:

a. All informaiion ncccssary to decrypt communications
sent 10 or from the Lavabit e-mail Bccoiint

encryption keys and

SSL keys;

b. All inlbrmaiion necessary lodecrypt data stored in or
otherwise associalcd with the Lavabit account

Thai specification leaves nothing lo discretion; it calls for encryption and SSL keys and

nothing eise.

Acknowledging ihis specificity, Lavabit nonetheless argues thai the wanam

"opemtcs as aE'̂ neral wananl by giving ih-J Govemmcnl access to evcr '̂ Uvabit user's
commimications and daw." Mot. to Qitash ai 3. To the conirary. lite ^varran^ docs not

eranl the govcrnmenl the legal aulhority to access any Lavabit user's communications or

daia. After Lavabit produces its keys to tlie government, Federal statutes, such as the

Wiretap Act and the Pen-Trap Act, will continue to limit sharply the govenimem's

amhoriiy lo cotlcci any data on any Lavabit user—exccpt for \hc one Uvabu user whose
account is currently the subject of the Pen-Trap Order. See 18 U.S.C. §2511(1)

(piiriishinjj as ii felony the •.inauthorized interception of communications); §3121
{criminalizing the use of pen-trap devices without acourt order). It cannot b= ilint a

search warrant is ••gencrai" merely because it gives the goverrjnent atool thai, ifabuseJ

ccmtrary lo law. could constimie ageneral search. Compelling the owner of an apanment

building 10 unlock the building's uonx door so that agents con search one apartment is nol
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a"general scnrch" ofihe entire apartment building—<vtm ifthe building owner imagines

lhat imdiscipiined agents will illegally kick down the doors to apurtments not described in

the svafrant.

C. Lavabii's inaHon loquash ihe subpoena rniLSi be denied because
cumpUanca -would wl be unreasomble or oppressive

Agrand jury subpoena "may order the witness to producc any books, papers,

documents, claw, or otlier objecis the subpoena designates," bill the court "may quash or

modify the subpoena if compliance would be unreasonable or oppressive." Fed, R, Cnm.

P-1'(c)C'O &(2)- Grand Jury. John Doe No. G.J.2005-2. 478 F.jd 581, 585

(4th Cir. 2007) (recognizing courts may quash subpoenas lhat arc "'abusive or

harassing").^

Lavabit argues the subpoena should be quashed because it "grant[s] the

Govemmem unlimited access to every one of its user's acouius." Mot. lo Quash at 7.

As explained above, the subpoena does no such thing: It merely reaffirms Lavabil's
existing obligation to provide irUbmialion necessary lo implement this Court's Pen-Trap

Order on asingle Lavabit customer's c-mail nccounl. T!ie Pen-Trap Order further
restricts Ihe (jovemment's access by preventint; the government from collecting the

content ofthat Lavabit customer's e-mail communicalions.

Lnvabit also argues that it will lose customers' trust ant! business ifit they learn

ihui Lavabit provided the SSL keys lo the govemment. But Lavabit finds itself in the

poshion of having to producc those keys only bccausc. more than amonth after the Pen-

Trap Order. Lavabit failed lo assist the govcmmcnl to implement the pcn-irap device.

' Lavnbii cilcj 18 U.S.C. §2703^fi) us sulhority for its motion in (|uns[i. bin ihai section b)- its lerms only
psmiils motion} to quash coun orders issued un«i<sr thai same section.
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Any rcsuliina loss of customer "iTUSt" is not an "unreasonable" burden if Lavabii's

cusiomers irusied ihai Uvabii woiikl refuse to comply with lawful court orders. All

providers arc siatuiorily required lo assist ihc government in the implementation of pen-

traps, Jt't! 18 U.S.C. §3124(a), (b). and requiring providers lo comply with thai statute is

neither '̂ unreasonable" nor '•oppressive." In any event, Lavabii's pri\ncy policy lells its

customers that "Lavabit will not release any inlbrmation related to an individual user

unless le-aliy cvmpelled to do io." See Inu^teiMLcom/pri (emphasis

added).

Finally, once court-ordered sur\'eill3nce is complete, Lavabit will be free lo

change its SSL keys. Vendors sell new SSL cenificates for approximately $100. See.
e.g., GoDatldy LLC. SSL Ceniflcates. ^1llps;/Avw-w.^od?1ddv.com/ssl/ssl-C!:rtlflcates.Msp,x.
Moreover. Lavabit is entitled to compensation "for such rca.or.able expenses incurred in
providing" assistance in impicmcinins apen-trap dcvicc. 18 U.S.C. §3124(c).

!i THF NON-DISCLOSURE ORDER IS CONSISTENT "WaTH THE FIRS !
ISip^SmFNT BECA^^ IT IS NARROWLY T.ULORED TO SERVE

IS ACOMPELLING GOVERNMENT
INTEREST

Uvabil has asked the Court lo imseal all ofthe records sealed by this Court's

Order to Sea!, and to lift the Covtrt's Order dt^tcd July 16. 2013, directing Lavabit r>ot lo
disclose the existence: of the scarch warrant the Court signed that day ("Non-Disdosurt=
Order-). Motion for Unsealing of Sealed Court Records and Removal ofNon-
Disclosure Order ("Mot. to Unseal") at 1-2. Lavabit. however, has not idenliHed (a.id
;;amiot) any compe!lin£ reason sufTici^nt lo overcome what even Lavabit concedes is the
govcmmcni's compellinE interest in maintaining the secrt^cy and integrity of its aclivc
investigation Moreover, the restrictions arc narrowly tailored to restrict
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l-iivabil from discussing only a limited sctofinlbnnation disclosed to them as part oftiiis

investigation. Because there; is no reason to jeopardize Ihc criminal investigation, tiiis

motion miiat be denied.

/I. The Non-Dh-dosure Order survives even sirld scnitiny review by
imposing necessary bul limiied sccrecy obligalioas on Lavabil

The United Stales docs not conccde that strict scrutiny must be upplied in

revie'.xang the Non-Disclosure Order. There is no need lo decide this issue, however,

bccausc the Non-Disclosurc Order is narrowly lailoreti to advance acompelling

government inwrcst, iind Ihorefore easily satisfies strict scrtuiny.

The Government has ncompclSing interest in protectinfc. the imcgrily of on-j-oing

criminal investigations. Virgima Dep VofSiai<! Police v. fVash. Post, 386 F.3d 567. 579

(4th Cir. 2004) ("We noie initially our complete agreement with the general principle that
ii compelling governmental interest exists in protecting the integrity of an ongoing law
enforcement investigation"); Bramburg v. Hayes, 408 U.S. 665, 700 (1972)

("requirements ... that aState's interest must be 'compelling' .. .are also met here. As we

hHvc indicated, the investigation of crime by the grand jury implements afandamental
governmental role of securing the safety of the person and propeny of the citizcn ,,..).
Indeed. His -'obvious and iinnrguable that no goveramcnt interest is more compelhng

than the security of the Nation.- Ha>s v. 453 U.S. 280, 307 (!98t)Gntemal

quotation marks omiucd); .vfc also Dap Vofthe Na '̂y v. Egan. 4S4 U.S. 51S, 527 (1988)
(••This Coun has recognized the Government's -compelling interest' in withholding
luitional security inlbnriHlioii froin unnuthorized persons in the course ofexecuiivc

business"). L.ikcwise, here, the United Stales clearly has acompelling Inicresl in

ensuring that the larget of lawiui surveiilaiice is not aw-sre that he is being monitored.
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O'ni/e^/Suues v. Ai,'uf/ar. 515 U.S, 595. 606(1995) (holding thai astaiutc prohibiting

disclosure ofaunrerap was permissible under the First Amendmeni, in part because

•'[w]c think the Government's interest is quite sufficient to justify the construction of the

statute as wrinen, wthoul any artificial narrowng because ofFirst Amendmeni

conccms"). As the Non-Disciosure Order makes clear, publicizing "the existence of the

[searchl wairant will scrit>usly jeopardize l!ie investigation, iiicU.dinij by giving targets an
opportunity to ike or continue flight from prosecution, destroy or tamper with evidence,
change patterns of behavior, or notify confederates.

Lavabil ucknowledges that "the eovsmmeiit has acompelling interest in
inr/Aciiontinn Mot. lO LiHSCalmaintaining the integrity ofits criminal invesii^alion

at 4; iV/. at 6("the govenimenl has alegitimate interest in tracking* HjHlijll
account); iiL at 8("the secrecy of [Stored Communications Act] investigations is a
compelling government interest"). In spile of this recognition. Uvabit states it intends to
disclose the search warrant and order should Uk Court graiit the Motion to Unseal. Id. at
5("Mr. Levinson needs some ability to voice his conccms [and] gamer support for his
cause"): id. at 6. Disclosure of electronic surveillance process before the ehclronic
surveilUmce hasfinished, would be unprecedented and defeat the very purpose of the
surveillance. Such disclosure would ensure thal| .alongwith the public.

would learn of iho monitoring orHje-t""'' account and take action to inistroie the

Icgiiimiite monitoring of ihat accouni.

Tlie Non-Disclosure Order is narrowly tailored to serve the government's

compeilir.ti interest of protecting the inlcgritY of its invcstigtition. Tlie scopc of
information thai Lavabit may not disclose could hardly be more narrowly dravvn: "the
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cxisicnce ofthe attached sciirch warrant" and Die Non-Disclosure Order itself.

Resirictions on aparly's disclosure orinformotion obtuined ihrough participation in

confidcniial proceedings stand on adillcrcnt andfirmer constitutional footing from

restrictions on the disclosure of information obtained by independent means. Seaiile

Times Co. v. Rhinshart. 467 U.S. 20, 33 (1984) (order prohibiliny disclosure of

inibrmation learned through judicial proceeding "is not the kind ofclassic prior restrami

ihul retiuires cxacling First Amendment scrutiny"); Bunenvorih v. Smllh. 494 U.S. 624,

632 (1990) (distinguishing, botwccn awitness' "right lo divulge information ofwhich he

was in possession before he lestiried before the grand jurj'" with "information which he

may have obtained as aresult of his pimicipalion in tlie proceedings of the grand jury"};
..e also Haffman-Pugh v. Kuenan. 33S F.3d 1136, 1140 (10th Cir. 2003) (fmding
prohibition on disclosing information learned Ihrough grand jury process, as opposed to
infomimion person already knew, docs not violate First Amendment). In Rhinehart. the
Court found that -control over [disclosure of] ihc discovered information does not nuse

the same spcctcr of government censorship that such control might suggest in other

siluaiions." 46*7 L'.S. ai 32.

Further, the Non-Disclosure Order is lemporary. TIk nondisclosure obligation

will last only so lung ns neccssary lo protect the governmenl's ongoing mvestigution.

8. Till.' Order twitherforecloses discussion ofan "enlire lopic "nor
consiitules ait wtcomlinuional prior restraint on spcuch

Tlie limitation imposed here does not close ofT from discussion an "entire topic,

as aniciilated in Consoihia'cd Edison. Mot. lo Unssiil ni 4. Al Issue in that case was the

constitutionality of astate commission's order prohibiting aregulated uulily from

ircludinL' inserts in monthly bills that discussed any controversial issue of public policy.
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such as nudear power, Consolichied Edison Co. ofNe^v Vorkv. Pub. Sei'v. Cumm'n of

New York, A47 U.S. 530,532 (1980). 'IlieNon-Disdosurc Order, bycontrast, precludes

a single individual. Mr. Levison, from discussing a nanow set ofinformation he did not

l<novv before ihis proceeding commenced, in order to protect the integrity ofanongoing

criminal investigation. Cf. Doc v. Mukasey, 549 F.3d 861, 876 C2d Cir. 2009) (''although

the nondisclosure rcquireincm is triggered by the content ofacatcgor>- ofinformation,

thai category, consisting of the fact of rcccipt of [a National Security Letter] and some

related details, is far more limited than the broad categories ofinformation that have been

at issue with respect to typical content-based restriciions."). Mr. Ijjvison may still

discuss everything he could discuss before; the Non-Disclosure Order was issued.

Lavabifs argument Oinl the Non-Disclosurc Order, and by extension all §2705(b)

orders, are unconslitutional prior rcstrainls is likewise unavailmg. Mot, To Unseal at 5-6.

As argued above, the Non-Disclosure Order is narrowly tailored to serve compelling
government interests, and siUisiies strict scrutiny. See stipni, Part Il.A. Regardless, t3ie
Non-Disclosure Order does not fit within the Kvo genera! categories of prior rcstraim that

ean run afoul of the First Amendmenf. licensing regimes in which an individual's nghttn

speak is conditioned upon prior Eipprovul from the government, Cily ofLakewood v,
I'loln Dealer Publlshlns Co.,4U U.S. 750. 757 (1988), and injunctions restraining

wrluin spccch and roluied aclivilics. such as publishing defamatory or scandalous

articles, showing obscenc movies, and distributing leaflets, see Alexander v. United

Slates, 509 U.S. 5+4, 550 (1993), Aprior restraint denies aperson the ability to express

viBNvpoints or ideas ihcy could hove possessed wiihout anv government involvemcm.

Suction 270S(b) orders, by contrast, resirict a recipient's iibility to disclose limited
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informauon IhiU the tccipicni only learned from the govcmracni's need to eftecruate a

legilimalc. judicially sanctioned form of moniioring, Such onarrow limitation on

information required only by virtue ofan olTiciai investigation does not raise the same

concerns as other injunctions on speech. Cf. Rhineharu 467 U.S. at 32. Doe v. Mukasey,

549 F.jd at 877 ("ttjhe non-disclosure requiiement" imposed by the national security

letter statute "is not a typical prior restraint or alypienl content-based restriction

wnrranling liie most rigorous First Amendment scrutiny ).

in NO VALID BASIS EXISTS TO UNSEAL DOCUMENTS THAT, IF MADE
PUBLIC PRE-MATURELY, WOULD JEOPARDIZE AN ON-GOING
CRIMINAL INVESTIGATION

A. Any common /mr /'fif/if ofaccess is oWM'elghed by the need lo proieci ihe
iniegriiy of iho mvasrigalioir

Lavabii asserts that the common law right of access necessitates reversing this

Court's decision lo seai the search warrant and supporting documents. Mot. to Unseal at

7-10. The presumption of public access to judicial records, however, is "quahfied," Bail.
Sun Co. V. Goeiz, 886 F.2d 60, 65 (4th Cir. 1989), and rebuttable upon ashowing that the

"public's right of access is outweighed by competing interests," Jn re Applicalion oflhe
llS-for Order Pursuanl lo /S U.S.C Section 11010). 707 F.3d 283. 290 (4lh Cir.

2013) CTu'/'/fcr"). In addition to considering substantive interests, ajudge must aiso

consider procedural allemstives to sealing judicial records, rw/zrer, 707 r.3d al 294.

••Adherence to this procedure serves to ensure that the decision to seal materials will not

be made lightly and thai it will be subject lo meaningful appellate review." Va. Dep'r of

Siaie /'olice iVaah. Posu 386 r,3d 567. 576 C4lh Cir. 2004). This siandard is met easily
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"[TJhe common law docs not affoni as much substantive proteciion lo the

interests ofthe press and Uie public as docs the First Amendmeni." Twiner, 707 F.3d at

290 (internal quotation marks omitted). With respcci lo the substantive equities nt stake,

the United States' i^^terest in maintaining the secrecy of a criminal investigation to

prevent the target of the surveillance from being alerted and altering behavior to thwart

the surveillance clearly oinweiyhs any public interest in learning about specific acts of

sur^•cil!aIlce. Id at 294 (rcjccting common law right ofaccess because, inicr alia, the

scaled documents "set forth sensitive non-public fads, includiiig the identity oftargets

and witnesses in an ongoing criminal investigation-'), "Because secrccy is necessary for

Ihe proper Functionins ofthe criminal investigation" prior to indictment, ''openness will
frustrate the govenununt's opcintions." ft/, at 292. Lavabit conccdcs that ensuring the

sccrecy of [Stored Communications Act] investigations," like this, "is acompel!ing

gvvernment inieresir Mot. to Unseal at 8(emphasis added). Lavabit docs not, however,

identify any compelling interests to the contrary. Far from presenting "a seriously

concerning expansion of grand jury subpoena power." as Lavabit's contents, id., ajudge

issued the Pen-Trap Order, which did not authorize monitoring of any Lavabit e-mail

than||||||̂ ^m|||||
In addition, the Court satisfied ihc procedural prong. It "considered the available

uUcmatives thiit arc loss drastic than sealing, and [found] none would suffice to protect

the government's legitimate interest in concluding the investigation." Rule 49 Order.

Tlie Fourth Circuit's decision in Twiner is instructive. That case arose from the

Wikilcaks investigation ofArmy Pfc. Bradley .Manning. Spccincally. the govemmcm

obtained an order pursuant co 18 U.S.C. §2703(d) directing Twiner lo disclose electronic
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communications and account and usage informalion pertaining to tlircc subscribsre.

When apprised of this, the subscribere asserted that acommon law right of acccss

KXiuircd unsealing rccords related to the §2703(d) order, fhc Fourth Circuit rejected this

claim, finding that the public's interest in the Wikileaks investigation and the

govemincnl's eiccironic surveillance of internet activities did not oiiiwcigh 'the

Government's inieresis in maintaining the secrecy of its investigation, preventing

potential suspccts from being tipped otX cr altering behavior to thwart the Govcmncnt's

ongoing invesiigalion." 707 F.3d at 293. "The mere fad that acjise is high profile in

nature," the Fourili Circuit observed, ''docs not necessarily justify public acccss" W- at

294. Though hvifier involved a§2703(d) order, ralher than a§2705(b) order, the Coun
indicated this i. adistinction without adifference. Id. at 294 (acknowledging that the

concerns about unsealing records "aceonl" with §2705(b)). Given the similarities

between Tmiier and the instant case-mosi notably the compelling need to protect
otherwise conildential information from public disclosiu-e and the national atieniion to
ihc matter—:hcrc is no compelling rationale currently before the Court necessitating

finding that acommon law right ofacccss exists here.

B. Courts have inherent authority lo seal ECPA procasi

Uvnbit asserts that this Coun must unseal the Non-Disciosurc Order because 18

U.s.c, §2705(b) does not c.\p!iciily reference the sealing of non-disclosure orders issued
pursuant lo that section. Mot. to Unseal at 9-10. As an initial matter, the Court has
inherent outhoriiy lo seal documents before it. In re Knighl rub. Co.. 743 F.2d 231. 2j5

t^ih Cir. 1984) ('̂ Itlhe trial court has supervisory power over its own records and may, m
its discretion, seal documents if the public's ri&lu of access is outweighed by compt^ting
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interests"); see also Media General Operaitonx, !nc. v. Buchanan. 417 F3d, 424.430 (4ih

Cir. 2005); Uniied Slates v. U.S. DLu. Caun, 407 U.S. 297, 321 (1972) ("a warrant

appliculion involves no public or advcrsar>' proceedings: it is an cx partc request before a

maaisuate or judge."). In addition^ the Coun here exercised its authority to seal pursuant

to Local Rule 49(B), the validity ofwhich Lavabit docs not contest.

Even if the Court did not have this authority. Lavabit's reading of§2705(b) must

be rcjcclcd. bccausc it would gut the essential ajiiction of non-disclosure orders and

[hereby disregard Congress' clear intent in passing §2705. The Scction allows courts to

delay notification pursuant to §2705(a) or issue anun-disclosure order pursuant to

§2705(b) upon findintj thai disclosure would risk enumerated harms, namciy danger to a

person's lite or safety, flight from prosecution, destruction of evidence, intimidation of
witnesjses, or seriously jeopardizing an investigation. 18 U.S.C. §§ 2705(a)(2)(A)-(E),

(bXl )-(5). Hwould tnake no sense for Congress to purposefully authoriM courts to limii
disclosure of sensitive information while simultaneously intending to allow the same

information to be publicly ncccssible in an unsealed eoun documcni.

Finally, the implications Lavabit attempts tn draw from the mandatory scaling

requirements of 1S U.S.C. §§ 2518(8)(b) and 3123(a)C3)(B) are mistaken, ^^ilc Lavabit
characterizes ihose statutes as granting courts the authority to seal Wiretap Act and pen-

trap orders, courts already had tliat authority. Those statutes have another effccr: they
removed discretion from couns by requiring that courts seal Wiretap Act orders and pen-

irap orders. 18 U.S.C. §2518(8)(b) ('•Applicarions made and orders granted under
ihis chapier shall be Healed by the judgt:") (cmphasiii added); /rf §3123{a)0)(B) C'"fhe
.ecord maintained under subparagraph (A) shall provided ex par,c and vnckr seal lo
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the court") (emphasis added). Congress' decision to lenvc that discretion in place in

other situations does not mean thai Congress believed that only Wiretap Act and pen-trap

orders may be scaled.

C. Supposedprivacy concerm do nol compel a common Icnv righl ojaccexs
10 the -•iealed documems.

Lavabit's brief ends with an argument that privacy interests require a common

law righl of access. Mot. to Unseal ai 10-i 1, Lavabit, however, offers no legal basis for

this Conn to adopt such anovel argument, nor do the putative policy considerations

Lavabit rcfcrenccs outNveigh the government's compeHing interest in preserving the

sccrccy oFils ongoing criminal invcsligalion, Indeed, the most compelling interest

currently before the Court is ensuring that the Court's orders requiring that Mr. Uvison

and l.avabit comply with legitimate monitoring be implemented forthwith and wthoul
additional delay, evasion, or resistance by Mr. Levison aitd Uvabn.
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CONCLUSION

For Ihe foregoing reasons, Uvabit's motions should be denied. Furthermore, the

Coml should enforce ihc Pen-Trap Order. Compliance Order, scarch warrant, and grand

jun' subpoena by imposing sanctions until Lavabit complies.

Respectfully Submitted,

NEILH.MACBRIDE

Assistant United States Atlomey
United Stales Anomcy's Office
2100 Jtimicson Ave.
Alexandria. VA22314

703-299-3700
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EXHIBIT 18
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UNU'ED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA

ALEX.ANDRIA DIVISION

IN THE MATTER OF THE
APPLICATIOM OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TR.AP AND
TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AKD SEIZURE OF INFORMATION
•?.ccnrT5Tgri__m!!lH

||||||||||H|^^
IS STORED AND CONTROLLED AT
PRS-ilSSS CONTROLLED SY
LAVABIT, LLC

IN RE GRAND JURY SUBPOENA

WO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

ONDBR SEAL

Alexandria, Virginia
August I, 2G13
i0;00 a.m.

TRANSCRIPT OF HEARING

SEFORE THE HONORABLE CL-AUDE M. HILTON

OMITED STATES DISTRICT JUDGE

apPERRAI^CSS:

"C t"e United Scares: James Trump, Esq.
Michael Ben'Ary, Esq.
Josh Goldfooc, Esq.

Tor the Respondent: Jesse R. Binnali, Esq.

Court Reoo-ter: Tracy L. Westfall, RPR, CMRS. CCR
C'oceedings reported by machine shorthand, transcript produced
by computer-aided transcription.

Tracy £.. VJostSall CCR-VSUC/KDV,"*
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PROCEEDINGS

THE CLERK: In rer Case Nos. 1:13 EC 297, 1:13 SW 522,

and Grand Jury No. 13-1.

MR. TRUMP: Good morning. Jim Trump on behalf of the

Uniied States.

THE COURT: Good morning.

MR. BINNALL: Good rooming, Your Honor. Jesse Sinnall

on behslf of Lavabit and Mr. Levison.

THE COURT; All right.

MR. BIHMALL: May it please the Court. We're before

tihe Court today on two separate motions, a motion to quash the
requirement of Lavabit to produce its encryption keys and the

motion to unseal and lift the nondisclosure requirements of

Mr. Levison.

Your Honor, the motion to quash in this arises because

the privacy of users is at -- of Lavabit's users are at stake.
We're not simply speaking of the target of this investigation.

We're tal'r'.ing about over 400,000 individuals and entities that

are users of Lavabit who use this service because t.hey believe

their communications are secure.

By handing over the keys, the encryption keys in this

case, they necessarily become less secure. In this case it is

true 'Cheit the face of the warrant itself does liTr.it the

documents or -- and communications to be viewed and the specific

metadata to be viewed to the target of the case,

rcacy L. westfall OCr.-rJSDC/EDVA
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However, there is a lack ot. any sort of check or

balance in order to ensure that the — zhat the encrypteo data

of ocher Lavabit users remain secure. The encryption in this

case doesn't protect only content. It protects login oata ana

the other — some of the other metadata involved in tnis case.

He believe that this is not the least restrictive means

in order to provide the government the data that they are

looking for. Specifically

THE COURT: You have tv/o different encryption codes,

one for the logins and the messages that are transmitted. Vo'j

have another code that encrypts the content of the messages,

right?

MR. BINNALL: ^oar Honor, I believe that that is true.

From my understanding of the way that this works is

that there is one SSL key. That SSL key is what is issue in

this case, and that SSL key specifically protects the

communication, the over -- the breadth of the communication

itself i;rom the user's actual computer to the server to make

sure that the user is communicating v/ith exactly who the user

intends to be ccimunicating with, the server.

And that's one o£ the things that SSL does. It ensures

that you're talking to the right person via e-maii and there's

not a so-called man in the middle who's there to take that

message av;ay.

THE COURT: Does that key also contain the code of th®

Trj«cy L. Meatiall C-CR-USr.C/2DV«
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message and interpret the message as well?

MR. BIHNALL: My understanding is that it does, Your

Honor, but because that's not ny technical expertise, I'm not

going to represent to the Court anything on that one way or

another. But my understanding is there is one general key here

that is at issue.

THE COURT: Meli, why would you set up such? I mean, a

telephone, you've got telephone nun±)ers and --

MR. BINNALLt Correct.

THE COURT: -- those can be traced very easily without

any look at the content o£ the message that's there. You-all
could have set up something the same way.

MR. BINNALL: i-Je could have, Your Honor. Actually, if

you're to —

THE COURT: So if anybody's — you're blaming the

government for something that's overbroad, but it seems to me

that your client is the one that set up the system that's

designed not tc protect that information, because you knovj that

there needs -= be access tc calls than go back and forth to one

parson or another. And to say you can't do that jusu because

you've set up a system that everybody has to -- has to be

unencrypted, if there's such a word, that doesn't seem to me to

be a very persuasive argument.

MR. BINNALL: I understand the Court's point, and this

is the way that I understand why it's done that way.

Tracy I.. Kescfsil CCK-V'SCC/ESVA
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1 There's different security aspects Involved ror people

2 who waiit to protect their privacy, and there certainly is the

3 actual content of the message themselves. That's certainly what

4 I would concede is the highest security interest.

- But there's also Che security interest to make sure

6 that they're communicating with who you want to be communicating

7 with. That is equally of a concern for privacy issues because

8 T:h£t is, at the end of the day, one of the things that secures

5 the concent of the message.

10 In this case it is true that most Internet service

11 providers do log, is what they call it, a lot of the metadata
12 that the government wants in this case without that necessarily
13 being encrypted, things such as who someT;hing is going to, who
H it's going from, the time it's being sent, the IP address from
15 which it is being sent.

Lavabit code is not something that you buy off the

17 shslZ. It is code that was custom mads. It was custom made in
13 order to secure privacy to the largest extent possible and to be

19 the most secure way possible for multiple people to communicate,
20 and so it has chosen specifically not to log that information.

NOW, that is actually Information that my client has

22 offered to start logging with the particular user in this case.

23 Ic is, however, something that is quite burdensome on him. It
24 is somethinrj uhat would be custom code chat would take betwoon

25 20 nc 40 hours for him to be able to produce. We believe that

Tracy -• westfali ocr-usDC/Sdva
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is a better aluernativa than turning over the encryption key

which can be used to get tlie data for all Lavabit users.

I hope that addresses the Court's concern kind of with

regard to the metadata and why it is not more — why Lavabit

hasn't creatGd en encryption system that may honestly be more

within the mainstream, but this is a provider that specifically

was started in order to have to protect privacy interests more

than the avL^rage Internet service provider.

THE COURT: I can understand why the system was set up,

but I think the government is — government's clearly entitled

to the Informaticn that they're seeking, ana just oecause

ycu-all have set up a system that makes that difficult, that
doesn't in any way lessen the government's right to receive that

information just as they would from any telephone company or any

other 3-mail source that could provide it easily. Whether

it's — in other words, the difficulty or the ease in obtaining

the information doesn't have anything to do with whether or not

the government's lawfully entitled to the information.

MR. BXNNALL: It is -- and we don't disagree that the

government is entitled to the information. We actually —
THE COURT: Well, how are vje going to gst it? I'm

going to have to deny your motion to quash. It's just not

overbroad. The government's asking for a very narrow, spacific

bit of information, and it's information that they're encicled

Ttacy L. Vfcstlsll CCH-USDC/EDVh
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Now, how ace we going co work out that they get it?

MR. BINNALL: "four Honor, what I would acill say is the

bast method for them to get it is, first of all, there be some

way for there to be sorae sort oE accountability other than Jusr

relying on the government to say vje're not going to go outSide

the scope of the warrant.

This is nothing that is, of course, personal against

Che government and the, you know, very professional law

enforcement officers involved in this case. But quite simply,

the way the Constitution is set up, i-'s set up in a way to

ensure that there's some sort of checks and balances and

accountability.

THE COURT: What checks and balances need to be set up?

MR, SINMALL; Well —

THB COURT: Suggest something to me.

MR. BINNALL: I think that the least restrictive means

possible here is that the government essentially pay the

reasonable expenses, meaning in this case my client's extensive

labor costs to be capped at a reasonable amount.

THE COURT: Has the government ever done that in one o.

these pen register cases?

MR. BINNALL; Not that I've found, Your Honor.

THE COURT: I dor.'t think so. I've never known of one.

MR. SINWALL: And Your Honor's certainly seen more of

these than I have.

Tracy L. WcJI-fftll OCP.-l'.SCtVt:OVA
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THE COURT: So would it be reasonable to start now wich

your client?

MR. BIHNALL: I think everyone would agree that this is

an unusual case. And that this case, in order to protect the

privacy of 400,000-plus other users, some sort of relatively
small nanner in which to create a log system for this one uaer

. to give the government the metadaca that they're looking ror is

the least restrictive mean here, and we can do that in a way

that doesn't compromise the security keys.

This is actually a way that my client —

THE COURT: "ioii want to do it in a way that the

goverauent has to trust you —

MR. SINNALL: Yes, Your Honor.

THE COURT; — to come up with the right data.

HR. BINNALL: That's correct, ^o\ir Konor.

THE COUPT; And you won't trust the governir.ent. So why

v.-ould the government trust you?

MR. BItWALL: Your Honor, because that's what the basis

of Fourth Amendment law says is more acceptable, is that the
governjr.ent is the entity that you really need the checks and
balances on.

Now, my —

the court: I don't know that the Fourth Amendment says

I that. This is a criminal investigation.

; MR. Slt'Jr».=.LL: Thar is absolutely correct.

Tracy I. Hescfall (JC?.-USCC/£DVA
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THE COURT: A criminal investigation, and I don't knov?

that the fourth Amendment says that the person being

investigated here is entitled to more leeway and more rights

than the govsrnment is. 1 don't know.

MR. BINNALL: There certainly is a balance of power

there. I, of course, am not here to represent the interest of

111111^11111111 I'm here specifically looking over my client who
has sensitive data —

THE COURT: I understand. I'm trying to think of

worV.ing out something. I'm not sure you're suggesting anything
to jne other than either you do it and the govern^uent has to

trust you to give them whatever you want to giva them or ycu

have to trust the government that they're not going to go into

your other files.

Is there some other route?

MR. BINNALL: I would suggest that the government —

I-m sorry - that the Court can craft an order to say that we

can — that we should work in concert with each other in orcer

come up with this coding system that gives the governmeni; ail

of the metadata that we can give them through this logging

procedure that we can install in the code, and then using that
as a least restrictive means to see if that can get the

government the information that they're looking for on the
specific account.

THE COURT: How long does it take to install that?

Ttucy L. westfall 0CR-USl3C/ES)i'A
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1 MR. BINNALL; I mean, 20, <30 hours. So I would suggesr

2 that would probably be a week to a week and a half, Your Honor,

3 alrhough t would be willing to talk to my client to see if we

4 can get that expedited.

5 THE COURT: To install it?

6 HR. BINNALL: Well, to write the code.

7 THE COURT: You don't have a code right at the mome.-it:.

8 You would have to write something'/

9 MR. BINNALL: That's correct. .^.nd the portion of the

10 government's brief that talks about the money that he was
11 looking for is that reasonable expense for him basically to do
12 nothing for that period of time but write code to install in

land put it in a way that
order to take the data from

the government will see the logged metadata involved,
THE COURT: All right. I think I understand your

position. 1 don't thinic you need to argue this motion to
unseal. This is a grand jury matter and part of an ongoing
criminal investigation, and any motion to Linseal will be denied.

HR. BItmALL: If I could have the Court's attention

Just on one issue of the nondisclosure provision of this, ftnd I
understand the Court's position on this, but there is otner

privileged communications if the Court would be so generous as
to allow me very briefly to address that issue?

There's other First Amendment considerations at issue

with not necessarily 3ust the sealing of this, but what

Tracy L. WesLfail OCR-USac/EDVA
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Mr. Levison can disclose and to whom he may disclose ic.

The Firsc. Tvmendment, of course, doesn't jusC cover

speech and assembly, but the right to petition for a redress of
grievances. We're talking about a statute here, and, honestly,
a statute that is very much in the public eye and involving
issues than ere currently pending before Congress.

I think the way that the order currently is written,

besides being —

THE COORT: 'iou'ce talking about tha sealing order?
MR, BINNXLL: I'm talking about the sealing order and

the order that prohibits Mr. Levison from disclosing any
information.

NOW, don't «ant to disclose - we have no intention
o: disolosing the target, but we would lite to be able to, ror
instance, talk to members of the legislature and their staffs
abci:t rewriting this in a way chat's

TH£ COURT: Mo. This is an ongoing criminal
-nH there's no leeway to disclose any informarioninvestigation, ana cneru o uv j

about it.

, WR. BINWRLL: And 50 at chat point it will remain with
, only tir. Levison and his lawyers, =nd we'll keep in at that.
I THE COURT: Let me hear from Mr. Trujnp.

3 IS chere some way we can work this out or something
^ that I can do v.-ith an order that will help this or whatT

MR. TRUMP: I don't believe so, '̂ our Honor, because

i-cacy L. westfall CCR-OSDC/EDVA
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1 you've already articulated Che reason why is that anything done

2 by Mr. Levison in terms of writing code or whatever, we have to

3 trust Mr. Levison that we have gotten the information tha^, v<e

4 were entitled to get since June 2ath. He's bad every

5 opportunity to propose solutions Co come up with ways to address

6 his concerns and he simply hasn't.

7 we can assure the Court that the way that this would

8 operate, while the metadata stream would be captured by a
9 device, the device does not download, does not store, no one

10 looks at it. It filters everything, and at the back end of the
11 filter, VIS get what we're required to get under the order.
j_2 So there's no agents looking through the 4-00,000 other

13 bits of Intorniation, customers, »hatevsr. No ona looks at that,
14 no one stores it. no one has access to it. All we're ,oing to
15 look at and all we're going to keep is »hat is called for under
16 the pen register order, and that's all v,e're asking this Court

to do.

THE COURT; All right. Hell, I think that's

reasonable. So what is this before mo for this morning other

than this motion to quash and unseal which I've ruled on?
MR. TRUMP: The only thing is to order the production

of the encryption keys, which just

THE COURT: Hasn't that already beer, done? Tnere's a

subpoena for that.

HR. TRUMP: There's a search warrant for it, the motion

Tracy L. Weaifnll OCR-OS'JC/EPVA
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to quash.

warrant.

THS COURT: Search warrant.

MR. TRUMP; Excuse me?

THE COURT: T said subpoena, but I meant search

MR. TRUMP; We issued both, Your Honor, but Your Honor

authorized the seizure of that information. And we would ask

the Court to enforce that by directing Mr. Levison to turn over

the encryption keys.

If counsel represents that that will occur, we can not

waste any more of the Court's time. If he represents r.hat

Mr. Levison will not turn over the encryption Iceya, then we have

to discuss what remedial action this Court can take to require
ccmoliance with that order.

THE COURT: Well, 1 will order the production ot

those — of those keys.

Is chat simply Mr. Levison or is that the corporation

as well?

HR. TRUMP: That's one and the same. Your Honor.

JUSC so the record is clear. V7e understand from

Mr. Levison that the encryption keys were purchased

commercially. They're not somehow custom crafted by

Mr. Levison. He buys them fronn a vendor and then they're

installed.

THE COURT: Well, I will order that. If you will

Tracv L. Weatfall OCH-OSOC/EDV.T
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present an order to me, I'll enter it later on.

MR. TRUMP: Thank you.

MR. BINNALL: Thank you. Your Honor.

As far as tirae frame goes, my client did ask me if "he

Court did order this if the Court could give him approximately

five days in order to actually physically get the encryption

keys here, -^-nd so it will be — or just some sort of reasonable

time frame to get the encryption keys here and in the

government's hands. He did ask me to ask e.xactly the manner

that those are to be turned over.

HR. TRUMP: "iour Honor, we understand that this can be

done almost instantaneously, as soon as Mr. Levison makes

contact v;ith an agent in Dallas, and we would ask that .'•;e bs

given 24 hours or less to comply. This has been going on for a

month.

THE COURT: Yeah, I don't think 24 — 24 hours would be

reasonable. Doesn't have to do it in the next few minutes, ojt

I v;ould think something like this, it's not anything he has to

amass or get together. It's just a matter of sending something.

So I think 24 hours would be reasonable.

MR. BINNALL: Yes. Thank you, Your Honor.

THE COURT: All right. And you'll present me an order?

HR. TRUMP: We will, Your Honor. Thank you.

THE COURT: Ail right. Thank you-all, and we'll

adjourn until -- or stand in recess till 3 o'clock. Well,

Tracy L. WcocfalJ CCR-ySDC/EDVA
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i recess till 9 o'clock tomorrow morning.

[Proceedings concluded at 10:25 a.m.)

CERTIFICATION

: certify, this 19th day of August 2013, that the

foregoing is a correct transcript from the record of proceedings

in the above-entitled matter to the best of my ability.

Tracy Westfalij CCR

rrecy L. WfiStfall OCR-USDC/SCVA
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EXHIBIT 19
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AU6 I 2013

IN THE UNITED STATES DISTRICT COURT PGR THE
EASTERN DISTR]Cr OF VIRGINIA

Alexandria Division

IN THE NL^iTTER OF T£IE ) UNDER SEAL ^
.APPLICATION OF THE UNITED )
STATES OF AMERICA FORAN ORDER ) No. 1;13EC297 "
AUTHORIZING TPTE USE OF A PEN ) J.
l^EGISTERAT^ AND TRACE DEVICE ) I—
ON AN ELECTRONIC M.ML ACCOUNT )

WW US.tRS18i:i COURI
lUxwm. vigciKtt

IN THE MATTER OF THE SEARCHAND )
SEIZURE OF INFORMATION
aRROCIATEDWITH

STOKED ATPREMISES CONTROLLED
BY LAVABIT LLC

In re Grand Jury

) No.l:13SW522

) No. 13-1

ORDER DENiTNG MOTIONS

This matter comes before the Court on the molions of Uvabil LLC and Ladar Uvinsos,

its owner and operator, to (1) quash the grandjury subpoena and acaich and seizure warrant
compcUiBg Lavabit LLC to provide the government with encryption keys to facilitate tbe
installation and use ofapen register and trap and trace device, and.(2) unseal court records and

remove anon-disclosure order relating to these proceedings. For the reasons siaicd from the

bench, and as set forth in the government's response to the motions, it is hereby

ORDERED that ihe motioD to quash and motion to unseal arc DENIED;

It is further ORDERED thai, by 5pm. CDT on August 2. 2013, Lavabit LLC and Ladar

Lcvison shall provide tbe government with the enciypiio" keys and any other "inforrnation,

faciliu'es, and lechnical assistance necessary to accomplish the instflllaiion and use of the pcri^trap
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as by iul, ,6,

is fcxthcr ORDERED «this Order stall r.™. ™dcr seal until toher order of rhrs
Court

Alexandria, Virginia
August , 2013

Is/
Claude M. Hilton

United States District Judge
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EXHIBIT 20
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]M THE UNITED STATES DiSTRJCT COURT FOR Tl-IE

EASTERN DISTRJCT OF VIRGINIA ^=1

Alexandria Division

) UNDER SEAL!N THE iv^A'ITEROF THE
application of the united
STATES OF .AjVIERJCA FOR AN ORDER ) No, 1;13EC297
AUTHORIZING THE USE OF A PEN )
REGISTER/TRAP AND TR.ACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

IN THE MATTER OF TFIE SEARCH AND )
SEIZURE OF INFORMATION
ASSOOATEDWITH^

STORED AT PREMISES CONTROLLED )
av LAVABIT LLC )

In fc Grand Jurv" ^

) No. 1;13SW522
)

) No. 13-1

cusx. II.S. cisjsicitxx'frr

MOTION FOR SANCTIONS

Tlic Unilcd Slates, through the undersigned counsel, pursuant lo Title 1S, Unilcd States

Code, Section 401, haeby moves for ihc issuance of pji order imposing sanctions on Lnvabii
LLC and Ladar Levison. its ovmer and operator, for Uvabit's failure lo comply with this Court's

order entered August 1,2013, in support of this motion, the United Stales represenis;

1, At the hearing on August 1, 2013. this Court dirccicd Uvabit lo provide iho

govemmem with the encryption keys necessary for the operation of apen register/trap and trace

order entered June 28, 2013. Lavabit was ordered to provide those keys by 5p.m. on August 2.

2013. See Order Denying Motions entered August 2,2013.

2. Al approximately 1:30 p.m. CDT on August 2, 2013, Mr. Uvison gave ihc FBI »

printout ofwhat he represented lo be the encryption keys needed to operate the pen register. This
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prinioiii. in what appears to be 4-point consisls of 11 pages of largely illejjiblc charactcrs.

See Atiachmcni A. (Tlie aiiachiBenl was created by scanning the document provided by Mr.

Levison; the original documem was described by ihe Dalles FBI agents as slightly dearer than

ihe scanned copy bui nevertheless illegible.) Moreover, cach of the five enciyplion keys contains

512 individual chtiraciers - or a total of 2560 characters. To make use ofthese keys, the FBI

would have to manually input all 2560 characters, and one incorreci keystroke in this laborious

process would render the TBl collection system inoapablc of collecting deciypted dcia.

3. A1 approximately 3;30 p.m. EDT (2:30 p.m. CDT). the undersigned AUSA

contacted counsel for Lavabit LLC and Mr, Uvison and informed him thai the hard copy format

for receipt of the encryption keys was unworkable and that the government would need the keys
produced in electronic format. Counsel responded by email at 5:50 p.m. EDT statmg that Mr.
Levison "tliinks" he can have an electronic version of the keys produced by Monday, August 5,

2013.

4. On August -1. 2013, the undersigned AUSA sent an e-mail to counsel for Lavabil

LLC and Mr. Levison staling that we expect to receive an electronic version of the encopiion

keys by 10:00 a.m. CDT on Monday. August 5, 2013. The e-mail indicated that we expecuhc

keys to be produced in PEM format, an industry standard file format for digitally representing

SSL keys. Sec Attachment B. The c-mail furtlier stated that llie preferred medium for receipt of

these keys would be aCD hand-delivered to the Dallas ofTicc of the FBI (with which Mr.

Levison is familiiu-J. The undersigned AUSA informed counsel for Lavabit LLC and Mr.

Levison that the govemmeni would seek an order imposing sanctions ifwe did not receive the

cncn'piion keys inclcc.ronic format by Monday morning.

Case 1:13-ec-00297-TCB   Document 27-15   Filed 06/13/16   Page 59 of 66 PageID# 1306



Case l:13-ec-00297-TCB 'SEALED* Document 11-20 Filed 09/20/13 Page 4of 13 PagelD#
19X

5. The govcmnieni did not receive ihe electronic keys as requesied. The

undersigned AUSA spoke with counsel for Lavabic and Mr. Levison at approximately 10:00 a.m.

this morning, and he stated that Mr. Lcvison miglii be able lo produce ihc keys in clccironic

format by 5p.m. on Augusl 5, ?.013. The undersigned AUSA told counsel that not

acceptable given that il should take Mr. Levison 5to 10 minutes to put the keys onto aCD in

PF,M fbrmau The undersigned AUSA told counsel that if there was some reason why it cannot

be accomplished sooner, to lei him know by 11:00 a.m. ihis morning. The govemmeni has noi

received an answer from counsel.

6. The govemmeni ihercfore moves the Court lo impose sanctions on Lavabit LLC

and Mr. Levison in the amount of S5000 per day beginning ai noon (EDT) on August 5, 2013.

and continuing each day in the same amount until LavabU LLC and Mr. Levison comply with

this Court's orders.

7. As noted, Attachnicnl Ato this motion is acopy of the prinioui provided by Mr.

Levison on August 2. 2013. Attachment Bis amore deiailed explanation of how these

encn'ption keys can be given to the FBI in an electronic format. Anachnienl Clo this motion is a
proposed order.

Case 1:13-ec-00297-TCB   Document 27-15   Filed 06/13/16   Page 60 of 66 PageID# 1307



Case l"13-ec-00297-TCB'SEALED' Document 11-20 Filed 09/20/13 Page 5of 13 PagelD#
192

8. Acopy cifihis motion, filed under seal, was delivered by email to counsel for

Lavabit LLC on August 5, 2013.

Respectfully submitted,

Neil H. MacBridc
URited States Anorney

'United States Attomcy'oSTTicc
Justin W. Williams U.S. Anoroey's Building
2100 Jamieson Avenue
Alexandria, Virainia 2231 ^
Phone; 703-299-3700
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Attachment A
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