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UNDER SEAL 13

Z THE COURT: Search warrant.

3 MR, TRUMP: Excuse me?
4 THE COURT: I said subposna, but I meant search
5 rarrant

€ MR. TRUMP: We issued both, Your Honer, but Your Honor

authorized the seizure of that information. And we would ask

a il the Court to enforce that by directing Mr. Levison Lo tuxn over
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] waste any more of the Court's time. If he repressnts that

12 || Mr. Levisen will not turn over the encryption Xeys, then we have
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cuss what remedial action this Court <an take to reguire

14 comoliance with that order.
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der the production of

16 || those -- of those keys
1) Is that simply Mr, Levison or is that the corporatlion
18 as wall?

=9 M. TRUMP: That's one and the

g » . .
ame, Your nonolr.

Wi

20 Just so the record is clear. Ve understand from
4. Levison that the sncryption keys were purchased

22 || commercially. They're not somshow custom crafted by

L33

23 || Mr. Tevison. He buys them from a vendor and then they're
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If you will

Tracv L. Westfall OCR-USUC/EDVA
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UNDER SEAL i

MR, TRUMP: Thank you.
MR. BINMALL: Thankx you, Your Honer.

hs far as time frame goes, my clienc did ask me if the

Court did order this if the Court could give him approximately
five days in order to actually physically get the encryption
keys here. And so it will be -- or just some sort of reasonable

time frame to get the encryption keys here and in the

government's hands, He did ask me to ask exactly the manner
that those are to be turned over.
MR, TRUMP: Your Honor, we understand that this can s

done almost instantaneously, as soon as Mr. Levison makes
contact with an agent in Dallas, and we would ask that he be
given 24 hours or less to comply. This has bean going on for a
month.

THE COURT: Yeah, I don't think 24 -- 24 hours would be

map Ve ) 7 . ] T4 % “ i —art g inntec ~n
Doesn't have to do it in the next few minutes, cut

(]

would think something like this, it's not anything he has tc
amass or get together. It's just a matter of sending something.

=

So I think 24 hours would be reasonable.

Py
o
-

NNALL: Yes. Thank you, Your Honor.

THE COURT: All right., And you'll present me an crder?

MR, TRUMP: We will, Your Honor. Thank you.
THE COURT: All right. Thank vou-all, and we'll

Tracy L. Weotfal)l CCR-USDC/EDVA
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¢ merning.

{Proceedings concluded at 10:25 a.m. )
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EXHIBIT 19
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

[ [
IN THE MATTER OF THE } UTPERSEAL . LE‘]@

APPLICATION OF THE UNITED ) A 1200
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297 -

AUTHORIZING THE USE OF A PEN ) P > TR TS TR
S . : ) . STRICT COLRT

REGISTER/TRAP AND TRACE DEVICE ) A EONDRIA, VIRCINIA
ON AN ELECTRONIC MAIL ACCOUNT )

)
IN THE MATTER OF THE SEARCH AND )
SEIZURE OF INFORMATION )
ASSOCIATED WITH ) No. 1:138W522

THATIS )

STORED AT PREMISES CONTROLLED )
BY LAVABIT LLC )

)
In re Grand Jury ) No. 13-1

ORDER DENYING MOTIONS

This matter comes before the Court on the motions of Lavabit LLC and Ladar Levinson,
i1s owner and operator, to (1) quash the grand jury subpoena and search and scizure warrant
compelling Lavabit LLC to provide the government with encryption keys (o facilitate the
installation and use of & pen register and trap and trece device, and (2) unseal court records and
remove a pon-disclosure order relating to these proceedings. For the reasons stated from the
bench, and as set forth in the government’s response to the motions, it is hereby

ORDERED that the motion to quash and motion to unsecal arc DENIED;

It is further ORDERED that, by 5 p.m. CDT on August 2, 2013, Lavabit LLC and Ladar
Levison shall provide the government with the encryption keys and any other “information,

facilities, and technical assistance necessary to accomplish the installation and use of the pen/tren
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device” as required by the July 16, 2013 seizure warrant and the June 28, 2013 pen register order.

Itis further ORDERED that this Order shall remain under seal until further order of this

Court.

/s/
Claude M. Hilton
United States District Judge

Alcxandria, Virginia
August _/_, 2013
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EXHIBIT 20
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

189

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH AND
SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS
STORED AT PREMISES CONTROLLED
BY LAVABIT LLC

\-r\-/'\_—'m_f‘d\_.-'\._/\-/'-.—'\-’\n.r\_’\_-'u\_t

in re Grand Jurv

UNDER SEAL

No. 1:113EC297

No. 1:138W3522

No. 13-1

MOTION FOR SANCTIONS

F}
am

CLERR U.S. DISTRICT COURT
ALEALDRIA, VIRGICA

___.:Lj

=

Thie United States, through the undersigned counsel, pursuant to Title 18, United States

Code, Section 401, hereby moves for the issuance of an order imposing sanctions on Lavabit

LLC and Ladar Levison, its owner and operator, for Lavabit’s failure to comply with this Court's

order entered August 1, 2013, In support of this motion, the United States represents:

L. At the hearing on August |, 2013, this Court directed Lavabit to provide the

government with the cneryption keys necessary for the operation of a pen register/trap and wrace

order entered June 28, 2013, Lavabit was ordered to provide those keys by 3 p.m. on August 2,

2013. See Order Denving Mations entered August 2, 2013,
5. 5 B

-~

2. At approximately 1:30 p.m. CDT on August 2, 2013, Mr. Levison

gave the FBI

yrintout of what he represented 1o be the encryption keys needed to operate the pen register. This
hd! i p I £
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printout, in what appears to be 4-point type, consists of 11 pages of largely tllegible characters.
See Auachment A. (The attachment was created by scanning the document provided by Mr.
Levison; the original document was described by the Dallas FBI agents as slightly clearer than
the scanned copy but nevertheless illegible.) Moreover, each of the five encryption keys contains
512 individual characters — or @ total of 2360 characters. To make usc of these keys, the FBI
would have to manually input all 2560 characters, and one incorrect keystroke in this laberious
process would render the FBI collection system incapable of collecting deerypted deta.

3. At approximately 3:30 pan. EDT (2:30 p.m. CDT), the undersigned AUSA
contacted counsel for Lavabit LLC and Mr. Levison and informed him that the hard copy format
for receipt of the encryption keys was unworkable and that the government wauld need the keys
nroduced in clectronic format. Counsel respended by email at 6:50 p.m. EDT stating that Mr.
Levison “thinks” he can have an electronic version of the keys produced by Monday, August 5
2013.

4. On August -}, 2013, the undersigned AUSA sent an e-mail 1o counsel for Lavabit
LLC and Mr. Levison stating that we expect 10 receive an electronic version of the encryption
keys by 10:00 a.m. CDT on Monday, August 5, 2013, The e-mail indicated that we expect the
keys 1o be produced in PEM format, an industry standard file format for digitally representing
SSL kevs. See Attachment B, The e-mail further stated that the preferred medium for receipt of
these keys would be a CD hand-delivered to the Dallas office of the FBI (with which Mr.

evicon is familiar), The undersigned AUSA informed counsel for Lavabit LLC and Mr.
Levison that the government would seek an order imposing sanctions if we did not receive the

cncrvption keys in eizcironic format by Monday morning.
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5. The government did not receive the electronic keys as requested. The
undersigned AUSA spoke with counsel for Lavabit and Mr. Levison at approximately 10:00 a.m.
this morning, and he stated that Mr. Levison might be able to produce the keys in electronic
format by 3 p.n. on August 5, 2013, The undersigned AUSA told counsel that was not
acceptable piven that it should take Mr. Levison 3 to 10 minutes to put the keys onto 2 CD in
PEM format. The undersigned AUSA told counsel that if there was some reason why 1t cannot
he ascomplished sooner, to let him know by 11:00 a.m. this moming. The government has not
received an answer from counsel.

a. The government thercfore moves the Court to impese sanctions on Lavabit LLC
and Mr. Levison in the amount of $5000 per day beginning at noon (EDT) on August 53,2013,
and continuing each day in the same amount until Levabit LLC and Mr, Levison comply with
this Court’s orders.

7 As noted, Attachment A 1o this motion is a copy of the printout provided by Mr.
Levison on August 2, 2013, Attachment B is a more detailed explanation of how these
encrvption keys can be given to the FBI in an electronic format. Attachment C 1o this motion is a

proposed order.
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8. A copy of this motion, filed under seal, was delivered by email to counse! for

Lavabit LLC on August 5, 2013,

Respectfully submitted,

Neil H, MacBride
Unpited States Autorne

By
/ United States Attorney’{ @ifice
’e Justin W. Williams U.S. Attorney’s Building
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: 703-299-3700
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Attachment A
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ATTACHMENTB

Lavabit uses 2048-bit Secure Socket Layer (SSL) certificates purchased from GoDaddy o
encryp!t communication between users and iis server. SSL encryption employs public-key
cryptography, in which both the sender and receiver each have two mathematically linked keys: 2
“public” key and a “private™ key. “Public” keys are published, but “private” keys are not. In this
circumstance, @ Lavabit customer uses Lavabit's published public key to initiate an encrypted
email session with Lavabit over the internet. Lavabit's servers then decrypt this traffic using their
private key. The only way to decrypt this traffic is through the usage of this private key. A SSL
certificate is another name for a published public key.

To obiain a SSL certificate from GoDaddy, a user needs to first generate a 2048-bit
private key on his/her computer. Depending on the operating system and web server used, there
are multiple ways 1o generate @ private key. One of the more popular methods is to use a freely
available command-line tool called OpenSSL. This generation also creates a certificate signing
request file. The user sends this file to the SSL generation authority (¢.g. GoDaddy) and
GoDaddy then sends back the SSL certificate, The private key is not sent to GoDaddy and
should be retained by the user. This private key is stored on the user’s web server 1o permit
decryption of internet traffic, as described above. The FBI's collection system that will be
installed to implement the PR/TT also requires the private key to be stored to decrypt Lavabit
email and intemet traffic. This decrypted traffic will then be filtered for the target emuil address
specified in the PR/TT order.

Depending on how exactly the private key was first generated by the user, it itself may be
encrypted and protected by a password supplied by the user. This additional level of security is
usefu! if, for example, a backup copy of the private key is stored on a CD. If that CD was lost o1
stolen, the private key would not be compromised because a password would be required o
access it. However, the user that generated the private key would have supplied it at generation
time and would thus have knowledge of it. The OpenSSL tool described above is capable of
decrypting encrypted private keys and converting the keys to a non-encrypted format with a
simple, well-documented command. The FBT's collection system and most web servers requires
the ey 1o be stored in a non-encrypted format,

A 2048-bit key is composed of 512 characters. The standard practice of exchanging
private SSL keys between entities is (o use some electronic medium (e.g., CD or sceure intermnet
exchange). SSL keys are rarely, if ever, exchanged verbally or through print medium due to their
long length and possibility of human error. Mr. Levison has prev iously stated that Lavabit
actually uses five separate public/private key pairs, one for cach type of mail protocol used by
[avabit,

PEM lormat is an industry-standard file format for digitally representing SSL. keys. PEM
files can casily be created using the OpenSSL tool described abave. The preferred medium for
receiving these keys would be on a CD.
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EXHIBIT 21
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IN THE UNITED STATES DISTRICT COLURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

UNDER SEAL

Y
CLERY, U5, DRTET
 US ORTRICT CoumT
RLEGRORIA, ViRgioe

No, 1113EC297

SEIZURE OF INFORMATION
ASSOCIATED WITH

No. 1:138W522
THAT IS
STORED AT PREMISES CONTROLLED

)

)

)

)

)

)

)

IN THE MATTER OF THE SEARCH AND )
)

)

)

BY LAVABITLLC )
)

)

In re Grand Jury No. 13-1
ORDER

This matter comes before the Court on the motion of the government for sanctions for
failure 1o comply with this Court’s order entered August 2, 2013, For the reasons stated in the
government’s motion, and pursuant to Title 18, United States Code, Section 401, it is hereby

ORDERED that the motion for sanctions is granted,

It is further ORDERED that, if the encryption keys necessary to implement the pen
register and trap and trace device are not provided to the FBl in PEM or equivalent electronic
format by noon (CDT) on August 3, 2013, « fine of five thousand dollars ($5,000.00) shall be
imposed on Lavabit LLC and Mr. Levison;

it is Auther ORDERED that, if the encryption keys necessary to implement the pen

register and trap and trace device are not provided to the FBI in PEM or equivalent electronic
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format by noon (CDT) each day thereafter beginning August 6, 2013, a fine of five thousand
dollars ($5,000.00) shall be imposed on Lavabit LLC and Mr, Levison for each day of non-
compliance; anc
[t is further ORDERED that the government's motion for sanctions and this Order shali
ramain under seal until further order of this Court.
s/

Claude M. Hilton
United States District Judge

Alexandria, Virginia

-~
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EXHIBIT 22
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP No. 1:13EC297
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCIH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:13SW5&22

HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

NOTICE OF APPEAL
Notice is hereby given that Lavabit LLC (“Lavabit’) and Mr. Ladar Levison
(“Mr. Levison”) in the above named case, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court cntered

on August 1, 2013 and August 5, 2013.

LAVABIT LLC
LADAR LEVISON
By Counsel

87 Main Street, Suite 201
l"alrl'ax Virginia 22030
(708) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC

sc R. Binnall, VSB# 79292
nley & Binnall, PLLC
3
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Cerltilicate of Service

I certify that on this 15th day of August, 2013, this Notice of Appeal was
emailed and mailed to the person at the addresses listed below:

United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue

Alexandria, VA 22314

// Jesse@/Binnall
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

FILED UNDER SEAL

In re Grand Jury No. 13-1

NOTICE OF APPEAL
Notice is hereby given that Lavabit LLC (“Lavabit”) and Mr. Ladar Levison
(“Mr. Levison”) in the above named case, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.

LAVABIT LLC

LADAR LEVISON
By Counsel

Jy’e R. Bir| :}afvvsra# 79292

nley & Binnall, PLLC

387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC
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Certificate of Service

[ certify that on this 15th day of August, 2013, this Notice of Appeel was
emailed and mailed to the person at the addresses listed below:

United States Attorney’s Ollice
Eastern District of Virginia
2100 Jamieson Avenue

/ / Jt':{s_gR./ Rinnall
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EXHIBIT 23
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP

AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT No. 1:135W522

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED H

HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

NOTICE OF APPEAL
Notice is hereby given that Lavabit LLC (“Lavabit”) and Mr. Ladar Levison
(“Mr. Levison”) in the above named case, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 8, 2013.

LAVABIT LLC
LADAR LEVISON
By Counsel

b b
Jedbe R. Binnall /SB1# 79292
onley & Binnall, PLLC
0387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC
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Certificate of Service

I certify that on this 16th day of August, 2018, this Notice of Appeal was
emailed and mailed to the person at the addresses listed below:

United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue
Alexandria, VA 22314

IR

J%y{'ginnajl
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Lavabit Online Media Links

Democracy Now Interview:
http://www.democracynow.org/2013/8/13/exclusive owner of snowdens email service

Democracy Now Interview Transcript:
http://morallowground.com/2013/08/14/ladar-levison-owner-of-snowdens-email-service-on-
why-he-closed-lavabit/

Huff Post Interview;
http://on.aol.com/video/lavabit-founder-ladar-levison-live-517897224

RT Interview:
http://www.youtube.com/watch?v=wnqJLg5bWNE

Ron Paul Interview:
http://www.youtube.com/watch?v=somIHIk1RLk

http://www.forbes.com/sites/kashmirhill/2013/08/09/lavabits-ladar-levison-if-vou-knew-what-i-know-
about-email-you-might-not-use-it/

htip:/bits.blogs.nytimes.com/2013/08/12/lavabit-founder-says-he-had-obligation-to-shut-service/? r=0

http://www.wired.com/threatlevel/2013/08/lavabit-snowden/

http://www.theguardian.com/world/2013/aug/22/lavabit-founder-us-surveillance-snowden

http://www.theguardian.com/commentisfree/2013/aug/10/lavabit-closure-cloud-computing-
edward-snowden

http://www.slate.com/blogs/future tense/2013/08/08/lavabit_snowden s _email_provider_shuts
down_issues cryptic statement about.htm]

http://boingboing.net/2013/08/08/lavabit-email-service-snowden.html

http://www.fastcoexist.com/1 68282 5/lavabit-snowden-s-alleged-secure-e-mail-service-is-gone-
heres-why

http://www.huffingtonpost.com/democracy-now/exclusive-owner-of-snowde b_3748774.html

http://www.youtube.com/watch?v=mPixPYwCa4dc
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http://rt.com/usa/interview-lavabit-levison-blake-535/

http://techcrunch.com/2013/08/13/whyv-ladar-levison-shuttered-encrypted-email-service-lavabit-
in-the-face-of-government-pressure/

http://occupyamerica.crooksandliars.com/diane-sweet/lavabits-owner-threatened-arrest-over-
#sthash.F 1OMJJt3.dpbs

http://investigations.nbenews.com/ news/2013/08/13/20008036-lavabitcom-owner-i-could-be-
arrested-for-resisting-surveillance-order?lite

http://www.nbcnews.com/technology/lavabit-email-service-linked-snowden-shuts-6C 10879209

http://www.peworld.com/article/204626 1 /snowdens-email-provider-lavabit-shutters-citing-legal-
pressure.html|

http://www.reuters.com/article/2013/08/09/us-usa-security-snowden-email-

idUSBRE97800520130809

http://www .techdirt.com/articles/20130808/1309272411 3/ed-snowdens-email-provider-lavabit-
shuts-down-to-fight-us-govt-intrusion.shtml

hltp:ﬂwuw.businessinsider.comfmcc[-lavabil-edward-snowdens-email-ZO1 3-7

http://www.truthdig.com/report/item/truthdigger_of the week lavabits_ladar_levison 2013081
0/

http://www.rawstory.com/rs/2013/08/08/facing-pressure-from-u-s-encrypted-email-service-
lavabit-shuts-down/

http://www lossofprivacy.com/index.php/2013/08/ron-paul-interviews-lavabit-owner-ladar-
levison-on-nsa-e-mail-controversy/

http://www ktvu.com/videos/news/lavabit-founder-ladar-levison-live/v85QP/

http://www.washingtontimes.com/news/2013/aug/9/secure-email -service-used-snowden-shuts-
down/ '

http://socialtimes.com/lavabit-shuts-down-over-u-s-spying-policies b134120
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http://www.newvorker.com/online/blogs/closeread/2013/08/the-nsa-and-its-targets-lavabit-shuts-
down.html

http:.//www.emptywheel.net/tag/ladar-levison/

http://www.thedrum.com/news/2013/08/1 5/assume-youre-being-monitored-says-censored-
lavabit-owner-ladar-levison-who-cant-even

http://www.theverge.com/2013/8/10/4608664/lavabit-founder-closed-his-secure-email-service-
to-protect-the

http://www.cnn.com/2013/08/09/tech/web/snowden-email-lavabit/index.html?iref=allsearch

http://www.freerepublic.com/focus/news/3053269/posts

http://www.foxnews.com/tech/2013/08/09/1avabit-founder-closes-business-and-cant-even-say-

why/
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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

[N THE MATTER OF THE NO. 1:13 EC 297
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH NO. 1:13 SW 522
AND SEIZURE OF INFORMATION
ASSOCIATED WITH
ED_SNOWDEN@LAVABIT.COM
THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY

LAVABITLLC
IN RE GRAND JURY SUBPOENA NO. 13-1
UNDER SEAL
PROPOSED ORDER

The United States has proposed partially unsealing records in this matter due to public
disclosures made by Ladar Levison and Lavabit, LLC and for the purpose of creating a public
record for Mr. Levison’s appeal. The Court has considered the original sealing orders, the
motions in support of the original sealing orders, the government's ex parte motion to unscal
certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

(1) the government has a compelling interest in keeping certain information in the
documents sealed, and the government has proposed redacted versions of the documents that
minimizes the information under seal;

(2) the government’s interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protect
that interest; it is hereby
ORDERED that the redacted versions of certain records filed in the above captioned
matter are partially unscaled. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached to this Order, as well as the unredacted copies of any record filed
in the above-captioned matter, including the government’s ex parte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

The Honorable Claude M. Hilton
United States District Judge

Date:
Alexandria, VA




Case 1:13-ec-00297-TCB Document 27-13 Filed 06/13/16 Page 38 of 40 PagelD# 1160

Case 1:13-ec-00297-TCB *SEALED* Document 11-26 Filed 09/20/13 Page 1 of 3 PagelD#
219

EXHIBIT 26




Case 1:13-ec-00297-TCB Document 27-13 Filed 06/13/16 Page 39 of 40 PagelD# 1161

Case 1:13-ec-00297-TCB *SEALED* Document 11-26 Filed 09/20/13 Page 2 of 3 PagelD#
220

IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

UNDER SEAL

PROPOSED ORDER

The United States has proposed partially unsealing records in this matter due to public

disclosures made by Ladar Levison and Lavabit, LLC and for the purpose of creating a public

record for Mr. Levison’s appeal. The Court has considered the original sealing orders, the

motions in support of the original sealing orders, the government’s ex parte motion to unseal

certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

(1) the government has a compelling interest in keeping certain information in the

documents sealed, and the government has proposed redacted versions of the documents that

minimizes the information under scal;

(2) the government’s interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protect
that interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above captioned
matter are partially unsealed. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached to this Order, as well as the unredacted copies of any record filed
in the above-captioned matter, including the government’s ex parte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

The Honorable Claude M. Hilton
United States District Judge

Date:
Alexandria, VA




