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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA . '
J’) |
ALEXANDRIA DIVISION 0CT 22003 |~
———— ] CLERK, US DISTRICT COURT

IN THE MATTER OF THE " NO. 1:153 EC 297
APPLICATION OF THE UNITED

STATES AUTHORIZING THE USE OF

A PEN REGISTER/TRAP AND TRACE |

DEVICE ON AN ELECTRONIC MAIL |

ACCOUNT

IN THE MATTER OF THE SEARCH ' NO. 1:13 SW 522
AND SEIZURE OF INFORMATION
ASSOCIATED WITH
ED_SNOWDEN@LAVABIT.COM

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABIT LLC '

IN RE GRAND JURY SUBPOENA ‘ NO. 13-]

. UNDER SEAL

ORDER
The United States has proposed partially unsealing records in this matter due to public
disclosures made by Ladar Levison and Lavabit, LL.C and for the purpose of creating a public
record for Mr. Levison’s appeal. The Court has considered the original sealing orders, the
certain documents, and the prior pleadings of Mr. Levison, and hereby finds that;
(1) the government has a compelling interest in keeping certain information in the

documents sealed, and the government has proposed redacted versions of the documents that

minimizes the information under seal;
(2) the government's interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protect
that interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above captioned
matter are partially unsealed. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached to this Order, as well as the unredacted copies of any record filed
in the above-captioned matter, including the government’s ex parte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

A

(ol Sp ~Attn.
The Honorable Claude M. Hilton
United States District Judge

Date: Cb’{ 2, 10,3

Alexandria, VA
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EXHIBIT 1
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UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

)
IN RE APPLICATION OF THE ) )
UNITED STATES OF AMERICA FOR ) MISC. NO. 1:13 EC 354
AN ORDER PURSUANT TO )
18 U.S.C. § 2703(d) )

) I'iled Under Seal

ORDER

The United States has submitted an epplication pursuant to 18 U.S.C. § 2703(d).
requesting that the Court issue an Order requiring Lavabit LLC, an clectronic communications
service provider and/or o remote computing service located in Dallas, TX, to disclose the records
and other information described in Attachment A to this Order.

The Court {inds that the United States has offered specific and articulable facts showing
that there are reasonable grounds to believe that the records or other information sought are
relevant and material to an ongoing criminal investigation.

The Court determines that there is reason to belicve that notification of the existence of
this Order will seriously jeopardize the ongoing investigation, including by giving targets an
opnortunity to flee or continue (light from prosecution, destroy or tamper with evidence, change
patterns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2). (3), (3).

IT IS THEREFORE ORDERED, pursuunt to 18 U.S.C. § 2703(d), that Lavabit LLC
shall, within ten days of the date of this Order, disclosc to the United States the records and other
intormation described in Attachment A to this Order.

IT IS FURTHER ORDERED that Lavabit LLC shall not disclose the existence of the
application of the United Siates, or the existence of this Order of the Court, o the subscribers of

the account(s) listed in Anlachment A, or 1o any other person, unless and until otherwise
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authorized 10 do so by the Court, except that Lavabit LLC may disclose this Order to an atiorney

for Lavabit LLC for the purpose of receiving legal advice.
(T IS FURTHER QRDERED that the application and this Order are sealed until
otherwise ordered by the Court.

s/
John F. Anderson
United States Magistrate Judge

Quae 10,2813

Date
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ATTACHMENT A
[, The Account(s)

The Order applies to certain records and information associated with the following email
account(s):

I1. Records and Other Information to Be Disclosed

Lavabit LLC is required (o disclose the following records and other information, if available. to
the United States for each account or identifier listed in Part 1 of this Antachment (“Account™),
for the time period from inception ta the present:

AL The follewing information about the customers or subscribers of the Account:

Names (including subscriber names, user names, and screen names);

1

2 Addresses (including mailing addresses, residential addresses, business
addresses, and c-mail addresses);

3. local and long distance telephone connection records;

4. Records of session times and durations, and the temporarily assigned

network addresses (such as Internet Protocol (“IP") addresses) associated

with those sessions;

Length of service (including start date) and types of service utilized;

6. Telephone or instrument numbers (including MAC addresses);

Other subseriber numbers or identitics (including the registration Internet

Protocol (FIP™) address); and

8. Means and source of payment for such service (including any credit card
or bank account number) and billing records.

Ly

-1

B. All records and other information (not including the contents of communications)
relating to the Account, including:

L Records of user activity for each connection made to or from the Account,
including log files; messaging logs; the date, time, length, and method of
connections: data transfer volume; user names; and source and destination
Internet Protocol addresses;

2. Information about each communication sent or received by the Account,
including the date and time of the communicztion, the method of
communication, and the source and destination of the communication
(such as source and destination email nddresses, 1P addresses, and
telephone numbers).
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CERTIFICATE OF AUTHENTICITY OF D OMESTIC BUSINESS RECORDS
PURSUANT TO FEDERAL RULE OF EVIDENCE 902(11)

1, . attest, under penalties of perjury under the

layws of the United States of America pursuant to 28 U.S.C. § 1746, that the information
contained in this declaration is true and correct. | am employed by Lavabit LLC, and my official

title is _ .l am a custodian of records for Lavabit LLC. | stale

that each of the records attached hereto is the original record or 2 true duplicate of the original
record in the custody of Lavabit LLC, and that | arn the custodian of the attached records
consisting of (pages/CDs/kilobytes). | further state that:

Q. all records attached to this certificate were made at or near the time of the
occurrence of the matter sct forth, by, or from information transmitied by, a person with
knowledge of those matters:

b. such records were kept in the ordinary course of a regularly conducted business
activity of Lavabit LLC; and

S such records were made by Lavabit LLC as a regular practice.

I further state that this centification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

Date Signature
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EXHIBIT 2
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING THE (Under Seal)
REGISTER/TRAP AND TRACE DEVICE 113 EC297]

)
|
INSTALLATION AND USE OF A PEN )
)
ON AN ELECTRONIC MAIL ACCOUNT )

This matter having come before the Court pursuant to an Application under 18 1.S.C.

§ 3122, by - Assistant United States Attorney, an attorney for the Government
as defined by Fed, R, Crim. P. 1(b)(1), requesting an Order under 18 U.S.C. § 3123, authorizing
the installation and use of a pen register and the use of a trap and trace device or process
(“pen/trap device™) on all electronic: communications being sent from or sent to the account
associated with —thal is registered to subscriber —at
Lavabit, LLC (hereinafier referred to as the “SUBJECT ELECTRONIC MAIL ACCOUNT™).
The Court finds that the applicant has certified that the information likely to be obtained by such
installation and use is relevant to an ongoing criminal investigation into possible violation(s) of
18 U.S.C. §§ 641, 793 (), and 798()(3) b)'—

I'T APPEARING that the information likely o be obtained by the pen/trap device is
relevant 10 an ongoing criminal investigation of the specified offense;

IT 1S ORDERED, pursuant <o 18 U.S.C. § 3123, that a per/trap device may be installed
and used by Lavabit and the Federal Burcau of Investigation to capture all non-content dialing,
routing, addressing, and signaling information (as deseribed and limited in the Application), sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of
the initiation and receipt of such transmissions, to record the duration of the transmissions, and (o

racord user log-in dawa (date, time, ¢uration, and Internet Protocol address of all log-ins) on the
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SUBJECT ELECTRONIC MAIL ACCOUNT, all for & period of sixty (60) days from the date of
such Order or the date the monitoring equipment becomes operational, whichever occurs later;

IT 1S FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(b)(2), that Lavabit shall
furnish agents from the Federal Bureaw of Investigation, forthwith, all information, facilities, and
wechnical assistance necessary to accomplish the installation and use of the pen/trap device
unobtrusively and with minimum interference to the services that are accorded persons with
respect 1o whom the instatlation and use is to take place;

IT IS FURTHER ORDERED that the United States take recasonable steps (o ensure that
the monitoring equipment is not used (o capiure any “Subject:™ portion of an electronic mail
message, which could possibly contain content;

IT IS FURTHER ORDERED that Lavabit shall be compensated by the Federal Bureau of
Investigation for reasonable expensies incurred in providing technical assistance;

IT 1S FURTHER ORDERED that, in the event that the implementing investigative
agency seeks 10 install and wse its own pen/trap device on @ packel-switched data network of a
public provider, the United States shall ensure that a record is maintained which will identify: (2)
any officer(s) who installed the device and any officer(s) who aceessed the device to oblain
information from the network; (b) the date and time the device was installed, the dute and time
the device was uninstalled, and the date, time, and duration of cach time the device is accessed to
obtain information: (¢) the configuration of the device at the time of its installation and any
subsequent modification thercof: and (d) any information which has been collected by the device.
To the extent that the pen/trap device can be set 10 automatically record this information
electronically, the record shall be maintained electronically throughout the installation and use of
the pen/trap device. Pursuantto 18 US.C. § 3123(a)(3)(B), &s amended, such record(s) shull be
provided ex parte and under seal 1o <his Court within 30 days of the termination of this Order,
including any extensions thereof;

[T IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(d), that this Order and the

Application be sealed unti} otherwise ordered by the Court, and that copies of such Order may be

2




Case 1:13-ec-00297-TCB Document 27-14 Filed 06/13/16 Page 12 of 85 PagelD# 1174

Case 1:13-ec-00297-TCB *SEALED* Document 11-2 Filed 09/20/13 Page 4 of 4 PagelD# 58

furnished 10 the Federal Bureau of Investigation, the United States Attorney's Office, and
Lavabit;

IT1S FURTHER ORDERED that Lavabit shall not disclose the existence of the pen/trap
device, or the existence of the investigalion 10 any person, excepl as necessary 10 effectuate this

Order, unless or until otherwise orciered by the Court.

SO ORDERED: .
_'__._'_._g—lw—"-"__—-.-_.___,_.—-———"_'_'—._.
/] Carroll Buchanan
" resa Carro .
‘I Z&\/%led States Magistate Judge

“Flon. Theresa C. Buchanan
United States Magistrate Judge

Dalc:Lﬁ L% y
\




Case 1713-ec-00297-TCB Document 27-14 Filed 06/13/16 Page 13 of 85 PagelD# 1175

Case 1:13-ec-00297-TCB *SEALED* Document 11-3 Filed 09/20/13 Page 1 of 4 PagelD# 59

EXHIBIT 3
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{-.:?—-—-———--—--“—'f
ge=
[N THE UNITED STATES DISTRICT COURT FOR THE {! |

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA )
FOR AN ORDER AUTHORIZING THE ) (Under Scal)
INSTALLATION AND USLEE OF A PEN )
REGISTER/TRAP AND TRACE DEVICE )
ON AN FLECTRONIC MAIL ACCOUNT )

[:13 EC 297

MOTION FOR ENTRY OF AN ORDER TO COMPEL

The United States. by and through its undersigned counsel, hereby requests the Court
enter an Order directing Lavabit, LLC, to comply with the Court’s June 8. 2013 Pen
Register/ Irap und Trace Order. In support of the motion the United States declares as follows:

. On June 28. 2013, at approximately 4 p.m., this Court entered an Order pursuant
10 18 U.S.C. § 3123 authorizing the installation and usc of a pen register and the use ol a trap and
trace device (“pen/trap deviee™) on all electronic communications being sent from or sent to the
¢lectronic mail account — That c-mail account is controlled by Lavabit,
LLC.

2 In its Order, the Court found that the information {o be collected by the pen/irap
device would be relevant to an ongoing criminal investigation. In addition, the Court ordered
Lavabit “shall furnish agents from the Federal Bureau of Investigation, forthwith. all
information, facilities, and technical assistance necessary Lo accomplish 1he installation and use
of the penfirap device.”

3. The Federal Bureau of Investigation served it copy of the Order on Lavabit thit
same alternoon. A representative of Lavabit stuted that it could not provide the requested

information because the user of the account had enabled Lavabit's encryption services, and thus
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Lavabit would not provide the requested information. The representative of Lavabit indicated
that Lavabit had the technical capability 1o deerypt the information but that Lavabit did not want
10 “defeat [its] own system.”

4 The representative of Lavabil did not comply with the Qrder, and indicated he
first wanted to seek legal advice.

3. The Pen Register and Trap and ‘Irace Act gives this Court the suthority 1o order a
provider to assist the govermment in the exceution of a lawful pen register or trap and trace order,
including by providing information. Section 3122 of Title 18, United States Code, provides in
part: “An order issued under this seetion-- ... shall dircet, upon the request of the applicant, the
furnishing of information, facilities, and technical assistance necessary to accomplish the
installation of the pen register or trap and trace device under seetion 3124 of this title.” Section
3124(a) provides, “Upon the request of an attorney for the Govemment or an officer ofalaw
enforccment agency authorized to install and usc a pen register under this chapter. a provider of
wire or electronic communication service... shall furnish such investigative or law enforcement
officer forthwith all information, facilities, and technical assistance necessary to accomplish the

installation of the pen register unabtrusively and with a minimum ol interference. .. if such




Case 1:13-ec-00297-TCB Document 27-14 Filed 06/13/16 Page 16 of 85 PagelD# 1178

Case 1:13-ec-00297-TCB *SEALED* Document 11-3 Filed 09/20/13 Page 4 of 4 PagelD# 62

assistance is directed by a court order as provided in section 3123(b)(2) of this title.” Scetion
3124(b) contains @ similar provision governing trap and trace orders.
Wherefore. the United Stetes requests an Order directing Lavabit to comply torthwith

with the Court's June 28, 2013 Order.

Respeetfully submitted,
NEIL [ MACBRIDE
United States Attomey

By:

Assistant United Stales Attorney
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EXHIBIT 4
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IN THE UNITED STATES DISTRICT COURT FOR THE
CtinLil(_. U8 ol
XAMHDD

EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING THE (Under Seal)
REGISTER/TRAP AND TRACE DEVICE 1:13 EC 297

)
)
)
INSTALLATION AND USE OF A PEN )
)
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER COMPELLING COMPLIANCE FORTHWITH

WHEREAS, on Junc 28, 2013, at approximately 4:00 p.m., this Court entered an Order
pursuant to 18 U.S.C. § 3123 authorizing the installation and use of a pen register and the use of
a trap and trace device (“pen/trap device”) on all electronic communications being sent from or
sent to the electronic mail account _ which is an ¢-mail account
controlled by Lavabir, LLC (““Lavabit"); and

WHEREAS, this Court found that the information obtained by the pen/trap device would
be relevant 1o an ongoing criminal investigation; and

WHEREAS, the Court's Order directed that Lavabit “shall fumnish agents from the
Federal Bureau of lavestigation, forthwith, all information, facilities, and technical assistance
neeessary to accomplish the installation and use of the pen/trap device;™ and

WHEREAS, Lavabit informed the Federal Bureau of Investigation that the user of the
asccount had enabled Lavabit's encryption services and thus the pen/trap device would not collect
the relevant information; and

WHEREAS, Lavabit informed the FBI that it had the technological capability to oblain

the information but did not want to “defeat [its] own system;”
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IT IS HEREBY ORDERED that Lavabit LLC is dirccted 1o comply forthwith with the
Court's June 28, 2013 Order, and provide the Federal Burcau of Investigation with unencrypted
data pursuant 1o the Order. To the extent any information, facilities, or technical assistance are
under the control of Lavabit are needed to provide the FBI with the unencrypted data, Lavabit
shall provide such information, facilities, or technical assistance forthwith.

Failure to comply \.vilh this Order shall subject Lavabit to any penalty within the power of
the Court, [ kLJ-LLM e ‘O“ #ribl w é?‘ crimmnod ("’_M\WTH

o Canr

SO ORDERED. |, /Lyj .3

2
aresa Carroll Buchanan
—Mwmvﬁﬂgc
Hon. Theresa C. Buchanan -
United States Magistrate Judge
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EXHIBIT 5
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

CLEDY 1S, MISERINT QOURT
FILED UNDER SEAL Herme egt

IN THE MATTER OF THE )
APPLICATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER )
AUTHORIZING THE USE OF A PEN )
)
)

No. L:13EC297
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

MOTION OF THE UNITED STATES

FOR AN ORDER TO SHOW CAUSFE

The United States, through tne undersigned counsel, pursuant to Title 18, United States

Code, Section 401, hereby maves for the issuance of an order directing Ladar Levison, the owner
and operator of Lavabit LLC, an eleztronic communications service provider, to show cause why
Lavabit LLC has failed to comply with the orders entered June 28, 2013, in this matier and, asa
result, why this Court should not hold Mr. Levison and Lavabil LLC in contempt for its
disobedience and resistence to these lawful orders. The United States further requests that the
Court convene a hearing on this motion on July 16,2013, at 10:00 a.m., and issue a summons

directing Mr. Levison to appear before this Court on that date. [n support of this motion, the

United States represents: ’

L. The United States is conducting a criminal investigation of_
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On June 10, 2013, the United States obtained
an order pursuant to 18 U.S.C. § 2703(d) directing Lavabit LLC to provide, within ten days,
additional records end information a.boul-cmni] account. Mr. Levison received that
order on June 11, 2013, Mr. Levison responded by mail, which was not received by the
government until June 27, 2013. M. Levison provided very little of the information sought by

the June 10, 2013 order.

3 On June 28, 2013, th2 United Stales obtained 2 pen register/trap and trace order on
-mail account, a copy of which is attached together with the application for that
order.
4, On June 28, 2013, FBI special agents met Mr. Levison at his residence in Dallas,

Texas, and discussed the prior granc jury subpoena served on Lavabit LLC and the pen register
order entered that day. Mr. Levison did not have a copy of the order when he spoke with the
agents, but he received a copy from the FBI within a few minutes of their conversation. Mr.
avison told the agents that he would not comply with the pen register order and wanted 10 speak
to an attorney. It was unclear whether Mr. Levison would not comply with the order because it

was technically not feasible or difficult or because it was not consistent with his business practice

of providing secure, encrypted email service for his customers,

~J
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3. On June 28, 2013, after this conversation with Mr. Levison, the United States
obtained an Order Compelling Compliance Forthwith, which directed Lavabit to comply with the
pen register order. Copies of that motion and order are attached.

6. Since June 28, 2013, the FBI has made numerous attemplts, without success, 1C
speek and meet directly with Mr. Lzvison to discuss the pen register order and his failure to
provide “all information, facilities, and technical assistance necessary 10 accomplish the
installation and use of the pen/trap device” as required by that order. As of this date, Lavabit
LLC has not complied with the ordar.

T The United States requests that the Court enter the attached proposed order
directing Mr. Levison to show cause why Lavabit LLC has failed to comply with the pen register
order and why, therefore, he should not be held in contempt. The United States requests that this
show cause hearing be scheduled for July 16,2013, at 10:00 a.m., and that a summons be issued
directing Mr. Levison to appear before this Court on that date.

8. The June 10, 2013 Section 2703(d) Order and the June 28, 2013 pen register order
remain under seal. In addition, these orders provide that Lavabit LLC shall not disclose the
existence of the governemnt's appl:cations and the orders to the subscribe-or lo any
other persons unless otherwise authorized to do so by court order, except that Lavabit LLC may
disclose the orders to an attorney fer the purpose of obtaining legal advice regarding these orders.

‘The United States requests that these documents remain under seal, that the non-disclosure
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provisions of the orders remain in effect, and that this motion and order and any subsequent

pleadings end/or proceedings regarding this motion also be scaled.

Respectfully submitted,

Neil H. MacBride
Unijed States Atiomey

[ nited States Altorney
Justin W. Williams U.S. Attorney's Building
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: 703-299-3700
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PROPOSED
ORDER TO SHOW CAUSE
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE ) UNDER SEAL
APPLICATION OF THE UNITED )

STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297
AUTHORIZING THE USE OF A PEN

REGISTER/TRAP AND TRACE CEVICE
ON AN ELECTRONIC MAIL ACCOUNT

L

ORDER TO SHOW CAUSE

Upon motion of the United $tates pursuant to Title 18, United States Code, Scetion 401,
good cause having been shown, [T 1S HEREBY ORDERED:

I, 1 adar Levison, the owner and operator of Lavabit LLC, an electronic
communications service provider, shall appear before this Court on July 16, 2013, st 10:00 a.m,,
at which time he shall show cause why Lavabit LLC has failed to comply with the orders entered
June 28,2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resisicnce to these lawful orders;

2. The Clerk's Office shall issue a summons for the appearance of Mr. Levison on
July 16,2013, at 10:00 a.m. The Clerk’s Office shall provide the Federal Burcau of Investigation
with a certified copy of the summons for service on Mr. Levison and Lavabit LI.C.

3 The Federal Bureau of Investigation shall serve the summons on Mr. Levison
together with a copy of the Motion of the Uniled States for an Order to Show Cause and a
certified copy of this Order 10 Show Cause.

4. The sealing and non-disclosure provisions of the June 10, 2013 Section 2703(d)

order and the June 28, 2013 pen reg:ster order shall remain in full force and effect. Mr. Levisen
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and Lavabit LLC shall not disclose the existence ot these applications, motions, ¢nd court orders,
including this Order to Show Cause, to the subscriber or to any other persons unless otherwise
authorized to do so by court order, except that Lavabit LLC may disclose the orders 10 an
attorney for the purpose of obtaining legal advice regarding these orders.

3. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceedings regarding this matter shall be placed under scal unti)
further order of this Court.

Entered in Alexandria, Virginia, this day of July, 2013

Claude M. Hilton
United States District Judge
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EXHIBIT 6




Case 1:13-ec-00297-TCB Document 27-14 Filed 06/13/16 Page 29 of 85 PagelD# 1191

Case 1:13-ec-00297-TCB *SEALED* Document 11-6 Filed 09/20/13 Page 2 of 3 PagelD# 75

TN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division ; L E D

N THE MATTER OF THE UNDER SEAL AE - 9 70i3
APPLICATION OF THE UNITELD

)
)
STATES OF AMERICA FOR AN ORDER ) No. | :13EC297 CLERK US DISiiic] Come I
)
)

AUTHORIZING THE USE OF A PEN RECKMI. ¥
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

QORDER TO SHOW CAUSE

Upon motion of the United States pursuant to Title 18, United States Code, Section 401,
good cause having been shown, IT IS HEREBRY ORDERED:

1. Ladar Levison, the owner and operator of Lavabit LIC, an electronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m.,
a1 which time he shall show cause ‘why Lavabit LLC has failed to comply with the orders entered
Junz 28, 2013, in this mauer and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence Lo these lawful orders;

2. The Clerk’s Office shall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 am. The Clerk's Office shall provide the Federal Bureau of Investigation
with 2 certified copy of the summons for service on Mr. Levison and Lavabit LLC.

L} The Federal Bureau of Investigation shall serve the summons on Mr, Levison
wogether with a copy of the Motion of the United States for an Order to Show Couse and 2
certified copy of this Order to Show Cause.

4. The seeling and non-disclosure provisions of the Junc 10, 2013 Scction 2703(d)

order znd the Juns 28, 2013 pen register order shall remain in full force and effect. Mr. Levison
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and Lavabit LLC shall not disclose the existence of these applications, motions, and court orders,
including this Order 10 Show Cause, to the subscriber or to any other persons unless otherwise
authorized 10 do so by court order, except that Lavabit LLC may disclose the orders to an
attorney for the purpose of obtainirg Jegal advice regarding these orders.

5% This Order, the Motion of the United States for an Order to Show Cause, and eny
subsequent pleadings and proceediags regarding this matter shall be placed under seal untl
further order of this Court.

Entered in Alexandria, Virginia, this _f}__—’%’day of July, 2013

Claude M. H‘.l‘ton
United States District Judge

ATRUE COPY, TESTE:
CLERK, U.S. DISTRICT COLLT

.9 BY
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EXHIBIT 7
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AO §1 (Rev. 0G6T5) Summans in 3 Cniminal Case

UNITED ST4TES DISTRICT COURT

for the
UNDER SEAL

Case No. 1:13ec297

Eastern District of Virginia

United States of America
W

Ladar Levison

.

_.’}_f.')"ru:dau!
SUMMONS IN A CRIMINAL CASE

YOU ARE SUMMONED to appear before the United States district court at the time, date, and place set forth
helow to answer to one or more offenses or violations based on the following document filed with the court:

 Indictment [0 Superseding Indiciment 7 Information O Superseding Information O Complaint
~ Probation Violation Petition (3 Supervised Release Violation Petition (3 Violation Notice & Order of Court

l;P!ac-:: 401 Courthouse Square Courtroom No.: 800- Judge Hilton

Alexandriz, VA 22314 : e [
‘Date and Time: 7/16/13 fm 10:C0 am

This offense is briefly described as follows:

Sea Atached Order

Date: 07082013

sxuing officer’s figacture

— Deputy Clerk

Printed name and title

| declare under penalty of pejury that I have:

= Executed and returned this summons [ Returned this summons unexecuted
A TRUE COPY, TESTE:
CLERK, U.S. DISTRICT CGLHT

NEPUTY CLERK

Printed name and uile
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EXHIBIT &
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AQ 110 (Nev. 00/05) Subpeena (e Tesmly Beform 1 Cnad Jury 1414

$OIIGJRART 13- 330
United Staters Pistrict Court
or the

sastern District of Virginia

SUBPOERNA TO TESTIFY BEFORE THE GRAND JURY
TO: Ladur NMormsn Levison

Dallas, TX 75204

YOU ARE COMMANMDED to appeer and testify before the United States district count 8t the time, date, ond
pleee shown below to 1esify befors the court’s gend jury, When you arive, you must remein at the coun watil the
judge or 2 court officer allows you 1o leave,

P UNITED STATES DISTRICT COURT
401 Courthouse Square
Alexandriz, Yirginia 2231

Dete and Tiene:  July 1G, 2013 9:30 ADM

Y ou must tlso bring with you the following documenls, electronically stored informetion, or Qbjeis
{miank if not applicable):

In addition to your persenal nppearince, you are directed 1o bring lo the grand jury the public 2nd private
encryption keys used by luvabitcom in uny SSL (Secury Socket Luyer) or TLS (Transport Security Luyer)
sessions, including WTTPS sessions with clients using the tavabit,com web site and encrypted SMTF
cummunications (er Internel communications using other protocols) with maii servers;

Any uther information necessary 10 yccomplish the instzllation und use of the pen/trap device ordered by
Judge Buchanan on June 2§, 2013, unubtrusively snd with minimum interference to the services that arc
gecorded persons with respect (o syhom the Installation and use is to take place;

ir such information is electronically stored or uneble to be physically trunsported to the arand jury, ycu
muy provide a copy of the information to the Federil Burcau of lnvestigution. Provision of this infermation
(o the FBI does nol excuse your personal appearance,

D Julv L1 2013 CLERK QF C

Tne name, sdercas, email, and iclzphene nember af the United Statss micmey, o assistent Unlted Stitzs anftomey, who

tequests this subposna, ere:

Office of the Lialted States Anorney

Justin W, Willlami Unired Srates Attorney'y Building
IIO0 Jamiviun Arenue

Adevandtria, Vieginie 22312 (703 19527040
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AD 110 (Fav, 5190595 Subpusnalo Tonify Beforz 3 Crind Jury (F2g= )

PROOF OF SERVICE

This subpozna for (name of individuel of organization) Loder Nofman Learivs
was recabec by me on (gate) Ik W, 2013

7 | ceraonaly served the subpoena on the individual a1 (plece)
b - , o - - .
ﬂ..v_{i,.‘ i b‘\(\/’s ch (_CE:E] e ; L ¢ FoiS ‘or

U} 11eft the subpoena 2t the individual's esidence or usual place of abode with (name)
, a person of suilable sge snd giscretion who resides mers, on

(dala) _and mailzd a copy to the individual's last known addrass; of
= | served the subgasna on (name of inidividual) — ,who s
dasignated by law ta accepl service of process on behalf of (name of organization)
on (date) ;of
o 1 retemed the subpoena unexeculed becaus2 ,or

: Other (spacify):

| deeiare unoer the penalty of perjury that this information is trua.

Date:__ Juke 11 v, %

Bhr . Qedles

Server's addrass

Additional infermation regarding sftempted services, elc:
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EXHIBIT 9
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A 93 (Rev 12:09) Scarch 2nd Seizute Werrant

LR . UNITED STATES DISTRICT ‘
UNDEﬁ SEAL ] - CT COURT
Eastern District of Virginia

In the Matter of the Search of
(Briefly describe the property 1o be searched
or identify the person by nume and address)

INFORMATION ASSOCIATED WITH

Case No. 1:138W522

— e Nt St Bt W

|
CONTROLLED BY LAVABIT, LLC
SEARCH AND SEIZURE WARRANT

Te: Any autherized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requesis the search
of the following person or property located in the ____ Northem District of Texas
(identify the person or describe the properiy 0 be searched and give (is location)
See Attachmeni A

The person of property to be searched, described above, is believed 1o conceal fidentsy the persen o deseribe e

propery 1a ke selzed).
See Attachment B

| find that the affidaviu(s), or any recorded testimony, establish probable cause Lo scarch and seize the person or

propeny.

YOU ARE COMMANDED to execule this warrant on or before T

(nof to exveed 14 days)

0 in the daytime 6:00 a.m. to 10 p.m. of at any time in the day or nightas 1 find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give & copy of the warrant and a receipt for the property
taken to the person from whom, or fron) whose premises, the property was taken, or leave the copy and receipt at the
placz where the property Wwas taken.

Thes officer executing this warrant, or an officer present during the execution of the warranl, must prepare an
inventory s required by law and promptly retwmn this warrant and inventory o United States Magistrate Judge

*he Honorable Claude M. Hilton
(name)

7 1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for dalay
of trizl), and authorize the officer executing this warrant to delay notice to the person who, or whose property, wili be
searched or seized (check tie appropriate hos) Ofor days (not 1o excecd 30).
Auntil, the facts justifying, the later specific date of

Date and ume :ssucd{;{]a,ﬁ;, fl;-f 2013 ) /!
W/ Claude M. Hilton

United States District Judge

City and state:  Alexandra, Virginia___
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ATTACHMENT A

Property to Be Searched

This warrant applies to information associated with_ that is

stored at premises controlied by Lavabit, LLC, a company that accepts service of legal process at
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ATTACHMENT B

Particular Things to be Scized
L, Information to be disclosed by Lavabit, LLC (the “Provider™)

To the extent that the information described in Attachment A is within the possession,

custody, or control of the Provider, including any emails, records, files, logs, or information that

has been deleted but is still available to the Provider, the Provider is required to disclose the

following information to the government for each account or identifier listed in Attachment A

3. All information necessary to deerypt communications sent 1o or from the Lavabit

e-mail accoum- including encryption keys and SSL keys;

b. All information necessary o decrypt data stored in or otherwise associated with
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II. Information to be seized by the government

All information described ebove in Scction [ that constitutes fruits, contraband, evidence

and instrumentalities of violations of 18 U.S.C. §§- those
violations mvolving-including, for cach account or identifier listed on

Attachment A, information pertaining to the following matters:

a. All information necessary to decrypt communications sent to or from the Lavabit
¢-mail account _ including encryption keys and SSL keys;
b. All information necessary to decrypt data stored in or otherwise associated with

rd
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC
BUSINESS RECORDS PURSUANT TO FEDERAL RULE
OF EVIDENCE 902(11)

I; , attest, under penalties of perjury under the

laws of the United States of America pursuant to 28 U.S.C. § 1746, that the information
contained in this declaration is true and correct. 1 am employed by Lavabit, I.LC, and my

official title is . 1am a custodian of records for Lavabit,

LLC. | staie that each of the records attached hereto is the original record or a true duplicate of
the original record in the custody of Lavabit, LLC, and that | am the custodian of the attached

records consisting of (pages/CDs/kilobytes). | further state that:

a. all records attached to this certificate were made at or near the time of the
occurrence of the marter set forth, by, or from information transmitted by, a person with

knowledge of those matters;

b. such records were kept in the ordinary course of a regularly conducted business

activity of Lavabit, LLC; and
c. such records were made by Lavabit, LLC as a regular practice.

[ further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

Dale Signature
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EXHIBIT 10
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UNDER SEAL UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA
Alexandria Division

N THE MATTER OF THE SEARCH OF

) UNDER SEAL

) (Local Rule 49(B))

INFORMATION £ {2 / ) No. 1:13sw3522
)
)
)

THAT IS STORED AT PREMISES
CONTROLLED BY LAVABIT, LLC

ORDER TO SEAL

The UNTTED STATES, pursuant to Local Rule 49(B) of the Local Criminal Rules for
the United States District Court for the Eastern District of Virginia, having moved to seal the
application for a search warrant, the search warrant, the affidavit in support of the search
warrant, the Motien to Seal, and proposed Order in this matter; and

The COURT, having considered the government's submissions, including the facts
presented by the government to justify sealing; having found that revealing the material sought
10 be sealed would jeopardize an ongoing criminal investigation; having considered the
available alternatives that are less drastic than sezling, and finding none would suffice to protect
the government’s legitimate interest in concluding the investigation; and having found that this
legitimate government interest outweighs et this time any interest in the disclosure of the
material; it is hereby

ORDERED, ADJUDGED, and DECREED that, the application for search warrant, the
search warrant, the affidavit in support of the search warrant, Motion to Seal, and this Order be
sealed untl further Order by the Court. It is further ordered that law enforcement officers may
serve a copy of the warrant on the occupant of the premises as required by Rule 41 of the Fed.

R. of Crim. Proc,

/sl
Claude M. Hilton
United States District Judge

Date: /I-L-K_,'(;’,{ Jb , 2013
fﬂzx;u{driﬂ.. V{rginia
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EXHIBIT 11
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UNDER SEAL

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA,

e =

INRE: APPLICATION OF THE UNITED | Case No. 1:138W522 [ E
STATES OF AMERICA FOR AN ORDER | Filed Under Seal R |
PURSUANT TO 18 U.S.C. § 2705(b) SRR Fiik _/J‘
ORDER e e

The Uniled States has submirted an application pursuant to 18 U.S.C. § 2705(b),
requesting that the Court issuc an Order commanding Lavabit, an electronic communications
service provider and/or a remote computing service, not to notify any person (including the

. subscribers or customers of the account(s) listed in the search warrant) of the existence of the
anached search warrant until further order of the Court.

‘The Court determines that there is reason 10 believe that notification of the cxistence of
the zttached warrant will seriously jeopardize the investigation, including by giving targets an
opportunity to flee or continue flight from prosecution, destroy or tamper with evidence, change
patterns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3), (3).

IT 1S THEREFORE ORDERED under 18 U.S.C. § 2705(b) that Lavabit shall not
disclose the existence of the attached search warrant, or this Order of the Court, to the listed
subscriber or to any other persen, unlass and until otherwise authorized to do so by the Court,
except that Lavabit may disclose the attached search warrant to an attorney for Lavabit for the
purpose of receiving legal advice.

[T IS FURTHER ORDERED that the application and this Order are sealed until

otherwise ordered by the Cowrt.

/@@T Jbo 222 s/
(Dt / Claude M. Hilton

United States District Judge
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EXHIBIT 12
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IN THE UNITED STATES DISTRICT COURT FOR ]

FASTERN DISTRICT OF VIRGINIA

CRE
oy

Alexandria Division

CLERK, US, DISTRICY CRURT
g et

IN THE MATTER OF THE ) FILED UNDER SEAL. T
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER

)

) No. L:I13EC297
AUTHORIZING THE USE OF A PEN )
)
)

REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT
SUPPLEMENT TO THE MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE

The United States, through the undersigned counsel, submits the following additional
information in support of its show cause motion filed July 9, 2015:

1. Following the issuance of the Court’s Order to Show Cause, the government had a
meeting/conference call with Mr. Levison and his then counsel. Mr, Levison was in Dallas,
Texas, at the FBI field office, at the time, and his counsel from San Francisco, California, and
prosecutors and FBI agents from the Washington, D.C. ficld office participated by telephone. The
conference call was convened to discuss Mr. Levison's questions and concerns about the
installation and operation of a pen register on the tergeted email account. Mr. Levison's
concerns focused primarily on how the pen register device would be installed on the Lavabit LL.C
system, what data would be captured by the devies, what data would be viewed and preserved by
the government. The parties also discussed whether Mr. Levison would be able to provide
“keys™ for encrypied information.

2 During the conference call, the FBI explained to Mr. Levison that the pen register

could be installed with minimal impact to the Lavabit LLC system, and the agents told Mr.
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Levison thal they would meet with him when they were ready o install the device and go over
with him any of the technical details regarding the installation and use of the pen register. As for
the data collected by the device, the agents assured Mr. Levison that the only data that the agents
would review is that which is stated in the order and nothing more (i.e., user log-in information
and the date, time, and duration of the transmissions for the target account).

3 Lavebit LLC provides encryption service to paid users - Based
on the conference call with Mr. Levison, the FBI is reasonably confident that with the encryption
keys, which Mr, Levison can access, it would be able view in an un-encrypied format any
encrypted information required 1o be produced through the use of the pen register.

4, Vir. Levison and his attorney did not commil to the installation and use of the pen
register a1 the conclusion of the July 10 conference call. OnJuly 11, 2013, counsel who
participated in the conference call informed the government that she no longer represented Mr,
Levison or Lavabit LLC. In addition, Mr. Levison indicated that he would not come to court
unless the government paid for his travel.

i On July 11, 2013, FBI agents served Mr. Levison with a grand jury subpoena
directing him 1o appear before the grand jury in this district on July 16, 2013. As a grand jury
witness, the government was responsible for making Mr. Levison’s travel arrangements.

0. On July 11, 2013, the undersigned counsel sent Mr. Levison an email indicating
that he has been served with & show cause order from this Court requiring his appearance or July
16, 2013, and a subpoena requiring his appearance on the same date before a federal grand jury.
The email further advised Mr. Levison that he should contact the United States Attorney’s Office

as soon ag possible 1o make his travel arrangements.
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On July 13,2013, Mr. Levison, who was no longer represented by counsel. sent
government prasecutors an email indicating that he would be able to collect the data required by
the pen register and provide that data to the government afier 60 days (the peried of the pen
register order). For this service, Mr. Levison indicated that the povernment would have to pay
him $2000 for “developmental time and equipment” plus an additional $1500 if the government
wanted the data “more frequently™ than after 60 days.

8. On July 13, 2013, the government responded (o Mr. Levison's proposal. The
prosecutors informed Mr, Levison that the pen register is a devise uscd to monitor ongoing email
iraffic on a real-time basis and providing the FBI with data after 60 days was not sufficient.
Furthermore, prosecutors informed him thet the statute authorizes the government Lo compensate
a service provider for “reasonable expenses,” and the amount he quoted did not appear o be
rcasonable. Mr. Levison responded by email stating that the pen register order, in his opinion,
does not reguire real-lime access (although this fact was discussed at length during the July 10
conference call). Moreover, he indicated that the cost of reissuing the “SSL certificate” (for
encryption service) would be $2000. [t was unelear in his email if this $2000 was an additional
cxpense Lo be added to the $3500 nreviously claimed. Mr. Levison indicated that he would try to
contact the person respensible for making his travel arrangements at the United States Atorney’s
office on Sunday afternoon.

9. On July 15, 2013, Mr. Levison spoke with the person responsible for making his
travel arrangements. He was told that he was booked on a flight from Dallas. Texas, to Reagan

National Aiport departing that same evering. He also had a hotel reservation. Mr. Levison

=
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10.  The proceeding before the Court today is to determine whether Lavabit LLC and
Mr. Levison should be held in civil contempt. Civil contempt, as compared to crimiral contempt
under rule 42 of the Federal Rules of Criminal Procedure, is intended to coerce compliance with
a court order. There ure four clements to civil contempt: (1) the existence of valid order of which
l.avabit LL.C and Mr. Levison had actual or constructive knowledge: (2) the order was in the
government's “favor”; (3) Lavabit LLC and Mr. Levison violated the terms of the order and had
knowledge, or constructive knowledge, of such violation; and (4) the government suffered harm
as a resull. /n re Grand Jury Subpoena (T-112), 597 F.3d 189, 202 (4th Cir. 2012).

. Here, each of these elements has been met. Lavabit LLC, through direct
communication between the govemment and Mr. Levison, its owner and operator, has had actunl
knowladge of the pen register order and the subsequent June 28 order ol the magistrate judge
compelling compliance with that order. This Court’s show cause order, which was personally
served on Mr. Levison, provided further notice of the violation of those orders by Lavabit LLC.
The government clearly has suffered harm in that it has lost 20 days of information as a result of
non-compliance.

12, Lavabit LLC may comply with the pen register order by simply allowing the FBI
to install the pen register devise and provide the FBI with the encryption keys. [f Lavabit LLC
informs the Court it will comply with the order, the government will not seek sanctions. [f]
however, Mr. Levison informs the Court that Lavabit LLC will not comply, the government
requests that the Court impose a fine of $1000 per day, commencing July 17, 2013, until Lavabil
LLLC fully complies with the pen register order.

13.  To the extent that Lavabit LLC takes the position that the pen register does not

-4
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authorize the produciion of the encryption keys, the government has asked the Court o authorize

the seizure of that information pursuant to a warrant under Title 18, United States Code, Scction

2703, thus rendering this argument moot.
14. The Court has sealed this proceeding. This pleading has also been filed under seal.

The United States will hand deliver a copy of this pleading 1o Mr. Levison at today’s hearing.

Respectfully submitted,

Neil H. MacBride

United States Attorney’
Justin W, Williams U.S. Attorney’s Building
2100 Jamicson Avenue

Alexandria, Virginia 22314

Phone: 703-299-3700
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UNDER SEAL 2
i SROCEEDINGS
2 TME CLERK: In Re: Case No. 1:13 EC 297.

L)

MR. TRUMP: Goocd morning, Judge. Jim Trump on beh

1%

41}

4 of the United States. With me is Andy Peterson, Brandon

5 || van Grack from the United States Department of Justice,

¢ |l ¥r. Ben'Ary behind me, and Matt Braverman, special agent Ior ths
) FBI.

3 THE COURT: All right.

g MR, LEVISON: Ladar Levison, the subject of the

10 sumMmMons .

11 THE COURT: A1l right. Mr. Trump.
12 MR. TRUMF: Your Honor, We submitted our supplemental
13 || paper this morning describing the communication we've had with

14 || Lavabit, LLC, through Mr. Levison. And I think, very simply, we
15 || would like this Court to inquire of HMr. Levison whether he

16 || intends toc comply with the pen register crder wnich would

17 || require him to allow the FBI access to his server Lo install a
19 || device which will extract data, filter that deta, and provide

19 || that data to the FBL, and to provide the F3I with the encryption
20 || xeys to the extent there is encrypted infcrmation, included

21 || among within the body of information called for by the pen

22 || register order.

23 As the Court is aware, and as we will provide with
Z4 Mr. Levison, we obhtained a search warrant this morning from You:
25 Honor for the same sncryption Xeys. Thus, to the extent thera's

Pracy L. Westfall OUR-USDOEDVA
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1 || eny question as to whether Mr. Levisor would be required to
2 || provide these keys, it's now subject both to the pen register

3 order and the search warrant, Lhe seizure warrant

4 That's where we stand, Your Honor. IF Mr. Levison
5 || agrees to comply with the crder, we would not seck any

6 || sanctions. We weuld ask that he be directed to forthwith make

i | his servers available so the FRI can install that device and TO

ol

ewtract the encrypticn Xeys.
9 i1f, however, he informs the Court ne is not willing to

10 || comply with the order, we would ask the Court to impose

11 || sanctions. We suggested in our pleading a thousand dollars a

12 || day to be paid to the United States government until he

13 || complies. If he doesn't comply with that sanction, then we
14 {| would be back in court seeking additional sanctions o charging

15 || additional offenses.

16 THE COURT: All right. Mr. Levison.
17 MR. LEVISOM: Good morning, Your Honor. I'm not 3uIle

18 || what order I should make these in, but I would like to resquest &2
19 || couple of things DY motion.

z0 1'd like to move that all of the ncnsensitive portions
21 of the documents that were provided, L.e., everything except the

it

22 account in question, be unsealed., I bsli

s Aw 4 T
ve LT S 1?.[:01_;;::'_ Bt e B

23 the industry and the people to understand what the gevernment .S
Z4 reguesting by demanding that I turn over these sgncryption Xeys

entire service.

Ui
1

Tracy L. Weatfall GUR-UELC/EDVA
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o

1 THE COURT: All right. What do you say to that,
2 || 4r. Trump? Deal with the motions before 1 --
3 MR. TRUMP: What Mr. Levison is trying tc do, Your

4 || Honer, is invite industry to come in and litigate as a surrogate

5 | for him ths issue of whether the encryption xeys are part znd
2 | parcel of the pen register order. And that's one of the reasons

7 || we scught the search warrant, LO make it clear, whether through

B the search warrant or Ren register order, he is required to

0 || orovide these keys.

i0 We know he's been in contact with attorneys who &1s0

11 || represent industry groups and others who have litigated issues
12 || 1ike this in the Wikileaks context and others. But we would

12 || object to unsealing this matter because it's just Mr. --

14 THE COURT: And they've done that in connection with

15 || the issuance of & pen register?

16 MR. TRUMP: They have litigated privacy-related issuss
17 || in the context of process under 2703. I'm not sure -- 1Ot a Den

18 || register, but with respect To 2703.

15 But we discussed this issue with HMr. Levison and his
20 || counsel by conference call. We indicated that the conly data

21 || that the government seeks is that which is required by the pen
22 || register ordexr. That it's just the basic header to e-mail

23 tvaffic, sendern, recipient, time, duraticn, that sort of thing.
24 1f Mr. Leviscn wants to cbject TO providing the keys.
25 he can certainly cbject to doing that and then we can proceed
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31| on his behalf
4 THE COURT: All right. Well, 1 believe that to be
s || correct. I mean, this is a criminal investigation, & Den

& || register has been ox ared and is here at issue, and any motion

7 to unseal that will be denied.

B you saicd you had another motion, I believe?
g vR. LEVISON: Yeah. My issue is only with the SEL

10 || keys. So if that ig litigated separately and that portion of

11 || the proceeding is unsesaled, I'm comfortable with that.
12 THE COURT: I don't understand what you're saying,

13 || separate proceedings.

14 M. LEVISON: Sorry. I have always agreed to the

-

L 3!

tion ©

=
Il

153 || in

L41]

ta

the pen register device. I have only ever

fi=}

16 || objected to turning over the SSL keys because that would
17 || compromise all of the secure communications in and ocut of my

18 || network, ircluding my own administrative traffic.

19 THE COURT: Well, didn't my order already include thatu?
20 R, LEVISON: I do not bglieve so, Sir.

21 THE COURT: Did my initial order -- I den't recall at
22 || the moment. Did my initial order recall the encrypted devices
23 || wizh the installation of a pen register?

24 MR. TRUMP: The pen register, &S issued, just reguired

I~
wn

41l assistance, technical assistance, facilities, and
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1 information, to facilitate the pen register.
Z This merning the search warrant reqgquired --
3 THE COURT: Yeah, but the search warrant's a diffsrsnt

4 | matter now. That's not before me this morning. The only thing

5 || that's before me this morning is the pen register.

G MR, TRUMP: Correct.

7 THE COURT: So as I understand it, my initial order

g || ordered nothing but that the pen register be put in place.

c MR. TRUMD: And all technical assistance, information,

10 || and facilities necessary Lo implement t

-

e pen register. Anc

.
L

[¢}]

Ga

Y

11 || it's our pesition that without the encrypticn keys, th

12 from the pen register will be meaningless. S50 10 facilitate the

13 || sctual monitoring required by the pen register, che FBI also
14 || requires the encryption keys.
13 THE COURT: Well, that could be, but I don't know that

16 I nsed -- 1 don't know that I need to reach that because Itve
27 igsued a search warrant for that.
18 MR. TRUMP: Correct, Your Honor. That the -- L& avoicd

19 | livigating this issue, We asked the Court to enter the seizure

20 | warrant

21 THE COURT: Well, what I'm saying is if he agrees Inat
22 || the pen register be established, and that the only thing ne

27 || doesn't want to do in connection with the pen register 1s to

24 give ug the encryption device or cocde --

WR., LEVISON: 1've always maintained that.

[R%]
&}
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1 THE COURT: -- so we've got no issue here. You're

2 ready to do that?

3 MR. LEVISON: I've been ready to do that since Agent
5 || Howard spoke to me the first time.

5 THE COURT: All right. So that ends our --

@ MR. TRUMP: Well, then we have to inguire of

= || Mr. Levisen whether he will produce the encryption keys pursuant
g || to the search warrant that Your Honor just signed.

g THE COURT: But I can't deal with that this morning,
10 || can I
11 MR. TRUMP: Well, it's the same issue. 7YouU could ask

12 him, Your Honor. We can Serve him with the warrant and ask him

13|l if he's going to comply rather than --

14 MR, LEVESCN: your Honor, I've alsc been issued &

15 || subpoena demanding those same keys, which I brought with me In
16 || the event that we weuld have to address :ha£ subpoensz.

37 THE COURT: I don't know, Mr. Trump. I don't think [

[
[#3]

want te get involved in asking him. You can talk with him and

12 || see whether he's going to produce them or not and let him tell
20 || you. 8ut I don't think I ought to go asking what he's going o
21 || do and what he's not going to do because I can't take any action
22 || abeut it anyway.

23 Tf he does not comply with the subpoena, there are

24 remedies for that one way cr ancther.

25 MR. TRUMP: Well, the original pen register order was

Tragy L. testfali  CCE-USEC/EDRVA




———————Case 1:13-ec-00297-TCB Document 27-14 Filed 06/13/16 Page 60 of 85 PagelD# 1222

Case 1:13-ec-00297-TCB *SEALED* Document 11-13  Filed 09/20/13 Page 9 of 17 PagelD#
106
UNDER SEAL g

1 || foliowed by & compulsion order from Judge Buchanan. The

2 || compulsion order required the encryption keys to be produced.
3 So, ves, part of the show cause order is to requirs

4 || compliance both with the pen regi

14

ter order and the compulsion

5 || order issued by Judge Buchanan.

o And that order, which wes attached teo the show cause
K order, states, "To the extent any information, facilities, or

8 || technical assistance are under the control of Lavabit are needad

+

6 || to provide the FBI with the encrypted data, Lavabit shall

10 || provide such infermation, facilities, or rechnical assistance

13 forthwith."
12 MR . LEVISON: I would object Lo tnat statemsnt. I

pet
Lad

don't know if I'm wording this correctly, but what was in that
14 || order to compel was a statement that was incorrect.

va that I had the zbil:ity

"

5 agent Howard seem=d to beli
14 |l tc encrypt the s-mail content stered on Qui SEIVELS, which is

17 | rot the case. I only have cha keys that govern communications

3

18 || into and out of the network, and those keys are ussd TO sgcurs

i9 the traffic for 21l users, not just the user in guestion.
20 So the statement in that order compelling me to decrypt

21 || stuff and Rgent Howard stating that I have the ability to do
22 || that is technically false or incorrect. There was never an

23 || explicic demand that I turn over these kays.

e

THE COURT: I don't know what bearing that weould have,

=2
n

would it? 1 mean, I don't have & problem -- Judge Buchanan

teacy L. Westfall CTR~U8DC/HIVA
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1 issucd an order in addition to mine, and I'm not sure I ought o

2 || be enforcing Judge Buchanan's order.

3 My order, if he says that he will produce or allew the
4 || installation of the pen register, ard in addition I nhave issued

5 [| 2 search warrant for the codes that you want, which T did this

morning, that's been entered, it seems that this issue 1s over

[e)]

71l as rfar as I'm concerned except I need to see that he allows the

8 || pen register and complies with the subpcena.

G MR. TRUMP: Correct.
10 THE COURT: If he deesn't comply -- if he doesn’'t
11 || comply with the subpoena, +hen that has -- I have to addrass

12 || that

13 ¥R. TRUMP: Right.

14 THE COURT: But right now there's nothing for me te

15 || address here unless he i{s not telling me correctly about the pern
16 || register

17 vR. TRUMP: Well, we can -- Your Honor, {f we can talk

Jee
=

18 to Mr. Levison for five minutes, we can ask him whether he W

15 || nonor the warrant that you just igsued.

20 MR. LEVISON: Before we do that, can I =--

21 THE COURT: Well, what can I do about it if he doesn't,

29 1l if ne tells you he's not going to? You've got ths rignt to go

23 cut and search and get it.

24 MR. TRUMP: Well, we can't get the information without

25 || nis assistance He's the only who knows and has possession of
Tracy L. Wescfall OCR=-UBLC/EZDVA
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it. We can't take it from him involuntarily.
MR. LEVISON: 1If I may, sir, my cther --

THE COURT: Wait just a second.

i)

You're trying to get me ahead. You'ra tryin

- - L
L get o

m

[t

to deal with a contempt before there's any contempt, and I have

\]

& problem with that.
MR. TRUMP: I'm trying to avold contempt altecgethar,

Your Honor.

=1

rHE COURT: I know you are. And I'd love for you-all

together and do that. 1 don't want to deal with it

T
e}
R}
4]
it

)
e
”
o i
1]
I
1)
o
rt
=
ja
(@]
=

'+ think we can sit around and agree that

there's going te be a default and T will address it before it

MR. TRUMP: I'm just trying to figure out whether
chere's going to be a default. We'll take care of that, Judge.

L2 ad T - 5 " b= 1 -7 1) - P -1
THE COURT: You can. I think the wey we've got te Q2

this -- and I'll listen to you. I'm cuctting you off, I Know,

kut I'1l1 listen to you in a minute.

40
=4y
Q
"~
(1]

The way we have to do this, the hearing that's D
me this morning on this issue of the pen register, that's bsen
resolved, or so he's told me. I deon't Know wnethar you want CC
continue this one week and see if he complies with that, which I
guess would be prudent To de, or a few days for him to comply

with the pen register. Then we will wait and s=e what happens

with the subpoana.

racy L. Westfall OCR-USUCT/EDVA
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1 Secause as far as my pen register orcer 1s confernsad,
2 ne says he's golng LC comply with it So that issue's over and
3 || dene with. The next issue will be whether or not he compli

4 || with whe subpoena. And I don't know and I don't want Uo
5 || presumeg, and don't want him to represent to me what he intends

6 Il tc do when he can very well go neme and decide he's going TS do

7 something different
8 when that warrant 1is served, we'll know what he's gcing
9 || te do. I think we've got -- I don't see another way to do it.

10 MR. TRUMP: That's fine, Your Honor. We will serve the
11 warrant on him as soon as wWe conclude this hearing, and we'll
12 | find out whether he will provide the keys or not.

13 THE COURT: Okay. HNow, did you want to say anything

15 MR. LEVISON: Well, I mean, I've always maintained that

16 || all the governmsnt needs to do is contact me and sst up &n

17 || appolntment UO install that pen register. So 1 don't know why
18 || there has never been any confusion about my willingness to

1 || install it. I've only ever objected to tne providing of thosz

20 || keys which secure anly sensitive information going pack and

21 || forch.

22 But my motion, and I'm not sure if it's relevant or not
23 || because it deals more with the issue of the subpoena demanding
24 the keys and for what will be the forthcoming search warrant,

25 || would be & vontinuance so that I can retain counsel to address

Tracy L. Wescfall oCR=USDT/EDVYA
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1 || that particular issue
2 THE CQURT: Well, I mean, there's nothing before me

3 || with trat. I've issuesd the subpoena. Whatever happens with

i that, that's -- you're trying to get me to do what Mr. Trump
5 || wanted to do and To arrahge this beforehand.
€ WR. LEVISCN: Well, 1 don't know if I have to appear

7 | before that grand jury right now and give the keys cver or face

8 || arrest I'm not a lawyer so I don't understand the procedure.
g TRE COURT: I dorn't know either, You need to have --
10 || it would be wise to have a lawyer.

11 MR. LEVISON: Okay.

12 THE COURT: I don't know what's going to happen. I
13 || den't know. They haven't served the warrant yet. I have no
14 || idea. Don't know what's going tc happen with it. You'll just
15 || have to figure that out, and it be wise to have a lawyer to do
16 || it, I would think.

MR, LEVISON: I guess while I'm nere in regards to Lnhe

12 || pen register, would it be possible to request some sort of

13 || external audit to ensure rhat your orders are followed to the
20 || ievter in terms of the information collected and preserved?
21 THE COURT Mo The law provicdes for those things, and

w3
(g

any other additicnal or extra monitoring you might want or think

23 is appropriate will be denied, if that's what you're requesting.
z4 R, LEVISON: Okay. I mean, it reguests that the
23 || government return to rhe Court reccrds --

Tracy L. Westiall OCR-USDCEDVR
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1 THE COURT: You need to talk to a lawyer abo

=
-
=
ot
o
5

a3
F_}
(s

w requires for the issuance of & pen register.

3 MR. LEVISON: They can handle that separately. That's
4 fine.

3 THE COURT: The law sets out what is done in that

6 || regard. Your lawyer can £ill you in if you want To know.

7 MR. LEVISON: I've always been willing to accept the

3 || device. 1 just have some concern apout ensuring that it's used
9 || properly.

10 THE COURT: Should we continue this to scme specific
11 || date to see that he complies with the pen register?

12 wR. TRUME: We can, Your Honor. It's & moot Lssue

12 || without the encryption keys.

14 THE COURT: #ell, that 1s a practical matter --

15 MR. TRUMP: That's a2 practical =--

16 THE COURT: =-- but I don't think it is a moot 1ssue. I
17 || mean, you-all have got the right to go in and put on that pen

18 || revister He says that he will do it. That's all that I've

20 Now, the othexr business about ordering that, Judge
21 || Buchanan made an order that ha's going tc have 1o supply what
22 ou say is the encryption codes to make the informaticn useful.

23 || T don't know. I didn't enter ehat order. I nhave trcouble making
24 || that ccnnection.
25 If you're going to —— I don't know whether you want te

DCR-LSDC/ HNDVA
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1 || do something in front of Judge Buchanan or not.

2 MR. LEVISON: You see, Judge, though that I've always
3 || peen willing. They just didn't feel the need to s=t up an

4 || appointment.

5 THE COURT: What do you want me to do with this case?

6 | You want me to continue it? You want m2 to say it's moot right
7 || now and just end it?

g MR. TRUMP: No. I think we can continue it. I don't

g || xnow Mr. Levison's schedule. It can be done within hours of his
10 || return tc Dallas.

11 THE COURT: Of course he can. You want to continue it
12 | 111 a week from Friday?

13 MR. TRUMP: Or a week from today.

14 MR, LEVISON: I'm not available within hours of my

15 || return, but I can meel with you on Thursday.

15 THE COURT: Let's continue it a waek from Friday.

17 MR. TRUMP: A week from Friday.

18 THE COURT: What date's that? Tne ==

19 THE CLERK: 26th.

20 THE COURT: The 26th?

21 MR. LEVISON: Acceptable to me.

22 THE COURT: We'll continue it to the 26th, and that's
23 for determining whather or not that pen register has been

I
s

led as you reguest.

=

insta

{55 ]
wn

We can make it 10 o'clock.

Tracy L. Westfall OCH=-1ISDC/EDVA
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3 MR. LEVISON: 1I'll remember 10:00 instead of 10:3C th

2 time.

3 THE COURT: All right. Thank you.
i 311 right. Thank you-zll. We'll acdjourn till comorIgw

[oaY
«
.

{Proceedings concluded at 11:02 a.m.)

oo

Tracy L. Westfail OQCR-USLC/EDVA
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) ! A - @i i 7 he
I certify, this 17th day of September 2013, that the
: foreqeing is a correct tyanscript from the reccerd of proceedings
4 Lored ng 15 a SoriLecl L "

5 || in the above-entitled matter to the best of my ability.

~1

o
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TN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINI
Mlexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNIT
STATES AUTHORIZING THE USE OF

7 PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MARIL
ACCOUNT

Criminal No. 1:

e e T e S

ORDER

This matter comes before the Court on the Government's Motien
chat Ladar Levinson, the owner and operator of Lavabit, LLC show cause
as tec why Lavabit, LLC has failed to comply with the Tourt's Oxder
of June 28, 2013 and why this Court should not hold Mr. Levinson and
pavabit, LLC in contempt, and Ladar Levinson's oral Motion To Unseal
for the reasons stated from the bench, it is hereby

ORDERED that Ladar Levinson's Motion To Unseal is DENIED and

o Friday, July 26, 2013 at 10:00 a.m. ior

/s/
N Claude M. Hilton
United States District Judge
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IN THE UNITED STATES DISTRICT COURT I'OR THE
EASTERN DISTRICT OF VIRGINIA

AMexandria Division

IN THE MATTER OF THE FILED UNDER SEAL I -0 B
ADPPLICATION OF THE UNITED
STATES AUTHORIZING THE USE 5 T
OF A PEN REGISTER/TRAP No. 1:13EC297 e Ly
AND TRACE DEVICE ON AN ————
CLERY, U S DISTAICT 2Tl
M&r;m W, VRGN

ELECTRONIC MAIL ACCOUNT

N THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH Mo, 1:135W522

HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No. 13-1

MOTION TO QUASH SUBPOENA AND SEARCH WARRANT AND
MEMORANDUM OF LAW IN SUPPORT OF MOTION

Lavabit LLC (“Lavabit’) and Mr. Ladar Levinson (“Mr. Levinson”) move
this Court to quash the grand jury subpoena and search and seizure warrant
served on them by the Federal Bureau of Investigation and the Office of the
United States Attorney (collectively “Government’).
BACKGROUND

Lavabit is an encrypted email service provider. As such, Lavabit's
business model focuses on providing private and secure crnail accounts (o its
customers. Lavabit uses various cneryption methods, including secured socket

layers (“SSL”), to protect its users’ privacy. Lavabit maintains an eneryption
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key, which may be used by authorized users deerypt data and communications
from its server (“Master Key”). The Government has commanded Lavabit, by a
subpeenat and & search and seizure warrant, to produce the encryption keys
and SSL keys used by lavabit.com in order to access and decrypt

communications and data stored in one specific email address

_{"Lavabit Subpoena and Warrant').

ARGUMENT

If the Government gains access to Lavabit’s Master Key, it will have

unlimited access to not only—[“Ema_il Account”), but

all of the communications and data stored in cach of Lavabit’s 400,000 crnail

accounts. None of these other users’ email accounts are at issue in this

matter. However, production of the Master Key will compromise the security of

these users. While Lavabit is willing to cooperate with the Government
regarding the Email Account, Lavabit has a duty to maintain the security for
the rest of its customers’ accounts. The Lavabit Subpocna and Warrant arc

not narrowly tailored to seek only data and comrmmunications relating to the

Email Account in question. As a result, the Lavabit Subpoena and Warrant arc

unreasonable under the I‘ourth Amendment.

4. The Lavabit Subpoena and Warrant Essentially Amounts to a
General Warrant,

! The grand jury subpozna not only commanded Mr. Levinson to appear before this Court on
July 16, 2013, but also to bring Lavebit's encryption keys, Mr. Levinseon's subpoenea to appear
before the grand jury was withdrmwn, but the government continues to seek the encryplion
keys. Luvabit is only seeking to qua sh the Court’s command that Mr. Levinson provide the

encryption keys.

2
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Though the Lavabit Subpoena and Warrant superficially appears to be
narrowly tailored, in reality, it operates as a general warrant by giving the
Government access Lo every Lavabil user’s communications and data.

It is not what the Lavabit Subpocna and Warrant defines as the boundaries for

the search, but the method of providing access lor the search which amounts to

a general warrant.

It is axiornatic that the Fourth Amendment prohibits general warrants.
Andresen v. Maryland, 427 U.S. 463, 480 (1976). Indeed “itis familiar history
that indiscriminate searches and seizures conducted under the authority of
‘general warrants’ were the immediate evils that motivated the framing and
adoption of the Irourth Amendment.” Payton v. New York, 445 U.S. 573, 583
(1980) (footnote omitted). To avoid general warrants, the Fourth Amendment
requires that “the place to be searched” and “the persons or things to be seized”
be described with particularity. United States v, Moore, 775 F. Supp. 2d 882,
898 (E.D. Va. 2011) (quoting United States v. Grubbs, 547 U.S. 90, 97 (2006)).

The Fourth Amendment’s particularity requirement is meant to “prevent|]
the scizare of one thing under a warrant describing another.” Andresen, 427
U.S. at 480. This is precisely the concern with the Lavabit Subpoena and
Warrant and, in this circumstance, the particularity requirement will not
protect Lavabit. By turning over the Master Key, the Government will have the
ability to search cach and every “place,” “person [and] thing” on Lavabit's

networic,
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The Lavabit Subpoena and Warrant allows the Government to do @

“general, exploratory rummaging” through any Lavabit user account. See id.

(cuoting Coolidge v. New Hampshire, 403 U.S. 443, 467 (1971)) (describing the

jssue with general warrants “is not that of intrusion per se, but of a general,

exploratory rammaging in a person’s belongings”). Though the Lavabit

. Subpoena and Warrant is facially limited to the Email Address, the

Government would be able to seize communications, data and information from

any account once it is given the Master Key.

There is nothing other than the «discretion of the officer executing the
warrant” to prevent an invasion of other Lavabit user’s accounts and private
emails. See id. at 492 (quoting Stanford v. Texas, 379 U.S. 476, 485 (1963))

(explaining that the purpose of the particularity requirement of the Fourth

Amendment is to cnsure, with regards to what is taken that, “nothing is left to

the discretion of the officer executing the warrant.”) (internal citation omitted).
Lavabit has no assurance that any scarches conducted utilizing the Master Key
will be limited solely to the Email Account. See Groh v. Ramirez, 340 U.S. 551,
561-62 (2004) (citing Camara v. Municipal Court of City and County of San
rancisco, 387 U.S. 528, 532 (1967)) (noting that a particular warrant is to
provide individuals with assurance “of the lawful authority of the executing
olficer, his need to search, and the limits of his power to search) (emphasis
added). Lavabit has a duty to its customers to protect their accounts from the

possibility of unlawiul intrusions by third parties, including government

entities.

%
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As the Lavabit Subpoena and Warrant arc currently framed they arc
invalid as they opurale as a general warrant, allowing the Government to
search individual users not subjection to this suit, without limit.

h. The Lavabit Subpoena and Warrant Seeks Information that Is
Not Material to the Investigation.

Because of the breadth of Warrant and Subpoena, the Government will be
piven access to data and communications that arc wholly unrelated to the suit.
The Government, by commanding Lavabit's encryption keys, is acquiring
access to 400,000 user's private accounts in order to gain information about
one individual, 18 U.S.C: § 2703(d) states that a court order may be issued for
information “relevant and material to an ongoing criminal investigation.”
However, the Government will be given unlimited access, through the Master
Key, to several hundred thousand user’s information, all of who are not
«material” to the investigation. Id.

Additionally, the Government has no probable causc (0 gain access to the
other users accounts. “The Fourth Amendment...requires that 2 warrant be no
broader than the probable causc on which it is based.” Moore, 775 I, Supp. 2d
at 897 (quoting United States v. Hurwitz, 459 [.3d 463, 473 (4th Cir. 2006)).
Probable cause herc is based on the activities of the individual linked to the
Email Address, Other Lavabit users would be scverely impacted by the
Government’s aceess to the Master Key and have not been accused of
wrongdoing or criminal activity in relation to this suit. Their privacy interests

should not suffer becausc of the alleged misdeeds of another Lavabit user.

w
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c. Compliance with Lavablt Subpoena and Warrant Would Cause
an Undue Burden.

As 2 non-partly and unwilling participant to this suit, Lavabit has already

incurred legal fees and other costs in order to comply with the Court's orders.
Further compliance, by turning over the Master Key and granting the '
GGovernment access o its entire network, would be unduly burdensome. See
18 U.S.C. § 2703(d) (stating that “the service provider may [move to] quash or
modify [an] order, if the information or records requested are unusually
voluminous in nature or compliance with such order otherwise would cause an
undue burden on such provider.’) (cmphasis added).

The recent case of In re Application of the U.S. for an Order Iu rsuant to 18
U.5.C. 2703(d) (" Twitier") addresses similar issues. 830 E. Supp. 2d 114 (E.D.
Va. 2011). In that casc, the Petitioners failed to allege “a personal injury
cognizable by the Fourth Amendment.” Id. at 138. However, Lavabit's
circumstances are distinguishable. The Qovernment, in pursuit of inforrnation
date and communications related to the Email Address, has caused and will
continue to cause injury to Lavabit. Not only has Lavabit expended a great
deal of time and money in attempting to cooperate with the Government thus
far, but, Lavabit will pay the ultimate price—the loss of its customers' trust and
business—should the Courl require that the Master Key be turncd over.

Lavabit's business, which is founded on the preservation of electronic privacy,

could be destroyed if it is required to produce its Master Key.
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Lavabit is also a fundamentally different entity than Twitter, the business
at issuc in Twitter. The Twitter Terms of Service specifically allowed user
information to be disseminated. /d. at 139, Indeed, the very purposc of Twitter
is for users to publically post their musings and belicfs on the Internet. In
contrast, Lavabit is dedicated to kecping its user’s information private and
secure. Additionally, the order in Twitter did not seek “content information”
from Twitter users, as is being sought heve, Id. The Government's request for
Lavabit’s Master Key gives it access to data and communications from 400,000

email secure accounts, which is much more sensitive information that at issue

in the Twitter.
The Government is attempting, in complete disregard of the Fourth
Amendment, to penetrate a system that was founded for the sole purpose of
- privacy. See Katz v. United States, 389 U.S. 347, 360 (1967) (stating that “the
touchstone of Fourth Amendment analysis is whether a person has a

constitutionally protected reasonable cxpectation of privacy”) (internal citations

omitted). For Lavabit to grant the Government unlimited access (o every one of
its user's accounts would be to disavow its duty to its users and the principals
upon which it was founded. Lavabit's service will be rendercd devoid of
cconomic value if the Government is granted access to its secure network. The

Government does not have any proper basis to request that Lavabit blindly

produce its Master Key and subject all of its uscrs to invasion of privacy.
Moreover, the Master Key itself is an encryption developed and ewned by

Lavabit. As such it is valuable proprictary information and Lavabit has a

7
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reasonable expectation in protecting it. Because Lavabit has a reasonable
expectation of privacy for its Master Key, the Lavabit Subpocna and Warrant
violate the Fourth Amendment, See Twitter, 830 F. Supp. 2d at 141 [citing
United States v. Calandra, 414 U.S. 338, 346 (1974)) (noting “The grand jury
is...without power to invade a legitimate privacy interest protected by the
Fourth Amendment” and that “a grand jury's subpoena...will be disallowed if it
is far too sweeping in its terms o be...reasonable under the Fourth
Amendment.”).
CONCLUSION

For the foregoing reasons, Lavabit and Mr. Levinson respectfully move
this Court to quash the scarch and seizure warrant and grand jury subpocena.
Further, Lavabit and Mr. Levinson request that this Court direct that Lavabit
does not have to produce its Master Key. Alternatively, Lavabit and Mr,
Levinson request that they be given an opportunity to revoke the. current
encryption key and reissuc a new encryption key at the Government’s expensc.
Lastly, Lavabit and Mr. Levinson request that, if they is required to produce the
Master Key, that they be reimbursed for its costs which were directly incurred

in producing the Master Key, pursuant to 18 U.S.C. § 2706.

LAVABIT LLC
By Counsel

JCSSC I{ Bin hll VHB# 79292
Bron fcy & anall’ PLLC

10 87 Main St “‘ect, Suite 201
1":111 fax, Virginia 22030
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(708) 229-0335 Telephonc
(703) 537-0780- Facsimile
jbinnall@bblawenline.com
Counsel for Lavabit LLC
9
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Certificate ol Service

ot i,
[ certify that on thisr.’./a_—g_ day of July, 2013, this Motion to Quash
Subpoena and Search Warrant and Memorandum of Law in Support was hand
delivered to the person at the addresses listed below:

United States Attorney’s Office
Eastern District of Virginia
2100 Jamicson Avenue
Alexandria, VA 22314
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EXHIBIT 16
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IN THE UNITED STATES DISTRICT COURT
ROR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

CUERK, S TR Tar
RS DR o
ALEXAN A ;.5*12-3.'9.[ i

|

IN THE MATTER OF THE | FILED UNDER SEAL
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP No. 1:13EC297
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURIE OF INFORMATION
ASSOCIATED WITH No. 1:138W522

FHAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No. 13-1

MOTION FOR UNSEALING OF SEALED COURT RECORDS AND REMOVAL
OF NON-DISCLOSURE ORDER AND MEMORANDUM OF LAW IN SUPPORT
OF MOTION
Lavabit, LLC (“Lavabit”) and Mr, Ladar Levinson ("Mr. Levinson”)

(collectively “Movants”) move this Court to unseal the court records concerning
the United States government's attempt to cbtain certain cneryption keys and
lift the non-disclosure order issued to Mr. Levinson. Specifically, Movants
request the unsealing of all orders and documents filed in this matter before
the Court’s issuance of the July 16, 2013 Sealing Order (“Sealing Order”); (2]
21l orders and documents filed in this matter after the jssuance of the Sealing
Order; (3) all grand jury subpoenas and search and seizure warrants issued

belore or after issuance of the Sealing Order; and (4) all documents filed in
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conneclion with such orders or requests for such orders (collectively, the
“sealed documents”). The Sealing Order is attached as Exhibit A. Movants
request that ali of the sealed documents be unsealed and mnade public as
quickly as possible, with only those redactions necessary to secure information

that the Court deems, after review, to be properly withheld.
BACKGROUND

Lavabit was formed in 2004 as a secure and encrypted email service

provider. To ensurc security, Lavabit employs multiple encryption schemes
using complex access keys. Today, it provides email service to roughly 400,000
users worldwide. Lavabit’s corporate philosophy is uscr anonymily and
privacy. Lavabit employs sccure socket layers (“SSL”) to ensure the privacy of
Lavabit's subscribers through encryption. Lavabit possesscs a master
encryption key to facilitate the private communications of its uscrs.

On July 16, 2013, this Court entered an Order pursuant to 18 U.S.C.
2705(b), dirccting Movants to disclose all information necessary to decrypt
communications sent to or from and data stored or otherwise associated with
the Lavabit e-mail account_ including SSL keys (the
“avabit Order”). The Lavabit Order is attached as Exhibir B. The Lavabit
Order precludes the Movants from notifying any person of the search and
seizure warrant, or the Court’s Order in issuance thereof, except that Lavabit
was permitted to disclose the search warrant to an attorney for legal advice.

ARGUMENT

b
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[n criminal trials there is @ common law presumnption of access to judicial
records, like the sealed documents in the present case. Despite the
government’s legitimate interests, it cannot meet its burden and overcome this
presumption because it has not cxplored reasonable alternatives,
Furthermore, the government’s notice preclusion order constitutes a content-
based restriction on free speech by prohibiting public discussion of an entire
topic based on its subject matter.

[. THE FIRST AMENDMENT AND NON-DISCLOSURE ORDERS

The Stored Communications Act (“SCA”) authorizes notice preclusion to
any person of a § 2705(b) order’s existence, but only if the Court has reason o
helieve that notification will result in (1) endangering the lifc or physical safety
of an individual; (2) flight from prosecution; (3) destruction or tampering with
evidence; (¢) intimidating of potential witnesses; or (5) otherwise seriously
jeopardizing an investigation or unduly delaying a trial. § 2705(b)(1)-(5).
Despite this statutory authority, the § 2705(b) gag order infringes upon
freedom of speech under the First Amendment, and should be subjected to
constitutional case law.

The most searching form of review, “strict scrutiny”, is implicated when
there is a content-based restriction on free speech. R.A.V. v City of St. Paul,
Minn., 505 U.S. 377, 403 (1992). Sucha restriction must be necessary (0 scrve
2 compelling state interest and narrowly drawn to achieve that end. Id. The
Lavabit Order’s non-disclosurc provision is a content-based restriction thet is

not narrowly tailored to achieve a cornpelling state interest.




