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IN THE tJNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIi

Alexar.dria Division

IN THE KiATTER OF THE

2?PLIC.-.TT0N OF THE UNITED

STATES AUTHORIZING THE USE OF
A PEN REGISTER/TPJiP Als'D TRACE
DEVICE ON AN ELECTRONIC t'lAIL
ACCOUMT

Criminal No. 1;13EC29''

OEU)BR

This maccer comes before the courc on the Governments Motion

chat Ladar Levinson, the owner and operator o£ Lavabit, LLC show cause

as CO why Lavabic, LLC has failed to comply with the Court's Order

of June 28, 2013 and why this Court should not hold Mr. Levinson and

Lavabit, LLC in contempt, and Ladar Levinson's oral Motion To Unseal.

For the reasons stated from the bench, it is hereby

ORDERED chat Ladar Levinson's Motion To Unseal is DENIED and

this matter is continusd to Friday, July 26, 2C13 at 10:00 a.iri. for

ixircher proceedings.

Alexandria, Virginia
July /c • 2013

Is/
Claude M. 1-Iiiion

United Staicii Disiricl Judge
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IN THE UNITED STATES DISTRICT COURT I'OR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICAI'ION OK THE UNl'l'ED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
AND TR-^CE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

•N THE MATl'ER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jmy

PILED UNDER SEAL

No. 1;13EC297

Na. 2:13SW522

No, 13-1

'52C^

MOTION TO QUASH SUBPOENA AND SEARCH WARRANT AND
MEMORANDUIVI OF LAW IN SUPPORT OF MOTION

Lavabit LLC {'-Uvabit") and Mr. Lndar Levinaon ("Mr, Lcvinson") move

iJus Court to quash Che grand jurj' subpoena and search and seizure warrant

served on them by the Federal Bureau of InvcstigaUon and the Oflicc of the

United Stales Attorney (colicctivcly "Government').

BACKGROUND

Lavabit is an encrypted email service pi-ovider. Aa aiich, Lavubit's

businusH rnocicl focuses on providing privalf and sccuru cinail accounts Uj its

customers. Lavobit uses various cnciypLion methods, inctuding secured soekct

layers ("SSL"), to protcct its users' privacy. Lavabit maintains en encryption
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Icoy, which may be used by authurbied users dccrypt (lain and crommunicatioiis

from its server ("Master Key"). The Government has commanded Lavabit, by a

subpoena^ and a search and seizure warrtuit. to produce the enc^-ption keys

and SSL keys used by lavab!r..com in order to acccss and decrypt

communicationa and data stored in one apeciHc email address

Subpoena

ARGUMENT

If the Government gains access to Lavabit's Masier Key, it will have

unlimited access to not only ("Email Account^}, but.

all of the commimicaUons and data stored in cach of Uvabil's 400,000 email

accounts. None of these other uaera' eraaii accounts are at: issue in this

matter. However, production of the Masler Key will compromise the security of

these users. While Lavabit ia willing to cooperate with the Government

regarding the Email Account, Lavabit has aduly to maintain die secunty for

the rest of its customers' accotmts. The Lavabit. Subpoena and Warrant aic

not narrowly tailored to seek only data and communications relating to the

Email Account in question. As a result, the Uvabit Subpoena and Wari-ont arc

unreasonable undef the Fourth Amendment,

a. The Lavabit Subpoena and Warrant EsBontinUy Amounts to a
General Warrant.

bcfo'c thu isfBiKljuiy W03 withdnuvn, but the government cononues lo scc-k inc cnci/tjuua
keys'. LuviOjit is only seeking to qimsh the Court's command ihui Mj". Uvlnson proviric tnc
encryption keys.
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Though the Lavabit Subpoena and Warrant superficially appears to be

nairnwly tailored, in reality, il operates ua a general warrant by givine ihe

Government acccss to evety Lavubil user's oommunications and data.

k is not what the Lavabit Subpoena and Warrant defines as the boundaries for

the Mcarch, but the method of providing access for the search which amounts to

a general warrant.

It is axiomatic tliat the Fourth Amendment prohibits general warmnUs.

Andmsen v. Maryland. 427 U.S. 463, 480 (1976). Indeed "il: is familiar hiatoiy

that indiscriminaie secircheti and seizures conducted under the authority of

'general warrants' were tlie immediate evils that motivated ihc framing and

adoption of the i-'aurth Amendmenl.." /'ai/fon v. Kew York, 445 U.S. 573, 5S3

(1980) (footnote omitted). To avoid general warrants, the Fourth Amendment
requires that "the place to be searched" and "the persons or things to be seiiied
be described witli particularity. United Stales v, Moore, 775 F. Sxipp. 2d 882,

898 (E.D. Va. 2011) (quoting United Slates u. Gntbhs, 547 U.S. 90, 97 (2006)).
The Fourth Amendment's pai'dcularity requirement is meant to preveni||

Lhe seixLirc of one thing under a warrant describing another." Andresen, 127

U.S. at 480. This is precisely the concern with the Lavabit Subpoena and

Warrant and, in this circumstance, the particularity requirement will not

protect Uvabit. By Horning over the Master Key, the Government will have ihc

ability Co search each and every "place," "person (and} thing" on Lavabit s

network.
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The LavabiL Subpoena and Warrant allows the Government to do u

'̂general, exploratory rummaging" through any Uvabit user account. See. id.

(quoting ConMgc v. Neio Hampshire, 103 U.S. 443, -167 (1971)) (describing the

issue with general warrants "isnot LhaL ofintrusion pwr se, but ofa general,

exploratory rumma^ng in a person's belongings'). Tliough the Lavabit

Subpoena and Warrant is fuciaily iimited to the Email Address, the

Government would be able to seize curanmnications, data and information from

any account once it is given the Master Key.

There is nothing other than the "discretion of the officer executing tlie

warrant" lo prevent an invasion of otlwr Lavabit user's accounts £ind private

emails. See id at 492 (quoting Stanford v. Texas, 379 U.S. 476, 485 (1965))

(explaining that the purpose of the particularity requirement of the Fourth

Amendment is to ensure, with regartis to what is taken that, "nuQiing is left to

ihe discretion of the officer executing the warrant,") (internal citation omitted).

Lavabit has no assurance that any search.es conducted utilising tlie Master Key

wilt be limited solely to the Email Account, See Groh v. Ramirez. 540 U.S. 551,

551-62 (2004) (citing Camara v. Municipal Court ofCity and Countij ofSan

i-yancisco, 387 U.S. 523, 532 (1967)) (noting that a particular wairant is to

provide individuals with assurance"of tlie lawful authorityof the executing

officcr, his need to search, and Lite ofhis pov/er Lo suarch) (emphusis

added). Lavabit has a duty to its cusioiners Co protect their accounts from the

possibility of unlawful intrusions by third parties, including government

entities.
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As the I^vabi!. Subpoena und Warrant arc currcnCy framed thoj' aro

invalid as they opuvate as a general warrant, allowing the Governmenl to

scarch individual users not subjcclion to this suit, wichout limit.

Ij. The Lavabit Subpoena and Warrant Seehs Information that Is
Not Material to the InveBtlgation.

Because of tht: breadth of Warrant and Subpoena, the Government will be

given access to data and comnairiicationii thai arc wholly unrelated to the suiu

The Government, by commanding Lavabit's encryption keys, is acquiring

access to 400.000 user's private accounts iji order to gain information about

one individual. 18 U.S.C; § 27D3(d) states that a court order may be issued for

inronnaUon "relevant: nnd material lo an ongoing criminal investigation."

However, rhe Government will be given unlimited access, through the Master

Key, to several hundred thousand user's information, all of who are not

"material" to the investigation. M.

Additionally, tlie Government has no probable causc to gain access to tl^c

other users accounts. "The Fourth Aj-nendmcnt...requires that a warrant be no

broader than the probable cause on which it is bused." Moore, 775 F. Supp. 2d

at 897 (quoting United States v. llurwilz, 459 F.3d '163, 473 (4Ui Cir. 2006)).

Probable cause here is based on the activities of tlie individual linked to the

Email Address. Otlier Lavabit uacra would be severely impacted by the

Gnviirnment's accc.ss lo fhe Mnatf.r K«:y and havct not t>een accused of

wront^doing or criminal activity in relation to this suit. Their privacy inUsreals

should riot suffer becausc of die alleged misdeeds of another lavabit user.
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c. Compliance with Luvitl)Lt Subpoena and Worrant Would Cause
an Undue Burden.

As a non-ptirLy and unwilling participnni; lo this suit, Lavobit; has already

incurred legal fees and other costs in order lo comply wiUi Lhe Court's orders.

Further compliance, by l\irning over the Master Key and {'ranting the

Government access lo its uulirc network, would be unduly burdensome. See

18 U.S.C. § 270v3(d) (stating that "the service provider may [move to) qtmsh ov

modify fan] order, if the information or records requested eu-e unusually

voluminous in nature or compliance with .such order oUierwise would cause an

undue burden on such provider.") (emphasis added).

The reccnt ease of/n re AppHcation oflhe U.S. farcin Order Pursuant to 18

U.S.C. 2703(d) \^Tuj\ner') addresses similar issues. B3U F, yupp. 2d 114 (E.D.

Va, 2011). In Lhat ease, Lhe Petitioners failed to allege "a joorsnnal injury

cognisable by lhe Fourth Amendment," Id. at 138. However, Lav?ihiL's

circumstances arc di-slinguishable. The Qovernmenl, in pursuit ofinformation

date and communicaUons related to the Email Address, has causcd and wiU

continue to cause injur>' to I.avabit. Not only has Lavabit expended a great

dcai of time and money in attempting to cooperate with the Government thus

fur, but. Lavabit will pay the ulUmate price—the loss ofils customers' trust and

buvsiness—should lhe Court require tliut the Master Key be turned over.

Lavubil's business, which is IbLinded on the prestirvution of elcetxouic privacy,

could btj destroyud if Ll is required to produui; its Master ICcy,

Case 1:13-ec-00297-TCB   Document 27-12   Filed 06/13/16   Page 8 of 66 PageID# 1064



Case l-13-ec-00297-TCB *SEALED' Document11-15 Filed 09/20/13 Page 8 of 11 PagelD#
124

Lavabit ia also a fundamentally different entity than Twitter, the business

at issue in TivUler. Tlic 'hvilter Terms of Service specifically allowed user

information to be disseminated. Id. al 139. Indeed, the very purpose of Twitter

is for users to publicnlly post their musings and beliefs on the Internet. In

contrast, Uvabit is dedicated to keeping its user's information private and

secure. Additionally, the order in 'IWitter did not seek "content information"

from Twitter users, as is being sought here. Id. The Government's reque.st for

Laval^it's Master Key gives it accean to data and communications from 100,000

email securc accounts, which is much more sensitive information that at issue

in the Twitter.

The Government is attempting, in complete disregard of Che Fourth

Amendment, to penetrate a system that was founded for the sole purpose of

•privacy. See Kaiz v. United States. 389 U.S. 347, 360 (19G7) (stating that 'the

touchstone of Fourth Amendment analysis is whether a person has a

constit"ationaliy protected reasonable! expectation of privacy") (internal citations

omitted). For Uvabil, to gi-ant the Government unlimited access to every one of

its user's accounts would l)e to disavow its duty to its users and the principals

upon which itwas founded. Lavabit's service will be rendered devoid of

economic value if tlie Government is granted acccss to its secure netu'ork. The

Quvcrnment do«8 not have any proper basis to request that Lavabit blindly

produce its Master Key and subject all ofits users to invasion of privacy.

Moreover, the Master Key itself is an encryption developed and owned by

LavpbiL As such it is valuable proprietary information and Lavabit has a
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reasonable cxpcctalion in protecting it. Bccause Lavabil has a reasonable

expfctation of privacy for its Master Key. the LavabitSubpoena and Warrant

violate the Fourth Amendment. Sec 'l\vitter, 830 F. Supp. 2c1 at HI (citing

United Slates t', Calandra,'\l-\ U.S. 338. 346 (1974)) (noting "The grand jury

is,..without power to invade a IcgiUmate privacy intereat protected by the

Fourth Amendment" and that "a grand juiy's subpoena...will be disallosvcd if it

is far too sweeping in its terms to be...reasonable under the Fourth

Amendmem.").

CONCLUSION

For the foregoing reasons. Lavobit and Mr. Levinson respectfully move

this Court to quash the search and seizure warrant and grand jury subpoena,

l^urther, Lavabit and IVIr. Levinson request that liiis Court direct that Lavabit

docs not have to produce its Master Key. Alternatively, Lavabit and Mr.

Levinson request that they begiven ai\ opportunity to revoke the current

enciyption key and reissue a new encryption key at the Governments expense.

Lastly, Lavabit and Mr. Levinson recjuost tliac, if they is required to produce the

Master Key. that they be reimbursed for its costs which were directly incurred

in producing the Master Key, pursuant to 18 U.S.C. § 2706.

^ ^ LAVABIT LLC
, By Counsel

Jesse Binn^11, VSB#i'79292
Bronicy &Bi(ina,ll '̂PLLC
1,0387 Main 'Stixct, Suite 201
p'airfa.X; Virjiinia 22030
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(703) 229-0335 Telephone
(703) 537-0780- Facsimile
jbinnall@bbln\vonlinc:.com
Counselfor Lavnbit LLC
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nui'tificHLc t)f Servicc

• I ccrtify thuton Lhis^-7 dttvof July. 2013. this Motion to Quash
Subpoena and Sctirch Warrant and Memorandum of Uxw in Support was hand
delivered to the person at the addresses listed below;

United States Attorney's Officc
Eastern District of Virginia
2100 Jamicson Avenvic

Alexandria, VA223H_

R. 6mnajy
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EXHIBIT 16
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN IMSTRICT OF VIRGINIA

A'.exiindria Division

IN THE MATl'ER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OP A PEN RivGlSTER/TRAP
AKD TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

THE MATTER OF THE SEARCH
AND SICIZURE OF INFORMATION
ASSOCIATED WITl-I

3T0RP:D AND CONTROLLED AT
PREMISES CONTROLLED BY

LAVA BIT LLC

In rc Grand Jury

FILED UNDER SEAL

No. l;13EC297

No. l:]x3SW522

No. 13-1

:"5 :'!]!• /!!!

MOTION FOR UNSEALING OF SEALED COURT RECORDS AND REMOVAL
OF NON-DISCLOSURE ORDER AND MEMORANDUM OF LAW IN SUPPORT

OP MOTION

I.-dvabir, LLC ("Lavabifj and Mr, Ladur Lcvinson ("Mr. Lcvinson")

(collectively "Movants") move this Coxirt to unseal the court rccords concerning

the United States government's attempt to obtain certain cnciypiion keys and

lift the non-disclosure order issued to Mr. Levinson. Spccificnliy. Movrmis

reaxittst the unsealing of ull orders and documents filtrd in this matter before

che Court's issuance of the July 16, 2013 Sculinf; Order ("Scaling Order"); (2)

all orders and documents filed ijri Uiis matter after Uic issuance of the Sealing

Order; (3) all grandjury subpoenna and search and aeiKUre warrants issued

before or after issuance of Che Scaling Order; and (4) al! documents filed in
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conncclion with such orders or requests for such orders (collccUvely, the

"sealed documents"). The Sealing Order is attached as Exhibit A. Movants

request thai all of lint sealed documents be unsealed and jnudc public as

quickly as possible, with only those redactions necessary to secure informacion

that the Court deems, after review, lo be properly withheld.

BACKGROUND

Uvabit was formed in 2001 as a securc and enciyiJted email servicc

provider. To ensure security, Liivabil employs multiple encryption schcmes

using complex acccss keys. Today, it provides email servicc to roughly 'tOO.OOO

users worldwide. Lavabit's corporalc phiiosophy is user anonymity and

privacy. Lnvabit employs sccure socket layers ("SSL") to ensure the privacy ot

Lavaljit's subscribers through enci"yplion. T,avabir. possesses a master

encryption key to facilitate the private communications of its users.

On July 16, 2013, this Court entered an Order pursuant to 18 U.S.C.

2705(b}, directing Movants to disclose all information nccesaary to decrypt

communications sent to or from and dnln stored or otherwise associated with

the Lavabil c-mail account incKiding SSL keys (the

"Lavabit Order"). The Lavabit Order is attached as Exhibit D. The Lavabit

Order precludes the Movants from noCifymg any person of the search and

seizure warrant, or the Court's Order in issuance thereof, except that Lavabit

waa permitted lo disclose the search warrant to an attorney for legal advice.
ARQUMBNT
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•In criminal trials there is a common law preaurnYAion ofaccess to judicitil

records, like the seaJed documents in the present case. Despite the

govemmeni's legitimate interests, itcannot meet its burden and oyercome this

presumption hccause it has not explored reasonable alternatives.

l^rthermore, the government's notice preclusion order constitutes a contcnt-

based restriction on free speech by prohibiting public discussion ofan ijntire

topic based on ila subject matier.

I. THE FIRST AMENDMENT AND NON-DISCLOSURE ORDERS

The Stored Communications Act ("SCA") authorities notice preclusion to

any person of a§2705(b) order's existcncc, but only if the Court has reason to

believe that notificatinn will result in (1) endangering the life or physical safety

of an indixndual; (2) nighc from prosecution; (3) destruction or tampering with

evidence; (4-) intimidating of poteniial witnesses; or (5) otherwise serioxisly

ieopardizing an investigation or unduly delaying a trial. §J705(b)(])-(5).

Despite this statutory authority, the §2705(b) gag order infringes upcn

freedom of speech under the First Amendment, and should be subjected to

constitutional case law.

The most searching form of review, "strict scrutiny", is implicated when

there is a contcnt-based restriction on free speech. R.A. V. v. City of St. Paul,

Mmn., 505 U.S. 377, 403 (1992). Such a restriction must be nccessoiy to serve

a compiilHnc state intercsi and narrowly drawn to Hchicvc lliat end. Id. The

Lavabit Order's non-diseJosure provision is a contcnt-biiHcd reatriction ih»it la

not narrowly tailored to achieve a compelling state interest.
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a. The Lavabit Order Regulates Mr. Levinson's Free Speech

The notice preclusion order ui issue here limits Mr. Levmson's spccch in

that he is not allowed to disclnsc Ihc existence of the § 2705(b) order, or the

.imdcrlying investigation to any other person including any other Luvabit

subaci-ibcr. This naked proliibition ugainst disclosure can fairly be

characterized as a regulation of pure speech. Bartnicki v. Vopper, 532 U.S.

514, 526 (2001). Aregulation that limits the time, placc, or manner of speceh

is permissible if it serves u siRnificant governmental interest and provides

ample uiternuUve channels for communication. Soe Cox v. /Vew Hnmps/ifre.

312 U.S. 569, 578 (194 L) (explaining that requiring a permit for pai-ades was

aimed at ijolicing the streets rather than restraining peaceftil picketing).

Ilov/ever, a valid time, plac^; and manner restriction cannot be based on the

content or subject mutter of the speecii. Consol Edison Co. ofNew York v. Piib.

Ssrv. Comm'nofNew York, 'M7 U.S. 530, 535 (1980).

The gag order in the present ease is contcnt-bnscd because it precludes

speech on an entire topic, namely the search and seizure warrant and the

underlying criminal investigation. See id, at 537 ("The First Amendments

hostility to content-based regulation extends...to prohibition ofpublic

discussion of an entire topic"). While the nondiaclofiurc provision may be

viewpoint ncutrul on its facc, It neverthelesa functions aa u content-based

restriction bccause it closcs ofl" aji "enUre topic" from public di-scourse.

ft is true that the government has a compelling interest in maintaining

the jntegrity of its criminat investigation , However, Mr.
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Lcvinson has bK«n unjustly resu-ained from contacting Lavabit subscribers who

could be subjcctcd to government surveillance if Mr. Lcvinson were forccd Co

comply the Lavabi; Order. Lavabil's value is embodied.in its complex

encryption kfivs, wliich provide its subscribers with privacy and securitj-. Mr.

Lcvinson has boon unwilling to Lurn over Uiese valuable keys bccausc Ihey

grant acccss to his entire network. In order to protect Lavabit, v/hich cateis to

tho^isands ofinturrxiUional clients, Mr. Ixsvinson needs some ability tovoice his

concerns, garner support for his cause, and take precauljonary steps co ensure

that Lavabit remains a truly secure network.

b. The Lavubit; Order Constitutes A Prior Restraint On Speech

Besides restricting content, the § 2705(b| non-disclosure order forces a

prior restraint on spccch. II is well settled that an ordinance, which makes the

enjoyment of Con.stitutionai guarantees contingent upon the uncontrolled will

ofan official, is u prior restraint ofthose freedoms. Shuttlesworth v.

Birmingham, 394 U.S. 147. 150-151 (1969); Stauh v. atyofBaxleij, 355 U.S.

313, 322 (1958). By definition, a prior restraint is an immediate and

irreversible sanction bccause it "freezes" speech. Nebraska Prass Ass'n v.

Stuart, 427 U.S. 539. 559 (1976). In the present case, the Lavabit Order,

enjoins Mr. Lcvinson fram discussing these proceedings with any other person.

The effect is an immediate; freeM on speech,

The Supreme Court of the United States has interpreted th« First

Amendment as providing greater protection from prior restraints. Alexander v.

United Stales, 509 U.vS. 544 (1993). Prior restraints carry a heavy burden for
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juslificatlon, witli a presumption ayainsi constituiional validity. Capital Cities

Media, Inc. u. Toole, 463 U:.S. 1303, 1305 (1983); Carroll u. Princcss Anne, 393

U.S. 175, 181 (1958}; Bantam Books, fnc. v. Siillionn, 372 U.S. 58, 70 (1963).

Here, the government and the Court believe that nolification of the Hcurch

warrant's Rxistencc will seriously jeopardize Uie investigation, by {4iving targeis

an opportunity to flee or continue flight from prosecution, will destroy or

tamper with cvidcncc, changc patterns of behavior, or notify confederates. See

Lavabit Order. However, the government's interest in the integrity of its

investigation does not automatically supersede First Amendment rights. See

Landmark CammunicalioJis, Inc. v. Virginia, 435 U.S. 829, 841 (1978) (holding

the confidentiality of judicial review insufficient to justify encroachment on the

freedom of speech).

In the present case, the government has a legitimate interest in tracking

the account However, ifLavabit v/erc forced to

surren<ier its master encrypUon key, ihe government would have access not

only 10 this account, but bIso every I^.vabit account. Without the ability to

discloKc guvcrnmenl access to users' oncrj'ptod dutci, public debate about the

scope and justification for tliis secn^i investigatory tool will be stilled.

Moreover, innocent Lavabit subscribers will not laiow that Lavabit's security

dcvictts have been compromised. Therefore the § ?.ynS(b) nan-disc!os\ire order

should bo lifted to provide Mr, Levinson tlie ability to ensure the value and

integrity of Lavtibit for his other subscribers.
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ir. THE LAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE
SEALED DOCUMENTS

Despite any statutor>' authority, Uic Lavabit Order and all related

documents were Tiled under seal. The sealing of judiciiU records imposes a

limit.on the public's right of access, which derivoa from two sourcca, the First

Amendmenc and the common law. Va. Dep't ofState Police v. Wash. Post, 385

F.Sd 567, 575 ('Ith Cir. 2004); Sao Richmond Newspapers, Inc. v. Virginia, 448

U.S. 555, 580 (press and public huvc a First Amendment rightof attend a

ci-imina! crial); Press-Enterprise Co. v. Superior Com% 178 U.S. 1, 2 (iy«0) (right

of acccss to prcliminaiy hearing and transcript).

a. The Common Law Right OfAccess Attaches To The LavabitOrder

For a right of access to a document to exist under cither the First

Amendment or the common law, die document must be a judicial recoid.

Baltimore Sim Co. v. Coelz, 885 F.Sd 60, 63-64 (4th Cir. 1989). AJUiough the

Fourt^i Circuit Court ofAppeals has never formtilly defined "judiciai rccord , it

held that § 2703(d) orders and subsequent ordei-s issued by the court are

judicial records bccausc Oicy are Juflicinlly created, /n re U.S. for an Order

Pursuant to 28 U.S.C. Section 2703(d), 707 F.3d 283, 290 (4th Cir. 2013)

["Twittei"). The §2705(b) order in the present case was issued pursuant to §

2703(d) and can properly be defined asa judicial rccord. Altliough the Fourth

Circuit has held then; is no First Amendment right to accesss § 2703(d) orders,

it held that ihc common law presumption of access ultachca to such

documents, 'fxvitler, 707 F.3d at 291.
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The underlying inveatijcalion in Twitter, involved a § 2703(d) order, whiich

direclcd Twitter to provide personal information, account information, records,

financial data. dirccC messages to and from email addresses, and hitcrnot

.Protocol addresses for eight ofits subscribers. In re: § 2703(d) Ordev, 787 F.

Supp. 2d 430, 435 [E.D. Va, 2011). Citing the Lmportancc of investigatory

scicrcf:y and intugrity, the court in Uiat case denied the petitioners MoUon to

Unseal, finding no First Amendment or common law right lo access. Id. ut 443,

Unlike Twitter, whose users publish comments on a public fomm.

subscrib^i-s uee Lovabit for its enciypted features, which ensure security and

privacy. In T^yiYfer there was no tlircat that any user would be subject to

surveillance other than the eight users of interest to the government. However,

a primary concern in this ease is that the Lavabit Order provides the
f^ovemmLMit wirh acccss to everj' Lavabit account.

Although the secrecy of SCA invesdgations is a compelling government

interest, the hundreds of thousands of Lavabit subscribers that would be

compromised by the Lavabit Order arc noi the subjects of any justified

government investigation, Therefore access to these private accounts should

not be treated as a simple corollaiy to an order requesting information on one

criminoi subject. The public ahculd have access to these orders becauac their

effeci. constitutes ii seriously concerning expansion of yrand jury subpoena

power.

To overcome the common lav/ presumption ofaecess, a court must find

that there is a "significant countervailing interest" in suppon ofsealing that
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ouRveighs the public's ini:eresi in openness, Twitler, 707 F.3d at 293. Under

thu common law, tlic decision to seal or grant ncccas to warrant papers ia

within Lhe discrudon of the judicial ofRcer who issued the warrcinl, Media

General Opc^rcilicnSj Inc. v, Buchcinati, 417 F.Sd 42*1, 429 {4 tli Cir. 2005). If a

judicial ofTiccr determines that full public access is not appropriate, she must

consider alternorivcs to sealing, which may include granting some public

acccss or releasing a rcdactod version oftlie documents. Fd.

In 7\viUer the court: f;xp!alned that because the magistrate judge

individually oonaidered the documents, and redacted and unsealed ccrtain

documents, he satisfied the procedural requiremenis for sealing. Twitter, 707

F.3d at 294. However, in the present case, there is no evidence thai

alternatives were considered, that documents were redaeicd, or that any

documents were unsealed. Once Uie presumption or access attaches, a court

cannot seal documents or rccords indefinitely unless the government

dcmonstruLcs that sotnc significant intercHt heavily outweighs the public

interest in openness. Wash. Post, 386 P.3d at 575. Despite the government s

conccrns, tlievc arc reasonable alternatives to an absolute seal that must be

explored inorder to ensure tiie integrity of tliis investigation.

b. There Is No Statutory Authority To Seal The § 2705(d)
Documents

There are no provisions in the SCA Uiat mention the sealing of orders or

other documents. In contrast, the Pen/Trap Statute authorizes electronic

surveillance Eind dl-ecta tluit pen/trap orders be scaled "until otherwise

Case 1:13-ec-00297-TCB   Document 27-12   Filed 06/13/16   Page 22 of 66 PageID# 1078



Case l'13-ec-00297-TCB 'SEALED* Documenl 11-16 Filed 09/20/13 Page 11 of13 PagelD#
138

ordered by Uie court", 18 U.S.C, §§3121-27. Similarly, the Wiretap Act,

• another sun'ciilance statute, expressly directs thut applications and orders

granted under its provisions be sealed, 18 U.S.G. S 25ia{8)(b). The SCA's

faiUire to provide for scaling is not a congressional oversight. Rather. Congress

has specifically provided for sealing provisions when it desired. Where

Conj',ress includes particular language in one section ofa statute but omits it

in another, it is generally assumed that Congress acts inleniionally. Keene

Corp. V. United ScatQS, 508 U.S. 200. 208 (1993). Therefore, there is no

siatutoo' basis for sealing an application or order under the SCA that would

overcome the common law right to access,

c. Privacy Conccrn.s Demand ACommon Law Public Right Of Access
To The Sealed Documents

The leaking ofclHHSjificd govcrnuient praclicus by EkJward Snowden and

the ensuing mass surveillance scandal have sparked an intense national and

international debate about government sumillance, privacy rights and other

traditional freedoms. It is concerning that suppressing Mr. Levinson's speech

luid pushing its aubpoeno power to Uic limits, tlu; government's actions may be

viewed as accomplishing another unfounded secrct infringement on personal

privacy, Ainajor concern is that this could cause people worldwide to abandon

American seiviee providers in favor of foreign businesses bcctiusc the United

States cannot be trusted to regard privacy,' It is in the best interests of the

Movnnt's and the governnicnt that the documcjita in tliis matter not be

' SCO Dun Roberts, I/SA Snooping: Obama Uiidar Pressure as Svnaior Dcnounciss 'Act of
TVcf/aon', The Guarilinn, Jiinu 10, a013. Iilti}:/;w\w.guftrdinn.eo,ulc/world/20l3/jun
/iO/ol»mn-proof3iui:d-exjilnin-n8ii-survi;il!ancc.
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shrouded in secrecy and used to further unjustified aurvcilinncc activities and

to suppress public debate.

CONCLUSION

For the foregoing rcQSons, Lavabit respectfully moves this Court to

unseal the court rccords coiicmiiing the United Stales government's attempt to

obtain certain encr>'ption keys and lift the non-disclosure order issued on Mr.

Lcvinson. Alternatively, Lavabit requests that all of the secicd documents be

redacted to secure only the information that the Court deems, after review, to

be properly withheld.

Jessfe/R. Binniilli VSB« 79292
Bryrtiey &Dinnail/rLLC
10^7 .Main Street, Suite 201
Fsarfax, Virginia 22030
(703) 229-0335 Telephone
(703) 537-0780- Fcicsiinile
jbinnal!@bb!a^s'onJ^nc,eom

fvr Lavabit LLC

LAVABIT LLC

By Counsel
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Certificate of Sei"gicc

Icertify thai on this _^day of July. 2013, this Motion For Unsealing Of
Scaled Court Records And Removal Of Non-Disclosure Order And
Memorandum OfI-aw In Support was hand delivered- to the person al Lhc
addresses listed ijelow:

United Stoics AliorMey'H uuice
Eastern DisU-iel of Virginia
2100 Jamicson Avenue
AlcxHUuria, VA 2233'!

BMnall
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EXHIBIT 17
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IN 'n-U- UNITED STATES DISTRICT COUHT

EASTERN DISTRICT OF VIRGINIA

ALRXANDRIA DIVISION ••

INTIiHMATTEROFTHE

.\PPL!CATiON OF THE L^'ITED
STATES AUTl-lORIZING THE USE OF
A PEN REGiSTER/fRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THF. MATFER Ol- THE SEARCH
AND SEIZURE OF INFORMATION
associated with

•n-L\TIS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
I.AVABITLI.C

IN llli GRyVND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

UNDERSEAL

nrSPONSR OK THF. UNITED STATES IN OPPOSITION
TO LAV.\niT'S MOTION TO OU.A.SH SlIBPOniNA AND

MOTION TO FPU UNSE.\I -lNa OF SEALED COUTM'RIXOUDS

INTRODUCTION

This Court has ciroered Lnvp.bii, LLC lo provide the govcmmciu with the

lechniciil iissisiiince necussary to impleineni am! use apen register and trap and tntte

device ("pen-lrap devicc"). Aful! month niicr that order, and nftur an order lo conipcl

compliance, agraiid jury subpoena, and ci search wamtnt tor thai technical assistance.

LuN-abii htui still not eamplicd, Repealed ctTorts to seek ih«t icchnicci assistaneo from

Lnvablt's owner have failed. While the tjovenirnem conlinues lo work toward a mutually

acccpu\ble solution, at present there does not appear to be away to implement this
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Court's order, as well as lo comply with ihesubpoena and scarch warram, wiihout

requiring Lav«bii lo disclose an encrj'ption key lo ihe governmcnl. This Court's orders,

scarch warrant, and liic yrand jury subpoena all compel that result, iinci ihey are all

lawl'ul, Accordiniily, Lnvabit's motion lo quash ihu search warrant and subpoena should

be denied.

l.avabil and its owier have olso moved to unseal all records in tiiis muuer and lifl

ihc order issued by the Coun preveniing ih«m IVom disclosing a scarch warram issued in

this case, Bccausc public discussion of these records would alen the inrgei and

jeopardize an active criminal investigation, the govcrnmeni's cotnpening interest in

mainUtininij the secrccy and iniegrity of that investigalioii outweighs any public righl of

access lo, or interest in publicly discu-ssing. those records, and this motion should also be

denied.

TECHNICAL BACKGROUND

Pen riigisim- and iivp and tracs devices

To invcsiigaie Internet communications. Congress has pemiitled law entorccmcm

wemploy two survcillancc tcchniqucs-thc pen register and the trap and tr?.ce device-

thai pcnnit law cntbrccnieni to learn information about an individual's communications.

See IS U.S.C. §§ 3121-27 i -'Pen-Trap Act"). These teciiniques, collectively known as a

-pcn-tTap" pcmiii lawcnforcemcni to leani facts about e-mails and other
communications as they arc sent—but not 10 obmin their content. Sec. e.g.. UniiedSiaics

V. Forrester. 512 l-.jd 500,509-13 (9lh Cir. 2008) (upholding govemmem's use ofapcn-

tiap ih:n -enabled the government to leani Itie to/froni addresses of Alba's c-mail

Case 1:13-ec-00297-TCB   Document 27-12   Filed 06/13/16   Page 28 of 66 PageID# 1084



Case l'13-ec-00297-TCB *SEALED* Document 11-17 Filed 09/20/13 Page4 of 28 PagelD#
144

messiiiics, the IP addresses of Uic websites ihai Alba visited and the lolal volume of

inlbn-nation sent to or from his account").

The Pen-Trap Act "unambiijuously iiiithorizcfs] the use of pen registers and trap

imd tnicf devices on e-mai! accoiinis" In MntinrofApplicotim of US For an OrJcr

Auihnrizin^ iht' Imtollaiion Uxa ofa Pen Register &a Trap &Tnica Device on E-Muil

-•Iccowj/. 4!6F. Supp. 2d 13, \A (D.D.C. 2006) (I'logan. J.)n/ogn» Order"). Ii

authorizes both the instalhuion of a "device." meaning, a separate eomputcr aiiached to

ihe provider's network, and also a"process," meaning, asollware program run on ihc

provider, id. at 16; 18 U.S.C. §3127.

Si'ciire Sockci Layer (SSL) or Transport Laysr Security (TLS) Encryption

Knccypting eommunicntioiis sent across the Internet is a way lo ensure lliat only

the sender and receiver of aeommimieation enn read it. Among tlie most common

methods of encrj'pting Web and c-mail traffic is Secure Socket Layer (SSL), which is

also called Transport Layer Security (TLS) encryption, "'nie Secure Sockci Layer

('SSL') is one method for providing sonje security for Intemei communications, SSL

provides security by establishing asecure channel for cominiinieatioiis between aweb

browser and the web server; thai is, SSL ensiires that the messages passed between the

client web browser and the web server are cncr)'pted." Disney Enterprise.'i. Inc. v. Rea.

No. l:l2-CV-687. 2013 WL 16196S6 *9 (E.D. Vo. Apr. 11, 2013); ,vce fWi'u .tofr/er v

RSA Sec.. Inc.. 2003 WL 22749855 "2-3 (D. Del. 2003) (describing SSL's tcchnica]

operation).

A.s \\-iih mosi Ibnns of encryption, SSL relies on (he use of large numlwrs known

;ls "keys." Keys arc parameters used io cticrypt ordecrypt data. Spccitlcally, SSL
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encryption cmpiovs public-kcy cryptogmpliy, in whicli both ihc sender and rccyivcr cacli

haveiwo mailicmatically linked keys: a "public" key unii a "private" key. "Public"keys

arc published, but "private" keysarc not. Sending an cncr)'ptcd message lo someone

requires knovvinii his orher public key; decrypting that message requires Icnowing his or

her private key.

When Internet traffic is cncrypicd with SSL, ctipturing non-coniem information

on e-mail communicniion from a pcn-tmp device ispossible only after the iraiTic is

decrypted. Because Intcmci cominunieaiions closely intermingle conteni with ron-

content. pen-trap devices by necessity scan network traffic but cxcludc front any report to

law enforcement officers all information relating to the subjcei line and body ofthe

communication. St-e IS U.S.C. 1; 3127; Hoga^, Order. 416 F, Supp. 2d at 17-18. Apen-

irap device, by dctmition, cannot expose to law enforcement officers the conteni of any

communication. See id.

FACTS

The information at issue buforc the court is relevant lo an ongoing cnminai

investigation ot or violations of numerous federal statutesl
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A. Section 2703((1) Order

The criminai invesiigaiion has revealed that

to <in account,

electronic comn-mnic.uions service provider.

has utilized and continues

Iobtained ilirough Lcvabit, iin

On June 10. 2013, iht:

United States obtained anorder pursuant to 18 U.S.C. §270j(d) directing Lavabit to

provide, within ten days, addiitona! records and information about

account, l.avabit's ov.iier and operator, Mr. Ladar Lcvison. provided vcr>' liulc of the

intbrmation sought by t!ie June 10, 2013 order.

B. Pen-Tnip Order

On June 28,2013. the Honorable TheressaC. Buclianan entered an Order pursuant

to 1 U.S.C. §3123 :iuthori7.int! the installation and use of pen-trap devicc on ail

electronic communications being sent from or sent to Ihe electronic mail account

Order"). The Pen-Trap Orderauthorised the

government to capture all (i) ''non-conicnt" dialing, routing, addressing, and signaling

information sent la or from and (ii) to record the date and

lime ofthe initiation and receipt ofsuch transmissions, to record the duration ofthe

transmissions, and to record user loe-i" data on for

period ol'sixty days. Judge Buchanan fxinher ordered Lavabit to furnish agents of the

l-cderui Bureau of Invesiigaiion ("FBI"), "forihwiih. nil Information, faciliiies, and

technical assisiancc nccessary to accomplish ihe installation and use ofihv pen-irap
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device." Pen-Trap Order at 2. Tho govemmcnt was alsoordered to "takereasonable

steps to ensure ihat the monitoring equipment isnot used lo capture any" content-related

inioriTiaiion. Id Pursuant to 18 U.S.C. § 3123(d). Judge Buchanan ordered that the Pen-

Trap Order and accompanying application be scaled. Jd

Lateron June 2S, 2013. two i'BI Special Agents sers'cd a copy of the Pcn-Tnip

Orderon Mr. Levison. Mr. l.evison infonned the FBI Spccial Agents that emailswere

cncr '̂ptcd ns they were transmitted lo and from the Lavabit server as well as when lltey

were siored on ihe Lavabit ser\'er, In addition, decryption keys would be necessary to

access miy c-niails. Mr. Levison did not provide the keys to tlie Ayeiits in tliat nieetiiiy.

In an email to Mr. Levison on July 6.2013, a FBI Special Agent re-affirmcd the nature of

the informaiion requested in the pen-trap order, hi a response on the same day, Levison

claimed "we don'i record this duta".

C. Contpliunec Order

Mr. Levison did not comply with the Pen-Trap Order. Accordingly, in the

evening of June 2S, 2013. the govcnimeni obtained an Order Compelling Compliance

Forthwith from U.S. Magisintle Judge Theresa C. Buchanan ("Compliance Order') Ihe

Compliance Order directed Lavabit to comply witli the Pen-Trap Order and to "provide

the Federal Bureau ofInvestigation with unencrypicd daw pursiiani lo the Order."

Luvahii was further ordered to provide "any infonnation, facilities, or technical assistance

arc under ihe control of Lavabit [thai] are needed to pmvide the FBI with the unencrypted

data." Compliance Order at 2. The Compliance Order indicated that failing lo comply

would subjcei Lavabit to any penally in ihe power ofthe ctjun. "including the possibilii>-

of criminal contempt of Courl." Id.
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D. Order (o Sliow Ciuise

Mr. Levison did noi comply with tlw Compliiincc Order, On July 9, 20!3. this

Coun ordered Mr. Levison to appearon J\ily 16,2013, to showcousc why Lavabii has

failed 50 comply wiih ihii Pe:vTmp Order and Compliance Order.

Hie following day, on July 10,2013, llie United States Attorney's Ofilcc arranged

a conference call involving ihc United States Auomey's OfTice, the FBI, Mr. Levison and

Mr, Levison's atiorney at the time. M:ircia Hofmann. During iliis call, the panics

discussed implemcniing llie pen-lrap device in light ofllie encryption in pliicc on the

laryct c-niail account 'I'he FBI explained, and Mr. Levison appeared to agra-. ihnt to

install the pen-lrap device and to obmin the unencrypted data sirejim necessary for the

device's operation the FBI would require (i) access to Lavabit's server and (ii) encryption

v.. GrandJury Subpocn-T

On jiiiy 11, 2013. ihe United Sinies Attorney's OlTice issued agrand jur>'

.subpoena for Mr. Levison to testify in Cront of the grand jury on July 16. 2013. The

subpoenii instructed Mr. Levison to bring lo the grand jurj' his encryption keys and any

other informaiion necessar)- to accomplish ihe installation and use ofihe pen-irap device

pursuant to ihe Pcn-Tr«p Order.' Hie FBI aliempted to serve the subpoena on Mr.

Levison at his residence. .After knocking on his door, the FBI Special .Agents witnessed

Mr. Levison exit his aparimenl from a hack dnor. get in his car, and drive away. Later in

Hut evening, the FBI successftilly served Mr. Levison with the subpoena.

' TJic grof.d jury sul'jioctui wiu subscqucnil) scakd on July 16. 2C13.
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On July 13,2013, Mr. Levison sent an e-mail to Assisiani United Siaies Attorney

in part;

In liglii of tlif confcrcncc cnll on July lOlli and ancrsubsequcnlly reviewing the
requirements of the June 28tli order1now believeit would be possible lo captiire
the recjuired dam ourselves and provide it to the FBI. Specifically the inlbrmaiion
wv'd collect is iho loginand subsequent logout date and linie, the IP address used
to connect to die siibjcct email account and the following tion-contem lieaders (if
prcsenO froin any fuuirc emails sent orreceived using liic subject account. The
headers 1ciirrenity plan to collect are: To. Cc, From, Date. Reply-To. Sender,
Received. Rcturn-Patli, Apparemly-To and Alternate-Rccipicnt. Note tlial
additional header fields could be captured if provided in advance of my
implcmeniation effort.

S2,000 in coin|xnsation v.'ould be required to cover (he cost of the development
lime and etiuipmeni necessary to implement my solution. The data would then be
eollccied manually and provided at the conclusion ofthe 60 day period required
by ihe Order. 1may be able to provide the collected data interminently during Uic
collection period but only us my schedule ullows. It the FBI would like lo receive
tlie collected infomiation more frequently I would require an additional SI .500 in
compensuiion. The additionul money would be needed to cover the costs
associated with auiomating the log collection from different servers and uploading
it10 an an FBI ser\'er via "scp" on adaily biisis. "fhe money would also cover ihe
cost ofadding the process to our automated monitoring system so that Iwould
notilledautomaiically if any problems appeared.

Tlie e-mail ntjain confirmed (hot Lavabit is eupuble of providing the means for the FBI lo

install the pen-trap device and obtain the requested information in an unencrypted forar

^\US,A|||̂ J|replied to Mr. Levison's e-mail thai same day, explaining that the
proposal was inadequate because, among uther things, it did not provide for real-time

transmission of results, and it was not clear ihat Mr, Levison's request for money

coiistilutcd ihc "rcusonable expenses" authorized by ihe sititulc.

F. Search Warrant & 2705(b) Non-Dlsclosurc Order

On July 16, 2013, thisCoun issued a search warrant (o Luvabii ror(i)"[a]il

infonnaiion neccssary lo ducrypi coiiimiinicaiioiis sent lo or from ihe Lavubil e-mai!

accoimilHIBH^^I^^H including encryption keys and SSL keys" and (ii)

Case 1:13-ec-00297-TCB   Document 27-12   Filed 06/13/16   Page 34 of 66 PageID# 1090



Case ri3-ec-00297-TCB'SEALED* Document 11-17 Filed 09/20/13 Page 10of 28 PagelD#
150

••[a]ll intbrmaiion nccessary lo dccn'pt dntn stored inor otherwise associated wiih the

Lavabil account||||||̂ ^^^^m||̂ ^" Pursuant to 18 U.S.C. §2705(b), the Cuurt
ordered l.avubit to not disclose the cxis'.cncc of (he scurch warrunt upon determining thm

"Uicrc is reason to bolieve that notilkiition orllic existence oTthe ,., warram will

seriously jeopardize the investigation, including by giving target anopportunity lo fice or

continue flight from prosecution, destroy or tamper witli evidence, change panems ol"

behavior, ornotify confederates," July 16,2013 Order ('̂ Non-Disclosurc Order") at 1.

G. Iliile 49 Sealing Order

The search warrant and accompanying materials were Tunher scaled by the Court

on July 16, 2013, pursuant to a Local Rule 49(B) rRulc 49 Order"). In the Rule 49

Order, the Coun found ihat -'revealing tlie matcritil sought to be sealed would jeopardise

an ongoing criminal invesligation." 'Hie sealing order was lurthcr juslilicd by the Court's

cotwideration of-avuilablc alternatives that arc less drastic than scaling, and finding none

would suffice to protect the govemnienl's legitimate interest in concliiding the

investigmion; and having found that tliis legitimate government interest ourweiglis at this

lime any interest in the disclosure ofthe material.' Rule 49 Order at 1.

H. Show Cause Hearing

At the Show Cause Hearing on July 16,2013, Mr. Levison made an oral motion

to unseal the proceedings and related filings. The government objected since unsealing

the proceedings would jeopardize the ongoing criminal investigation

Coundenied Mr. Levison's motion. Mr, Levison subsequently indicated to the Court

ihui he would pcnnit ihc FBI lo place a pen-trap devicc on his scn-er. The government

requesied thai ihe Court further order Mr. Levison to provide his SSL keys since placing
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a pcn-(rap devicc on Lavabii's server would only providu cncrypted inlbmiaiion that

would r^cu yield ihe inrormaUon required under the Pen-Trap Order. The govemmem

noted tiiaiLavabii was al.so required lo provide the SSL kirys pursuam lo the search

warrant and grand jurysubpoena. The Coun determined that, ihe government's request

for ihc SSI. keys was premature given ihat Mr, Levison luid oilered to place the pen-trap

devicc on his sen'er und the Court's order for a show cause hearing was only based on

Ihe lailurc to comply m\h ihc Pen-Trap Order, Accordiny;!y. ihe Court schcduicd a

hearing for July 26,2013, to determine whether Lavabii was in compliance will) the Pen-

Trap Order after o pen-trap device was installed,

I, Motion to Unseal luid Lift Non-Disclosurc Ol der

On July 25, 2013. Mr. Levison filed two moiions—a Motioii for Unsealing of

Sealed Court Records C'Motion to Unseai") iiiid aMotion to Quash Subpoena imd Search

Warrant ("Motion to Quash"). In the moiions, Mr. Levison confirms that providing the

SSL keys to die government would provide the data required under the Pen-Trap Order in

an unencrypted form. Ncvenhekss, he refuses to provide the SSL keys. In order to

provide the go\emineni with sufficient time lo respond, the hearing was rescheduled lor

August 1. 2013,

On a later date, and after discussions with Mr, Levison. the FBI installed a pen-

trap device on Lavabit's Internet sscvice provider, which would capaire the same

informntion as ifa pen-trap device was insUilicd on Lavabit's server. Based on the

govcniniem's ongoin[j invesiigotlon, it is clear dial due to Lavabit's cncr>'P '̂0" services

the pen-irap dcvice is laiiing lo capnjre data related to all of the e-mails sent toand from

Ihe iiecount as wcU as other information required under the Pen-Trap Order. During
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Liivubii's over one inonih ofnoncoinpHance with this Coun's Pen-Trap Order.]

argument

! TUli: SK AUCH WARRANT AND THE CllANl) .JURY SUBPOENA ARE
LAWUL AND REQUIRE LAVABIT TO PRODUCE THE SSL KEYS

A. The search wamiiir amignwc!Jury xubpoeiia are valid hecaim ihny
mi'rely re-siaie Lovabii's prd-exixiing legal duty, imposed by tha I'sn-Trap
Order, in produce iii/orniaiion necesiwy lo accompli^ih insinllation ofihe
pi'ii-lrap di-vice.

The motion ofLavabil and Mr. Lcvison (collcclively "Lavabic") lo quash bo'.h the

grand jury siibpoenn and tlie search wamtnl should be denied becausc llie subpoena and

warrant merely rc-staic and clariiy Lnvabii's obligniion under Ihe Pen-Trap Act to

provide thiit same information. In lotol, four separate legal obligations currently compcl
Lavabii to produuc the SSL keys:

1 The Pen-Trap Order pursuant to the Pen Register and Trap and Trace

Device Act (18 U.S.C, §§3121-27);

2. The Compliance Order compelling compli£uicc forthwith with the Pen-

Trap Order;

3. The July 16,2013, grand jury subpoena; and

TlioJuly 16. 2013, scarch warrant, issued by this Court imdcrthe

Ek-cu-onic Communications Privucy Act ("ECPA").

'ITic Pen-Trap Aci authorizes courts to order providers such us Lavnbit to disclose

"iiit'ormiition" that is '•ncccssao'" accomplish the implemuniaiion or use of a pen-trap.

,SVe 18 U.S.C. §§ 3123(b)(2); 312'K»); 3124(b). .iudgc Buchanan, acting under thai

authority, specificiilly required in the Pen-1 rap Order thai: "I f IS FURTHER
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ORDERED, pursuanl lo 18 U.S.C. § 3123(b)(2), thai Liiviibit slmli furnish agents from

the R'dcnvl Dureaii of Invesiiiintion, foriiiwilh, all information, laciliiics, and leclmica!

assi:5iancc nccessary to accomplish ihc insiallation and use of the pcn/trtip device

unobtrusively and with minimum intericrcnce.'' Pen-Trap Orderat 2.

In ihiscasc. the SSL keys arCinformation... ncccssary lo accomplish the

installation and useoftlie [pen-trap]" because all other options for installing the pen-trap

have failed, In utypical ease, a provider is capehlc of implementing upen-trap by using

its ov'-Ti software ordevice, orby usin;- a technical solution provided by the investigating

agency; when such a solution is possible, aprovider need not disclose its key. £g.. In n-

Applkviion oj ilw U.S. for on Order Awhorizing the Uxe ofnPen Regisier and Trap On

[XXX] Iniernei Serv. Acc-ouiMer .\wiit; {xxxxxxxx@j:xx.comJ. 39(5 F. Supp. 2d 45.40

(D. Mass. 2005) (suggesting language in apen-trap order "to impose upon the internet

servicc providers the necessity of makiiJg sure that they configure iheir software in such ti

manner as to disclose only that which ha.s been authorized"). In this case, given

Lavabit's use afSSi. cncr>'ption and Lavabit's lack of asafiww solution to implement

the pen-irap oti behalf the government, neither the government nor Mr. l.evison have

been able lo identify such a solution.

Because the search warrant and grand j\iry subpoena require nothing that the Pen-

Trap .Act docs not already require, they arc not unreasonably burdensome. Moreover, a

coun'sconstitutional authority to reciuirc a telecomnninications provider to assist the

aovcmmenl in iniplcnienting a pen-trap dcvice iswell-established. iVe Uniled Siaivs v.

New York Tel. Co.. 434 U.S. 159. 168-69(1977) (in a pre-Pen-Trap .Act case, holding that

district court had the nuthoriiy to order a phone company to assist in the installation ofa
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non-irap, and "no claim is made ihai il was in iiny way inconsisicni with Ihc i-ounh

.•Vmericiment.").

B. l.avabii '.v motion to <!\i(\sh the search warirjnt miu! be denied biicause
there is no ^iialutory siuihoriiyfor such motiom. imci the search warrant Is
luwfid (>i any nvetit.

I, Lavabii lacksauthority to move to suppress a search
warrant.

Lavabii lucks ainlioriiy lo ask iliis Conn to "quash" a search warrant before il is

execuicd. The search warranl was issued under Tiile II ofECPA, 18 U.S.C. §§ 2701-

2712. ECPA alloNs-s providers such as Lavabii lo move to qiiiish cuwt orders, but ilocs

not create an ocjuivalenl procedure to move to quash scorch warrants. 18 U.S.C.

§2703(d). Tiic lack ofacorresponding motion lo quash or modify asearch warrant

means that there is no siatuior)' authority for such motions. Sva 18 U.S.C. §2701! ('"[tlhe

remedies and santitiouM dirscribcd in this chaptcr arc the tmly judicial remedies and

sanctions for noncoRStimiiunal violalioiis of ihis chapter."); cf. In re Application ofthe

V.S. for an Order I'ursmnt tv IS U.S.C S2703(ci), 830 F. Supp. 2d 1128-29 (E.D.

Va, 2011) (holding that the lack of aspecific provision in ECPA pemuning, users to move

to quitsii court orders requires "ihe Court [lo] infer that Congress deliberately declined lo

pirrmil {such| challcnLics.'").

2. The search warrant complies with the Fourth Amendment
and is nol general.

The Fourth Amendmeni requires thui a scarch wurriint "particukirly describe[e)

the place to be searched, and the persons or things to be seized." U.S. Const. Am. IV.

This "pnrlicularity requircmenl is fuifiiled when the wnmiiu idcnlifics the itcrr.s to be

sei7i'd by their relation to designated crimes and when the descrtpiion ofthe items leaves
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nothing lo ihediscretion of the otl'icer executing the wairant." UniicdSiaies v IVtlluims.

592 F,:H-iSll.519(4thCir. 2010).

The July 16,2013, scarch warrant's specilication easily meets thisstandard, and

ihsrotbre is not itnpcrmissibly general, li calls for only;

a. .'\li infurmation necessary lo decrypt communications
:icnt lo or r'roiTi the l.avabil e-mail aecoimt

mH^^m^^mi^^lincliiding encryption and
SSL keys;

b. All inlbnnaiion necessary to decrypt daia stored m or
oilierwise a.ssocialcd wilh the Lavabit account

Thai specification leaves nothing lo discrelion; ii calls lor eiieryption and SSI, keys and

nothing else.

Acknowledging this speciticiiy, Lavabit nonetheless argues that the warrant

-operates us ageneral wananl by giving the Government access lo every Lavabit user's

communications and daw." Mot. to Qtiash at 3. To the contrar>-, the warram does not

erant the governmenl the legal iuiihority to access any Lavabit user's communications or

data. After Lavabit produces its keys to the governmenl, Federal staiutes, such as the

Wiretap Aci and the Pen-Trap Act, will continue to limit sharply the govenimeni's

authority to collect any data on any Lavabit user—except for the one Lavabit user whose

account is currently the subject ofthe Pen-Trap Order. See 18 U.S.C. §251!(1)

(puni.shing as a felony Ihe unauthorized interception of communications); §3121

(criminalizing the use ofpon-lrap devices without acourt order), ll cannot be tiini a

search warrant is '•general" merely because itgives the government utool thm, ifabused

conirarv lo law, could i:onsiiru(e a general search, Compelling the owner of an apartment

building to unlock the building's front door so that agents can search one apartment is not
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a "general senrcli" of the entire apartment building—even ifthc buildingo\vner imagines

iliat undisciplined agents will illegally kick down the doors to apartments not described in

the Wfirrant.

C. Laviibif 'x iiiolion la qimsh llwsubpoena must bi^ denied btcaiise
cuinpHancf wouldnot be unrvasonable or apprvssivc

Agrand jury subpoena "may order the witness to producc iiny books, papers,

documents, daia, or oiherobjects the .subpoena designates," but ihc court "may quash or

modify the subpoena ifcompliancc would be iinrcBson«blc or oppressive." Fed. R. Crim.

P. 17(c)(1) &(2); iiit' In rc CrandJury. Jolm Doe i^o. G.J.2005-2. 478 F.3d 581. 585

(4th Cir. 2007) (recognizing courts inuy quash subpoenas that arc "abusive or

harassinu").*

Uivabit argues llie subpoena should be quashed because it "grant[s] the

Government unlimited access to every one ofits user's aceounl.'̂ ." Moi. to Quash at 7

As explained above, the subpoena does no such thing: It merely reafTirms Lavabifs

existing obligation to provide inJbrmation ncccssaiy to implement this Court's Pen-Trap

Order on asingle Lnvabil custorr.cr'a c-mail account, llic Pen-Trap Order further

restricis the govemmcnt'.s access by preventing the government frorn collecting the

eontcnt oftha: Lavabit customer's e-iiiaii coiumunicntious.

Liivabit also argues tlnii ii will lose customers' irusl and business ifil ihey lenm

iluil Lavabit provided the SSL keys lo the government. But Lavabit finds itself in llie

position ofhaviiig lo produce those keys only bccausc, more than a month after the Pen-

"i'rap Order, I.a\'iibit has Tailed to assist the government lo implcmcnl the pen-trap dcvice.

' l.avabit ciici 18 U S.C $ 2703^11) as amhoiiiy for its itioiioii lo ijuhsIi. bin iliai seciionb) iu terms only
permits moiicns lo quash cour orders issued under ihnt siime icciion.
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Anyrc$uiiing loss of cusiomar"irusi" is not an "vinrcasonablc" burden if Lavabii's

cusiomers misled thai I.avabit would ivruse to comply with lawful courl orders. Ail

pro\iiicrs lire siatuioril)' required toassist the government in the impkmentation of pen-

traps, 18 U.S.C, §3124(ii), (b). and requiring providers lo comply with thai statute is

ncithcr'-unreasonablc" nor "oppressive." In anyevent, [.avabit's privacy policy tells its

eiistomers that "Lavabit will not release any iulbrmntion related to an individual user

unless le^olly compelled lodaio." Sve htip://iavabit.cQmynrivacv rK.licv.html (cmpliusis

added).

Finally, once eoun-ordcred surveillance is compieie. i.avabit will be free to

changc its SSL keys. Vendors sell new SSL certiiicates for approximately S100. See.

c'-s . GoDaddy LLC. SSL Ccniiicatcs. iutns://vvww.gudnddv.com/ssl/ssl-c^niricates.aspy..

Moreover, Lavabit is entitled to compensation "for such reasonable expenses incurred in

providing" assistajice in implementing apen-trap dcvicc. 18 U.S.C, §3124(c).

11 THENUN-UISCLOSURE ORDER IS CONSIS TENT WITH THE FIRS I"
AMENDMENT BECAUSE IT IS NARROWLY TAILORED TO SERVE
what all parties agree IS ACOMPELLING GOVERNMENT
INTEREST

Lavabit has a.sked the Court to unseal nil of the records sealed by this Court's

Order to Seal, and to lift the Court's Order doicd July 16,2013, directing Lavabit not to

disclQsc the existcno; of the search warrant the Court sii^ncd that day ("Non-Disclosure

Order"). Motion for Unsealing ofSealed Court Records and Removal ofNon-

Disclosure Order ("Mot. to Unseal") at 1-2. Lavabit, however, has not ideniined (and

eaiinotj any compelling reason sufficient to overcome what even Lavabit concedes is the

govcmnwiv.'s compelling interest in maintaining the secrccy and integrity of itsaciivc

inve.stigation Moreover, the restrictions arc narrowly tailored to restrict
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Luvabil from discussing only li limited setorinlbrmation disclosed to ihcm as panof this

iiivesiiguiion. Because there is no reason lojeopardize thecriminal invcsttgauon, this

motion must be denied.

J 77»' .\'or:-Disc!o<iure Order survives even sirid scnidny review by
imposing neccssoty bill limiteiisecrecy obligaiiuns on Luvabii

The United St.ites docs not concedc that strict scrutiny must be uppiied in

reviewing ihe Non-Disclosure Order. There is no need lo dccidc this issue, however,

bccausc the Non-Disclosurc Order is narrowly tailored to advjince a compelling

govemmenl interest, iind therefore eusily salisfies strict senitiny.

The Government has acompelling interest in protectinii the integrity ofon-going

eriminai investigations. Kirgm/n Dep'i ofState i'oHce v. Wash. Post, 386 F.3d 567. 579

(4th Cir. 2004) ("We note initially our complete agreement with the general principle thcit

acompelling governmental interest exists in protecting the integrity of an ongoing law

enforcement investigation"); Bramburg v. Hayes, 408 U.S. 665. 700 (1972)

("•requirements ... that a Stiite's ititeresl must be •compelling' ...are also met liere. .^s we

hiivc indicated, the investigation of crime by the grand jury implements afundamental

governmental role of securing the safety of the person and propeny of the citizen

Indeed, it is "obvious and unarguable lhat no government interest is more compelling

than the security of the Nation." Hals Agee. 453 U.S. 280, 307 (1981) (internal

quotation murks omitted); see iilso Dup'/ ofthe Ncny v. Egan, 4S4 U.S. 518. 527 (1988)

("This Court has recognized the Oovenimenl's •compelling inicrest' in wntliholding

ruilional scciirily inlbrmalion from unuutiiorized persons in the course ofexecuuvc

business")- Likewise, here, the United Suu«s clearly luis a compclliniz inicrest in

ensuring lhat the target of lawful sur\'ei)laj5cs is not aware thai he is being monitored.
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United Suiies v. Aguilar. 515 U.S. 593. 606 (1995) (holding that a staiutc prohibiting

liisciosure of a wiretap was permissible under the Pirst Amendment, in pan bccause

•'[w}c think (he Government's inicresi is quite siil'ficicnt to justify the construction ofthe

statute as wrinen. without anyartificial narrowing because of First Amendment

conccnis"). As the Non-Disclosure Order makes clear, publicizing "the existence of the

(searchl warranl will seriously jeopardize tlic investigation, incUidiny by yiving largcts an

opporttiniiy to Ike or cominue flight from prosecution, destroy or lumper witii evidence,

change patterns of behavior, or notify confederates,"

Liivabit ucknowledges thut "the govemment luis a compelling interest in

surveillance. Such disclosure would ensure thai

maintainini- the mtegrity of its criminal investigation Mot. to Unseal

at4; id- at 6("the government has nlegitimate interest in tracking"

account): iil. ul 8("the secrecy ol" [Stored Communications Act] investigations is a

compelling government interest"), in spile of this recognition. Luvubit states it intends to

disclose the search warrant and order should the Court grant the Motion to UnseaJ. Id. at

5("Mr, l.evinson needs some ability lo voice his concerns [and] gamer support for his

cause"): kl. tit 6. Disclosure of eiccironic surveillance process be/ore. the cledronic

surveilhince hasfmiM, would be unpreccdcnled and defeat the very purpose of the

, along with Ihe public.

would learn of the monitoring ofBj®-"'"'' account and take action lo frustrate the

Icgitimiuc monitoring of that accoiini.

Tlie Non-Disclosure Order is nanowiy tailored to serve the government's

compelling interest of protccliiig the iiilegi ity of its invcstiyation. The scopc of

information that l.assibit may not disclose could hardly be more narrowly drawn; "the
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cxisiencc of ihc aitachsd scarch warram" and tlw Non-Disclosurs Order

Resiriciions on a parly's disclosure oriiii'ormniion obtuined ihrough panicipation in

(.•unfidcnuai proceedings stand ona dilTuieni andfirmer constitutional footing from

restrictions on the disclosure of inlonniiiion obtnined by independent means, Seattle

TimoxCo. Rhinahart. 467 U.S. 20. 33 (1984) (order prohibiting disclosure oJ"

inlbrmation learned through judicial proceeding 'is not the kind oC classic prior restiaini

that requires cxactiua First Amendment scrutiny"); Bufienvorih v. SnUih, 494 U.S. 624,

632 (1990) (disiingiiishin[i between awitness' "Tight lo divulge informaiion ofwhich he

was in possession belbre he testined befortr the grand iiir>'" with '•informaiion which he

niuy have obtained as a result of his piinicipation in the proceedings of the grand jury");

.vce also Jfofmwi-rugh v. Kei-mn. 33S F.3d 1136. 1140 ClOth Clr. 2003) (frnding

prohibition on disclosing inforjTiation learned through grand jury proccss, us opposed to

informmion person already knew, docs not violate First Amendnictu). In Rhinehari. the

Court found thai -control over (disclosure of] ihc discovered infoimation does not raise

the same spectcr of guvcrnnicnl ccnsorsliip thai such conlrol might suggest in other

situations." 467 f.S. at 32.

Further, the Non-Disclosure Order is temporary. TIk noiidisclostirc obligation

wili last only so lung as neces.sfiry to protect the government's ongoing investigation.

B. Tlh- Order mUherforecloses discussion ofan "aitiim topic" nor
constitutesan iincanstittitional prior restraini on spacch

Tl^e limiwtion impo.sed here docs not close ofl'lrom discussion an "entire topic."

as aniculated in Consoliclaicii Ediaon. Mol. to Unseal ni 4. Al issue in dnit ease was the

constiiuiionality ol'a state commission's order prohibiting a regulated utilily from

including inserts in monthly bills that discussed any controversial issue ofpublic policy,
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such as nucicar powcc. Consolidaied Edison Co. ofNew York u. Pub. Sen\ Comm 'nof

iWeiv York, 447 U.S. 530, 532 (1980). 'Ilie Non-Disclosure Order, by conirast, prccludcs

a single individual, Mr. Lcvison, iVom discussing a narrow seiof inlbrmation lie did noi

knowbefore ihis proceedingcommenced, in order to proteci the inicgriiyof an ongoing

crimir:al invesiigmion. C/. Doe v. Miikasny, 549 F.3d 861, 876 (2d Cir. 2009) ("although

ihe nondisclu-sure rcquireinciU is trig^jercd by the content of a category' of information,

tliat category, consisiliig of the i'uet of receipt of[a National Security Letter] and some

rchued details, is far more limited than the broad categories ofinformation that liavc been

at issue wit!) respcci to lypical conient-based restrictions."), Mr. l.cvison may still

discuss evci '̂Uiinc he euiild discuss Ix'fore the Non-Disclosurc Order was issued.

Lavabii's argument tlint the Non-Disclosurc Order, and by extension al! §2705(b)

orders, are unconstimtional prior restraints is likewise imavailing. Mot. To Unseal at 5-6.

As argued above, the Non-Disclosure Order is narrowly tailored to serve compelling

govcmmeni interests, and satisfies strict scaitiiiy. See supra, Part II.A. Regardless, tlic

Non-Disclosure Order docs not Tit within the two general categories ofprior restraint tliRl

can run afoul of the Tirst Amendment; licensing regimes in which an individual's right lo

speak is conditioned upon prior approval from the government, see City ofLakewood v.

I'lain Dealer Fithllshln^ Co.. 486 U.S. 750, 757 (1988), and injunctions resU'aining

ccrtain speech imd rcluicd activiiics. sucIj its publishing defamatory or scandalous

articles, siiowing obscene movies, and distributing leaflets, see Alexander v. United

Siams, 509 U.S. 544, 550 (1993). A prior restraint denies a person the ability to express

viewpoints or idctis lliey could liuvc possessed wilhoul iiny yos'cmmenl involvument.

Section 27U5(b) orders, by contrast, restrict qrecipient's ability \o disclose limited
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inromiaiion ihiit the rccipicni only learned from ihe govcmmcni's need lo elTecruate a

logiiimaic, judicially sunclioned form of moniioring. Suchii narrow limitniion on

informalion acquired only by virtue of un official invcsiigntion does not raise ihc same

concerns as ochcr injunctions on specch. Cf. Rhinehari, 467 U.S. ut 32, Doe v. Mukasey.

549 F.jd at 877 ( "[ijlicnon-disclosurc requirement" imposed by the national security

letterstanite "is not a typical prior resiraini or a typical contcnl-bascd restriction

warranting ihcmost rigorous Kirst Amendment scrutiny").

in. NO VALID n.ASIS exists to UNSE.AL DOCUMli:NTS THAT, IF MADE
PUBLIC PRE-MATURELY, WOULD JEOPARDIZE AN ON-GOING
CRIMINAL INVESTIGATION

.4. Any ainwioii law ri^hi ofacccss ix outweighed by ihc med ro protect the
intogriiy of llw imx'stigaiion.

Lavabit asseri-s that the common law right of access necessitates reversing this

Coun's decision lo seal the searcli warrant and supporting documents. Mot. to Unseal at

7-10. The presumption of public access to judicial records, however, is "qualified," Bnlr.

Sim Co. V. Gocfz, 880 r.2d 60. 65 {4th Cir. 1989), and rcbuttnble upon ashowing that the

"public's right of access is outweighed by competing interests," In re Applicathm oj ihe

U.S. Jar an Order Purxmiul to /."< U.S.C. Scciion 2703(d). 707 i^3d283,?90 (4th Cir.

2013) ("T'lt'if/i.'r"). In addition to considering substantive interests, ajudge must also

consider procedural allernatives to sealingjudicial rccords. Twiiter, 707 F.3d at 294.

"Adherence to this procedure serves to ensure that the decision to seal materials will not

be made lightly and thiit it will be subject to meaningful appellate review." Va Dep't of

Siatf I'alice v. IVash. I'nsi, 386 F.3d 567, 576 C4lh Cir. 2004). This standard is meteasily
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••[Tjhf common hnv does not alTon! as much subsianiivc protection to the

inlerests of the press and ihe public as does the First Amcndmcnl." JwiKer, 707 l-'.3d at

290 (internal quotation marks omitted). With rcspcct lo ihc substantive equities mstake,

the United States' interest in maintaining Ihc secrecy ofa criminal investigation to

prcvcni the target of Ihe sur\'eillance from being alcncd and altering behavior to thw-art

the surveillance eleariy outweighs any public interest in teaming about specific acts of

surveillance, Id. at 294 (rejecting common law right of access bccausc. inier alia, the

scaled documents "set forth sensitive non-public facts, including the identity of targets

and witnesses inanongoing criminal investigation"). "Bccausc sccrecy isnccessiry for

the proper ftmctioning of the criminal investigation" prior to indictmcnl, "openness will

faistruic the govcrniiieiit's operations." Id. at 292. Lavabit coiiccdes that ensuring the

sccrecy or[Siorcd Communications Act) investigations." like this, "is a compelling

^overnineiii inwresi:' Mot. to Unseal at 8(emphasis added). Lavabit docs not, however,

identify any compelling interests to the oomnry. Far from presenting "a seriously

conccming expansion of grand jury subpoena power," as l.avabit's contents, /</•, ajudge

issued the Hen-Trap Order, which did not authorize monitoring ofany Lavabit e-mail

other than

In addition, the Court satislled the procedural prong, ll "considered theavailable

allcmatives that are lesy drastic than scaling, and [found] none would suffice lo protcct

the govemmeni's lfg,iiimaic interest in concluding the investigation." Rule 49 Order.

The Founli Circuit's decision in Twiller is instnictive. That case lu-osc from the

Wikilcaks invcsiigaiion ofArmy Pic, Bradley Manning. Spceincally, the govcmmcm

obtained an order pursuant to 18 U.S.C. §2703(d) directinB Twiner lodisclose electronic
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coiiimuiiicuiions and account and usiiyc information periaining to tliree subscribers.

Wlion apprised of this, ilic subscribers iisscned thai a common law right of acccss

fotiuircd unscjiiing rccords related to the §2703(d> order. The Fourth Circuit rejected this

claim, finding that the public's interest in the Wikileaks investigation and the

government's clcctronic surveillance ofiniemci aciivities did not outweigh "the

Government's interests In maintaining the secrecy of its investigation, preventing

potential suspects front being tipped oiT, or altering behavior to thwart the Govcmincm's

ongoing invesiigtilion." 707 F.3d at 293. "Tlie mere fact thai a c<ise is high proiilc in

nature," the FoudJi Circuit observed, "docs not necessarily justify public acccss." Id. at

294. 'lliough Twiner involved ii §2703(d) order, ralher ihan a §'2705^^) order, the Couri

indicated this is adistinction without a dilterencc. hi. at294 (acknowledging that the

concerns about unsealing records "accord" with §2705(b)). Given the similarities

between 'I'wiiier and the insiont ease—most notably the compellins need lo protect

otherwise confidentiai infomiation from public disclosure and the national iUieniion lo

the mauer—:hcrc is no compelling rationale ctirrently before the Court necessitating

fmdina that a common law right of tvccess exists here.

B. Coiirix have inliavni cmlliorilyla svcilECl'A proca'S

Luvnbit esserts that this Coun must unseal the Non-Disclosure Order becaiisc 18

U.S.C. {} 2705(b) does not e.\pliciily reference the sealing ofnon-disclcsui-e orders isstied

pursuant lo that section. Mot. to Unseal at 9-10. As on initial matter, the Court has

inherent authority to seal documents before it. In re Knl^hi Pub. Co.. 743 F.2d 231.235

(4ih Cir. 198'') ('-Itlhe trial court has supen'isory power over its owirecords and may. in

itsdiscretion, seal documents if the public's riglu of access is outweighed by competing
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intvrcsis'"): .ye« also Miidia Genarol Operaiions, Inc. v. Buchanan, 417 F3d. 424,430 (4lh

Cir, 2005); UniiedSuiias U.S. Dhi. Cotiri, 407 U.S. 297, 321 (1972) ("a warram

application involves no public or adversary proceedings; il is nn cx pnnc rvqucsi before ii

magistrate or judge."). In addition, the C'ouil here exercised its amhority to sea! pursuant

to Local Rule 49(B), the vatidily of which Lavabii docs not conlest.

Even if the Court did not have this auihority, Lavabit's reading of § 2705(b) must

be rejcclcd, bccnusc il would gut the essential function of non-clisclosurc ordcn and

thereby disregard Congress' dear intent in passing § 2705. "fhc Section allows courts to

delay nolification pursuant to g2705(a) or issue a nun-disclosure order pursuant to

§2705(b) upon Imdini^ thai disclosure would risk enumerated harms, ntuncly d:inger to a

person's life or safety, flight from prosecution, dcstuiction ofevidence, intimidation of

witnesses, orseriously jeopardizing an investigation. 18 U.S.C. §§ 2705(a)(2)(A)-(E),

(b)())-(5). hwould moke no sense for Congress to purposefully auihori7.c couns to limit

disclosure of sensitive information while simultaneously intending to allow liie same

intbrmation to be publicly acces.sihle inan unstaled court document.

Finally, the implications Lavabit attempts to dniw from the mandatory sealing

requirements of 18 U.S.C. §§ 2518(8)(b) and 3123(u)(3)(B) arc mistaken. V '̂hilc Lavabit

chanicierizjfS those statutes us uranling courts theauthority to seal Wiretap Act and pen-

trap orders, courts already had tliat auihority. Those siaiutcs have another effcct: they

removed discretion from couns by requiringthai court.s seal Wiretap Act ordersand pen-

trap orrlers. S-si 18 U.S.C, g2518(8)(b) ("Applications made and orders granted under

this duipicr .shall hu xeciiecl by (ht; judge") (.emphasis iiddcd); Id § 1123(a)l3)(R) ("The

record maintained under subparagraph (A) shall be pravkinil c'.v pitrtc under seal to
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the court") ((;n>phasis nddcd). Congress' decision to Itavf that discretion inplace in

other situations does not mean that Congressbelieved that only Wiretap Act and pcn-tnip

orders mav be sealed.

C. Suppowclprivacy concerns do not coiiipcl a comiiwu law righi ojaccssa
io the xvaUd documem.

Lavabii's brief ends with an argument thai privacy interests require n common

law riulu of access. Mot. lo Unseal ai 10-11. Lavabii. however, ofTer-s no legal basis (or

this Court to adopt such a novel areument, nor do the putntive policy considerations

Lavabit rcfcrenccs outweigli the government's compelling interest in preser\'i[\g the

sccrccy ofits ongoing criminal investigation. Indeed, the most compelling interest

currcntiy before the Court is ensuring thai the Court's orders requiring dial Mr. Levison

and l.nvabit comply with Icgitimutc monitoring be implemented forthwitli !ind %vithout

additional delay, evasion, or resistance by Mr. Levison aiid Lavabii.
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CONCLUSION

For ihe rorcgoing reasons, Lavabit's motions should be denied. Funiwrmore, the

Comt should cntbrcc ihe Pen-Trap Order, Coinptiancc Order, scarch wairani, iind grand

jur\' subpoena by imposing sanction!; until Lavabit complies.

Respectfully Submiucd,

NEIL H, MACBRIDC

Assisuini United S;;ues .\ttorncy
United Slates Attorney's Office
2100 Jiimicson Avc.
.Ale.Kantlria. VA 22314

703-299-:.700
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CERTIFICATE OF SERVICE

1liereby certify lluu on July3 1, 2013,1 c-mailcd a copy of the foregoing

dHcumcni to Laviibifs Counsel of Rccord;

Jesse R. Binnail

Brontey & Binnail, I^LLC
10387 Main Street, Suite 201

[•aiifa.x. VA 22030

Assistnni United States Attorney
United States Attorney's OHlcc
2100 Janiicson Avc.

Alexandria, VA 22314

703-299-3700
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EXHIBIT 18
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UMITED STATES DISTRICT COURT

EASTERN DISTP.rCT OF VIRGINIA
ALEXANDRIA DIVISION

IN THE !-iA?TER OF THE

APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE

OF A PEN REGISTER/TR.AP AND
T?J\CE DEVICE ON AN

ELECTRONIC MAIL ACCOUNT

Hi THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
i C ono T r;TC n t'lTT'U

THAT

IS ETCHED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT, LLC

IN RE GRAND JURf SUBPOENA

NO. 1:13 EC 291

NO. 1:13 SW 522

NO. 13-1

UlTOER SEAL

Alexanciria, Virginia
Augus^c i, 2Ci3
10:00 a.m.

TRANSCRIPT OF HEARING

BEFORE THE HONORABLE CLAUDE Vi. HILTON

UMITED STATES DISTRICT JUDGE

APPEARANCES:

For tzhe United Scaces: James Trump, E.sq.
Michael Ben'.Ary, Esq.
•Josh GoldCoot:, Esq.

For Che Respondent: Jess-s R. Qinnall, Esq.

Court Raporcer: Tracy L. Wesulall, RPR, C1-iRS, OCR
Proceedings reported by .Tiachlne shorthand, transcript produced
by co.Tiputsr-a.idftd transcription.

Tracy L. v/esctall cc.i-'JSwr-'SiDVA
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PROCEEDINGS

THE CLERK: In re; Case Kos. 1:13 EC 297, 1:13 SW 522,

and Grand Jury No. 13-1.

MR. TRUMP: Good morning. Jim Trump on behalf of ths

United States.

THE COURT: Good morning.

MR. BINKALL: Good morning. Your Honor. Jesse Binnall

on behalf of Lavabit and Mr. Levison.

THS COURT: All right.

MR. BINNALL: May it please the Court. We're before

the Court today on two separate motions, a motion to quash the

requirenent of Lavabit to produce its encryption keys and the

raotior: to unseal and lift the nondisclosure requirements of

Mr. Levison.

Your Honor, the motion to quash in this arises because

the privacy of users is at -- of Lavabit's users are at stake.

We're not simply speaking of the target of this investigation.

We're talking about over 400,000 individuals and entities that

are users or Lavabit who use this service because they believe

tl;eir communications are secure.

By handing over the keys, the encryption keys in this

case, they necessarily become less secure. In this case it is

true that tho face of the warrant itself does iirr.it the

documents or -- and communications to be viewed and the specific

metadata to be viewed to the target of the case,

Ttacy L. HesEfali ocr-'.'SOC/kdva
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However, thare is a lack of any soru of check or

baidnce in order zo ensure that the — that the encrypted data

of other Lavabit users remain secure. The encryption in this

case doesn't protect only content- It protects login data and

the other — sortie of the other metadata involved in this case.

We believe that this Is not the least restrictive means

in order to provide the government Che data that they are

looking for. Specifically —

THE COURT: You have tv/o different encryption codes,

one for the logins and the messages that are transmitted. You

l-,ave another code that encrypts the content of the messages,

right?

y.P.. SINNALL; Your Honor, I believe that that is true.

From my understanding of the v/ay that this works is

that there is one SSL key. That 5S1. key is what is issue in

this case, and that SSL key specifically protects the

communication, the over — the breadth of the communication

itself from the user's actual computer to the server to make

sure that the user is communicating with exactly who the user

intends to be ccinmunicating with, the server.

And that's one of the things that SSL does. It ensures

that you're talking to the right person via e-roaii and there's

not a so-calied man in the middle who's there to take chat

message av;ay.

THE COURT: Does that key also contain the code of the

Trjcy L. Hcatjall CCR-USDC/EDVA
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message and interpret the message as well?

KR. BIHNALL: My understanding is that it does, Your

Honor, but because that's not my technical expertise, I'm not

going to represent to the Court anything on that one way or

another. But my understanding is there is one general key here

that is at issue.

THE COURT: Well, why would you set up such? I moan, a

telephone, you've got telephone numbers and —

KR. BINNALL; Correct.

THE COURT: — those can be traced very easily without

any look st the content of the message that's there. You-all

co'.:id have set up something the same way.

MR. 3INM.ALL: We could have, Your Honor. Actually, i£

you're to —

THE COURT: So if anybody's — you're blaming the

government for something Chat's overbroad, but it seems to me

that your client is the one that set up the system that's

designed not to protect that information, because you knov; that

there needs to be access to calls that go back and forth to one

person or another. And to say you can't do that just because

you've sot up a system that everybody has to — has to be

unoncrypted, if there's such a word, that doesn't seem to me to

be a very persuasive argument.

MR. BINNALL: I understand the Court's point, and this

is the way that I understand why it's done that way.

Tracy L. w^atfail tCK-'-'SCC/El-VA
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There's different securicy aspects involved for people

who war.t to protect tlisir privacy, and there certainly is the

actual content of the message themse.l ves. That's certainly what;

I would concede is the highest security interest.

But there's also the security interest to make sure

that they're comnunicating with who you want to be corrjnunicating

with. That is equally of a concern for privacy issues because

that is, at the end of the day, one of the things that secuies

the concont of the message.

In this case it is true that most Internet service

providers do log, is what they call it, a lot of the mecaUata

chat the government wants in this case witt'iout that necessarily

being encrypted, things such as who something is going to, who

it's coing from, the time it's being sent, the IP address from

which it is being sent.

Lavablt code is not soinetliing that you buy off the

shelf. It is code that was custom made. It v.'as custom made in

order to secure privacy to the largest extent possxbia and to be

the most secure way possible for multiple people to communicate,

and so it has chosen specifically not to log that information.

Now, that is actually information that my client has

offered to start logging with the particular user in this case.

It is, however, something that la quite burdensome on him. It

is something that would be custom code chat would take between

20 tc 40 hours for him to be able to produce. We believe that

Tracy westiall oci<.-usoc/EDVA

Case 1:13-ec-00297-TCB   Document 27-12   Filed 06/13/16   Page 59 of 66 PageID# 1115



Case l;13-ec-00297-TCB*SEALED* Documenl 11-18 Filed 09/20/13 Page 7 of 16 PagelD#
175
UHDER SEAL

is a becter aiuernacive than turning ever che encryption key

which can be used to get the data for all Lavabit users.

I hope that addresses the Courc's concern kind of with

regard to the metadata and why it is not more — why Lavabit

hasn't created an encryption system that may honestly be rcore

within the mainstream, but this is 6 provider that specifically

was started in order to have to protect privacy Interests more

than Che average Internet service provider.

THK COURT: I can understand why the system was set up,

but I think the government is — government's clearly entitled

to the information that they're seeking, and just because

ycu-all have set up a system that makes that difficult, that

doesn't in any way lessen the government's right to receive that

information just as they v/ould from any telephone company or any

other 3-tnail source that could provide it easily, '.-.•hether

it's — in other words, the difficulty or the ease in obtaining

the information doesn't have anything to do with v/hethsr or not

the government's lawfully entitled to the information.

KR. 3INNALL: It is -- and we don't disagree that the

government is entitled to the information. We actually —

THE COURT: Well, how are we going to get it? I'm

going to have to deny your motion to quash. It's just not

overbroad. Tiie government's asking for a very narrow, spacific

bit of information, and it's information that they're entitled

Tracy L. westJall CSCS-USOC/EUVh
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Now, how are we going co work out that rhey get it?

MR. BINNALL: Your Honor, what I would still say is uhe

best method for them to get it Is, first of all, there be some

way for there to be some sort oE accountability other than ]us:

relying on the government; to say v;e're not going to go oucside

the scope of the warrant.

This is nothing that is, of course, personal sgalnst

chft government and the, you know, very professional law

enforcement officers involved in this case. But quite simply,

the way the Constitution is set up, it's set up in a way to

ensure that there's some sort of checks and balances and

accountahi1ity.

THE COURT; What checks and balances need to bs set up?

MR. 3INNALL; V/Cll —

THE COURT: Suggest something to me.

MR. 9INN.»IiL: I think that the least restrictive means

possible here is that -^he government essentially pay the

reasonable expenses, meaning in this case my client's extensive

labor costs Co be capped at a reasonable amount.

THE COURT: Has the government ever done that in one o:

these pen register casas?

MR. BINNALL: Not that I've found, Your Honor.

THE COURT: I don'L think so. I've never known of one.

HR. BINNALL: And Your Honor's certainly seen more of

these than I have.

Tracy WcoLfall 0CP.-l.'5D'_V!iDv;.
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THE COURT: Sc would it be reasonable to start now wi;:h

your ciien:;?

MR. BINNALL: I think everyone would agree chat this is

an unusual case. And that this case, in order to protect the

privacy of 400, 000-plus otlier users, some sort of relatively

sniaiL manner in which to create s loc ayatem for this one user

to give the government the metadaua that they're looking for is

the least restrictive mean here, and v;e can do that in a way

that doesn't compromise the security keys.

This is actually a way that my client — i

THE COURT: You want to do ii". in a way that the

governraent has c.o v.rust you --

MR. BINMALL: Yes, Your Honor.

TK12 COURT: — to come up with the right data.

MR. BINNALL: That's correct, Your Honor.

THE COUin*: And you won't trust the government. So why

would ths government trust you?

MR. BINNALL: Your Honor, because that's what the basis

of Fourth Amendment law says is more acceptable, is that the

goverrynent is the entity that you really need the checks and

balances on.

Now, my —

THE COURT: I don't know that the Fourth Amendment says

chat. This is a criminal investigation.

MR. BINMALL: That is absolutely correct.

Tracy L. WsBS-fall oCP.-l'SCC/tDWk
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THE COURT: A criminal inviastigatior., and I don'c knov;

cha*. the Fourth /unendinent says that the person being

investigated here is entitled tc more leeway and mors righrs

than the govsmmenc is. I don't know.

MR. BINNALL: There certainly is a balance of power

tihere. I, of course, am not here to represent the interest of

I'm here specifically looking over my client: who

has sensitive data --

THE COURT: I understand, I'm trying to think of

working out something. I'm not sure you're suggesting anything

lo .r\e other than either you Uu it and the government hds tu

trust: you to give tham whatever you wane to give thera or ycu

have to trust tlie government that they're not going to go into

your other files.

Is there some other route?

MR. BINN.^.LL: 1 would suggest that the government —

I'm sorry — that the Court can craft an order to ssy rhaL we

can — that wc should work in concert with each other in order

• -o come up with this coding system that gives the government all

of Che metadata that we can give thsm through this logging

procedure rhat wo can install in the code, and rhen using that

as a least restrictive means to see if that can get the

government the informataon that they're looking for on the

specific account.

THE COURT: How long does it take to install that?

Ttacv L. Moal-fall OCR-V£l)C/iC!35.'A
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MR. BINNALL; I mean, 20, ^50 hours. So I would suggesc

Chat would probably be a week to a week and a half, Vour Hor;or,

although I would be willing to calk to jiy client to see if wt

can get that expedited.

THE COURT: To install it?

MR. BINNALL: Well, to write the code.

THE COURT: You don't have a code right at the mor.snt.

Vou would have to write somethingV

MR. BINH.''vLL: That's correct. And tho portion of the

government's brief that talks about the money that he was

looking for is that reasonable expense for him basically to do

nothing for that period of time bur. write code to install in

ordftr to take data from and put it in a way that

the covernmsnt will see the logged metadata involved,

T.HE COURT: All right. I think I understand your

nosition. I don't think you need to argue this xotion to

unseal. This is a grand jury matter and part of an ongoing

criminal investigation, and any motion to unseal will be denied.

MB. BIMN.ALL: If I could have the Court's attention

just on one issue of the nondisclosure provision of this. And I
understand the Court's position on this, but there is other

privileged communications if the Court would be so generous as

to aiiow me very briefly to address that i3;3Uo?

There's other First Amendment considerations at issue

with not necessarily ^ust the sealing of this, but what
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^!r. Levison can disclose and to whom he raay disclose it.

The First Amendment, of course, doesn't just cover

speech and assembly, but the right to petition for a redress of

grievances. We're calking about a statute here, and, honestly,

a statute that is very much in the public eye and involving

issuos that are currently pending before Congress.

I think the way that the order currently is written,

besj.des being —

THE COURT: You're talking about the sealing order?

MR. BINNALL: I'm talking about the sealing order and

Che order that prohibits Mr. Levison frora disclcsinc any

information.

Nov;, we don't want to disclose -- we have no intention

oZ disclosing the target, but we would like to be able tc, ror

instance, talk to members of the legislature and their staffs

abcut rewriting this in a way that's

THE COURT: Ko. This is an ongoing criminal

investigation, and there's no leeway to disclose any information

abouT. it.

KR. BINWALL: And so at that point it will remain with

only Mr. Levison and his lawyers, and we'll keep it at that.

THE COURT: l>ec me hear £rom Mr. Trump.

13 chere sons way we can work this out or something

that I can do v:ich an order thor will help this or wr.a~.-

MR. TRUMP: I don't believe so, Your Honor, because
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1 you've already articulated che reason v;hy is that anything done

2 by Mr. Levison in terms of writing code or whatever, we have to

3 trust Mr. Levison that we have gotten the Information chat v/e

'1 were entitled tc get since June 2Qi:h. He's had every

5 opportunity co propose solutions to come up with ways uo address

6 his concerns and he simply hasn'r.

7 We can assure the Court that the way chat this would

8 operate, while Che metadata stream would be captured by a

9 device, the device does not download, does noc store, no one

10 lookti at it, It filters everything, and at the back end of the

11 filcsr, we get what we're required to get under the order.

12 So there's no agents looking through the 400,000 other

I'i bits of information, customers, whatever. Ho one looks at th=c,

14 no one stores it, no one has acceaa to it. All we're going to

15 Look at end all we're going to keep is what is celled tor under

16 the pen register order, and that's all we're asking this Court

tc do.

THE COURT: All right. Well, I Chink that's

reasonable. So what is this before mo for this morning other

than this motion to quash and unseal which I've ruled on?

MR. TRUMP: The only thing is to order the production

of the encryption keys, which just --

THE COURT: Hasn't that iilready been done? There's a

subpoena for that.

MR. TRUMP: There's a search warrant for it, the motion
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