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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH '
ED_SNOWDEN@LAVABIT.COM !
THAT IS STORED AND CONTROLLED |
AT PREMISES CONTROLLED BY
LAVABITLLC

IN RE GRAND JURY SUBPOENA

NO. 1:13 EC 297

NO, 1:13 SW 522

NO. 13-1

I

SEP 2 02013

CLI'.H?‘., US. DISTRICT COURT

ALEXERDRIA, VIRGINIA

—_— ]

EX PARTE AND UNDER SEAL

MOTION OF THE UNITED STATES TO UNSEAL CERTAIN DOCUMENTS
RELATED TO LITIGATION WITH LAVABIT, LLC, AND SEALED STATEMENT OF
REASONS THAT OTHER INFORMATION SHOULD REMAIN UNDER SEAL

The United States, by and through its undersigned attorneys, hereby requests that the

Court partially unseal certain pleadings and orders that were filed in the above-captioned matters.

The government originally requested the Court seal these documents because their public release

would damage an ongoing criminal investigation. Since that time, Lavabit, LLC, and its

proprietor, Ladar Levison, shut down its e-mail service. In addition, Mr. Levison made

numerous public statements that his decision to shut down was in response to government

attempts to obtain data related to a user or users of his service (a statement which, as discussed

further below, Lavabit had previously represented it was prohibited from making due to the

Court’s sealing orders). The shutdown, and the attendant publicity generated by Mr. Levison
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and his counsel’s numerous media appearances, ended the government’s ability to obtain
evidence from any e-mail account hosted by Lavabit, LLC and alerted the target of the
government’s ongoing investigative actions. Thus, a substantial amount of the damage the
government cited in its earlier sealing requests has been done. As such, the government hereby
requests the Court partially unseal certain pleadings, as explained in more detail below.

BACKGROUND

The United States is conducting a criminal investigation of Edward Snowden for
violations of numerous criminal statutes. On June 14, 2013, a criminal complaint was filing
charging Snowden with violations of 18 U.S.C. §§ 641, 793, and 798. Snowden remains a
fugitive. As part of the investigation, the United States discovered a number of e-mail accounts
believed to be used by Mr. Snowden that were hosted at the domain lavabit.com. That domain
belongs to Lavabit, LLC, which, prior to August 8, 2013, offered e-mail services to the general
public.

As part of the investigation into Snowden, the United States began to investigate the e-
mail accounts believed to belong to him that were provided by Lavabit. On June 8,2013, a
grand jury subpoena was issued to Lavabit requesting billing and subscriber information for one
Lavabit e-mail account (ed_snowden@lavabit.com). Lavabit provided the information requested
in the subpoena, via e-mail, on June 8. On June 10, 2013, the United States obtained an order
pursuant to 18 U.S.C. § 2703(d) directing Lavabit to provide, within ten days, additional records
and information about the same Lavabit e-mail account. The Application and Order were sealed,

and Mr. Levison was directed not to disclose the Order to any other person other than his

attorney. Mr. Levison received the Order on June 11, 2013. He responded, by mail, on June 27,
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2013. Mr. Levison provided very little of the information sought by the June 10, 2013 Order.
For example, Mr. Levison provided no transactional records for the account.

On June 28, 2013, the United States obtained a pen register/trap and trace order for this
Lavabit e-mail account (Dkt. No. 1:13 EC 297). The pen register application and Order were
sealed. That same day, agents of the Federal Bureau of [nvestigation met with Mr. Levison to
discuss the grand jury subpoena, the June 27, 2013 § 2703(d) Order, and pen register Order. Mr.
Levison told the agents he would not comply with the pen register order and that he wanted to
speak with an attorney. Later that same day, the United States obtained an Order from
Magistrate Judge Theresa C. Buchanan directing Lavabit to comply with the pen register Order
forthwith. Lavabit still did not comply with the pen register order.

On July 9, 2013, the United States requested that this Court enter an Order to Show
Cause why Lavabit and Mr. Levison should not be held in contempt for failing to comply with
the pen register order. A hearing on the United States motion was held on July 16, 2013.

On July 11, 2013, the United States issued a grand jury subpoena requiring Mr, Levison
to appear before the grand jury on July 16, 2013. Mr. Levison was directed to bring copies of
Lavabit’s encryption keys, and any other information necessary to accomplish the installation
and use of a pen register/trap and trace device pursuant to the June 28, 2013 pen register Order.

On July 16, 2013, prior to the hearing on the United States’ request for an Order to Show
Cause, this Court authorized a search warrant, issued pursuant to 18 U.S.C. § 2703, commanding
Lavabit to produce any information necessary to decrypt communications sent to and from the
Lavabit e-mail account listed in the pen register Order (Dkt. No. 1:13 SW 522). The search

warrant, application, and affidavit in support were sealed, and Lavabit was ordered not to

disclose the search warrant.
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At the July 16, 2013, hearing, Mr. Levison appeared pro se. Mr. Levison agreed to allow
the United States to install a pen register/trap and trace device on his system. He did not provide
any decryption assistance, nor did he provide copies of Lavabit’s encryption keys. The United
States withdrew the grand jury subpoena and Mr. Levison did not appear before the grand jury.
After the hearing, this Court placed the grand jury subpoena that Mr. Levison had received under
seal.

On July 25, 2013, Lavabit and Mr. Levison, through counsel, moved to quash the
withdrawn subpoena and search warrant 1:13 SW 522. He also moved to unseal four categories
of documents, which Mr. Levison described as “records concerning the United States
government’s attempt to obtain certain encryption keys™: (1) all orders and documents filed in
this matter' before the Court’s issuance of the July 16, 2013 Sealing Order; (2) all orders and
documents filed in this matter after the issuance of the July 16, 2013 Sealing Order; (3) all grand
jury subpoenas and search and seizure warrants issued before or after issuance of the Sealing
Order; and (4) all documents filed in connection with such orders or requests for such orders. As
a basis for unsealing, Mr. Levison argued that the sealing order “unjlislly restrained [him] from
contacting Lavabit subscribers who could be subjected to government surveillance. . . .” Mot.
for Unsealing of Sealed Court Records and Removal of Non-Disclosure Order and Mem. of Law
in Supp. of Mot. 1-2, 5 (“Lavabit Mot. to Unseal”).

On August 1, 2013, this Court held a hearing on Lavabit's motions. The motions were

denied by written Order. The Court also ordered Mr. Levison and Lavabit to provide Lavabit’s

' Mr. Levison’s pleading did not define the “matter” at issue. However, the document was filed

with a caption that included docket numbers 1:13 EC 297, 1:13 SW 522, and Grand Jury No. 13-
1.
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encryption keys and any other information necessary to accomplish the use of the pen
register/trap and trace device to the government no later than 5 p.m. on August 2, 2013.

Mr. Levison did not provide the keys in a usable format by the Court’s deadline.” On
August 5, 2013, the United States moved for sanctions against Mr. Levison and Lavabit. That
same day, the Court ordered that if Lavabit and Mr. Levison did not comply with the Court’s
directive by noon on August 5, 2013, the Court would impose a fine of $5,000 each day until
Lavabit complied.

On August 7, Mr. Levison provided a usable version of Lavabit’s encryption keys to the
United States. On August 8, 2013, Mr. Levison ceased operating Lavabit, LLC. He posted a
message to the website “lavabit.com” which stated, in part: “I have been forced to make a
difficult decision: to become complicit in crimes against the American people or walk away from
nearly ten years of hard work by shutting down Lavabit. After significant soul searching, [ have
decided to suspend operations.” Mr. Levison’s statement on the website concluded with a
request for donations.

Mr. Levison's decision to shut down Lavabit drew significant media attention, and Mr.
Levison and his attorney subsequently gave numerous media interviews relating to his decision.
A list of some of thase interviews is attached to this pleading as Exhibit 24. Within a day of Mr.
Levison’s public announcement, The Guardian published a statement, purported to be from
Edward Snowden, the target of the investigation, lauding Lavabit’s decision. Glenn Greenwald,

“E-mail service used by Snowden shuts itself down, warns against using US-based companies,”

The Guardian, August 9, 2013, available at

? Mr. Levison had provided an illegible, printed version of the encryption keys, which was
useless.
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http://www.theguardian.com/commentisiree/2013/aug/09/lavabit-shutdown-snowden-silicon-
valley (last accessed Sept. 5, 2013).

On August 15, 2013, Lavabit filed two notices of appeal. Both notices of appeal
indicated that Lavabit and Mr, Levison would appeal the Court’s August 1 and August 3 Orders.
One notice of appeal was captioned with docket numbers 1:13 EC 297 and 1:13 SW 522. The
other notice of appeal was captioned with Grand Jury No. 13-1. The Fourth Circuit has

consolidated the appeals.

At present, the United States secks to partially unseal the following documents:

Document Case Number Exhibit No.
18 U.S.C. § 2703(d) Order 113 EC254 ' e 3 ks
Pen Register Order 1:13 EC 297 2
| Motion for Entry of an'Orderto  1:13 EC 297 3
| Compel
| Order Compelling Compliance 113 EC297 4
Forthwith
Motion of the United States for 1:13-EC.297 e A
an Order to Show Cause bl : '
Order to Show Cause 1:13 EC 297 6
Summons . : 1:13:EC29% .., 7.
Grand Jury Subpoena dated July — 13-1; 13 GJ 2527; 13-245]1 N
11,2013
Search Warrant _ 1:13:SW-3522. : & 9
Order to Seal 1113 SW 522 10
18 U.S.C. §:2705(b) Order 1513 SW-522: : : eS|
i USA Supplement to Motion for 1:13 BC297 12 :
[ Order to Show Cause
Hearing Transcript Fohl e
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Order Denying Motion to Unseal  1:13 EC 297 14

Motion'to:Qiiash SUbpd
Search Warrant an
Meémoranduin of ] Law m.Support =,
of Motlon ML e

Molion for Unscaling of Sealed 1:13 EC 297; 1:13 SW 522; No. 13-1 16
Court Records and Removal of

Non-Disclosure Order and

Memorandum of Law in Support

of Motion

T3 EC297; 1113, SW 522, No. 1341

Notices of Appeai

Notice of Appeal(Am nded)-:

Redacted versions of each document are attached to this pleading as exhibits 1-23.
ARGUMENT
Lavabit no longer provides e-mail services to the target of the government’s
investigation. Moreover, Lavabit has notified the target of the government’s investigation
regarding the government’s interest in the target’s Lavabit accounts. Lavabit’s failure to provide
e-mail service means that the target’s Lavabit e-mail accounts are no longer viable sources of

information or evidence in the government’s investigation. Lavabit’s notification of the user

7
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means that the damage from user notification, such as the destruction of electronic evidence by
the target, has likely already occurred. Thus, some of the reasons for sealing certain sealed
pleadings no longer apply. The United States therefore requests that certain documents be
partially unsealed.

However, the criminal investigation into Snowden’s di.sclosures of classified national
defense information remains ongoing, and Lavabit’s violations of the sealing order have not
entirely eliminated the reasons for sealing documents that are at issue in this matter. The
justifications for sealing outlined in the government’s original motion still apply to certain
categories of information, and such information should remain sealed. The United States hereby
reasserts (and incorporates by reference) those justifications as to the following categories of
information:

1) Investigative Facts, Including Applications for Legal Process and Affidavits in Support

of Those Applications. The above-captioned matters, which relate to a pen register, search

warrant, and grand jury subpoena, include pleadings outlining the government’s ongoing
criminal investigation into the unauthorized-disclosure of classified information. Though the
target of the investigation has been charged with certain offenses, the government’s investigation
into his criminal conduct is ongoing. The government continues to investigate the scope of
Snowden’s unlawful activity, as well as whether he conspired with others. As such, the
documents in this category, which contain recitations of the basis for obtaining the orders sought
and their relevance to the investigation, contain “sensitive nonpublic facts,” the disclosure of
which could damage the ongoing investigation. This is sufficient justification for sealing. See /n
re Application of the United States of America for an Order Pursuant to 18 U.S.C. Section

2703(d), 707 F.3d 283, 293-94 (4th Cir. 2013); see also ACLU v. Holder, 673 F.3d 245, 253 (4th
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Cir. 2011) (noting government has compelling interest in protecting the integrity of ongoing
investigations).

The United States has also redacted the specific accounts targeted by the government.
Though these accounts, due to Mr. Levison’s actions, are no longer operational, knowledge of
the specific accounts known to the government could alert the target as to what information the
government has, or does not have, about his activities. This could allow him to alter or destroy
electronic evidence stored in other places. Such action would damage the investigation and thus
this information should remain sealed. See In re Application, 707 F.3d at 293-94.

2) The Identities of Law Enforcement Personnel Involved in the Ongoing Investigation.
The United States has redacted the identities of court and law enforcement personnel. Law
enforcement personnel are redacted because, in other investigations into the disclosure of
classified information, individuals who did not support the investigation attempted to harass
individuals working on the case by publishing their home addresses, work telephone numbers,
and work e-mail addresses, and encouraged others to directly contact them. Some individuals
also researched court personnel and placed personal information about such personnel on the
internet. As such, this information has been redacted to minimize disruption to the investigation
and to the operation of the courts. This is a valid justification for sealing. See, e.g., United
States v. Ramey, 791 F.2d 317, 318-20 (4th Cir. 1986) (noting that a case may be sealed for
legitimate prosecutorial needs and that protection of witness identities is a valid justification for
sealing an indictment).

3) Information Required to be Sealed by Law. Some information contained in the

records should be sealed by operation of law. For instance, some of the facts contained in

various applications is derived from the returns of grand jury subpoenas, which should be sealed
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pursuant to Federal Rule of Criminal Procedure 6(e). Other documents contain the address of
Mr. Levison’s personal residence, which is where his business is headquartered. This is personal
information which must be redacted pursuant to the E-Government Act of 2002. See E.D. Va.
Local R. 49.

One document specifically bears mention in this category: the grand jury subpoena
issued to Mr. Levison. This subpoena was issued to Mr. Levison but later withdrawn after the
government obtained a search warrant for the same information. Mr. Levison never appeared
before the grand jury, and the government’s interest in the information sought by the subpoena
will be revealed by the unsealing of the government’s search warrant. Thus, the government
does not believe that the grand jury subpoena needs to remain sealed at this time. To the extent
the court believes the release of the subpoena would disclose a “matter before the grand jury,”
the government seeks permission from the Court to disclose the subpoena as part of the record, if

necessary, in the Court of Appeals.
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CONCLUSION

For the foregoing reasons, the United States requests that the Court sign the proposed
order (Exhibit 25) partially unsealing the documents described in this motion, and authorize the
release of the redacted versions attached to this pleading as Exhibits 1-23. A redacted version of

the proposed order suitable for public release is attached as Exhibit 26.

Respectfully submitted,

Andrew Peterson

Assistant United States Attorney
United States Attorney’s Office
Eastern District of Virginia
Alexandria, VA 22314
703-299-3700 -
Andy.peterson@usdoj.gov

11
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EXHIBIT 1
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l:"r:i b !
UNITED STATES DISTRICT COURT i o
FOR THE EASTERN DISTRICT OF VIRGINIA |4 | SN 1020
TS o 2 +- 1 (SR =
{

}
IN REE APPLICATION OF THE ) i
UNITED STATES OF AMERICA FOR ) MISC. NO. 113 EC Qbu(
AN ORDER PURSUANT TO )
18 U.S.C. § 2703(d) )

) IFiled Under Seal

The United States has submitted an application pursuant to 18 U.S.C. § 2703(d),
requesting that the Court issue an Order requiring Lavabit LLC, an electronic communications
service provider and/or & remote computing service located in Dallas, TX, to disclose the records
and other information described in Attachment A to this Order.

The Court finds that the United States has offered specific and atticulable facts showing
that there are reasonable grounds to believe that the records or other information sought are
relevant and material to an ongoing criminal investigation.

The Court determines that there is reason to belicve that notification of the existence of
this Order will seriously jeopardize the ongoing investigation, including by giving targels an
opportunity to flee or continue {light from prosecution, destroy or tamper with evidence, change
patterns of behavior, or notify confederates, See 18 U.S.C. § 2705(b)(2), (3), (3).

IT IS THEREFORE ORDERED, pursuant to 18 U.S.C. § 2703(d), that Lavabit LLC
shall, within ten days of the date of this Order, disclose to the United States the records and other
information described in Attachment A to this Order.

IT IS FURTHER ORDERED that Lavabit LLC shall not disclose the existence of the
application of the United States, or the existence of this Order of the Court, 1o the subseribers of

the account(s) listed in Attachment A, or 1o any other person, unless and until otherwise
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authorized 10 do so by the Court, except that Lavabit [.LC may disclose this Order to an anorney
for Lavabit LLC for the purpose of receiving legal advice.
[T 1S FURTHER ORDERED that the application and this Order are scaled until
otherwise ordered by the Court.
/s/

John F. Anderson
Uniled States Magistrate Judge

Qute 10,2613
Date
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ATTACHMENT A

[. The Account(s)

The Order applies to certain records and information associated with the following email

accoun(s):

1. Reenrds and Other Information to Be Disclosed

Lavabit LLC is required to disclose the following records and other information, if available. 10
the United States for cach account or identifier listed in Part | ol this Antachment ("Account™),
for the time period from inception to the present:

A

The following information about the customers or subscribers of the Account:

T

o

(R

]

Names (including subscriber names, user names, and screen names);
Addresses (including mailing addresses, residential addresses, business
addresses, and c-muil addresses),

l.ocal and long distance telephone connection records;

Records of session times and durations, and the temporarily assigned
network addresses (such as Internet Protocol (Y1) addresses) associated
with those sessions;

Length of service (including start date) and types of service utilized;
Telephone or instrument numbers (including MAC addresses);

Other subseriber numbers or identitics (including the registration Internet
Protocol (“IP™) address); and

Means and source of payment for such service (including any credit card
or bank account number) and billing records.

All records and other information (not including the contents of communications)
relating to the Account, including:

Records of user activity for each connection made to or from the Account,
including log files; messaging logs; the date, time, length, and method of
connections: data transfer volume; user names; and source and destination
Internet Protocol addresses;

Information about each communication sent or received by the Account,
including the date and time of the communication, the method of
communication, and the source and destination of the communication
(such as source and destination email addresses, 1P addresses, and
telephone numbers).
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC BUSINESS RECORDS
PURSUANT TO FEDERAL RULE OF EVIDENCE 902(11)

I, , attest, under penalties of perjury under the

laws of the United States of America pursuant to 28 U.S.C. § 1746, that the information
comained in this declaration is true and correct. | am employed by Lavabil LLC, and my officia!l
Gtleds I am a custodian of records for Lavabit LLC. I state
that each of the records attached hereto is the original record or 2 true duplicate of the original
record in the custody of Lavabit LLC, and that | am the custodian of the atiached records
consisting of ___ (pages/CDskilobytes). | further state that:

a. all records attached 1o this certificate were made at or near the time of the
oceurrence of the matter set forth, by, or trom information transmitted by, a person with
knowledge ol those matters;

b. such records were kept in the ordinary course of' a regularly conducted business
activity of Lavabit LLC; and

c. such records were made by Lavabit LLC as a regular practice.

| further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Ividence.

Date Signature
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EXHIBIT 2
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE APPLICATION )
LIRSS |
OR A} R A 7ING THE Under Seal
INSTALLATION AND USE OF A PEN : e
REGISTER/TRAP AND TRACE DEVICE | 1:3EC287
ON AN ELECTRONIC MAIL ACCOUNT ;

This matter having come before the Court pursuant 1o an Application under 18 U.S.C.

§ 3122, by - Assistant United States Attorney, an attlorney for the Government
as defined by Fed. R, Crim. P. 1(b)(1), requesting an Order under 18 U.S.C. § 3123, authorizing
the installation and usc of a pen register and the use of a trap and trace device or process
(“pen/trap device™) on all electronic communications being sent from or sent to the account
associated wizh_that is registered 1o subscriber —m
Lavabit, LLC (hereinaficr referred to as the “SUBJECT ELECTRONIC MAIL ACCOUNT™).
The Court finds that the applicant has certified that the information likely to be obtained by such
installation and use is relevant to an ongoing crimingl investigation into possible violation(s) of
18 U.S.C. §§ 641, 793 (), and 798(2)(3) by-

IT APPEARING that the information likely to be obtained by the pen/trap device is
relevant 1o an ongoing criminal investigation of the specified offense;

IT IS ORDERED, pursuant 20 18 U.S.C. § 3123, that a pen/trap device may be installed
and used by Lavabit and the Federal Burcau of Investigation to capture all non-content dialing,
routing, addressing, and signaling information (as described and limited in the Application), sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of
the initiation and receipt of such transmissions, to record the duration of the transmissions, and (0

record user log-in data (date, time, curation, and Internet Protacol address of all log-ins) on the
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SUBJECT ELECTRONIC MAIL ACCOUNT, all for o period of sixty (60) days from the date of
such Order or the date the monitoring equipment becomes operational, whichever occurs later;

IT1S FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(b)(2), that Lavabit shall
furnish agents from the Federal Burcau of Investigation, forthwith, all information, facilitics, and
technical assistance necessary to accomplish the installation and use of the pen/trap device
unobtrusively and with minimum interference to the services that are accorded persons with
respect to whom the installation and use is to take place;

IT IS FURTHER ORDERED that the United States take reasonable steps to ensure that
the monitoring equipment is not used (o capture any “Subjeet:" portion of an electronic mail
message, which could possibly contain content;

IT IS FURTHER ORDERED that Lavabit shall be compensated by the Federal Bureau of
Investigation for reasonable expenses incurred in providing technical assistance;

IT 1S FURTHER ORDERED that, in the event that the implementing investigative
agency seeks to install and use its own pen/trap device on 4 packet-switched data network of a
public provider, the United States shall ensure that a record is maintained which will identify: (2)
any officer(s) who installed the device and uny officer(s) who tecessed the device 1o obtain
information from the network; (b) the date and time the device was installed, the dute and time
the device was uninstalled, and the date, time, and duration of cach time the device is accessed o
obtain information: (c) the configuration of the device at the time of its installation and any
subsequent modification thercof: and (d) any information which has been collected by the device,
T'o the extent that the per/trap device can be set 1o automatically record this information
clectronically, the record shall be maintined electronically throughout the installation and use of
the pen/trap device. Pursuant 10 18 U.S.C. § 3123(a)(3)(B), as amended, such record(s) shall be

provided ex parte and under seal 10 <his Court within 30 days of the termination of this Order,

=t

including any extensions thercof;
IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(d), that this Order and the
Application be sealed until otherwise ordered by the Court, end that copies of such Order may be

2
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furnished to the Fedcral Burezu of Investipation, the United States Attorney's Office, and
Lavabit;

IT1S FURTHER ORDERED that Lavabit shall not disclose the existence of the pen/trap
device, or the existence of the investigation 10 any person, except as necessary to effectuate this

Order, unless or until otherwise orcered by the Court.

SO ORDERED: .
) ‘Buchanan

)\, Théresa Carroll Bu

/[i),/ Unzted States Magistrale Judge

“Ton. Theresa C. Buchanan
United States Magistrate Judge

1
‘l

\
Date: \G\LH 1Y

e

&
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EXHIBIT 3
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INTHE UNITED STATES DISTRICT COURT FOR THE |1 | oz e iz

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
INSTALLATION AND USLE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

(Under Scal)

313 EE 297

o e oy

MOTION FOR ENTRY OF AN ORDER TO COMPEIL

The United States. by and through its undersigned counsel, hereby requests the Court
enter an Order directing Lavabit, L1LC, to comply with the Court’s June 28, 2013 Pen
Register/ Trap and Trace Order. In support of the motion the United States declares as follows:

bs On June 28. 2013, at approximately 4 p.m., this Court entered an Order pursuant
t0 18 U.S.C. § 3123 authorizing the installation and use of a pen register and the use of & trap and
trace device (pendrap deviee™) on all clectronic communications being sent from or sent o the
clectronie mail account _ That c-mail account is controlled by Luvabil,
LLC.
In its Order, the Court found that the information to be collected by the pen/trap
deviee wonld be relevant to an ongoing criminal investigation. In addition, the Court ordered
Lavabit “shall furnish agents from the Federal Bureaun of Investigation. forthwith. all
‘nformation. facilities. and technical assistance necessary o accomplish the installaton and use
of the pendtrap device.”

3. The Federal Bureau ol Investigation served a copy of the Ovder on Lavabit thin
same alternoon. A representative ol Lavabit stated that it could not provide the requested

information because the user of the account had enabled Lavabit’s encryption services, and thus
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Lavabit would not provide the requested information. ‘The representative ol Lavabit indicated
that Lavabit hed the wehnical capability 1o deerypt the information but that Lavabit did not want
10 “defeat [its] own system,”

[he representative of Lavabit did not comply with the Order, and indicated he
first wanted 10 seek legal advice.

5. The Pen Register and Trap and ‘Trace Act gives this Court the authority 1o order a

provider to assist the govermment in the exceution of a lawful pen register or trap and trace arder,
including by providing information.  Scction 3122 of Title 18, United States Code, provides in
part: “An order issued under this seetion-- ... shall dircet, upon the request of the applicant, the
furnishing of information, facilities, and technical assistance necessary to accomplish the
installation of the pen register or trap and trace device under seetion 3124 of this tite.” Scction
31724(a) provides, “Uipen the request af an attorney for the Govemment or an ofticer ot'a law
cnforcement ageney authorized to install and use a pen register under this chapter, a provider of
wire or electronic communication serviee. .. shall furnish such investigative or law enforcement
officer forthwith all information, fneilities, and technical assistance necessary 1o accomplish the

installation of the pen register unobtrusively and with a minimum ot interference. . it such
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assistance is directed by a court order as provided in seetion 3123(b)(2) of this title.” Scction
241 contains o similar provision governing trap and trace orders,

Wheretore, the United States requests an Order directing Lavabit to comply torthwith

with the Court’s June 28, 2013 Order.,

Respeettully submitied,
NEIL L MACBRIDE
United States Attomey

Assistant United States Atlorney
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EXHIBIT 4
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING THE (Under Seal)
REGISTER/TRAP AND TRACE DEVICE 13 EC 297

)
)
)
INSTALLATION AND USE OF A PEN )
)
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER COMPELLING COMPLIANCE FORTHWITH

WHEREAS, on June 28, 2013, at approximately 4:00 p.m., this Court entered an Order
pursuant (o 18 U.S.C. § 3123 authorizing the installation and use of a pen register and the use of
a trap and trace device (“pen/trap device”) on all electronic communications being sent from or
sent to the electronic mail accoum_ which is an e-mail account
controlled by Lavakir, LLC (*Lavabit"); and

WHEREAS, this Court found that the information obtained by the pen/trap device would
ke relevant 10 an ongoing criminal investigation; and

WHEREAS, the Court's Order directed that Lavabit “shall furnish agents {rom the
Federal Burcau of Investigation, forthwith, all information, facilities, and technical assistance
nceessary to accomplish the installation and use of the pen/trap device;” and

WHEREAS, Lavabit informed the Federal Bureau of Investigation that the user of the

account had enabled Lavabit's encryption services and thus the pen/irap device would not collect
the relevant information; and
WHEREAS, Lavabit informed the FBI that it had the technological capability to obtain

the information but did not want to “defeat [its] own system;”
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ITIS HEREBY ORDERED that Lavabit LLC is dirccted 1o comply forthwith with the
Court's June 28, 2013 Order, and provide the Federal Bureau of Investigation with unencrypted
data pursuant 1o the Order. To the extent any information, facilitics, or techniczl assistance are
under the control of Lavabit are needed to provide the FBI with the unencrypted data, Lavabit
shall provide such information, facilities, or technical assistance forthwith.

Failure to comply with this Order shall subject Lavabit to any penalty within the power of
. 4 y 1' ' ¥ \/‘{‘\
the Counj |kL,9..(.u_d-u\ "N-D. [Ou Fr "31 ;bI o'?— crirrumneold "

SO ORDERED. |, 117_,71 )3
[

B
('%hamsa Garroll Buchanan -
Inlied-8tmtes Maglatrmta Judge

Hon. Theresa C. Buchanain
United States Magistrate Judge
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EXHIBIT 5
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

N THE MATTER OF THE ) FILED UNDER SEAL Pl et
APPLICATION OF THE UNITED )

STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN

) No. L13EC297
)
REGISTER/TRAP AND TRACE DEVICE )
)

ON AN ELECTRONIC MAIL ACCOUNT

MOTION OF THE UNITED STATES

FOR AN ORDER TO SHOW CAUSE

The United States, through tne undersigned counsel, pursuant to Title 18, United States

Code, Section 401, hereby maves fer the issuance of an order directing Ladar Levison, the owner
and operator of Lavabit LLC, an eletronic communications service provider, to show cause why
Lavabit LLC has failed to comply with the orders entered June 28,2013, in this matter and, as 4
result, why this Court should not hold Mr. Levison and Lavabit LLC in contempt for its
disobedience and resistence to these lawful orders. The United States further requests that the
Court convene u hearing on this motien on July 16, 2013, at 10:00 a.m., and issue a summons

directing Mr. Levison to appear before this Court on that date. In support of this motion, the

United States represents:

L The United States is conducting u criminal investigation 01'—
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On June 10, 2013, the United States obtained
an order pursuant to 18 U.S.C. § 2703(d) directing Lavabit LLC to provide, within ten days,
additional records end information eboul-cmail account. Mr. Levisen received that
order on June 11, 2013, Mr. Levison responded by mail, which was not received by the
government unti! June 27, 2013. M-. Levison provided very little of the information sought by

the June 10, 2013 order.

3 On June 28, 2013, thz United States obtained 2 pen register/trap and trace order on
-maii account, a copy of which is attached together with the application for that
order.
4, On June 28, 2013, FBI special agents met Mr. Levison at his residence in Dallas,

Texas, and discussed the prior granc: jury subpoena served on Lavabit LLC and the pen register
order entered that day. Mr. Levison did not have a copy of the order when he spoke with the
agents, but he received a copy from the FBI within a few minutes of their conversation. Mr.
Levison told the agents that he would not comply with the pen register order and wanted 10 speak
to an attorney. It was unclear whether Mr. Levison would not comply with the order because it
was technically not feasible or difficult or because it was not consistent with his business practice

of providing secure, encrypted emaii service for his customers.

2
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5 On June 28, 2013, after this conversation with Mr. Levison, the United States
obtained un Order Compelling Compliance Forthwith, which directed Lavabit to comply with the
pen register order. Copies of that motion and order are attached.

6. Since June 28, 2013, the FBI has made numerous attempts, without success, ¢
speak and meet directly with Mr, Lzvison to discuss the pen register order and his failure to
provide “all information, facilities, and technical assistance necessary 1o accomplish the
installation and usc of the pen/trap deviee™ as required by that order. As of this date, Lavabit
LLC has not complied with the order.

7. The United States requests that the Court enter the attached preposed order
directing Mr. Levison to show cause why Lavabit LLC has failed to comply with the pen register
order and why, therefore, he should not be held in contempt. The United States requests that this
show cause hearing be scheduled for July 16,2013, at 10:00 a.m., and that a summons be issued
direeting Mr. Levison to appear before this Court on that date.

8. The June 10, 2013 Section 2703(d) Order and the June 28, 2013 pen register order
cemain under seal. In addition, these orders provide that Lavabit LLC shall not disclose the
existence of the governemnt's applcations and the orders to the subscribcr-m' lo any
other persons unless othenvise authorized to do so by court order, except that Lavabit LLC may
disclose the orders to an attorney for the purpose of obtaining legal advice regarding these orders.

‘The United States requests that these documents remain under seal, that the non-disclosure
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yrovisions of the orders remain in eftect, and that this motion and order and any subsequen
} ) !

pleadings and/or proceedings regarding this motion also be scaled.

Respectfully submitted,

Neil H. MacBride
Unijed States Attorney

/ nited States Auorney
Justin W. Williams U.S, Attorney's Building
| 2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: 703-299-3700
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PROPOSED
ORDER TO SHOW CAUSE
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(N THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division
IN THE MATTER OF THE
APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER

j UNDER SEAL
1
)
AUTHORIZING THIE USE OF A PEN )
)
)

No. 1:13EC297
REGISTER/TRAP AND TRACE CEVICE
ON AN ELECTRONIC MAIL ACCOUNT

ORDER TO SHOW CAUSE

Upan motion of the United $tates pursuant to Title 18, United States Code, Scetion 401,
sood cause having been shown, 1T IS HEREBY ORDERED:

l. Ladar Levison, the ovner and aperator of Lavabit LLC, an ¢lectronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m,,
At which time he shall show cause why Lavabit LLC has failed 1o comply with the orders entered
June 28. 2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disabedience and resisience to these lawful orders;

2 The Clerk’s Office shall issue a summons for the appearance of Mr. Levison on
July 16,2013, at 10:00 a.m. The Clerk’s Office shall provide the Federal Burcau of Investigation
with a certificd copy of the summons for service on Mr. Levison and Lavabit LI.C.

3. The Federal Bureau of Investigation shall serve the summons on Mr, Levison
together with a copy of the Motion ol the United States for an Order to Show Cause and a
certified copy of this Order 1o Show Cause.

4. The sealing end non-disclosure provisions of the June 10, 2013 Section 2763(d)

order and the June 28, 2013 pen reg-ster order shall remain in full foree and effect. Mr. Levisen
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and Lavabit LLC shall not disclose the existence of these applications, motions, and court orders,
including this Order to Show Causc, to the subscriber or to any other persons unless otherwise
authorized to do so by court order, except that Lavabit LLC may disclose the orders to an
attorney for the purpose of obtaining legal advice regarding these orders.

5. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceedings regarding this matter shall be placed under scal until
further order of this Court.

Entered in Alexandria, Virginia, this day of July, 2013

Claude M. Hilton
Inited States District Judge
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EXHIBIT 6
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division ' 5
IN THE MATTER OF THE ) UNDER SEAL K5 - 9203 ’
APPLICATION OF THE UNITED ) =
STATES OF AMERICA FOR AN ORDER )} No. 1:113EC287 CUERK US D1S1PK ' l
AUTHORIZING THE USE OF A PEN ) ABOROMA ViR
REGISTER/TRAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER TO SHOW CAUSE

Upon motion of the United States pursuant to Title 18, United States Code, Section 401,
good cause having been shown, IT IS HEREBY ORDERED:

I Ladar Levison, the owner and operator of Lavabit LLC, an electronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m.,
at which time he shall show cause why Lavabit LLC has failed to comply with the orders entered
Junz 28, 2013, in this matier and why this Court should not hold Mr. Levison and Lavabit LLC in
contermpt for its disobedience and resistence (o these lewful orders;

2. The Clerk’s Office shall issue a summons for the appearence of Mr. Levison on

July 16, 2013, at 10:00 am. The Clerk's Office shall provide the Federal Burcau of Investigation

with a certified copy of the summons for service on Mr, Levison and Lavabit LLC.
3 The Federal Bureau of Investigation shall serve the summons on Mr, Levison

together with a copy of the Motion of the United States for an Order to Show Cause and &
certified copy of this Order to Shaw Cause.
4. The sezling and non-disclosure provisions of the Junc 10, 2013 Scetion 2705(d)

order and the Juns 28, 2013 pen register order shall remain in full force and effect. Mr. Levison
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and Lavabit LLC shall not disclose the existence of these applications, motions, and court orders,
including this Order 1o Show Cause, to the subscriber or to any other persons unless otherwise
authorized 1o do so by court order, except that Lavabit LLC may disclose the orders to an
attorney for the purpose of obteinirg legal advice regarding these orders.

5. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceediags regarding this matter shall be placed under seal undl
further order of this Court.

Entered in Alexandria, Virginia, this _j’,f;’d'{'day of July, 2013

Claude M. Hilton
United States District Judge

ATRUE COPY, TESTE:
CLERK, U.S. DISTRICT COL:T
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EXHIBIT 7/
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AD B3 (Rev. BA09) Summons ia 3 Coimizal Case

UNITED ST4TES DISTRICT COURT

for the

Eastera District of Virginia

] ot - - -
" F | A el ma S ! 2 g
e : . E !g"‘r.ﬁaj! lom bt B0 0 A E
United States of America God § W Eed feunf ¥ % FE AT
» = “ar¥ [omed | 1 )

y "ase No. 1:13ec297
Ladar Levison Case No ec29

T Defendant

SUNMDMONS IN A CRIMINAL CASE

YOU ARE SUMMONED to appear before the United States district court at the time, date, and place set forth
helow 10 answer 10 one or more offenses or violations based on the following document filed with the court:

= Indictment [l Superseding Indictment 7) Information [ Superseding Information O Complains
—_— 2l e 1 Ity e, - pe - W - . . T - .
— Probation Violation Petition 3 Supervised Relzase Violation Petition 0 Violation Notice & Order of Cour!

Place: 401 Courthouse Square |Courtroom No.: 800- Judge Hilton
Alexandria, VA 22314 ' s e e

‘Date and Time:  7/16/13 @ 10:00 am

This offensce is briefly described as follows:

See Attached Order

Date: 07092013
lsxuing officer 'y Yignature

- Dcputy Cletk

Printed name and title

1 declare under penalty of pegury that | have:

" Executed and returned this summons ) Retorned this summons unexecuted

A TRUE COPY, TEST::
CLERK, U.S. DISTRICT CGLHT

Dates:

o ——— - ——— e —

S S
DEPULY CLERK

Frinted name and ntle
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EXHIBIT 3
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AQ 110 (Xev 0./05) Subpeena tc Tesnly Before 1 Cnad Jury Pded 2 1302527 0 13 3y
United States District Court
for the
Eastern District of Virginia
SUBPOENA TO TESTIFY BEFORE THE GRAND JURY

™ Ladar Norman Levisun

Dallag, TX 75204

YOU ARE CONMMANDED 1o sppeer end testify befere the United States district cowt st the time, date, 20
plece shown below 1o tesify befors the count’s pead jury, When you arrive, you must remain 21 ihe coun }
judue or 2 court officer allows you te Jeave,

Flacs UNITED STATES DISTRICT COURT Dete and Time: July 16,2013 8:30 AM
401 Courthouse Syuare
Alexandrle, Yirginta 22314

You must &l5o bring with you the following documents, slzctronically stored informatian. or Qblsis
{21k if ot applicable):

1n addition to yuur persunal appeariance, you arc direeted to bring 1o the grand jury the public and private
eneryption keys used by livabit.eom inuny SSL (Secure Socket Layer) or TLS (Transpors Security Luyer)
Ssessions, incluoing VITTPS sessiuns with elients using the lsvabit.com wel site #nd encrypted SHMTP
communaications (or Internet communications using other protocols) with muil servers;

Any other information necessary 1o wecomplish the instaliation und use of the pen/trap device ordered by
Judee Buchanan on June 28, 2013, unubtrusively znd with minimum interference to the servizes that are
secorded persons with respect to syhom the installation and use is to 1ake plice;

If such Information is clectronically stered or unable to be physically transported to the grand jury, you
imuy provide @ copy of the Information to the Federul Bureau of Investigation. Provision of this information
to the FBI docs notl excuse your personal appearance,

e ol 11 2013 CLERX CF CQl

‘Thec name, aderess, email, and iclenhone numbszr of the United Starzs pteniey, or assistamt Unlted Soes aftomney, Wno

requests this subpoena, are:

Office of the Lialted Stntes Artorncy

Justin W W iltRimg United Srates Atterney's Building
e Jamiesun Avenur

Alevanidrion, Vieglain 22353 (T03) 299.2700
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pesna to Testity Befors 3 Grand Jury (Fage 3)

PROOF OF SERVICE

1 i L !
This subpeena for {name of individugl or organizatien) Lodetr  Nofmen s
wiae rocaives by me on (oate) __JpAL W, P
* T e

i 1 oer

Iy eprved tha subpnena on the individual at (place)

sonally
DaAlis | et 3

on(uate)_ Juds U FetT .er
1 L i

U3 11eft the subcoena gt he individual's residence or usual place of anode with (name)

, o person of suitable sge snd discretion who rosides nerz, on
. and mait=d a copy o the individual's last known addrass; or

{cala)

IZ 1 served the sutgoena on (name of inidividual)
dasignated by law t@ asccept service of pracess on benalf of {(name of organization)
cn (date) b L

,who s

25 Vreturned the subpoena unexeculzd becaus2 , ol

! Other (spacify)

| deware unaer the penalty of perjury ihat this information s truz

o)
[H]
AV

e ..T;{,Lg /1 v,

_-._[:'_EJL;-O.‘-"J.L.!_’»r.jﬁ_.__.,___ Semeneme oo

Server's addrass

Additional info

rmation regarding attempted services, ele:
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EXHIBIT 9
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A0 03 (Rev 12/09) Search amd Seizure Warrant

. e UNITED STATES DISTRICT COURT
B
UN'DEE \ St!}'j" for the

Eastern District of Virginia

In the Matter of the Search of
(Brictly describe the property to be searched
or identify Ihe person by nume and address)

INFORMATION ASSOCIATED WITH

Case No. 1:138W822

R EMISES

CONTROLLED EY LAVAEIT, LLC
SEARCH AND SEIZURE WARRANT

To: Any autherized law enforcement officer

An application by a federal law enforcement officer or an attorney for the govemnment requests the search
of the following person or property located in the Northemn _ District of Texas
(identify the person or deseribe the properiy (0 be searehed and pive (s location)!
See Attachmant A

The person or property to be searched, descrined above, is believed 1o conceal fidendip the persen or deseribe the

property (6 be selzed)

See Attachment B
| find that the affidavit(s), or any recorded testimony, establish probable cause 1o scarch and scize the person of

properny.

YOU ARE COMMANDED to execuic this warrant on or before e

(not to exceed 14 days)

7 in the daytime 6:00 a.m. to 10 p.m. o at any time in the day or nightas 1 find reasonable cause has been
established.

Unless delayed notice is authorized below, you musl give & copy of the warrant and a receint for the propermy
raken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken,
The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly retwn this warrant and inventory to United States Magistrate Judge
The Honorable Claude M. Hilton
(narie)

A 1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except lor delay
of 1rial), and authorize the officer executing this warrant (o delay notice to the person who, or whose property, will be
searched or seized (check the appropricie box)  Ofor “days (not 10 excevd 31).
SJuntil, the facts justifying, the later speceific date of

Date and time 1ssued, wli }((.f 20N ' "
!- Claude M. Hilton

United States District Judge

City and state:  Alexandria, Virginia_______
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ATTACHMENT A

Property to Be Searched

This warrant applies to informatien associated with— that is

stored at premises controlled by Lavabit, LLC, a company that accepts service of legal process at
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ATTACHMENT BB

Particular Things to be Seized
L. Information to be disclosed by Luvabit, LLC (the “Provider™)

To the extent that the information described in Attachment A is within the possession,
custody, or control of the Provider, including any emeils, records, files, logs, or information that
has been deleted but is still available to the Provider, the Provider is required to disclese the
following information to the government for each nccount or identifier listed in Attachment A:

a All information necessary to decrypt communications sent 10 or from the Lavabit

=.

g-mail account— including encryption: keys and SSL keys;

b. All information necessary to decrypt data stored in or otherwise associated with

the Lavabit account _
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II. Information to be seized by the government

All information described above in Scetion [ that constitutes fruits, contraband, evidence

and instrumentalities of violations of 18 U.S.C. §§— those
violations im'olving_including, for cach account or identifier listed on

Auachment A, information pertaining to the following matters:

a. All information necessary 1o decrypt communications sent to or from the Lavabit
e-mail account — including encryption keys and SSL keys;
b. All information necessary to decrypt data stored in or otherwise associated with
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC
BUSINESS RECORDS PURSUANT TO FEDERAL RULE
OF EVIDENCE 902(11)

I , attest, under penalties of perjury under the

laws of the United States of America pursuant to 28 U.S.C. § 17456, that the information
contained in this declaration is true and correct. I am employed by Lavabit, LLC, and my

official title is . 1am a custodian of records for Lavabit,

LLC. | state that each of the records attached hereto is the original record or a true duplicate of
the original record in the custody of Lavabit, LLC, and that  am the custodian of the atached

records consisting ol (pages/CDs/kilobytes). | further state that:

a. all records attached to this certificate were made at or near the time of the
oceurrence of the mateer set forth, by, or from information transmitted by, & person with

knowledge of those matters;

b. such records were kept in the ordinary course of a regularly conducted husiness

activity of Lavabit, LLC; and
¢ such records were made by Lavabit, LLC as a regular practice.

| further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

Date Signature
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EXHIBIT 10
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UNDER SEAL UNITED STATES DISTRICT COURT
CASTERN DISTRICT OF VIRGINIA
Alexandrin Division

N THE MATTER OF THE SEARCH OF UNDER SEAL
(Local Rule 49(B))

No. 1:13sw522

THAT IS STORED AT PREMISES

)
)
)
)
)
CONTROLLED BY LAVABIT, LLC )

ORDER TO SEAL

The UNTTED STATES, pursuant to Local Rule 49(B) of the Local Criminal Rules for
the United States District Court for the Eastern District of Virginia, having moved to seal the
application for a search warrant, the search warrant, the affidavit in support of the search
warrant, the Motion to Seal, and proposed Order in this matter; and

The COURT, having considered the government’s submissions, including the facts
presented by the government (o justify sealing; having found that revealing the material sought
10 be sealed would jeopardize an ongoing criminal investigation; having considered the
available alternatives that are less drastic than sezling, and finding none would suffice to protect
the government's legitimate interest in concluding the investigation; and having found that this
legitimate government interest outweighs at this time any interest in the disclosure of the
material; it is hereby

ORDERED, ADJUDGED, and DECREED that, the application for search warrant, the
search warrant, the affidavit in support of the search warrant, Motion to Seal, and this Order be
sealed until further Order by the Court. It is further ordered that law enforcement officers may

serve a copy of the warrant on the occupant of the premises as required by Rule 41 of the Fed

R. of Crimi. Proc.

/s/
N Claude M. Hilton
Date: /'\-m.{a Jb , 206)3 - e b ThE cbulin ;
Catbxanarin, Virginia United States District Judge
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EXHIBIT 11
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UNDER SEAL

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA,

INRE: APPLICATION OF THE UNITED | Case No. 1:138W522 L _E P
STATES OF AMERICA FOR AN ORDER | Filed Under Seal | !
PURSUANT TO 18 U.S.C. § 2705(b) | S g __Jfl

ORDER m:’,rlfrsf‘”“i:cr :

The United States has submined an application pursuant to 18 U.S.C. § 2705(b),
requesting that the Court issue an Order commanding Lavabit, an ¢lectronic communications
service provider and/or a remote computing service, not to notify any person (including the

_ subscribers or customers of the account(s) listed in the search warrant) of the existence of the
avached search warrant until further order of the Court.

‘The Court determines that there is reason to believe that notification of the cxisience off
the zttached warrant will seriously jeopardize the investigation, including by giving targets an
opportunity to flee or continue flight from prosecution, destroy or taumpes with evidence, change
patterns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3), (3).

IT 1S THEREFORE ORDERED under 18 U.S.C. § 2705(b) that Lavabit shall not
ciselose the existence of the atiached search warrant, or this Order of the Court, to the listed
subscriber or to any other person, urless and until othenwise authorized to do so by the Court,
excepl that Lavabit may disclose the attached search warrant to an attorney for Lavabit for the
purpose of receiving legal advice.

[T IS FURTHER ORDERED that the application and this Order are sealed until

otherwise ordered by the Cowrt.

/é)!‘ ; /‘b} 2{:.;3 1s/
(eaie Claude M. Hilton
United States District Judge
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EXHIBIT 12
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IN THE UNITED STATES DISTRICT COURT FOR ') . [E

EASTERN DISTRICT OF VIRGINIA

a1

o

Alexundria Division

CLERE, LS, DININCY COURT
T e

N THE MATTER OF THE FILED UNDER SEAL B .
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER

)

)

) No. LI13EC297
AUTHORIZING THE USE OF A PEN )
)
)

REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT
SUPPLEMENT TO THE MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE
The United States, through the undersigned counsel, submits the following additional
information in support of its show cause motion filed July 9, 2013:

Following the issuance of the Court’s Order to Show Cause, the government had &
meeting/conference call with Mr. Levison and his then counsel. Mr. Levison was in Dallas,
Texas, at the FBI field office, at the time, and his counsel from San Francisco, California, and
prosecutors and FBI agents from the Washington, D.C. ficld office participated by telephone. The
conference call was convened ‘o discuss Mr. Levison’s questions and concerns about the
installation and operation of & pen register on the tergeted emuil account. Mr. Levison’s
concerns focused primarily on how the pen register device would be installed on the Lavabit LLC
svstem, what data would be captured by the device, what data would be viewed and prescrved by
the government. The parties also discussed whether Mr. Levison would be ble to provide
“keys™ for encrypted information.

2 During the conlerence call, the FBI explained to Mr. Levison that the pen register

could be installed with minimal impact to the Lavabit LLLC system, and the agents told Mr.
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Levison thal they would meet with him when they were ready to install the device and go over
with him any of the technical details regarding the installation and use of the pen register. As for
the data collected by the device, the agents assured Mr. Levison that the only data that the agents
would review is that which is stated in the order and nothing more (7.¢., user log-in information
and the date. time, and duration of the transmissions for the target account).

3 Lavebit LLC provides encryption service 1o paid users - Based
on the conference call with Mr. Levison, the FBI is reasonably confident that with the encryption
keys, which Mr. Levison can access, it would be able view in an un-encrypted format any
encrvpted information required to be produced through the use of the pen register.

4, Mr. Levison and his attorney did not commit to the installation and use of the pen
register at the conclusion of the July 10 conlerence call. OnJuly 11, 2013, counsel who
participated in the conference cell informed the government that she no longer represented Mr,
Levison or Lavabit LLC. In addition, Mr. Levison indicated that he would not come to court
unless the government paid for his travel.

5. On July 11, 2013, FBI agents served Mr. Levison with a grand jury subpoena
directing him to appear before the grand jury in this district on July 16, 2013. Asa grand jury
witness, the covernment was responsible for making Mr. Levison’s travel arrangements.

0. On July 11, 2013, the undersigned counsel sent Mr. Levison an email indicating
that he has been served with a show cause order from this Court requiring his appearance on July
16, 2013, and a subpoena requiring his appearance on the same date before a federal grand jury.
The email further advised Mr. Levison that he should contact the United States Attorney’s Office

as soon as possible to make his travel arrungements.
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7. On July 13, 2013, Mr. Levison, who was no longer represented by counsel. sent
government prosecutors an email indicating that he would be able to collect the data required by
the pen register and provide that data to the government after 60 days (the peried of the pen
register order), For this service, Mr. Levison indicated that the povernment would have to pay
him $2000 lor “developmental time and equipment” plus an additional $1500 if the government
wanted the data *more frequently” than after 60 days.

8. On July 13, 2013, the government responded o Mr. Levison's proposal. The
prasecutors informed Mr, Levison that the pen register is a devise used to monitor ongoing email
traffic on 2 real-time basis and providing the FBI with data after 60 days was not sufficient.
Furthermore, prosecutors informed him that the statute authorizes the government to compensate
a service provider for “reasonable expenses,” and the amount he quoted did not appear to e
rcasonable, Mr. Levison responded by email stating that the pen register order, in his opinion,
does not require real-time access (although this fact was discussed at length during the July 10
conference call). Morcover, he indicated that the cost of reissuing the “SSL certificate” (for
encryption service) would be $2000. It was unclear in his email if this $2000 was an additional
cxpense Lo be added to the $3500 previously claimed. Mr. Levison indicated that he would try to
contact the person responsible for making his travel arrangements at the United States Atorney’s
office on Sunday afternoan,

9. On July 135, 2013, Mr. Levison spoke with the person responsible for making his
travel arrangements. He was told that he was booked on a flight from Dallas, Texas, to Reagan

National Airport departing that same evening, He also had @ hotel reservation. Mr. Levison

T
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10.  The proceeding before the Court today is to determine whether Lavabit LLC and
Mr, Levison should be held in civil contempt. Civil contemipt, as compared to eriminal contempt
under rule 42 of the Federal Rules of Criminal Procedure, is intended to coerce compliance with
a court order. There ure four clements to civil contempt: (1) the existence of valid order of which
Lavabit LLC and Mr. Levison had actual or constructive knowledge; (2) the order was in the
government's “favor™; (3) Lavabit LLC and Mr. Levison violated the terms of the order and had
knowledae, or constructive knowledge, of such violation; and (4) the government suflered harm
as a result. /n re Grand Jury Subpoena (T-112), 597 F.3d 189, 202 (4th Cir. 2012),

11. Here. each of these elements has been et Lavabit LLC, through direct
communication between the government and Mr. Levisen, its owner and operator, has had actual
tnowledge of the pen register order and the subsequent June 28 vrder of the magistrate judge
compelling compliance with that order. This Court’s show cause order, which wes personally
served on Mr. Levison, provided further notice of the violation of those orders by Lavabit LLC.
The government clearly has suffered harm in that it has lost 20 days of information as a result of
non-compliance,

12, Lavabit LLC may comply with the pen register order by simply allowing the FBI
to install the pen register devise and provide the FBI with the encryption keys. If Lavabit LLC
informs the Court it will comply with the order, the government will not seck sanctions. [f,
however, Mr, Levison informs the Court that Lavabit LL.C will not comply, the government
requests that the Court impose a fine of $1000 per day, commencing July 17, 2013, until Lavabit
[.LC fully complies with the pen register order.

13, To the extent that Lavabit LLC takes the position that the pen register does not

Pe

=R
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authorize the produciion of the encryption keys, the government has asked the Court to authorze
the seizure of that information pursuant 10 a warrant under Title 18, United States Code, Scction
2703, thus rendering this argument moot.

14. The Court has sealed this proceeding. This pleading has also been filed under seal.

The United States will hand deliver a copy of this pleading to Mr. Levison at today’s hearing

Respectiully submitted,

Neil H. MacBride

United States Attorney’ fice

L/ Justin W, Williams U.S. Attorney’s Building
2100 Jamieson Avenue

Alexandria, Virginia 22314

Phone: 703-299-3700
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ONITED STATES DISTRICT COURT
S&ST“?H DISTRICT OF YIRGINIA
LEXANDRIA DIVISION

IN THE MATTER CF THE ) )
APPLICATICN OF THE UNITED ) 1:13 EC 297 @ ff \f
STATES OF RAMERICAR FCR AN )

CRDER AUTHORIZING TIE ) UNDER SEAL

INSTALLATION AND USE OF A }

PEN REGISTER/TRAP AND TRRCE ) Alexandria, Virginia

DEVICE ON AN ELECTRONIC }y July 16, 2013

MAIL ACCCOUNT ) 10:41 a.m.

B3
1

TRANECR

PT OF HEARING
BEFORE THE HCNORABLE CLAUDE M. HILTON

UMITED STATES DISTRICT JUDGHE

APPEARBNCES:

Im

for the United States: James Trump, Esq.
Andrew Peterscn, Esg.
Brandon Van Grack, Esq.
Michael Ren'Ary, Esq.

For the Respondent: Lader Levison, Respondent
Court Reporter: Tracy L. Westfall, RPR, CMRE, CCR

Proceedings reported by machine shorthand, transcript proc
by computer-aided transcription.

‘\
!

Tracy L. Westfall QCR-USDC/EZOVA
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UNDER SEAL z
PROCEEDRDINGS

THE CLERK: In Re: Case No. 1:13 EC 297

MR. TRUMP: Good morning, Judge. Jim Trump on behall
of the United States With me is Andy Peterson, Brandon
Van Grack from the United States Department of Justice,
Mr. Ben'Ary behind me, and Matt Braverman, special agent Lor ihs
FBI

PHE COURT: All right

MR. LEVISON: Ladar Levison, the subject of the
sammens.

THE COURT: All right Mr. Trump.

MR. TRUME: Your Honor, we submitted our supplemental
paper this morning describing the communication we've had with
Lavabit, LLC, through Mr. Levison. And I think, very simply, we

would like this Court

intends to comply wit

require him to allow

device which will ext

that data to the FBI,

keys to the extent th

among within the body

register order.

Leviscon wheth

(5]
e

to inquire of Mr.
h the pen register

the BT access to his server

ract data, filter that

data, and
and to provide the FBI with the gncryption

ere

is encrypted infermation, included

of information called for by the

PEn

aware, and as we will provide with

Mr. Levison, we obtained a search warrant this morning from You:
Honor for the same encryption ¥eys. Thus, to the exient there's
racy Waatfall OUR-USBROJEDNA
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101
UNDER SEAL

1 || any question as to whether Mr. Levisorn would be required te

2 || provide these keys, it's now subject both to the pen register

3 || order and the search warrant, the warra

4 That's where we stand, Your Honor. If Mr., Levison

5 || agrees to comply with the order, we would not sesk any

G sancrions. We would ask that he be directed to forthwith make
7 | nis servers available so the FBI can install that device and tc

13
(1]
-
1
0
0
1)
=
-
r
i
o
0
L1
wn

9 If, however, he informs the Court ns is not willing to

10 || comply with the order, we would asx the Court to impose

f—s
=

=tions. We suggested in our pleading a thousand dollars &

12 || day tc be paid to the United States government un ncil he

-
L

-t
th

complies. ne doesn't comply with that sanction, then we

14 would be back in court seeking additional sanctions Or chargin

14y

@

15 || additicnal offenses.
16 THE COURT: All right. Mr. Levison,
17 MR. LEVISON: Goocd merning, Your Honor. I'm not sure

18 || what order I should make these in, but I would likes te request 2

19 || couple of things by motion.

20 i'd like toc move that all of the nonsensitive portions
21 || of the documents that were provided, i.2., everything erxcep ‘
22 account in question, be unsealed. I believe it's important

)
(]
o
o

industry and the people to unders tand what the government 2

is

24 requesting by demanding that I turn over these encryption keys
35 for the entire servic
23 for the entire service.

racy L. Westfall OCR-UIDC EDVA
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1 THE COURT: All right. What do you say tc that,

2 || ¥r. Trump? Deal with the motions before I --

3 MR, TRUMP: What Mr. Levison is trying tc do, Your

4 Honeor, is invite industry to comez in and litigate as a surrcgate
5 || for him ths issue of whether the encryption Xeys are part &nd

& || parcel of the pen register order. And that's one of the reasons

7 || ve scught the search warrant, to make it C

(453

ar, whether throuah

-
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he is required to

Lie)
o
=
Q
v
-
(8]
i
T

-y
1)
u
(o]}
o
<
n

10 We know he's been in contact with attorneys who &lsc

11 represent industry groups and others who have litigated issues

19 2t whasoa 4 . tesg T o be - T = T ey 3
12 like this in the WikilLeaks context and ouners. Bul we would

13 obiect to unsealing this matter because it's just Mr. --
]

14 THE COURT: And they've done that in connecticon with
13 the issuance of a pen register?

. TRUMP: They have litigated privacy-related issues
17 in the context of process under 2703 I'm not sure -- not & pen

ut we discussed this issue with Mr. Levison and his
20 || counsel by conference call. We indicated that the cnly data

21 || that the government seeks is that which is required by the pen

22 || register order. That it's just the basic header to e-mall

23 traffic, sender, recipient, time, duration, that sort of thing.
24 If Mr. Leviscn wants to chject to providing the keys,
25 || he can certzinly cbject to doing that and then we can proceed

racy L. Westfall DCR-USDC/ED
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UNDER SEAL

1 || from there, but I don't think he's entitled to try to make this

s public proceeding to invite others in to litigate those issues

Lad
Q

4 'HE COURT: All right. W®Well, 1 believe that to be

5 || correct I mean, this is a criminal investigation. A& pen
¢ | reaister has been ordered and is here at issue, and any motion

7 to unseal that will be deniled.

2 you saicd you had another motion, I believe?
c MR, LEVISON: Yeah. My issue is only with the SEL

pat
(]

keys. So if that is litigated separately and that portion of
11 || the proceeding is unsealed, I'm comfortable with that.

12 THE COURT: I don't understand what you're saying,

-
)
un
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e
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14 MR. LEVISON: Sorry. I have always agreed to the
15 installation of the pen register device. I have only ever
16 || cbiected to turning over the SSL keys because that would
1 pjected Lo turning over il ools KEYS Decal tnac v 114

- : o =} - e 3 -~ : - 3 e 1 -1

1y compromise all of Tne secure communications in 4na oub ol my
= 4 - R -t . 3 4 - o I

1o netwerx, 1 my own agministrative Ttraizlc

pt
(¥ ]
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didn't my order already include unat!

24 MR. LEVISON: I do not believe so, sir.
221 THE COURT: Did my initial order =-- I don't recall at

[§N]
[

the meoment. Did my initial order recall the encrypted devices

Wi
)
(=)

tallation ©

wizh the in

T
[

a pen register?

e}
ta

MR. TRUMP: The pen register, as issued, just reguired

]
;]
A%

ail assistance, technical assistance, facilities, and
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information, to facilitate the pen register.

This morning the search warrant

required -

THE COURT: Yeah, but the search warrant's
matter now That's not before me this meorning. The
hat's before me this morning is the pen register
MR. TRUMP Correct
THE COURT: So as 1 understand ic, my inliti

ordered nothing but th the pen regi

MR. TRUMP: And all

technic

M

and facilities necessary to implement the pen reglster.

ir's our pesition that withoutl the encrypticn Keys, the ¢
from the pen register will be meaningless. S50 10 facilit
actual monitering reguired by the pen register, Iae FBI &

requirss the encryption keys.

igsued a search warrant for that.
MR. TRUMP: Correct, Your Honcx That the

litigating this issue, we asked the Court to enter the se

THE COURT: Well, what I'm saying is if

the pen register be established, and that the only th
doesn't want to do in connection with the pen registe

give up the encryptlon device or code --

B
4

LEVISOn:

1've always maeintained thsz

he agreas
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UNDER SEAL

THE COURT: -- so we've got no issue here. You're

¢do that?

MR, LEVISON: 1I've been

ready to

Howard spoke to me the first time.
THE COURT: All right. Sc that ends our --

can I?

him, You

ison

search

MR, TRUMP: have to

we

PRI TRy ey
whelther

warrant that

THE COURT: But I can't deal with that this

well, it's the =zame

r Honor. We can serve him with the warrant

than ==

going

te comply rather
been

which hrought with me in

the event that we would have to address that subposna
THE COURT: I den't know, Mr. Trump. T don't think
want te get involved in asking him. You can talk with him and

see whet
you Bu

her he's going to produce them or not and let him tell

to go asking what he's going =

do and what he's not going to do because I can't tzake any acti
about it anyway

If he does not comply with the subpoena, there are
remedies for that one way or anciher.

MR. TRUMP Well, the original pen register order was

an




Case 1:13-ec-00297-TCB Document 27-11 Filed 06/13/16 Page 69 of 78 PagelD# 1047

Case 1:13-ec-00297-TCB *SEALED* Document 11-13 Filed 09/20/13 Page 9 of 17 PagelD#

(=

Pt

[

o

b

[L%]
wn

(2% ]

0

"

4
“

[ |

e

Lol

106
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followsd by @& compulsion order from Judge Buchanan., The
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S0, yes, part of the show cause order is to requirs

and that order, which was attached teo the show causs
!

order, states, "To the extent any information, facilities, Of
rechnical assistance are under the control of Lavabit are neecs

to provide the FBI with the encrypted data, Lavabit shall

nrovide such information, facilities, or technical assistance

/pt the e-mail content stered on Qur servers, which is
rot the case. I only have the keys that govern communications
into and out of the natwork, and those Kkeys are used To sgcurs
the traffic for 2ll users, not just the user in guestion.

So the statement in that order compe

—
I_t
}
o

o]
3
o
1
O
o
i
(
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=
r

stuff and Agent Howard stating that I have the ability te do
rnat is technically false ¢r incorrect. There was never an

explicit demand that I turn over these keys.
THE COURT: I don't know what bearing that weould have,

would it? ! mean, I don't have a problem -- Judge Buchanan

‘tracy L. Westfall OCR-U
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issucd an order in addition to mine, and I'm not sure

Buchanan's order.

{4

nforcing Judge

My order, if he says that he will preduce or
- 11 IS - -~ - - - - -5
installation of the pen register, and 1n acaitlon 1 na

& search the codes that

you wWant,

3t
B

s been entered,

cencerned except I need To seg that he a

and complies with the

4R, TROUMP: Correct.

THE COURT: If he deesn't comply -- if he doe

comply with the subpoena, then that has -~ I have tec a

that.
TRUMP

Right.

COURT: But right now there's nothing for

he is not telling me
Well, we can -- Your
five minutes,
the

warrant that you just issued.

1 o - P -
MR. LEVISONM: Before we do that, can I --
'HE COQURT well, what can 1 do about it if h

he's not going to? You've

out and scarch and get it.
MR, TRUMP: \Well, we can't get the informatio
nis agsistance. He's the only who knows and has posse

Tracy L. Wesefall

I ought zo
J

-
0
(w
1§
LA

sh't

darass

me Lo

the pen
carn tallk
Y he will
= doesn'y,
ht to Qg
n without




Case 1:13-ec-00297-TCB Document 27-11 Filed 06/13/16 Page 71 of 78 PagelD# 1049

Case 1:13-ec-00297-TCB *SEALED* Document 11-13 Filed 09/20/13 Page 11 of 17 PagelD#
108
UNDER SEAL i0

1|l it. We can't take it from him involuntarily.
2 MR, LEVISOM: If I may, Sir, Wy other --

3 THE COURT: Wait just a second.

. . - S . i t \ 1 -y
You're trying to get me ahead. You'ra tr

(4]

5 || to deal with a contempt before there's any contempt, and I have
€ || 2 problem with that.

7 MR. TRUMP: I'm trying to avoid contempt altegethar,

8 || Your kHoror

g "HE COURT: 1T know you are. And I'd love for you-all

-

10 to get together and do that. don't want to deal with it
11 || either. But I don't think we can sit around and agree that

a default and I will address it before it

=t
b
(T
-
i)
L
]
L]
Q
o
(e
o |

O
it
O
o
it

—
Ll
o
O
Q
i
wn

4 MR. TRUMP: I'm just trying to figure out whethex

15 || chere's going to be a default. We'll take care of that, Judge.
16 'HE COURT You can I think the way we've got to a
17 || this == and I'll listen to you I'm cuctting you ofi, 1 &n¢ i
18 || puz I'1ll listen to you in a minute.

19 The way we have to do this, the hearing that's belore
20 || me this morning on this issue of the pen register, that's baen
21 resolved, cr so he's teld me. I don't Know wnhethsr you want CC
22 || continue this one week and see if he complies with that, whi

23 || guess would be prudent to do, or a few days for him to comply
24 with the pen register. Then we will wait and see what happens

Teacy L. Westfall OCR-USLC/EDVA
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e far as my pen

i)

i

L] . oy
Hegcause

'

2 || ne says he's going tc comply with it. So that issue's over and

Las

dene with., The next issue will be whethe

r or not he complies
4 || with che subpoena. And I don't know and I don't want Lo
5 || presume, and I don't want him to represent to me what he intends
6 |l tc do when he can very well go heme and decide he's going to do
/ gomething different
8 Jhen that warrant is served, we'll know what he's goling

all toc do. T think we've got -- I don't see another way to do it.
10 MR. TRUMP: That's fine, Your Honor. We will serve the
11 warrant on him s soon as we conclude this hearing, and we' 1l

12 || find out whether he will provide the keys or not.

—y
e

THE COURT: Okay. Now, did you want to say anything

14 || else?
15 MR. LEVISON: Well, I mean, I've always maintained tnat

16 || 211 the government needs to do 15 contact me and sat up &n

jte

rey C~ T rmmt'r bEnow

) appointment to install that pen registe y don't W Wiy
18 || there has never been any confusion about my willingneses to

19 || insvall it. TI've only ever objected tc the providing of thoss
20 || kevs sensitive information geing back and

21 orth.

22 But my motion, and I'm not sure if it's relevant or not

23 || hecause it deals more with the issue of the subpoena demanding
24 the keys and for what will be the forthcoming search warrant,

T~
w

would be & continuance so that I can retain counsel to address
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that particular issue
THE COURT: 1ilell, I mean, there's nothing before me
with that. I've issuad the subpoenza. Whatever happens Wit

that's -- you're trying to get me to do what Mr. Trump

wanted to do

and to arrange this beforehand,

VR LEVISON:
A A

JISC , 1 don't know if I have tTo appear
baefore that grand jury right now and give the keys cver or Iacs

arrest.

Bl 11 o Yo =1+ he ~11 ~en AP ———
THE COURT: I don't know either You need to have
it would be wise te nave a lawyer

T

COURT:

- - | PR AT - I s . - ]
don't know. They haven't served

idea. Don't know what's going to happen with It. You'll justc

have to figure that out, and it be wise to have a lawyer to do

it, I would think.

MR, LEVISON: while I'm hers

Juess

pen register, would it be possible to request some sort

ewternal audit Lo ensure that your orders are followed to the

ierver in terms of the information collected and

THE COURT: No. The law provides for those t! &
any other additicnal or extra monitoring you might want ©r Thir

is appropriate will be denled, if that's what you're

¥R. LEVISON: Okay. I mean, it requests that the

=4

to the

govVernment

recurn Court records --

oA - et

(e T
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You need to talk to a lawyer about

issuance of & pen register.

MR. LEVISCHN They can handle that separately That'
THE COURT The law sets out what is done in thac
Your lawyer can £ill you in if you want to know

I've alwvavs been willing to accept the

some concern about ensuri

——
properly.

date to

without

vou sav is the encryvotion codes to make the informatlion usetul
I don't know. I didn't enter that order I have trcuble maxl
that connection.

THE COURT: Should we continue this to scme

see that he complies with the pen register?

MR. TRUMB: We can, Your Horor. It's a moot I1ssuc
the encryption keys.
THE COURT: %ell, that is a practical matter --

MR. TRUMP: That's a practical --

-
o
C
—
-
T

COURT: -- but I

have got the right to go in and put on that ¢
; 3 v : i )
says that he will do it. That's ail that I've

the other business about ordering that, Judge

that he's going te have to supply what

If you're going to —-- I don't know whether you want U

s

what Lhe

o
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do something in front of Judge Buchanan cr not.

MR, LEVISONM: VYou Judge, though that I've always

see,

been willing. They just didn't feel the need to set up an

appointment.

THE COURT: What do you want me to do with this case?

You want me to continue it? You want me to say it's moot right

now and just end it?

MR. TRUMP: HNo. T think we can continue it. I don't

know Mr. Levison's schedule. It can be done within hours ocf his

return tc

THE COURT: Of course he can. You want to continue it

from Friday?
MR. TRUMP:

Or a week from today.

MR. LEVISON: 1I'm not available within hours of my

return, but I can meet with you on Thursday.

THE COURT: Let's continue it a week from Friday.

MR, TRUMP: B week from Friday.

THE COURT: What date's that? The --

THE CLERK: 26th.

THE COURT: The 26th?

MR. LEVISON: RAcceptable to me.

THE COURT: We'll continue it to the 26th, and that's
for determining whether or not that pen register has been
installed as you reguest,

We can make it 10 o'clock.

CCR-USDC/EDVA
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1 MR. LEVISON: TI'll remember 10:00 instead of

cima,

‘ All right Thank you-all. We'll adjourn till tomorsow
5 || morning at 9:30.

L

sracerdings caoncluded at 11:0

ad
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s
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