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A'fTACHMENTB

Uvnbil uses 2048-bit Secure Socket Layer (SSL) certificates purchased from GoDaddy lo
encrypt communication berwccn users and ils server. SSL encryption employs public-kcy
-rvptography in which both the sender and receiver each have iwo mathematically linked keys: a
"public" key 'and a"private" key. "Public" keys arc published, but "private" keys arc not. In this
circumstancc, aUx'abit customer uses Lavabifs published public key to initiate aii encrypted _
email session with Lavabit over ihe imemct. Lavabifs servers then decr^iJt this trafiie using their
private key. The only way to decrypt this iraflic is through ihe usage ofthis private key. ASSL
cenificalc'is another name for a published public key.

To obtain aSSL certificale from GoDaddy, auser needs to first generate a2048-bii
private key on his/Tier computer. Depending on the operaung system and web scr%'er used, there
arc mulliple svavs to generate aprivate key. One of the more popular methods is to use atreely
available command-line too! called OpenSSL. This generation also creates acenificaie signmg
request file The user sends this file to the SSL generation authority (e.g. GoDaddy) and
GoDaddy then sends back the SSL certificate, The private key is not sent to GoDaddy and
should be retained by ihe user. This private key is stored on the user's web server to permit
decn-pvon of internet trafTtc. as described above. The FBI's collection system that Ibe
installed to implement the PR/TT also requires the private key lo be stored to decrj'pl Lavabn
email and internet traffic. This decrypted irafHc will then be filtered for the target email address
specified in the PR/TT order.

Depending on how e.xaclly ihe private key was first gencrnted by the user, it itself n^y be
encr '̂ptcd and protected by apassword supplied by the user. This 'f
useful if, for example, aback-up copy of the private key is stored on aCD. fthat CD as lost or
stolen, the private 'sey would not be compromised because apassword would be required to ^
acccss it However, the user that generated the private key would have supplied it at generation
time and would thus have knowledge of it. The OpenSSL tool described above is capable of
decrvnlina encryptcd private keys and converting the keys to anon-encr>T3led formal wiih a
simple, well-documented command. The FBI's collection system and mosi web scn-crs requires
the key to be stored in a non-encryptcd format.

A2048-bil key is composed of 512 characters. The standard practice of exchanging
private SSL kevs between entities is lo use some electronic medium {e.g., CD or sccurc intcrnci
"xchange) SSL kevs are rarely, if ever, exchanged verbally or through prim medium due to their
long length and possibiiiry of human error. Mr. Levison has previously stawd that Lavabil
actually uses five separate public/private key pairs, one for each type of mail protocol used by
Lavabit.

PEM format is an industry-standard file format for digitally representing SSL keys. PEM
flies can easily be cryatcd using the OpcnSSL tool described above. The prefcircd medium for
receiving these keys would be on a CD.

Case 1:13-ec-00297-TCB   Document 27-16   Filed 06/13/16   Page 3 of 14 PageID# 1316



Case l-13-ec-00297-TCB'SEALED* Document 11-21 Filed 09/20/13 Page 1of 3 PagelD#
201

EXHIBIT 21
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fN THE UNITED STATES DISTRICT COLIRT FOR THE
EASTERK DISTRICT OF VIRGINIA

.Alexandria Division |

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGlSTERmiAP .AND TRACE DEVICE
ON .AN ELECTRONIC M.AIL ACCOUNT

^ UNDER SEAL

)
) No. 1:13EC297

IN TFIE .MATTER OF THE SEARCH AND )
SEIZURE OF INTORjMATION )
ASSOCIATED WITH )

IS

STORED AT PR£^^ISES CONTROLLED )
BYLAVABITLLC )

No. 1:13SW522

It :c Grand Jun- ) No. 13-1

ORDER

Uis mauer comes before the Coun on the motion of the goveminent for sanctions for

failure to comply with this Coin's order entered August 2.2013. For the reasons stated in the

govemmenl's motion, and pursuant to Title 18. United Stales Code, Section 401, il is hereby
ORDERED lliat the motion for sanctions is granted;

It is funlicr ORDERED that, if ihe encryption keys ncccssary to implcmsnt tac pen

register and trap and U'ace device are not provided to the FBI in PEM or equivalent electronic

roniiin by noon (CDT) on August 5, 2013, afine of five thousand dollars (S5.000.00) shall be

imposed on Lavabit LLC and Mr. Lcvison;

ll is fiuiher ORDERED that, ifthe encryption keys ncccssary to implement the pen

regisier and trap and trace device are not provided to the FBI in PEM or equivalent clecuonic
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fonnat by noon (COT) each day thereafter beginning Augusi 6, 2013. afine of five ihousand

dollars (55,000.00) shall be imposed on Lavabil LLC and Mr. Levison for each day of non-

compiiancs; and

h is further ORDERED that ihc government's motion for sanclions and this Order shall

remain under seal until funher order of this Court.

Alexandria, Virginia
August S" , 2013

/s/
C)audc M. Hilton

United States District Judge
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EXHIBIT 22
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IN THE UNITED STATES DISTRICT COURT FORTHE
EASTERN DISTRICT OP VIRGINIA

Alexandria Division

IN THE MATTER OF THE
application of the united
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
AflvSOCIATED WITH

•|^^H|iH|B|rHAT IS
^ore^n^o55trolled at

PREMISES CONTROLLED BY
LAVABIT LLC

FILED UNDER SEAL

No. 1:13EC297

No. 1:13SW522

NOTICE OF APPEAL

Notice is hereby given that Lavabit LLC ("Lavabit") and Mr. Ladar Levison

("Mr. Leviaon") in the above named case, hereby appeal to the United States
Coiirt of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013,

Mc R. BinhaJI, VSB# 79292
Bronley 8s Binnall, PLLC
r0387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonUne.coni
Counseffor Lavabit LLC

LAVABIT LLC
LADAR LEVISON

By Counsel
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p-ftrfriricate of Service

Icertiiy that on this 15th day of August, 2013. this Notice of Appeal was
emaiicd and mailed to the person at the addresses listed below:

United States Attorney's OfTice
Eastern District ofVii^nia
2100 Jamieaon Avenue
AlftyflnHria. VA 22314

Jesse/R<^Binnall
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IN THE UNITED STATES DISTRICT COURT FOR THE
eastern DISTRICT OP VIRGINIA

Alexajidria Division

FILED ITNDBR SEAL

In re Grand Jury No. 13-1

NOTICE OF APPEAL

Notice is hereby given that Lavabit LLC ("Lavabit') and Mr. Ladar Levison

CT^r. Levison") in the above named case, hereby appeal to the United States
Court or Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.

R. Birfn/irvSB# 79292
B*^Iey &B^i^aU, PLLC
ld387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC

LAVABIT LLC

LADAR LEVISON
By Counsel
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PfrHficate of Service

Icertify that on this 15th day of August, 2013, this Notice of Appeal was
emailed and mailed to the person at the addressee listed below:

^jnit^States Attorney's Ollice
Eastern District of Virginia
2100 Jainieson Avenue

Je^sc Binnall
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EXHIBIT 23
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN
ELECTRONIC MAILACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION

OTOR^^NDCONTRO^ED AT
PREMISES CONTROLLED BY
LAVABIT LLC ,

FII/BD UNDER SEAL

No. 1:13SW522

NOTICE OF APPEAL

Noticc is herein given that Lavabit LLC ("Lavabit-) and Mr. Udar Lcvison

("Mr. Lcvison") in the above named ease, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered

onAugust 1,2013 and. August 5, 2013.

Je^c R. BinnaMSB# 79292
rofcnley & Binnall, PLLC
^387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnaU@bblawonline,com
Counsel for Lavabit LLC

LAVABIT LLC

LADAR LEVISON
By Counsel
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, certiiy that on thia 16th day of August, 2013 this No&c of Appeal waB
craaUcd and mailed to the person at the addresses listed below.

United States Attorney's Office
Eastern District of Virsinia
2100 Jamieson Avenue
Alexandria. VA 22314

Binnall
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