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FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINEO01/27/2012 Date: 01/09/2012
To: San Francisco Attn: SA Melanie Adams
WFO SA Michael Nail

From: LosAngeles
CY-1
Contact:  SA Gabriel F. Andrews, 213-533-4790
Approved By: Tabatabaian Ramyar
Drafted By: Andrews Gabriel F:gfa
Case ID #: 288A-LA-258500 (Pending)

Title: "Sharpie”; Keys;
Tribune Media - Victim;
Computer Intrusion

Synopsis:  To request review of siezed evidence.

Reference: 288A-LA-258500 Serial 26
288A-WF-24710 Serial 667

Details: By way of background:

On December 14, 2010, an unknown subject used the login "anon1234" to compromise and deface the
LATimes.com web page, located on computer servers in Los Angeles, California belonging to parent company Tribune Media.

Chat logs taken from the media seized during the search of DENNIS COLLINS, AKA "owen", revealed that
on December 8, 2010, user "AESCracked" gave to Anonymous members "Sabu", "kayla”, "sharpie”, "chronom”, and others the
username “anon1234" and associated password "common2” to the Tribune Media CMS system which was then used in the
December 14 intrusion.  In these December 8 logs, users "Sabu”, "sharpie”, "kayla”, and "Chronom" (later known as "tflow")
discuss how best to make use of the stolen Tribune login credentials.

Also in these chat loges was dialogue indicating that on December 21, 2010, user "AESCracked” may have
sent nude photographs of himself to COLLINS:

12/21/10 1:32 AM UTC <AESCracked>
I has nudes! :8

12/21/10 1:32 AM UTC <owen>

UNCLASSIFIED



UNCLASSIFIED

To:  San Francisco, WFO From: Los Angeles
Re: 288A-LA-258500,01/09/2012

i want!!

12/21/10 1:32 AM UTC <AESCracked>
ORLY? :)

12/21/10 1:32 AM UTC <owen>
anon51213@gmail.com

12/21/10 1:33 AM UTC <AESCracked>
I should set up an anon gmail.

The photograph(s) may have been sent to anon51213@gmail.com from dudenudeguy@gmail.com on or about December 20,
2010.

Writer respectfully requests that San Francisco and Washington Field review evidence seized from the
COLLINS search and locate, if able, the aforementioned photograph(s) to assist in positive identification of "AESCracked”.
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To:  San Francisco, WFO From: Los Angeles
Re: 288A-LA-258500,01/09/2012

LEAD(s):
SetLead 1:  (Action)
SAN FRANCISCO

AT SAN FRANCISCO

Writer respectfully requests that San Francisco review evidence seized from the DENNIS COLLINS search
and locate, if able, photograph(s) sent to COLLINS' email account anon51213@gmail.com from dudenudeguy@gmail.com on
or about December 20, 2010 that may assist in the positive identification of "AESCracked".

SetLead 2: (Action)

WASHINGTON FIELD

AT WASHINGTON FIELD

Writer respectfully requests that Washington Field review evidence seized from the DENNIS COLLINS
search and locate, if able, photograph(s) sent to COLLINS' email account anon51213@gmail.com from
dudenudeguy@gmail.com on or about December 20, 2010 that may assist in the positive identification of "AESCracked".
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