U.S. DEPARTMENT OF JUSTICE

United Staites Attorney
Eastern District of California

Berﬁamin B. Wagner

United States Atiorney
501 I Street, Suite 10-100 Phone 916/554/2700
Sacramentis, CA 95814 Fax 916/5542900

TTD 916/554-2855

January 12, 2011

CUSTODIAN OF RECORDS
Yahoo! Inc

701 First Avenue

Sunnyvale, CA 94089

Fax: (408) 349-7941

Dear Custodian:

You have been served with a subpoena requiring that you produce to the Grand Jury the
described records on the date specified. We request that the documents be produced in an
electronic format and that ne hard copies be produced at this time. We will consider you in
compliance with this subpoena if you provide the records to a Special Agent or if you mail the
records by certified mail to the Grand Jury, in care of this office. Please complete and return the
enclosed "Transmission" letter to us at the time of your compliance. This letter will give us the
date and method of your compliance. We are enclosing a self-addressed, stamped enveiope for
your convenience in returning this letter to us.

Because the enclosed subpoena calls for evidence that may be used in a federal criminal
trial, a custodian of records may be called to testify at trial concerning the records. Pursuant to
Rule 902(11) of the Federal Rules of Evidence, however, a custodian witness is not required at
trial for purposes of authenticating records if the documents are accompanied by an appropriate
written declaration containing the certifications required by the rule. Enclosed is a draft
declaration that complies with the rule. In order to avoid the necessity of testifying at trial as a
record custodian, please complete and return the declaration to this office along with enclosed
Transmission Letter.

Please also return a copy of the sabpoena with the records and note the "G.J. No." on the
envelope. Upon receipt of the records, we will make the necessary presentation of the records to
the Grand Jury and it will not be necessary for you personally to produce the records to the Grand
Jury.



You shall insure that the documents called for by this subpoena are maintained and
produced in the same form and order in which the original file or files have been maintained,
including any segregation of the originals by fastener or any other means. Moreover, if you
attempt to comply with the subpoena by producing copies of your original files, you shall
continue to maintain those originals in the same form and order in which they were maintained
before you made the copies.

The records requested by this subpoena are for use in a criminal investigation pending in
the Eastern District of California. Disclosure of the existence of this subpoena could
seriously hamper the investigation and interfere with this office's duty to enforce the laws of the
United States. While you do not have a legal obligation to keep the service of this subpoena a
secret, we request that you not disclose the fact that you have been served with this subpoena or
the fact that you have made any efforts to comply with it. If at any time you decide to make such
disclosure, or if sach matters are inadvertently '
disclosed, please contact me immediately.

If you have any questions with respect to your obligations resulting from your service
with this subpoena, piease feel free to call me at Sacramento at (916) 554-2700.

Very truly yours,

BENJAMIN B. WAGNER
United States mey

MA D. SEGAL
Assis S. Attorney

Enclosure

ce: Special Agent John M. Cauthen
FBI
(916) 841-9110



United States District Court

EASTERN DISTRICT OF CALIFORNIA
TO:
CUSTODIAN OF RECORDS SURBPQOENA TO TESTIFY
Yahoo! Inc
701 First A e
o408 BEFORE GRAND JURY
Fax: (408) 349-7941 SUBPOENA FOR:

0O PERSON B DOCUMENTS OR OBJECTS

YQU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District Court at the
place, date, and time specified below.

PLACE U.S. COURTHOUSE AND FEDERAL BUILDING ROOM
501 { STREET, SACRAMENTO, CA 95814
CHECK N AT: Li.S. ATTORNEY'S OFFICE, SUITE 10-100

501 | STREET, SACRAMENTO, CA 95814 DATE AND THVE
MAILING ADDRESS: U.S. ATTORNEY'S OFFICE, SUITE 10-100 January 27. 2011
501 | STREET, SACRAMENTO, CA 95814 09:00am

YOU ARE ALES0O COMMANDED to bring with you the following document(s) or object(s):*

See Attachment.

4 Please see additional information on reverse

on behaif of the court.

CLERK \}I(‘;{qu

Victoria C. Minor

DATE

January 12, 2011

(BY) DEPUTY CLERK
This Sproena is issued upon appﬁcaﬁon NAME, ADDRESS AND PHONE NUMBER OF ASSISTANT U.S. ATTORNEY
of the United States of America MATTHEW D. SEGAL g
Assistant U.S. Attornay ¥4
Telephone: (918} 554.2700
. MAILING ADDRESS:
G.J# 2010A-97-02 STREET ADORESS e SRR e
501 | Street, Ste 10-100 501 | Street, Sufte 10-100
Sacramento, CA 95814 Sacramento, CA 85814
*if not appiicable, enter "nons. To be used in lisu of AD11C Form OBD-27

Revised 9/07



Custodian of Records ;
Compliance Team

Yahoo!

Inc.

701 First Avenue
Sunnyvale, California 94089
Fax: 408~349-7941

Phone:

408-349~3687

Atbachmont A

For the period, January 1, 2010 through present, provide the
following records relating to subscriber with known email

address:

foxmulderds0898yahoo., co. . uk
walterskinner508%@yahoo.co.uk
cancermand099@yvahoo.co.uk

All ldentifving Information Re: Subsgcriber.

un

B L) N et

The subscriber's name;

The subscriber's address(es);

The subscriber's telephone number(s):
The subscriber's e-mail address(es):

Any other information pertaining to the identity of the
subgcriber, including, but not limited to, date of
birth, social security number, driver's license number,
billing information (including type and number of
credit cards or bank accounts),

Any other record or information pertaining to the
subscriber account, including any other user names,
length of account activation, type of service, special
requested services, records of contacts betwsen the
subscriber and the internet service provider, or other
service notes.

This should include any IP address{es) logged by'your system
relating to the subscriber's account (including originating
IP address(es)).

The information may ke provided on 8.5 x 11 ineh paper printeuts or
photocopiess or, where maintained in electrenic form, on 3.5 inch [loppy
disk(s) or Compact Disk{s) (CD-R(s)} formatted for uss on a PC Windows
platforr. Dirzactk any quasticons o the attention of FBI Specisl Agent John M.

Cauthen,

316-841-9110.



SM ON _LETTE

For documents reguested by
Grand Jury Subpoena

Date

United States Attorney’s Office
501 I Street, Ste 10-100
Sacramento, California 95814
Telephone: (916) 554-2700

Attn: Keli Senkevich

Re: GJ # 2010A-87-02
AUSA MATTHEW D. SEGAL

Materials reguested pursuant to the above grand jury subpoena:

0 Are attached hereto;

O  Were mailed under separate cover to the U.S. Attorney’s Office on (date);
o Were piéked up by special agent on (date);

O  Were mailed under separate cover to a special agent on {date),

£ No record found;

O Other:

By: Custodian of Records
Yahoo! Ing
Company Name

70 ixst Avenue
Streer Address

Sunnyvale, CA 94089 ,Fax: (408)
349-7341 ’

City, State, zip code



RULE 902(11) CERTIFICATE OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
1. - Iam an employee of Yahoo! Inc .
My Title is

In the course of my employment, I' have access to customer-related records of my employer, and T am authorized
to certify these records as a custodian of records.

2. Pursuant to federal Grand Jury Subpoena #2010A-97-02, my employer has produced records to the U.S.
Attorney's Office for the Eastern District of California, consisting of documents relating to the account(s) or person(s)
listed below.

3. Pursuant to Federal Rule of Evidence 902(11), I certify that the records produced in response to Grand
Jury Subpoena #2010A-97-02:

(A) Were made at or near the time of the occurrence of the matters set forth by, or from information
transmitted by, a person with knowiedge of those matfers; and

(B) Were kept in the course of my employer's regularly conducted activity; and

(C) Were made by the regularly conducted activity as a regular practice.

Under the penaities of perjury under the laws of the United States, 1 certify that the above is true and correct,

and if called as a witness, I could competently testify thereto.

Executed this ___ day of ,201__, at

Name:
Title:

Account name(s) or number(s) for documents provided:

CERTIFICATE PROVIDED TO:
The United States Attorney’s Office
Eastern District of California

501 "I Street, Suite 10-100
Sacramento, CA 95814



January 28, 2011

Vig Facsimile and U.8. Mail
916-554-2900

Assistant United States Attorney Matthew D. Segal
United States Attorney's Office

5G1 1 Street, Suite 10-106

Sacramento, CA 95814

Re: Request for Subscriber Information: foxmulder4099@yahoo.co.uk, et al.
{Internal Reference No. 170551)

Dear Assistant United States Attorney Segal:

Pursuant to the Subpoena issued in the above-referenced matter on January 12, 2011, Yahoo! Inc.
("Yahoo!"”} conducted a diligent search for information responsive to your request, and hereby responds
in accordance with state and federal law, including the Stored Communications Act. See 18 U.S.C. §
2701 et seq.

Enclosed is the following information regarding the user accounts specified in the Subpoena, including
any previously existing information, for the date range requested, to the extent available from our systern:
1) the user profile, as produced by the Yahoo! Account Management Tool; and 2) the dates, times and
Internei Protoce! (“IP7) addresses {or logins, A declaration authenticating these records also is enclosed.

To the extent any document provided herein contains information exceeding the scope of your request, is
protected from disclosure or is otherwise nof subject to production, if at all, we have redacted such
information or removed such data fields, Yahoo! may not require or verify user information because it
offers many of its user services for free.

Finally, in accordance with Section 2706 of the Stored Communications Act, Yahoo! requests
reimbutsement in the amount of $20.44 for reasonable costs incurred in processing your request. Please
direct payment to Yahoo! Custodian of Records, 701 First Avenue, Sunnyvale, CA 94089. The federal
tax identification number for Yahoo! Inc. is 77-0398689. In addition, please include the Internal
Reference Number (listed above) with your payment.

Please contact me if you have any questions.

]

.
/ [/ i ;‘/\,3} é"f 7 4

‘,/ !) i[ i
Y4 Jif Kahe J,/}*'
Segibr Supervi ¢ Legal Services
408-349-3598
foo
i 3

Enclosures|

Sincerely?,é fg

i

J

701 first avenue
sunnyvale, ca 24089
phone 408 349 3300 fax 408 349 3301
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Request for Documents regarding:
foxmulder4099(@yahoo.co.uk, et al.

BUSINESS RECORDS DECLARATION

Case No. 2010A-97-02

DECLARATION OF
YU JIN KANG

N N e e S N e o N N N N N N

I, Yu Jin Kang, declare:

I am a Custodian of Records for Yahoo! Inc. (“Yahoo!”), located in Sunnyvale,
California. I am authorized to submit this declaration on behalf of Yahoo!. I make
this declaration pursuant to the Federal Rules of Evidence Rule 902(11) and in
response to a Subpoena dated January 12, 2011. T have personal knowledge of the
following facts, except as noted, and could testify competently thereto if called as

a witness.

Attached hereto are true and correct copies of 13 pages of the following data
pertaining to the Yahoo! IDs identified in the Subpoena: 1) the user profile, as
produced by the Yahoo! Account Management Tool; and 2) the dates, times and
Internet Protocol (“IP”} addresses for logins. Yahoo!’s servers record this data
autormatically at the time, or reasonably soon after, it is entered or transmitted, and
this data is kept in the course of this regularly conducted activity and was made by
regularly conducted activity as a regular practice. Yahoo! may not require or

verify user information because it offers many of its user services for free.



1 3. Pursuant to the Federal Stored Communications Act, 18 U.S.C. §§2701, et seq., we
2 : have redacted information, including removing certain data fields, that exceeds the
3 : scope of this request, is protected from disclosure or is otherwise not subject to

4 : production.

6 I declare under penalty of perjury under the laws of the United States of America and the

7 State of California that the foregoing is true and correct.

DATED: January 28, 2011 /

22

23

24

25

26

27

IR



Yanoo! AccounNT MANAGEMENT TOOL

Login Name:

GUID:

Properties Used:
Yahoo Mail Name:
Commchannels:
Registration IP address:
Account Created (reg):
Other Identities:

Full Name

Addressl:

Address2:

City:

State, territory or province:
Country:

Zip/Postal Code:
Phone:

Time Zone:

Business Name:
Business Address:
Business City:
Business State:
Business Country:
Business Zip:

Business Phone:
Business Email:

Account Status:

foxmulderd(99
MVSZLYNPNQWRRLTYNXZEG6JCUU
Mait

foxmuider4099@yahoo.co.uk
foxmulder4010@gmail.com
213.229.118.97

Wed Dec 01 23:24:36 20106 GMT
foxmulder4G99

Mr Fox Muider

United Kingdom
wlaSnp

uk

Active



Search for
Date Range
Total Results .

Yahoo D

foxmulder4099
foxmulder4099
foxmuider4099
foxmuider4099
foxmuider409s
foxmuider4 09
foxmulder4099
foxmulder4089
foxmulder4099
foxmuider4099
foxmuider409g
foxmulder4a09g
foxmulderd4098
foxmulder4098
foxmulder4089
foxmulder4089
foxmulder4089
foxmulder4(99
foxmuider4099
foxmuider4099
foxmuider4Go8
foxmulder4099
foxmulder4099
foxmulder4088
foxmulderd 099
foxmulder409%
foxmulder4098
foxmulder4088
foxmulder4089
foxmulder4099
foxmuider4099
foxmulder4G99
foxmulder4Go9
foxmulder4099
foxmuider4099
foxmuider4099
foxmulder4068
foxmulder4088
foxmulderd 099
foxmulder4099
foxmulder4099
foxmulder4099
foxmulder40989
foxmulder4099
foxmulder4099
foxmulder408Q

. foxmuider4099
01-Jan-2010 00:00:00 / 07-Dec-2010 23:59:52

IP Address
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214,168.172
$1.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
80.74.135.87
80.74,135.87
80.74.135.87
78.46.93.184

108.123.70.70 ~

109.123.70.70
85.17.155.83
85.17.155.83
85.17.155.83
85,17.155.83
85.17.155.83
213.229.110.97
213.229.110.97
91.205.175.34
189,1.169.40
189.1.169.40
182.1.169.40
189.1.169.40
189.1.169.40
189.1.169.40
189.1.169.40
189.1.169.40
180.1.169.40
189.1.169.40
189.1.169.40
189.1.169.40
189.1.169.40
85.17.155.83
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66

Login Time

Mon 14:48:08 {GMT) 06-Dec-2010
Mon 09:53:26 (GMT) 06-Dec-2010
Mon 04:46:20 (GMT) 06-Dec-2010
Sun 10:07:58 (GMT) 05-Dec-2010
Sun 00:28:56 (GMT) 05-Dec-2010
Sat 13:35:06 (GMT) 04-Dec-2010
Sat 09:45:05 (GMT) 04-Dec-2010
Sat 07:04:18 (GMT) 04-Dec-2010
Sat 08:47:00 (GMT) 04-Dec-2010
Sat 06:12:59 (GMT) 04-Dec-2010
Sat 03:37:0¢ (GMT) 04-Dec-2010
Sat 01:09:14 (GMT) 04-Bec-2010
Sat 00:08:23 (GMT) 04-Dec-2010
Fri 21:49:43 (GMT) 03-Dec-2010
Fri 21:49:43 (GMT) 03-Dec-2010
Fri 04:51:08 (GMT) 03-Dec-2010
Fri 03:02:47 (GMT) 03-Dec-2010
Fri 02:49:50 {GMT) (3-Dec-2010
Fri 02:01:32 {(GMT) 03-Dec-2010
Fri 01:31:18 {GMT) 03-Dec-2010
Fri 01:07:31 (GMT) 93-Dec-2010
Fri 01:07:31 {GMT) 03-Dec-2010
Fri 00:31:43 (GMT) 03-Dec-2010
Fri 00:26:20 (GMT) 03-Dec-2010
Fri 00:13:53 (GMT) 03-Dec-2010
Fri 00:11:18 (GMT) 03-Dec-2010
Fri 60:07:30 (GMT) 03-Dec-2010
Fri 00.00:56 (GMT) 03-Dec-2010
Thu 23:54:37 (GMT) 02-Dec-2010
Thu 23:47:17 (GMT) 02-Dec-2010
Thu 22:44:58 (GMT) 02-Dec-2010
Thu 09:57:58 (GMT) 02-Dec-2010
Thu 08:21:45 (GMT) 02-Dec-2010
Thu 07:13:13 (GMT) 02-Dec-201C
Thu 08:27:52 (GMT) 02-Dec-2010
Thu 06:04:38 (GMT) 02-Dec-2010
Thu 06:22:40 (GMT) 02-Dec-2010
Thu 08:03:52 (GMT} 02-Dec-2010
Thu 04:52:32 (GMT) 02-Dec-2010
Thu 04:36:01 (GMT) 02-Dec-2010
Thu 04:16:43 (GMT) 02-Dec-2010
Thu 04:07.52 (GMT) 02-Dec-2010
Thu 04:02:32 (GMT) 02-Dec-2010
Thuy 03:56:22 (GMT) 02-Dec-2010
Thu 03:63:31 (GMT) 02-Dec-2010
Thu 03:30:59 (GMT) 02-Dec-2010



foxmulder4098
foxmulder4089
foxmulder4098
foxmulder4099
foxmulder4098
foxmuider4099
foxmuiderd4098
foxmulder4Q98
foxmulder4099

178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
78.120.220.48
78.129.220.46
78.128.221.78

Thu 03:21:13 (GMT) 02-Dec-2010
Thu 03:08:19 (GMT) 02-Dec-2010
Thu 03:04:10 (GMT) 02-Dec-2010
Thu 02:50:45 (GMT) 02-Dec-2010
Thu 02:42:37 (GMT} 02-Dec-2010
Thu 02:36:55 (GMT) 02-Dec-2010
Thu 01:10:56 (GMT) 02-Dec-2010
Thu 01:16:56 (GMT) 02-Dec-2010
Thu 00:21:03 (GMT) 02-Dec-2010



Search for foxmuiderd099
Date Range = 28-Jan-2010 00:00:00 / 26-Jan-2011 23:59:69

Total Results - 84
Yahoo ID P Address l.ogin Time
foxmuider4098 91.205.175.34 Wed $2:03.07 (GMT} 19-Jan-2011

foxmulder4099 91.205.175.34 Wed 08:51:32 (GMT) 19-Jan-2011
foxmulder4089 91.205.175.34 Wed 08:48:24 (GMT) 19-Jan-2011
foxmuider409S 80.74.135.87 Mon 10;13:47 (GMT) 17-Jan-2011
foxmulder4099 80.74.135.87 Mon 10:04:24 (GMT) 17-Jan-2011
foxmulder4099 80.74.135.87 Mon 090:58:06 (GMT) 17-Jan-2011
foxmulder4099 80.74.135.87 Mon 09:64:34 (GMT) 17-Jan-2011
foxmulder4008 80.74.135.87 Mon 09:53:28 (GMT) 17-Jan-2011
foxmulder4099 80.74.135.87 Mon 09:49:37 (GMT) 17-dan-2011
foxmuiderd099 91.214.168.172 Mon 14:48:09 (GMT) 06-Dec-2010
foxmuider4099 91.214.168.172 Mon 09:53:26 (GMT) 06-Dec-2010
foxmulder408S 91.214.168.172 Mon 04:46:20 (GMT) 08-Dec-2010
foxmulder4089 91.214.168.172 Sun 10:07:56 (GMT) 05-Dec-2010
foxmulder4099 91.214.168.172 Sun 00:28:56 (GMT) 05-Dec-2010
foxmulder40898 91.214.168.172 Sat 13:35:06 (GMT) 04-Dec-2010
foxmulder4099 91.214.168.172 Sat 09:45.05 (GMT) 04-Dec-2010
foxmulder4092 91.214.168.172 Sat 07:04:18 (GMT) 04-Dec-2010
foxmuider4099 91.214.168.172 Sat 06:47:00 (GMT) 04-Dec-2010
foxmuider4099 80,74.135.87 Sat 06:12:59 (GMT) 04-Dec-2010
foxmuider4093 80.74.135.87 Sat 03:37.09 (GMT) 04-Dec-2010
foxmulder4099 80.74.135.87 Sat 01:09:14 (GMT) 04-Dec-2010
foxmuider4099 78.456.93.184 Sat 00:08:23 {(GMT) 04-Dec-2010
foxmuider4083 109.123.70.70 Fri21:49:43 (GMT) 03-Dec-2010
foxmulder40998 109.123.70.70 Fri 21:49:43 (GMT) 03-Dec-2010
foxmulder4098 85.17.155.83 Fri 04:51:08 (GMT) 03-Dec-2010
foxmulder4089 85.17.155.83 Fri 03:02:47 (GMT) 03-Dec-2010
foxmulder4098 85.17.155.83 Fri 02:49:50 (GMT) 03-Dec-2010
foxmulder4099 85.17.155.83 Fri 02:01:39 (GMT) 03-Dec-2010
foxmulderd092 85.17.155.83 Fri 01:31:18 (GMT) 03-Dec-2010
foxmulder4089 213.229.110.97 Fr1 01.07:31 {(GMT) 03-Dec-2010
foxmulder4029 213.229.110.97 Fri 01:07:31 (GMT) 03-Dec-2010
foxmuider4089 91.205.175.34 Fri 00:31:43 (GMT) 03-Dec-2010
foxmuider4099 189.1.169.40 Fri 00:26:20 {GMT) 03-Dec-2010
foxmulderd089 189.1.169.40 Fri 00:13:83 (GMT) 03-Dac-2010
foxmulder4099 189.1.169.40 Fri00:11:15 (GMT) 03-Dec-2010
foxmuider4099 188.1.169.40 Fri 00:07:30 {GMT) 03-Dec-2010
foxmulderd098 189.1.169.40 Fri 00:00:56 (GMT)-03-Dec-2010
foxmulderd09¢ 189.1.168.40 Thu 23:54:37 (GMT) 02-Dec-201C
foxmulder4099 189.1.169.40 Thu 23:47:17 (GMT) 02-Dec-2010
foxmulderd089 189.1.168.4¢G Thu 22:44:58 (GMT} 02-Dec-2010
foxmulder4092 189.1.169.40 Thu 09:57:58 (GMT)} 02-Dec-201C
foxmulderd09g 189.1.169.40 Thu 08:21:45 (GMT) 02-Dec-2018
foxmulder4099 189.1.169.40 Thu 07:13:13 {GMT) 02-Dec-2010
foxmulder4089 189.1.169.40 Thu 06:27:52 (GMT) 02-Dec-2010
foxmulder4089 189.1.169.40 Thu 06:04:39 (GMT) 02-Dec-2010
foxmulder4099 85.17.155.83 Thu 056:22:40 {GMT) 02-Dec-2010



foxmulder4099
foxmulder4089
foxmulder4099
foxmulder4098
foxmulder40898
foxmuider4099
foxmuider4099
foxmulder4089
foxmulder4089
foxmuider4(88
foxmulder4Qg9
foxmulder4098
foxmulder4099
fexmulder409g
foxmuider4099
foxmuider4099
foxmulder4099
foxmulder4 (29

178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.66
178.73.198.68
78.128.220.46
78.129.220.46
78.129,221.78

Thu 05:03:52 (GMT) 02-Dec-2010
Thu 04:52;32 (GMT) 02-Dec-2010
Thu 04:36:01 (GMT) 02-Dec-2010
Thu 04:16:43 (GMT) 02-Dec-2010
Thu 04:07.52 (GMT) 02-Dec-2010
Thu 04:02:32 (GMT) 02-Dec-2010
Thu 03:56.22 (GMT) 02-Dec-2010
Thu 03:53:31 (GMT) 02-Dec-2010
Thu 03:30:58 (GMT) 02-Dec-2010
Thu 03:21:13 (GMT) 02-Dec-2010
Thu 03:08:19 (GMT) 02-Dec-2010
Thu 03:04:10 (GMT) 02-Dec-2010
Thu 02:50:45 (GMT) 02-Dec-2010
Thu 02:42:37 (GMT) 02-Dec-2010
Thu 02;36;55 (GMT) 02-Dec-201C
Thit 01:10:56 (GMT) 02-Dec-201C
Thu 01:10:86 (GMT) 02-Dec-2010
Thu 00:21,03 (GMT) 02-Dec-2010



YaHoo! ACCOUNT MANAGEMENT ToOL

Login Name:

GUID:

Properties Used:
Yahoo Mail Name:
Commchannels:
Registration IP address:
Account Created (reg):
Other Identities:

Full Name

Addressi:

Address2:

City:

State, territory or province:
Country:

Zip/Postal Code:
Phone:

Time Zone:

Business Name:
Business Address:
Business City:
Business State:
Business Country:
Business Zip:

Business Phone:
Business Email:

Account Status:

walterskinner5099%
SOPCXWASIRIMS66IBXKILKPH46Y
Mail

walterskinner5099@yahoo.co.uk
foxmulder49%@yahoo.co.uk
91.214.168.172

Mon Dec 06 11:52:39 2010 GMT
walterskinner5099

Mr Walter Skinner

United Kingdom

whaSnz

uk

Active



Search for waiterskinner5099

Date Range 01-Jan-2010 00:00:00 / 07-Dec-2010 23:59:59

Tota! Results 11

Yahoo ID iP Address Login Time

walterskinner509¢ 91.214.168.172 Tue 156:56:32 (GMT) 07-Dec-2010

walterskinner5098
walterskinnerb099
walterskinner5099
walterskinner5099
walterskinners089
walterskinner5089
walterskinner5099
walterskinners099
walterskinner5089
waiterskinner0938

01.214,168.172
91.214.168.172
81.214.168.172
91.214.168.172
91.214.168.172
81.214.168.172
91.214.168.172
91.214.168.172
81.214.168.172
91.214.168.172

Tue 04:30:41 (GMT) 07-Dec-2010
Mon 22:25:18 (GMT) 06-Dec-2010
Mon 18:05:28 (GMT) 08-Dec-2010
Mon 16:21:53 (GMT) 06-Dec-2010
Mon 15:33:28 (GMT) 06-Dec-2010
Mon 14:47:21 (GMT) 06-Dec-2010
Mon 14:18:47 (CMT) 06-Dec-2010
Mon 13:42:33 (GMT) 06-Dec-2010
Mon 13:13:08 (GMT) 06-Dec-2010
Mon 12:37:16 (GMT) 06-Dec-2010



Searchfor walterskinnerb029

Date Range 28-Jan-2010 00:00:00/ 26-Jan-2011 23:59:59

Total Resuits - 17

Yahoo {3 P Address Login Time

walterskinner509¢ 91.205.175.34 Wed 08:49:36 (GMT) 19-Jan-2011

walterskinnerd098 80.74.135.87 Mon 16:15:21 (GMT) 17-Jan-2011

walterskinner5099 80.74.135.87 Mon 16:03:53 (GMT) 17-Jan-2011

wallerskinnerb098 80.74.135.87 Mon 08:57:50 (GMT) 17-Jan-2011
walterskinner5099 80.74.135.87 Mon 08:51:34 (GMT) 17-Jan-2011

walterskinner5099 91.214.168.172 Wed 06:24:06 (GMT) 08-Dec-2010

waiterskinner5099
walterskinner5099
walterskinnerb099
walterskinner5098
walterskinner099
walterskinner5099
walterskinner5099
wallerskinner5099
walterskinners099
walterskinner5099
walterskinner5099

91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
81.214.168.172
91.214.168.172

Tue 15:56:32 (GMT) 07-Dec-2010
Tue 04:30:41 (GMT) 07-Dec-2010
Mon 22:25:18 (GMT} 06-Dec-2010
Mon 18:05:28 (GMT) 06-Dec-2010
Mon 16:21:53 (GMT) 06-Dec-2010
Mon 15:33:28 (GMT) 06-Dec-2010
Mon 14:47:21 (GMT) 08-Dec-201C
Mon 14:18:47 (GMT) 06-Dec-2010
Mon 13:42:33 (GMT) 06-Dec-2010
Mon 13:13:08 (GMT) 06-Dec-2010
Mon 12:37:16 (GMT) 06-Dec-2010



cancerman4099
cancerman489%
cancermané(9g
cancerman4(gg
cancerman4099
cancerman4089
cancerman4099
cancerman4099
cancerman4099
cancerman4099
cancerman409¢
cancermian409%
cancerman4(9s
cancerman4099
cancermand(99
cancerman4089
cancerman4089
cancerman4089
cancerman4099
cancerman4099
cancerman4099
cancerman4099

80.74.135.87
80.74.135.87
78.46.93.184
78.46.93.184
78.46.83.184
78.46.93.184
213.229.110.98
213.222.110.88
81.90.68.94
78.46.93.184
91.205.175.34
78.46.93.184
91.205.175.34
213.229.110.100
213.229.110.10¢
213.229.110.100
213.229.110.100
213.229.110.100
81.218.235.170
85.17.155.83
85.17.155.83
189.1.169.40

Sat 00:48:45 (GMT) 04-Dec-2010
Sat 00:26:58 (GMT) 04-Dec-2010
Sat 00:08:50 (GMT) 04-Dec-2010
Sat 00:01:45 (GMT) 04-Dec-2010
Fri 23:40:12 (GMT) 03-Dec-2010
Fri 22:52:47 (GMT) 03-Dec-2010
Fri 20:24:02 (GMT) 03-Dec-2010
Fri 20:24:02 (GMT) 03-Dec-2010
Fri 09:36:46 (GMT) 03-Dec-2010
Fri 00:26:21 (GMT) 83-Dec-2010
Fri 02:11:38 (GMT) 03-Dec-2010
Fri 08:58:16 (GMT) 03-Dec-2010
Fri 08:45:08 (GMT) 03-Dec-2010
Fri08:17:18 (GMT) 03-Dec-2010
fri 08:16:55 (GMT) 03-Dec-2010
Fri 08:16:54 (GMT) 03-Dec-2010
Fri 08:06:08 (GMT) 03-Dec-2010
Fri 08:05:08 (GMT) 03-Dec-2010
Fri07:24:02 (GMT) 03-Dec-2010
Fri 06:52:28 (GMT) 03-Dec-2010
Fri 08:24:03 (GMT) 03-Dec-2010
Fri00:12:29 (GMT) 03-Dec-2010



Search for
Date Range
Total Resulis

Yahoo iD

cancerman4099
cancerman4099
cancermand099
cancerman4(099
cancerman4(99
cancerman4099
cancerman409¢
cancerman4(09¢
cancerman4099
cancerman4099
¢ancerman4099
cancerman4099
cancerman4099
cancerman4099
cancerman4098
cancerman4098
cancerman4099
cancerman4(099
cancermand(29
cancerman4(9g
cancerman409g
cancermand(8e
cancerman4088
cancermand089
cancerman409g
cancerman4099
cancerman409¢
cancerman4099
cancermand099
cancerman40gg
cancerman4(099
cancermand(098
cancerman4{eg
cancermand4(89
cancermand(99
cancermand99
cancerman4099
cancerman409g
cancerman4099
cancerman4089
cancermand099
cancerman4089
cancerman4099
cancerman4Csg
cancerman4(99
cancerman4 (89

cancerman4099

28-Jan-2010 00:00:00 / 26-Jan-2011 23:59:59

iP Address
91.205.175.34
91.205.175.34
80.74.135.87
80.74.135.87
80.74.135.87
80.74.135.87
80.74.135.87
78.129.232.85
78.129.232.85
78.129.232.85
91.214.168.172
91.214.168.172
189.1.160.40
80.74.135.87
91.214.168.172
$1.214.168.172
£1.214.168.172
81.214.168.172
$1.214.168.172
81.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
81.214,168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
81.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168,172
91.214.168.172
91.214.168.172
213.229.110.97
213.229.110.97
193.33.187.10

Login Time

Wed 08:52:47 (GMT) 19-Jan-2011
Wed 08:49:00 (GMT) 18-Jan-2011
Mon 10:14:14 (GMT) 17-Jan-2011
Mon 10:02:38 (GMT) 17-Jan-2011
Mon 08:57:34 (GMT) 17-Jan-2011
Mon 08:53:56 (GMT) 17-Jan-2011
Mon 09:50:31 (GMT) 17-Jan-2011
Mon 22:56:25 (GMT) 20-Dec-2010
Mon 22:15:13 (GMT) 20-Dec-2010
Won 21:01:09 (GMT) 20-Dec-2010
Wed 12:43:30 (GMT) 15-Dec-2010
Sat 19:25:00 (GMT) 11-Dec-2010
Thu 19:42:56 (GMT) 09-Dec-2010
Thu 05:24:03 (GMT) 08-Dec-2010
Thu 00:30:30 (GMT) 09-Dec-2010
Wed 22:43:53 (GMT) 08-Dec-2010
Wed 22:43:28 (GMT) 08-Dec-2010
Wed 17:05.05 (GMT) 08-Dec-2010
Wed 06:23:29 (GMT) 08-Dec-2010
Tue 18:25:32 (GMT) 07-Dec-2010
Tue 17:83:11 (GMT) 07-Dec-2010
Tue 15:55:50 (GMT) 07-Dec-2010
Tue 07:41:32 (GMT) 07-Dec-2010
Tue 07:04:47 (GMT) 07-Dec-2010
Tue 06:29:16 (GMT) 07-Dec-2010
Tue 04:30:08 (GMT) 07-Dec-2010
Mon 22:24:49 (GMT) 06-Dec-2010
Mon 18:04:19 (GMT) 06-Dec-2010
Mon 16:21:16 (GMT) 06-Dec-2010
Mon 15:33:06 (GMT) 06-Dec-2010
Mon 14:47:45 (GMT) 06-Dec-2010
Mon 14:17:16 (GMT) 06-Dec-2010
Mon 13:42:57 (GMT) 06-Dec-2010
Mon 12:33:34 (GMT) 08-Dec-2010
Mon 11:41:04 (GMT) 06-Dec-2010
Mon 10:49:02 {GMT} 06-Dec-2010
Mon 09:53:54 (GMT) 06-Dec-2010
Mon 07:51.50 (GMT) 06-Dec-2010
Mon 06:22:52 (GMT) 06-Dec-2010
Mon 05:25:30 (GMT) 06-Dec-2010
Mon 05:06:24 (GMT) 06-Dec-2010
Mon 04:56:53 (GMT) 06-Dec-2010
Mon 04:35:48 (GMT) 06-Dec-2010
Mon 02:53:19 (GMT) 08-Dec-2010
Mon 02:53:18 (GMT) 08-Dec-2010
Sun 22:67:59 (GMT) 05-Dec-2010



cancermand(99
cancermand(99
cancermand(99
cancermandg9
cancerman4089
cancerman4089
cancermand058g
cancerman409%8
cancerman409%
cancerman4099
cancerman4099
cancerman4099
cancerman409¢
cancermand99
cancerman40g98
cancerman4(99
cancerman4098
cancerman4099
cancerman4099
cancerman4099
cancerman4099
cancerman4099
cancerman4099
cancerman4099
cancermand o9
cancerman4099
cancermand099
cancerman4(99
cancerman4099
cancerman409g
cancermand099
cancerman4099
cancermand099
cancerman4099
cancerman409g
cancermean409g
cancermand(99
cancermand 099
cancerman4(s9
cancermand0e8
cancerman4 (o9

193.33.187.10
213.229.110.98
213.229.11C.88
81.214.168.172
$1.214.168.172
$1.214.168.172
91.214.168.172
108,123.70.70
109.123.70.70
91.214.168.172
91.214.168.172
81.214.168.172
80.74.135.87
80.74.135.87
80.74.135.87
80.74.135.87
80.74.135.87
80.74.135.87
80.74.135.87
80.74.135.87
80.74.135.87
78.46.03.184
78.46.93.184
78.46.93.184
78.46,93.184
213.229.110.98
213.229.110.88
81.90.69.94
78.46.93.184
91.205.175.34
78.45.93.184
91.205.175.34
213.228.110.100
213.229.110.100
213.228.110.100
213.228.110.100
213.229.110.10C
81.218.235.170
85.17.155.83
85.17.155.83
189.1.169.40

Sun 22:57:59 (GMT} 05-Dec-2010
Sun 22:22:57 (GMT) 05-Dec-2010
Sun 22:22:57 (GMT) 05-Dec-2010
Sun 12:33:22 (GMT) 05-Dec-2010
Sun 10:08:30 {GMT) 05-Dec-2010
Sur 06:30:14 (GMT) 05-Dec-2010
Sat 13:33:44 (GMT) 04-Dec-2010
Sat 08;37:43 (GMT) 04-Dec-2010
Sat 08:37:43 (GMT) 04-Dec-2010
Sat 07:04:48 (GMT) 04-Dec-2010
Sat 06:63:52 (GMT) 04-Dec-2010
Sat 06:44:56 (GMT) 04-Dec-2010
Sat 06:06;55 (GMT) 04-Dec-2010
Sat 04:43:40 (GMT) 04-Dec-2010
Sat 04:19:45 (GMT) 04-Dec-2010
Sat 03:38:05 (GMT) 04-Dec-2010
Sat 03:06:54 (GMT) 04-Dec-2010
Sat 01:27:05 (GMT) 04-Dec-2010
Sat 01:08:50 (GMT) 04-Dec-2010
Sat 00:48:45 (GMT) 04-Dec-2010
Sat 00:26:58 (GMT) 04-Dec-2010
Sat 00:08:50 (GMT) 04-Dec-2010
Sat 00:01:45 (GMT) 04-Dec-2010
Fri 23:40:12 (GMT) 03-Dec-2010
Fri 22:52:47 (GMT) 03-Dec-2010
Fri 20:24:02 (GMT) 03-Dec-2010
Fri 20:24:02 (GMT) 03-Dec-2010
Fri 09:36:46 (GMT} 03-Dec-2010
Fri 09:26:21 (GMT} 03-Dec-2010
Fri 02:11:38 (GMT) 03-Dec-2010
Fri 08:58:16 (GMT) 03-Dec-2010
Fri 08:45:08 (GMT) 03-Dec-201C
Fri 08:17:18 {(GMT) 03-Dec-2010
Fri 08:16:55 {(GMT) 03-Dec-2010
Fri 08:16:54 (GMT) 03-Dec-2010
Fri 08:05:08 (GMT) 03-Dec-2010
Fri 08:05:08 (GMT) 03-Dec-2010
Fri 07:24:02 (GMT) 03-Dec-2010
Fri 06:52:28 (GMT) 03-Dec-2010
Fri 06:24:03 (GMT) 03-Dec-2010
Fri 00:12;29 (GMT) 03-Dec-2010



Searchfor ~  cancermand099
Date Range  01-Jan-2010 00:00:00 / 07-Dec-2010 23:58:59

Totalf Results - 68
Yahoo 1D iP Address Login Time
cancermand099 $91.214.168.172 Tue 18:25:32 (GMT) 07-Dec-2010

cancerman4099 91.214,168.172 Tue 17:53:11 (GMT) 07-Dec-2010
cancermand099 91.214.168.172 Tue 15:55:50 (GMT) 07-Dec-2010
cancerman4(99 91.214.168.172 Tue 07:41;32 (GMT) 07-Dec-2010
cancerman4099 91.214.168.172 Tue 07:04:47 (GMT) 07-Dec-2010

cancerman4(g9
cancermand099
cancermand0g89
cancerman4 099
cancermand09¢
cancerman4 089
cancerman4099
cancerman4099
cancermandf99
cancerman4(9g
cancermand099
cancerman4099
cancermand098
cancerman409g
cancerman409g
cancermand0gg
cancerman4(ss
cancermand099
cancermand(9g
cancerman4099
cancerman4099

91.214.168.172
91.214.168.172
81.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
81.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.168.172
91.214.188.172
213.229.110.97
213.228.110.97

Tue 06:29:16 (GMT) 07-Cec-2010
Tue 04:30:08 (GMT) 07-Dec-2010
Mon 22:24:48 (GMT) 06-Dec-2010
Mon 18:04;19 (GMT) 06-Dec-2010
Mon 16:21:16 {GMT) 06-Dec-2010
Mon 15:33:06 (GMT) 06-Dec-2010
Mon 14:47:45 (GMT) 06-Dec-2010
Mon 14:17:16 (GMT) 06-Dec-2010
Mon 13:42:57 (GMT) 06-Dec-2010
Mon 12:33:34 (GMT) 06-Dec-2010
Mon 11:41:04 {(GMT) 068-Dec-2010
Mon 10:48:02 (GMT) 06-Dec-2010
Mon 09:53:54 {GMT) 06-Dec-2010
Mon 07:51:50 (GMT) 06-Dec-2010
Mon 06:22:52 {(GMT) (6-Dec-2010
Mon 05:25:30 (GMT) 06-Dec-2010
Mon 05:05:24 (GMT) 06-Dec-2010
fMon 04:56:53 (GMT} 06-Dec-2010
Mon 04:35:49 (GMT) 06-Dec-2010
Mon 02:53:19 (GMT) 06-Dec-2010
Mon 02:53:18 (GMT) 06-Dec-2010

cancerman4089 183.33.187.10 Sun 22:57:59 (GMT) 05-Dec¢-2010
cancerman4Q98 193.33.187.10 Sun 22:57:59 (GMT) 05-Dec-2010
cancerman4089 213.228.110.98 Sun 22,22:57 (GMT) 05-Dec-2010
cancerman4099 213.229.110.98 Sun 22:22:87 (GMT) 05-Dec-2010
cancermand099 91.214,168.172 Sun 12:33:22 (GMT) 05-Dec-2010
cancerman4092 91.214.168.172 Sun 10:08:30 {(GMT) 05-Dec-2010

cancermand098 91.214.168.172 Sun 00:30:14 (GMT) 05-Dec-2010
cancermand09¢ 91.214.168.172 Sat 13:33:44 (GMT) 04-Dec-2010
cancermand(098 109.123.70.70 Sat 09:37:43 (GMT) 04-Dec-2010
cancermand089 100.123.70.70 Sat 09:37:43 (GMT) 04-Dec-2010
cancerman4099 91.214.168.172 Sat 07:04:46 (GMT) 04-Dec-2010
cancerman4089 91.214.168.172 Sat 06:53:52 (GMT) 04-Dec-2010
cancermand(089 91.214.168.172 Sat 06:44.56 (GMT) 04-Dec-2010
cancerman4(089 80.74.135.87 Sat 06:06:55 (GMT) 04-Dec-2010
cancerman4099 80.74,135.87 Sat 04:43:40 (GMT) 04-Dec-2010
cancermand099 80.74.135.87 Sat 04:19:45 (GMT) 04-Dec-2010
cancermand(99 80.74.135.87 Sat 03:38:05 (GMT} 04-Dec-2010
cancermand099 80.74.135.87 Sat 03:06:54 (GMT} 04-Dec-2010
cancerman4099 80.74.135.87 Sat 01:27:05 (GMT) 04-Dec-2010
cancermand0g9 80.74,135.87 Sat 01:08;50 (GMT) 04-Dec-2010



Yaroo! AccounT MANAGEMENT ToOOL

Login Name:
GUID:

Properties Used:
Yahoo Mail Name:

Commchannels:

Registration IP address:

Account Created (reg):
Other Identities:

Full Name

Addressl:

Address2:

City:

State, territory or province:

Country:
Zip/Postal Code:
Phone:

Time Zone:
Business Name:
Business Address:
Business City:
Business State:
Business Country:
Business Zip:
Business Phone:
Business Email:

Account Status:

cancerman4099
LTYZY6EZOSUTTEFCDTLEGE4VHM
Maii

cancermand99@yahoo.co.uk
foxmulder4(99@yahoo.co.uk
189.1.169.40

Fri Dec 03 00:09:54 2010 GMT
cancermand099

My Cancer Man

United Kingdom

wlaS5tn

uk

Active





