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FOR IMMEDIATE RELEASE CONTACT: U.S. ATTORNEY'S OFFICETuesday, March b, 2012. Press Officehttp://www justice.gov/usao/nys (21.2) 637-2600.
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Press Office
(212) 384-2100

Four Principal Mert~bers of ̀ 'Anonymous''.'. and "~uZzSec"Are .Charged with Computer Hacking,.,
and a Fifth Member Pleads Guilty

"AntiSec "Member is Also Arrested and Charged with Stealing Confidential Information From.r~ppr~ximately $6Q QDD Clients and Subscribers of Stratfor
Five computer hackers in the United States and abroad were charged,today, and a sixthpled,guilty~ for computer hacking and other craznes. The six hackers identified themselves asaligned with the group Anonymous, which is a loose confederation.of cnmputerhackers andothers, andlor of~shoc~t groups related to. Anonymous, including "Internet Feds," "LulzSec," andt~AntiSec."

RYAN ACKROYD, alk/a "kayla," ~/k/a "lol," a/kia "lolspoon,":JAKE DAMS, alk/a~~`topiary, alkta atopiary, DARKEN MA.RTYN, afkfa `pwnsauce, alkia `raepsauce, a/k/a"networkkittet~," .and DONNCHA O'CEARI2BHATL, a/k/a "palladium," who identifiedthemselves as members of Anonymous, Internet Fels, andlor LulzSec, were charged in anIndictment unsealed today in Manhat-tazi federal court with computer hacking conspiracyinvolving the hacks of Fox Broadcasting Company, Sony Pictures Entertainment, and the PublicBroadcasting Service..{"PBS"). O'CE~.RRBHAIL is also charged in a separate crimuialComplaint with. intentionally disclosing a~a unlawfulty intercepted wire com~unicatzon.
HECTOR XAVIER MONSEGUR, alkla "Sabo,°' ~Ik/a "Xavier DeLeon," allcla "Leon," iwho also identified himself as a member of Anonymous, Internet Feds and LulzSec, pled guiltyon August 1S, 2011 in U.S. District Count to a 12-count. information charging him with computer xhacking conspiracies and other crimes. MONSEGUR'S Information and guilty plea wereunsealed today. The crimes to which MONSEGUR pled, guilty include computer hackingconspiracy. charges uutially filed in the Southern District of New York. He Also pled guilty tothe following charges: a substanrive hacking charge initially filed by the U.S. Attorney's Officein the Eastern District of California related to the hacks of HB~iary, Inc. and HBGary FederalLLC; a substantive hacking charge. initially filed by the U.S. Attorney's Office in the CentralDistrict of California related to the hack of Sony Pictures Entertai~unent and. Fox Broadcasting
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Company; a substantive hacking charge initially filed by the U.S. Attorney's O#fice in theNorthern Disirict of Georgia x~lateci to the. hack of Infragard. Members Alliance; a substantivehacking charge uutially .filed by the U.S. Attorney's Office in the Eastern District of Virginiarelated .ta the.~hack of PBS, all of which were tr~ns~~rred to the Southern District of New York,pursuant. to Rule 2U. of the Federal Rules of Criminal Procedure, in coordination with theComputer Crime and Intelleci~~l Property Section, ("CLIPS") _in the. Justice Department's.Criminal Division. .

Late yesterday,lEREMY H[~~NIMOND., a/kla "Anarchaos," alk/a "sup_g," a/k!a "burn,"s « ~ ~~a/kla `yohoho, a/k/a .POW, alkla `tylerknowsthis, a/kla crediblethre~t, who identifiedhimself as a member of AntiSec, was azrested in Chicago, Illinois and charged in a, crunnalComplaint with crimes relating to the .December 201,1 hack of Strategic Forecasting, Ina("Stratfor"), a global intelligence firm in Austin, Texas, which may. have affected approximately86U,000 .victims. In publicizing the ;Strai~f'or hack, members of AntiSec reaffirmed :theirconnection to Anonymous and other related groups, including LulzSec. For example, AntiSecmembers published a document with ].inlccs to the. stolen Stra#fir data entitled: "Anoz~ymausLulzxmas rooting youproud" on a file sharing website.

The following .allegations are based on the Indictment, the Information, the Complaintsand statements made. at MONSEGUR,'s guilty plea:

Hacks by Anonyrr~ous, l'nternet Feds, and .Lulz$ec.
,..Since. at least 200$, Ananympus has been a loose confederation of computer ~iackexs andothers. MONSEGUR.,and other members;af Anonymous took responsibility,for a nwnber ofcyber attacks between _December 201 ~ and June 2011:, including denial of service {"DoS")attacks against the websites of Visa, MasterCard, and PayPa~, as retaliation_ for the refusal ofthese companies to pra~ess donations ~o Wikileaks, as well as hacks. or DoS attacks on foreigngovernment computer systems.

$etween December 2010 and May 2Q l 1, members of Internet Feds sim lazly waged adeliberate;campaign of oziline. destruction, intimidation, .and cririunality. Members of InternetFeds, engaged in a series of cyber attacks :that included breaking into computer systems, stealingconfidential information, publicly disclosing stolen confidential information,,laijacking vict%~ns'email .and Twitter accounts, and defacing victims' Internet websites. Specif cally, .ACKROYD,DAVIS, ~VIARTYN, O'CEARRBHAIL, and MQNSEGUR., as me~bexs of InternetFeds,,.conspired to. commit computer hacks. including: the hack of 1tl~e w~bsit~ of Fine Gael, a pok~icalparty in Ireland; the hack of compu#ex systems used, by security firms. HBGary, Inc..anc~ its_.
affiliate HBGary Federal, LLC, from which Internet Feds stole. confidential data pertaining to80,000 user accounts; and the hack of computer systems used by Fox. Broadcasting Company,from which Internet Fed.s stole confidential data. relating to more than 70,000 potentialcontestants on "X-Factor," a ~'ox television. show.

In May 2011, following the publicity that they had generated. as a result of their hacks,including those of Fine Gael and HBGary, ACKROYD, DAVIS, MARTYN, and MONSEGURformed and became tl~e principal members of a new hacking group called "Linz Security" or"LulzSec.°' Like Internet Feds, LulzSec undertook a campaign of malicious cyber assaults on thewebsites and computer systems of various business and :governmental entities in the UnitedStates and throughout the world.- Specifically, ACKROYD, DAVIS, MARTYN, and
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MONSEGIJR, as members of LulzSec, conspired to commit computer hacks i~cludang the hacks
of:computer systems used by the PBS, in retaliation for what LulzSec perceived ta.be
unfavorable news coverage in an episode o~the news program, "Frantli~~'.'; Sony Pictures.
Entertauunent, in which LulzSec stole confidential data concerning apprpte~y 100,000 users
of Sony's website; and Bethesda Softworks, a video g~,mme company based. in Maryland, in which
LulzSec stole co~dent~al information for approximately 200,OOQ users of B~thesda's webs te. ,

.The Stratfor Hack.

In December 2011, HAMMOND conspired to hack into computer systems. used by
Stratfor, a private firm that provides_goyernments:and others with independent geopolitic~i
analysis. HAMMOND and his co•co~spirators, as members of AntiSec, stole, confidential .;information from those cor~puter systems, including Str~tfor employees' emails„as well as '.
account. information. for approximately 860,000 Stratfor subscribers ~r clients. HAMMOND .and
lus co-conspirators stole credit card information for approxi.m~ately b0,000 credit cazd users and
used some of the stolen data..to make unauthorized charges exceeding $700,000. HAMMOND
and his co-conspiratory also publicly disclosed sgrne of the confidential. information they bad
stolen. _ .

The Hack of International Law Enforcement

In January 2012., O'CEARRBHATL hacked into .the personal email account ~f an officer
with Ireland's nattonal .police service, the An Garda. Siochana (the "Garda'.'). because the .Garda.,
officer hall forwarded Work emails to a personal account, O'C~ARRB.HAIL learned information
about how: to access a conference call that the Garda, the. FBI, and, other law enforcement
agencies :were planning to hold on January 17, 2012, regarding international investigatigns of
Anonymous and other hacking groups,. O'.CEARRBHAIL then accessed and secretly recorded
the January 17 international law enforcement conference ca11, and then disseminated the
illegally-.obtained recording toothers.

~ ~ ~

IvIONSEGUR, 28, of New York, New York, pled .guilty to three counts of computer
hacking conspiracy, five counts of computer hacking,,ane count of computer hacking in
furtherance of fraud, one count of co~asp racy to commit access device fraud, one .count of
conspiracy. to commit bank fraud, and one count of aggravated identity theft. He. faces, a
maximum sentence of 124 years and six months in prison.

ACKR.OYD, 23, ofDoncaster, United Kingdom, DAVIS, 29, of Lerwick, Shetland
Islands, United Kingdom, MARTYN, 25 of Galway, Ireland, each are charged with two counts
of computer hacki~,~ conspiracy, Each conspiracy. count carries a maximum sentence of 1 Q years
in prison.

O'CEA.RRI3HATL, 19, of Birr, Ireland is charged in the Indicirnent with orie count of
computer hacking conspiracy, for which he faces 10 years in prison. He is also charged in the
Complaint with one count of intentionally disclosing an unlawfially intercepted wire
communication, for which he faces a ma~mum sentence of five years in prison.
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HA~MMOND, 27, of Chicago, Illinois, is charged with one count of computer hackingconspiracy, one count of computer hacking, and Qne count. of conspiracy to commit accessdevice fiaud.. Each count carries a ma um sentence, of 1 Q years in prispn.

DAMS is separately facing criminal chaxges in the United Kingdom, which remainpending, .and. ACKROYD, s being interviewed #oday by the Police ~en~ra,~, e-crime. Unit in theUnited Kingdom.. O'CEAItRBHA~L was ,arrested today by the Gaarda

'The case is being prosecuxed by the. U.S. Attorney',s :Office. for the Southern District ofNew York. The investigation was initiated and led by the FBI, and its New York, Cyber Crime ',Task Force, vvh cl~ is a federal, state. and local law enforcement task farce combating cybercrime,with assistance from the PCeU; a unit of New Scotland.Yard's Specialist Crime.D rectorate,SCD6; the Garda; the Cruninal Division's CCiPS; and the U.S. Attorneys' Officesfor the...Eastern District of California, the Central District o£ California, the Northern Dzsirict of Georgia,and.the Easters District of Virginia; ~s well as the Criminal Division's Office of InternationalAffairs. _

The charges contained in the Indictment and Complaints are merely accusations, and thedefend~.nts are presumed innocent unless and until proven guilty.
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