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I just want to remind everyone that we are live-streaming this event.  Members of the press are here.  

And all of the remarks and Q-and-A today will be on the record.  Admiral Rogers will provide a few 

answers and discussion.   

 

Now, A

here at FSI that included our first cyber boot camp for senior congressional staff, both Democrats and 

Republicans, in August here at Stanford, and that is expanding quickly into a growing campus-wide 

cybersecurity initiative.  So stay tuned. 

 

assumed his current position as director of NSA and commander of U.S. Cyber Command.  Prior to this 

appointment, he was commander of U.S. fleet Cyber Command and U.S. 10th fleet, which were created 

information operations, electronic warfare, signals intelligence and space missions.  As Admiral Rogers 

domain.   

 

He also served as director for intelligence for both the Joint Staff and U.S. Pacific Command, as special 

in the Navy, both ashore and afloat, with extensive experience in cryptology, intelligence collection, 

computer network defense and information warfare.   

 

He graduated from Auburn University, receiving his commission from Naval ROTC.  He is a distinguished 

graduate of the National War College, a graduate of highest distinction from the Naval War College and 

an MIT Seminar 21 fellow.  Now, when he was offered the current job that he now holds, Sara Sorcher 

from the National Journal wrote that if President Obama has posted a classified ad for the job it might 

look like this  and I just want to read it to you briefly. 

 

Wanted:  Military officer to lead National Security Agency and Cyber Command.  You will be the target 

of intense criticism from civil liberties advocates to members of Congress.  A majority of the public 

opposes the once-secret phone and Internet surveillance you will do.  Your future workforce is already 

demoralized after massive leaks.  Your boss, who happens to be the president of the United States, 

wants you to reform a massive spying bureaucracy.  You will inherit some enemies  not just the alleged 

secrets.  You will be in the media spotlight, trying to get the public and irritated allies to trust you, but all 

the details of your work will be the shadows. 



 

Agency are no easy jobs.  We are so pleased that Admiral Rogers has come here today to share his 

thoughts and answer what I fully expect and hope will be thoughtful and tough questions from our 

Stanford community.  It is an honor to have him here.  Please join me in giving Admiral Rogers a warm, 

Stanford welcome.  (Applause.) 

 

 a dialogue.  So, first, you heard these job titles.  What do those really mean?  So 

as the commander of United States Cyber Command, the organization has three primary missions. First 

ber workforce and oversee its 

operational deployment in the department.  We are building a dedicated cyber mission force, if you will, 

within the department of about 6,200 people.   

 

ommanders within the 

department but also the third mission set for us.  When directed by the president or the secretary of 

defense, we will apply our capability to defend critical U.S. infrastructure.  The United States 

government has designated approximately 16 different segments within the private arena has having 

critical national security implications.  So think about power, fuel, aviation, the financial infrastructure  

, largely a very 

traditional military kind of organization.   

 

The National Security Agency has two primary missions.  One of them has gotten a lot of attention, the 

foreign intelligence mission, in which we use our capabilities to generate insights as to what nation-

states, groups and individuals are doing in the world around us  particularly those who might want to 

much attention, but I think is really critical in the future, is we also have an information assurance 

mission.   

 

We are tasked with helping to define the security standards for classified systems in the Department of 

Defense, partnering with NIST and other elements within the U.S. government to do the same more 

and mitigation capabilities in terms in cyber defense to support other elements within the U.S. and, 

when requested by the Department of Homeland Security or the Federal Bureau of Investigation, we 

also are now starting to provide that capability to support others outside the government on a case-by-

case basis, normally associated with one of those 16 critical segments. 

 

I am generally out in the valley at least every six months.  In the seven months I have been in command, 

this is the second time I have been here.  I generally come out for three reasons:  First and foremost, I 

am interested in a dialogue between the men and women, students, the corporate sector in this area 

about what NSA is and is not.  And I want to understand the perspective of others.  To do that, we got to 



have a dialogue with each other.  The second reason that I try to come out here twice a year is because, 

quite frankly, the days when the Department of Defense drove technical innovation for the U.S. are way 

behind us.   

 

You know, the Apollo Program and the days that  -obsessed 

kid.  I could still rattle o

enough of it when I was a kid.  The days when the U.S. government is going to be the driver for 

technology, those are fundamentally behind us, I believe.  And this area in the valley is a primary driver 

for technical change within the nation and the broader world around us.  And so I want to try to make 

sure I understand that change. 

 

teresting 

in talking to the corporate sector out here is, so, tell me, how do you recruit?  How do you retain?  How 

do you train and educate?  How do you build a workforce that remains aligned with the technical 

requirements of the technical focus that both the private sector and NSA in this area have?  And how do 

 

 

We have fundamentally different models in that regard.  For you out here and in the private sector, 

ost of our 

workforce, once they come in the door, tends to stay with us for decades because they really love the 

they could be making a whole lot more 

to help defend the nation. 

 

y I try to get out here about every six 

we got le  

 

here to make sure you ask questions because, you know from class, we can also call on you.  (Laughter.) 

 

DIR. ROGERS:  So we got that going for you. 

 

MS. ZEGART:  Yes, in the back. 

 

 

 



Q:  (Off mic)  extraordinarily  oh, thank you  extraordinarily close  (off mic)  Australia, New Zealand 

and  (off mic)  which  (off mic)  better term, the predominately white former British  (off mic). 

 

relationship with those five.  Every one of those five, we have fought major conflicts with.  We have bled 

ple  

five or 10 years.  This is something we have literally been doing for over half a ce

reason   

 

MS. ZEGART:  So let me ask that you please identify yourselves so we all know who you are when you 

ask your question, OK? 

 

Patrick. 

 

Q:  Hi.  My 

evaluating the analogy between the development of early nuclear deterrents and the development of 

cyber deterrents now.  So my question to you is  in charge of Cyber Command and the NSA  

interested  what do you think are the biggest challenges to the development of cyber deterrents 

today? 

 

DIR. ROGERS:  Well, remember, if you go back to the history of  we often have this discussion internally 

a good analogy for deterrents?  Is it the nuclear model?  The challenges I see with the 

nuclear model are a couple of things.  Remember, when we generated most of those foundational 

concepts of deterrence, the nuclear world was controlled totally by the nation-state.  No individuals, no 

groups.  Totally by the nation-state, and there were two.  When we first started this initial dialogue, 

there were two nations  us and the Soviet Union  that had a nuclear capability. 

 

I switched to cyber, and I go, hmm, cyber is pretty foundational in that almost every nation-state has 

some form of capability, and cyber has moved beyond the nation-state in the  (audio interference)  so 

the idea of using an exact template from the nuclear world, I think, is tough.  Now, the flipside is, I do 

not yet know, in my own mind, what the right answer is. 

 

The concern I have is, look:  Right now, if you look at most nation-states  groups and individuals and 

the activity they are engaging in in cyber, very broadly, most of them seem to have come to the 

conclusion that there is little risk of having to pay a price for this in real terms.  My concern is that 

-states, groups and 

individuals to be more aggres

thing for us   

 



we get to 

a sense of rules, norms and expected behaviors in this environment, just as we have every other 

knew exactly, in broad terms, what was going to t  

 

And I was always struck by, if you look at the Soviets again and you talk about nuclear deterrence  even 

in the midst of two fundamentally different visions  even at the times we both had the means to 

literally incinerate each other, we still were able to create a series of norms and behaviors over time 

that you knew just how far you could push each other.  We knew that tactically  you know, as a naval 

guy out at the individual unit level on ships, as we were aggressive with each other, you knew exactly 

how far you could push, and when you were stepping over the line and what was escalatory.  We 

 on  

You get news the way you like   

 

MS. ZEGART:  Yeah, right here.  Yep. 

 

Q:  Admiral, Danny Yadron.  I cover cyber for the Wall Street Journal   

 

  

 

Q:  Danny. 

 

DIR. ROGERS:  I apologize. 

 

Q:  I cover cyber for the Wall Street Journal.  Your counterpart today at GCHQ and previously, Director 

Comey at FBI have said U.S. tech companies can get in the way of law enforcement, or will, with some of 

 

 

ome to grips with the following issue, in some 

ways.  How do we try to strike that balance where there is a means to employ a lawful mechanism to 

gain insights about the commissioning of what FBI Director Comey is talking about?  And I apologize; I 

  

 

 

 

ing to come up with is, so, how do we deal with providing insights in criminal behavior in a legal 

 

do that.  And I think what Director Comey is trying to come at is, hey, look, is there some mechanism in 

the technical side that we can create that using a legal, lawful framework, where, under specific 



conditions, as granted by a court, we could still gain access?  And what he keeps talking about is the 

 to grips with. 

 

This is a good example of where we just have a fundamental mismatch, in some ways, between the 

trying to collectively work our way through, how are we going to make this work?  How do you try to 

and says either side is fundamentally wrong.  I understand what drives each side to their viewpoint on 

this. 

 

-up question to 

that.  

 

 

 

 

 

DIR. ROGERS:  Yes, Ms. Amy. 

 

concerned about NSA  or evidence that NSA has been undermining encryption standards, not just 

r nefarious actors can do it.  And so the 

question is that, as you look in the future  if NSA were to find a way through encryption standards, how 

do you weigh what the right thing to do is when it comes to communicating that with Americans? 

 

DIR. ROGERS:   what I tell the team as the new guy is, let there be no 

doubt that a fundamentally strong Internet is in the best interests of us as a nation and the world 

around us.  Secondly, in terms of, how do we strike this balance?  The president has been very specific 

to us  hey, look, the balance I want you to strike will be largely focused on, when you find 

vulnerabilities, that we are going to share them, and the greater  I mean, by orders of magnitude, the 

greatest numbers of vulnerabilities we find, we share. 

 

But he also talked about, hey, look, there are some instances in which we are not going to do that.  And 

the thought process, as we go through this from a policy side as we make this deliberate decision  the 

kinds of things we tend to look at are, how foundational and widespread is this potential vulnerability?  

-state 

or a particular segment, or is this pretty wide across a large swathe for the U.S. and for others?  How 

likely do we think others are able to likely find it?  Is this the only way to potentially  for us to generate 

the insights?  Is there another alternative here that we could use? 

 



Those answers then g

we decide not to?  Again, by orders of magnitude, the default mechanism for us is, we share the 

vulnerabilities we find, and much of it you will never even hear about.  You look at, in the immediate 

aftermath of Heartbleed, for example  the first media reporting I saw said, hey, NSA knew about this 

vulnerability and has been exploiting it against the U.S. for an extended period of time, wrong. 

 

This first was outed, if my memory is right, on the 7th of April  first that we were aware of it.  On the 8th 

of April, within 24 hours, using our information assurance mission, we developed a patch  a counter to 

the malware, and we shared that with the private sector.  And what we s

internal issue for us.  Do we need to talk about  (inaudible)  that information assurance mission? 

 

MS. ZEGART:  Whit. 

 

Q:  Whitfield Diffie of  (inaudible)   

 

 Whit 

was there and asking a question. 

 

Q:  The only thing among the Snowden revelations that I can say really bothered me  thank you  was 

the charge that NSA had tampered with missed security guidance on key production, particularly 

something called dua  you know, I 

guarantee that IAD is not slave to the much larger budget of (SIGNIT ?)? 

 

DIR. ROGERS:  Well, first of all  no, for those of you not inside the organization, IAD is an acronym that 

you can see some people would argue, well, do you have a conflict between your foreign intelligence 

mission and your information assurance mission, and are there different perceptions here that drive you 

to different conclusions at times?  In fact, there was a discussion at some point about, hey, maybe we 

need to separate those two.  I strongly disagree with separating them because I made the following 

defend networks, the techniques and the insights you gain in both roles help reinforce the other.  And 

you want them aligned because the insights we gain in the information assurance mission, because of 

 

 

 I have told the 

team as the new director is, let there be no doubt a strong Internet is fundamentally in our best interest 



they pay us to do. 

 

MS. ZEGART:  Scott. 

 

Scott Sagan, senior fellow here at CISAC and FSI, professor of political science.   

 

DIR. ROGERS:  Hi, Scott. 

 

Q:  The Snowden  back on the Snowden issue, Snowden was widely considered to be the greatest 

 years.  Could you share with us your views on his motives and 

assurances, personnel reliability programs  (inaudible). 

 

 

 

 

again?  So a series of technical challenge  it is  

wondered at times as the new guy, were we in no small part the victim of our own cultural ethos, where 

we tended to trust each other.  The  one of the biggest challenges, but as the new guy that I see a 

workforce that feels almost violated as a result of all this, you know, that one of their own did this, you 

know, so watching them. 

 

Now, trying to strike a balance, because there are some who would argue  l hear 

us pay for this, because I get that at times from some elements of the workforce  which you could 

understand if the roles were reversed and you were in those shoes.  And the workforce says, wow, you 

 

 

So what we have tried to do is a couple things.  I tried to make sure we have a conversation with the 

 

I remind the workforce, look, we all raised our hand and we all signed  to include he  we all signed a 

formal agreement that says, hey, look, we acknowledge the significance of the information we are 

(granted ?), we acknowledge and recognize that the compromising of this information potentially would 

do significant damage to the nation and we all agree t

we will agree not to divulge this information.  And we have a  hey, if you decide you want to write a 

 

 

So I remind the workforce, hey, we all signed up to a higher level of scrutiny and a higher level of 



dmit I hate them, but it is 

as  

Because we have o -star running the 

security framework. 

 

a technical standpoint.  I also remind the workforce, 

focused organizations generally tended to default to technical solutions and the technical prism to look 

remind the workforce this is more than just technology.  This is also a part about us being professional.  

And when you see unprofessional beh

not get into the specifics, but in broad terms. 

 

Now, people often say to me, so, whe

going to be another compromise.  Ad I say, wait a second.  Now you tell me how you guarantee that 

 

 

At times, I have some people telling me, hey, what t

compromise   the biggest compromise in the history of the United States Navy from 

an intelligence perspective was a uniformed warrant officer.  He sold their cryptographic standards to 

the Russians.   

 

Biggest arguably in DOD history, PFC Manning, WikiLeaks issue, a uniformed member.  You go to the FBI, 

biggest compromise they ever had was an FBI agent.  You go to the CIA, biggest compromise they ever 

concerned about the long-term implications of that. 

 

MS. ZEGART:  Over here, in the plaid shirt. 

 

 

 

DIR. ROGERS:  Hello, Varun (ph), how are you today? 

 

Q:  Good.  How about you? 

 

DIR. ROGERS:  I am in California.  I am not in Washington, D.C.  And you look out that window  man, is 

this a typical weather day out here for this time of year? 

 



Q:  (Inaudible.) 

 

 you know, you could live out here.   

 

Q:  Yeah, so, if you had to convince a Stanford computer science student  which I am not  but if you 

had to convince   

 

DIR. ROGERS:  But would you like to be?  Would you like to be? 

 

student to work for the NSA, like, how would you convince him or her  him or her, even if that student 

was, say, disillusioned by the U.S. government and politics, the NSA, interested in capturing large 

quantities of wealth, interested in affecting, like, visible social change?  Just curious. 

 

DIR

 

 

 

There are five things that I try to point out to people.  Number one, we have an ethos and a culture that 

I think you want to be a part of.  Number two

give you an amazing mission:  something that I think is an important mission for the nation and for allies 

and friends around the world.  Number four, we are going to give you the (opportunity ?) to do some 

 

probably off on my number sequence  we are going 

of our culture.  We generally  when we start you, we try to get you responsibility early.  Those are the 

things that I would argue really make us different and why I would argue, hey, NSA is a place that you 

want to work. 

 

As I said, our model is  the biggest challenge for us is not necessarily retaining people  not that there 

 

got some challenges t  but as I said, our norm is, most of our work staff, 

workforce tends to stay with us for decades.  The biggest challenge for us, in some ways, is more getting 

today, because many  how many of you are computer science backgrounds?  All right.  Many of you are 

o shrink from the idea that I think NSA is an amazing place to work with an important 

mission that matters to this country.   

 

The four things I always tell the NSA workforce are:  Remember, when all else fails, use the following 

four touchstones:  We obey the rule of law.  Two:  We are accountable to the citizens we defend.  Three:  



When we make mistakes, we stand up and say we made a mistake because I wish I told you that I 

 

, 

 

 

MS. ZEGART:  We'll go to this side of the room.  Yes.  

 

This is a big pocket question in here.  You guys got  

 

Q:  Dunkert Madison (sp).  

 

DIR. ROGERS:  Hey, Dunkert (sp).  

 

t reputation, by the way.  From what you do   

 

 

 

Q:   and the way  

real cooperation are you getting from the heads of the other agencies that failed us so badly at 9/11? 

 

  Dunkert 

get   

elements within the U.S. intelligence community.  I have no complaints with the support of my 16 

teammates.  If anything, quite the opposite.  In fact, I often tell the Director of National Intelligence, Jim 

Clapper, man, I can go back five, 10 years and  not as a director but as a guy who was at the table in a 

different job at the time, a little lower level  I look at the cooperation, I look at the partnerships that we 

had then and I look at the way we have it now, I have great respect for the men and women I partner 

with, from John Brennan at the CIA to Director Comey at the FBI, David Shedd at DIA, Robert Cardillo at 

NGA  you fill in the blank  Betty Sapp  you can fill in the blank, the 16 others.  We all work very well 

doing in terms of a support to us.   

 

MS. ZEGART:  Jennifer?   

 

e director   

 



DIR. ROGERS:  Hi, Jennifer.  

 

Q:  -  hi  

n 

collection activities going on.  For example, hacking the internal data centers of Google and Yahoo 

lection of unencrypted Yahoo video camera chats and 

capturing stills from that.  And then just a couple days ago, we learned from a Privacy International 

lawsuit that GCHQ has been receiving raw communications data from NSA   

 

 

 

 it's documents that they received from GCHQ as part of the litigation  ongoing litigation.  

And so the  

their procedures are for curating other data that protects the rights of their citizens.  So when we see 

this kind of relationship and this closeness and the history and this data sharing, what can you say to 

minimizing Americans' data are then giving that information to our government and then our 

government is not having to follow the rules that are so often pointed to as being there to protect our 

 and then we just trade.  How can 

you   

 

vehicle to overcome or bypass U.S. law, OK, number one.  Number two, when we partner with others, 

pick anyone in the  in the Five Eyes, for example  Five Eyes was the framework that you provided  

when we partner with our Five Eyes teammates, we remind each other that we have specific 

requirements that we have to meet.  So for example, when I share  we, NSA  share information with 

our GCHQ counterparts, I make them go through a very rigorous regime in control of the data we give 

them and particularly when it comes to U.S. persons.  I require them to go through training, I control the 

teammates in the United Kingdom about the kinds of things we do together.  And we do not use the 

partnerships as a vehicle to bypass the legal fr

what we do with our foreign partners  the examples you've cited, the Five Eyes  

we do with our Five Eyes.  And I always remind them, hey look, neither one of us  any of us in this 

look, I expect us to abide by that.  

 

Q:  (Off mic.) 

 

in doing so  



do NSA  pick one of the Five Eyes  how do they do what they do or how do they partner?  How do 

is  ut there  

and even some nation-states  that I watch them change their tactics and the ways they do things as a 

t it has on mission and our ability to meet those security 

requirements for the nation.   

 

MS. ZEGART:  Phil? 

 

Q:  Admiral, Phil Taubman, consulting professor at CISAC.  

 

DIR. ROGERS:  Hey, Phil.  

 

director, which is assessing the threats to the nation.  When you go to bed at night, what do you worry 

about? 

 

  normally, I get the question, you know, when you 

no problem sleeping.  (Laughter.)  In terms of what my concerns are? 

 

Q:  What is the greatest threat to the United States? 

 

m really  

term and the other, hey, longer term.   

 

since we have had a maj

much longer can we keep this string going?  You know, when do we make a mistake, when do we fail to 

see something, when do we fail to make a connection that leads to a successful attack on U.S. soil from 

 NSA  

of scenario we lo

organization.  

 

have yet to be able to come   

we have yet to be able to come to a broad policy and legal consensus about how we deal with some of 

ca



we get here?  We know the challenges out there 

incredibly challenging in the nation that we are all living in right now to achieve political consensus and 

the will to deal with hard problems.  We are just not having luck as a nation in doing so.  T

interesting dilemma for us, in some ways somewhat tangentially related, for NSA  again, big fan of 

history. 

 

So you go back and you look at the framework that we use today for compliance and oversight  really 

legal court infrastructure, the FISA Court, to address legalities in the generation of permissions to 

conduct some of the things we do under the law.   

 

hey, look, we want to use Congress as the elected representatives of our citizens, as the vehicle to 

conduct oversight for the intelligence infrastructure. 

 

Fast-forward 40 years later, and collectively, as a nation, we question government broadly, we question 

government institutions, we have much  fairly limited faith in Washington   

but we have limited faith in Washington, incredible frustration over the mechanisms of our governance, 

whether it be the legal frameworks, the courts, the Congress.   

 

So one of the things that I talk to the team about is, so what do you do when the very structure you 

created to provide oversight of what we do is no longer trusted in the same way that it was when we 

came up with this idea 40 years ago?  You know, what are we going to do as a nation to try to engender 

that kind of confidence, so that U.S. citizens feel that you have a level of knowled

 

 

ny of the mechanisms of 

government  

a nation and figure out so how are we going to deal with this, how do we engender that confidence, you 

know, that goes to that number two tenet of the four I gave you.  We are accountable to the citizens we 

framework.  You know, to collect against a U.S. person in broad terms, we got to go to a court of law, 

 

 

Could I ask one favor?  Could we ask questions for people who  not that I dislike your questions, but all 

of you were in the previous session, so you had a chance to talk to me before.  Could we try to talk to 

 

 



AMY ZEGART:  Sure. 

 

Tom (sp).  Tom (sp). 

 

Q:  Do I need a mic? 

 

 

 

Q:  My question relates to how we more effectively address the various cyberthreats that are 

permeating throughout our society today.  You mentioned that DARPA is no longer the great innovator  

technology innovator that it once was.  Many of us have a sense that companies  the defense 

 18 months to visit with several of the 

heads of the  

spending an enormous amount of time out here. 

 

every six weeks? 

 

ADM. ROGERS:  Because I got a set of responsibilities that span the globe  (chuckles)  and I got more 

demands on my time than I got hours in the day. 

 

Q:  But do you  do you have people that are out here?  Are we  

 

 

 

 

elsewhere out here today as 

we should. 

 

ADM. ROGERS:  Oh, yeah.  I mean, we have a  we have a presence out here on a regular basis.  Much of 

my team, particularly on the technical side, tends to be out here.  This is just important enough that I tell 

the 

months, even though the rest of the team is out here much more frequently than I am.   

 

I think the broader  tell me your first name again.   

 

Q:  Tom (sp). 

 

ADM. ROGERS:  Tom (sp).  I apologize, Tom (sp).  I  

challenge in some ways in the cyberarena is we traditionally in our governmental structure have put 

very strong boundaries between the private sector, the public sector, (in terms of  the?) government 



segments.  I think it is unrealistic to expect the private sector to withstand the actions of nation-states 

all by themselves.  I equally think it is unrealistic to expect the government to deal with this all by itself.  

The challenge to me is how do we create the partnerships and the relationships that enable us to work 

together as a team.   

 

e norm for us, historically, as a nation.  We have tended not to go down that road.   

 

The argument I make is, look, I look at this activity, and I go, there are national security implications here 

for us that we ought to be able to harness the power and capacity of the government, partnering with 

is the third major academic institution, by chance, for example, that I have been to in the last week, the 

academic side as well. 

 

We have got to create those partnerships in a way that enable us to actually share information and 

insight in a real-time machine-to-machine basis.  We need to sit down and think about what kinds of 

information do we want to share.  

 

restrictions it then places on me, that real

name of cybersecurity. 

 

each other?  

I mean, I occasionally will get people telling me things like, 

 (chuckles)  that way.  We got to do this machine-to-machine in near real 

time, and we need to sit down and talk about so what are the  what do you expect from me, what do I 

need from the private sector. 

 

That relationship with the private sector also enables us to get into the technical piece.  In many ways, 

though, I would t

but it is much more about the cultural challenges, about getting organizations to change.  That has little 

to do with technology and much to do about culture and ethos.  And hey, my organization is every bit as 

make changes along these lines is every bit as challenging as it is for everybody else.   

 

 e just not going to share as much, for very valid 

reasons, from their perspective.   

 



becomes a huge cost sum for us as a nation.  The amount of money, the amount of time, the amount of 

focus that we will be   

this, this will have some major economic implications for us as a nation.  We have got to change the 

trajectory. 

 

MS. ZEGART:  Yes, sir. 

 

Q:  Good afternoon, Admiral.   

 

ADM. ROGERS:  Good afternoon. 

 

Q:  Tom Hart (sp), Hoover Council member and retired Navy intel guy.   

 

ADM. ROGERS:  Hey, Tom (sp).  How are you doing?  When did you retire? 

 

 

 

ADM. ROGERS:  All right.  Thank you for your service. 

 

offense versus defense on what you consider to be your long-term problem? 

 

ADM. ROGERS:  (J t into the specifics of  that concerns me a little bit. 

 

Q:  Not even a ratio?   

 

ADM. ROGERS:  (I go ?)  that even the ratio concerns me a little bit.  Let me phrase it this way.  We 

clearly have focused the preponderance of our efforts on the defensive side, but I remind the 

organization, look, our task, our challenge  putting on the U.S. Cyber Command hat in particular  is to 

provide policymakers and operational commanders with a spectrum of options for them to consider.  

 generate the spectrum of spy  

about the defensive piece.   

 

ng we got to work about in the mission set.  And I 

 

 

MS. ZEGART:  Can I follow up and just ask you to drill down a little bit more? 

 

ADM. ROGERS:  Y  

 



- well.  You talked about  

and tell us how you perceive the cyberthreat landscape?  We heard last week from a senior DOD  a 

forme

the ability of our government to restore power after combined cyber-small arms attack.  Admiral 

ost concerned about critical infrastructure, 

specifically the financial sector and vulnerability to cyberattack there. 

 

DIR. ROGERS:  Right. 

 

property.   

 

How do you stack up these and other cyberthreats when you think about your tiers of cyberthreats? 

 

DIR. ROGERS:  

to the 16 defined segments, so that tends to shap

mission that defines it, in some regard.  When I look at the segments, I probably put the financial sector 

in the top position in the sense of strong corporate buy-in from the senior-most leaders in that sector 

that, hey, look, we got a cyber-issue we got to deal with; the ability to apply resources on a scale that 

hardly any other sector can come close to.  If you look at JPMorgan Chase, you heard their CEO come 

out and talk about their baseline computer network defense budget, their baseline budget, is $250 

million a year.  How many corporate entities out there, how many academic institutions, how many 

private entities could afford a baseline budget of $250 million?  The financial segment, though, strong 

recognition and willingness to invest resources.   

 

The concern I have really on the opposite end is probably power, and health care is another one.  The 

concern I have on the power side is we are already in the margins of capacity as a nation, if you just look 

like it does now, just the nature of a significant amount of capital investment over time in a very 

different world. 

 

My power corporate teammates tell me, hey, look, you got to remember our challenge and our 

cyberdefense, I got to charge higher rates.  To charge higher rates, I have to go to a regulatory body and 

get permission to do it.  Hey, not a lot of enthusiasm, either in the general public or in the regulatory 

bodies we deal with, to jack up our rates.  You know, so how do we generate the money that we need to 

make the changes? 

 

One other comment about the sectors, if you will.  The high end tends to get the most attention, but it  

for example, if you   position.  If you look at the mid- 



and smaller-

that in the financial sector in particular that really concerns me, is the mid- and the lower levels, because 

they ju  

 

and then as we generate those insights and we put in place capability, push it down all the way through 

the sector, into the smaller and the larger  

trying to do, working our way through the segment. 

 

er  

we have the ISACs  different sectors that are out there, segments of the marketplace.  I encourage you 

very powerful for us.  And it goes to that whole partnership and 

relationship piece.  Man, we could be so much more powerful if we can gain the insights of many here.  

That would really be a positive. 

 

MS. ZEGART:  We have time for one last question.  And  the lady right here in the blue scarf. 

 

DIR. ROGERS:   

 

   

 

DIR. ROGERS:  Hi, Kim. 

 

Q:  Hi.  I cover surveillance and security for Wired.  I want to go back to your question that you answered 

about zero-

was tasked at examining some reforms for surveillance  one of the recommendations that they came 

forward with was that the government would not be able to use zero-day exploits unless for national 

security, extreme circumstances for intelligence gathering.  Even then, they said that there should be a 

use-by date.   

 

The president never responded to that.  And then in your hearing in March, you were asked about these 

zero days, and you said what you said today, that the focus would be on disclosing rather than (using ?).  

There seems to be a  excuse me. 

 

DIR. ROGERS:   

 

 

 

There seems to be a bit of a co

So is this a new policy that the government is using regarding zero days?   

 



And the second question is, in your hearing, you referred only to zero days that were uncovered by the 

NSA.  But the NSA uses  purchases a lot of zero days from contractors.  So would the NSA be purchasing 

zero days for use and also disclosing them?  What is the case here?  

 

DIR. ROGERS:  Well, let me talk about the first part first.  And then  it was Kim, right?  So Kim, you make 

 

 

 

focused on moving ahead.  So when people ask me, well what about the past and what you guys did 

policies and the legal frameworks that are in place that we need to make sure we comply with.  So the 

insights that you gain access to. 

 

m contractors?  Because clearly, the 

contractors are not going to want you to disclose vulnerabilities. 

 

DIR. ROGERS:  Again, we use the same standard. 

 

Q:  You would disclose zero days   

 

ADM. ROGERS: The default is  the default is, if I become aware of a vulnerability, the default is that we 

share it.  Now, we also talk about, as you quoted from there, talk about the whole national security 

piece, and we use the methodology that I talked 

speak, the direction I have to comply with. 

 

MS. ZEGART:  Well, we have come to the end of our hour.  Thank you so much for spending so much 

time answering questions. 

 

Please join me in thanking Admiral Rogers.  (Applause.) 

 

DIR. ROGERS:  If I could, let me conclude with just two points.  First, I thank you for your time, because 

 

 

Secondly, if you had a question, I will be glad to stick around for a little bit, if you have a question that 

bit. 

 

OK?  Thanks very much everybody.  (Applause.) 



 

(END)  

 


