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6.3
Guards

Guards enable users to exchange data between private and public networks, which is normally prohibited because of information confidentiality.  A combination of hardware and/or software guards is used to allow secure local area network (LAN) connectivity between enclave boundaries operating at different security classification levels (i.e., one private and the other public).  Guard technology can bridge across security boundaries by providing some of the interconnectivity required between systems operating at different security levels.  Several types of guards exist.  These protection approaches employ various processing, filtering, and data- blocking techniques in an attempt to provide data sanitization (e.g., downgrade) or separation between networks.  Some approaches involve human review of the data flow and support data flow in one or both directions. Information flowing from public to private networks is considered an upgrade.  This type of transfer may not require a review cycle, but should always require a verification of the integrity of the information originating from the public source system and network.  This section discusses guards, the environment and mannerism in which they are most suited for implementation, how they can be used to counteract attacks made on the enclave, and the variety of guards and their functions.

A guard is a device used to defend the network boundary by employing the following functions and properties:

· Typically subjected to high degree of assurance in its development.

· Supports fewer services.

· Services are at the application level only.

· May support application data filtering (review).

· May support sanitization of data.

· Typically used to connect networks with differing levels of trust (provides regrading of data).

6.3.1
Target Environment

The guard is designed to provide a secure information path for sharing data between multiple system networks operating at different security levels.  The overall system that employs a guard is illustrated in Figure 6.3-1.  The system is composed of a server, workstations, malicious code detection, a firewall, and/or filtering routers all configured to allow transfer of information among communities of users operating at different security levels.  The server and workstation components may implement a hardware- or software-based authentication scheme to authenticate to the guard.  The firewall component is usually commercial off-the-shelf (COTS) hardware and/or software that filters the network traffic and is configured to forward only authorized packets.  A commercial filtering router may also be used to perform this function.  The firewall’s primary function is to provide barriers against successful penetration of the low side LAN by unauthorized external users.  The firewall hides the networks behind it and supplements the guard.  The firewall restricts access to all traffic other than the traffic being scrutinized by the guard.  Virtual private networks (VPN) can also be employed using either a firewall or other encryption device.  To ensure the security of the overall system, all users, managers, and system administrators must exercise the security policies and practices of the organization.  Some considerations include valid personnel approval for access to all information stored and/or processed on the system; formal access approval process for, and signed nondisclosure agreements for all information stored or processed on the system; valid need-to-know process for some of the information stored or processed by the system.  Communication links, data communications, and data networks of the system must protect the network determined by the sensitivity level of data on that particular network.
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Figure 6.3-1.  Guard Environment 
The guard can be configured to function in different directions.  

· The private to public bidirectional mode facilitates data to move from private to public after the review process for releasability to the lower network classification.  Data moving from low to high need not undergo the review process for releasability, but processing, filtering, and blocking should occur to identify viruses and other malicious code transfers.  Private network users would be allowed to push public data to public network users, and in turn, users on the public network could push public data to users on the private network.  Private network users would also be allowed to view and pull data that exists on the public network.

· The private to public unidirectional mode allows data to move from private to public after the review process for releasability to the lower network classification.  No transfer is permitted from the lower network to the private network.  Private network users would send data to be downgraded to the public level, which would then be pushed to a server on the public network for subsequent pull by users on the public network.

· The peer-to-peer mode allows communications between networks bridged by the guard at the same security level (e.g., private and private releasable)—that is, all the screening the guard normally performs on private to public transfers in the private to public configuration is performed in both directions.  Standard operating procedures must be implemented so that appropriately cleared personnel from each side can administer the guard screening criteria databases.  This configuration allows private network users to downgrade data to the private-releasable level and to push that data to a server on the private-releasable network for subsequent pull by users on the private-releasable network.

6.3.2
Requirements 

This section addresses the functional requirements of the communication, releasability, and network access capabilities.

6.3.2.1
Communication Requirements

Requirements for communication include the following:

· The guard shall allow users on the private networks to communicate with only specified hosts on the public networks.

· The guard shall prohibit workstations to be used as a pass-through or gateway device from either the private or public sides for any communications, including mail.

· The guard shall send public data to one of the public networks or private networks using the appropriate router.

· Routers shall be configured to restrict the types of network services that may pass through them as well as the sources and destinations of service requests.

· The guard shall transfer the appropriate data from the private network to the public network.

· The guard shall allow protocols to pass through it.

· The guard shall allow only authorized users to send and/or receive a message by performing access control on both the source and destination addresses of the message.

6.3.2.2
Releasability Requirements 

Current requirements for releasability include the following:

· The guard shall allow only a properly labeled message to pass from the private level to the public level.

· The guard shall support a policy that allows only attachments that have been reviewed for security level at the user’s workstation to pass from the private-to-public side.

· The guard shall allow only selected application attachments to pass through it(this capability will be configurable to support a variety of application packages.

· The guard shall perform word and/or phrase search.

· The guard shall support rule-based sanitization (i.e., message content modification) of messages from high levels through low levels.

· The guard shall ensure that only allowed data is distributed.

· The guard shall validate proper message construction, including configurable verification of message content.

· The guard shall remove classification labels, which were inserted into the e-mail body and attachments prior to delivery to the other side.

6.3.2.3
Access Requirements

Current access requirements for file transfers include the following: 

· The guard shall run on a trusted platform.

· The guard shall prevent message flow directly between the private side wide area network (WAN) and the guard in either direction.

· The guard shall support a programmable set of security identification (ID) labels per flow.

· The guard shall ensure that the security level of a message subsumes (is equal to or greater than) the security level of its attachment(s).

· The guard shall protect against unauthorized disclosure of private side information.

· The guard shall provide safeguards to protect the private side from attacks (including penetration, malicious code, and denial of service) from the public side.

· The guard shall support user authentication and encryption capabilities.

· The guard shall perform audit all security-related functions.

· The guard shall provide an access control mechanism to limit access to the controls and provide separate roles for the security administration, system operator, and mail administration functions.  Thus, a supporter authorized to function in one area will be prevented from performing functions in another, unless specifically given permission to do so.

· The guard shall prevent disclosure or release data to unauthorized consumers.

· The guard shall provide a secure bridge for passing messages between networks of differing levels of security.

· The guard shall strip off the digital signature as the message passes through the guard.

· The guard shall restrict source routing.  Source routing, which is a form of addressing, can alter the routing of a message from its normal route.

· The guard shall journal/log all passed and/or failed messages.

6.3.3
Potential Attacks 

The focus within this category is on attacks into an enclave by malicious e-mail, file, or message transfers.  Guards can be implemented to provide a high level of assurance for networks by preventing certain types of malicious messages from entering the enclave.  The types of attacks are categorized into three sections:  Section 6.3.3.1, Active Attacks; Section 6.3.3.2, Distribution Attacks; and Section 6.3.3.3, Insider Attacks.  For more information related to attacks, please refer to Chapter 4.2, Adversaries, Threats (Motivations/Capabilities), and Attacks.

6.3.3.1
Active Attacks

Active attacks attempt to breach security features or exploit data in transit, whether it be e-mail, file, or message transfers.  Some firewall technologies and e-mail systems that perform content filtering will help establish a level of trust for messages that are signed but not encrypted.  Messages may be signed and/or encrypted at the user level and/or the organizational level.  However, a digital signature on a message does not increase the safety level for the message contents.  Active attacks may include the insertion of malicious code or the theft of data.  Examples of active attacks in regard to the transmission of messages and files are listed below.  For further description of network-based attacks, please refer to Section 4.2.1.4.2, Network-Based Vulnerabilities and Active Attacks.

· Modification of Data in Transit.  Modifications are not necessarily always malicious or intentional.  A modification could be the conversion of spaces to tabs or vice versa within an e-mail or real-time message.  A network-based modification could also be the occurrence of a complete violation of standards.  Internet e-mail standards necessary for the secure transmission of messages from one domain to another are Pretty Good Privacy (PGP); Multipurpose Internet Mail Extensions (MIME); and Secure Multipurpose Internet Mail Extensions (S/MIME).  Although instant/real-time messaging do not yet have interoperable standards established, protocols must be established to ensure that the messages have not been intercepted and corrupted.

· Insertion of Data.  Reinsertion of previous messages. 

· Inserting and Exploiting Malicious Code (e.g., Trojan horse, trap door, virus, and worm).

· Defeating login mechanisms into e-mail accounts, messaging accounts, or file storage servers.

· Session Hijacking.  In the case of e-mail, file or real-time message transfers unauthorized access could be gained into a communications channel with malicious intent.

· Denial of service.

· Establishment of unauthorized network connections. 

· Masquerading as an Authorized User.  An attacker would use the identification of a trusted entity to gain unauthorized access to information either by e-mail, real-time messaging, or requesting file transfers.

· Manipulation of data on the private side. 

· Decrypting weakly encrypted traffic.

· Misrepresentation or information “faking” through Internet relay attacks.  Third-party mail relay occurs when a mail server processes and delivers e-mail from an external client.  In this manner, mail appears to originate from that mail server’s site and not the original site.  Spam e-mail is generally distributed this way, at the mail owner’s expense.  Intruders can spam e-mails with embarrassing content or by flooding a site with e-mails.  Damage caused by spamming includes not only the loss of reputation of the system that has been identified with the attack e-mail but also the loss of connectivity to large parts of the Internet that have blocked sites from spamming.  E-mail servers will become clogged, mail can be lost or delivered late, and cleanup costs will be incurred to remove spammed mail without destroying legitimate mail.

· Monitoring Plain Text Messages.  Plain text messages are not encrypted, and therefore not secure in any manner.  Once intercepted, plain text messages can be easily read.

6.3.3.2
Distribution Attacks

Distribution attacks can occur anytime during the transfer of a guard’s software and/or hardware.  The software or hardware could be modified during development or before production.  The software is also susceptible to malicious modification during production or distribution.  Section 6.3.4.2 discusses methods in which these attacks could be prevented.  For additional information, please refer to Section 4.2.1.4.4, Hardware/Software Distribution Vulnerabilities and Attacks.  Also, refer to Table 4-3, Examples of Specific Modification Attacks.

6.3.3.3
Insider Attacks

Although an enclave must be protected from outside intruders, it must also be protected from attacks from inside the enclave.  Interception or attacks to messages can occur during transit from the insider level.  The originators’ and recipients’ mail system administrators are able to look at e-mail messages and files that are being sent.  E-mail messages that bounce back usually have a copy sent to the e-mail system administrator to help determine the reason behind the bouncing; therefore, the administration has bounced messages brought to his/her attention with full viewing privileges to the message that is attempting to be sent.  An insider attack occurs when someone located within the boundaries of the enclave intercepts or modifies data or security mechanisms without authorization.  

Unauthorized access could also be gained into the overhead portion of a covert channel.  The use of a covert channel is a vulnerable point of attack as a result of the transport overhead not being completely defined and therefore being susceptible to exploitation.  The physical theft of data is another threat within the enclave.  For further detail, please refer to Section 4.2.1.4.3, Insider Vulnerabilities and Attacks.

6.3.4
Potential Countermeasures

For all efforts aimed at attacking an enclave through the unauthorized access or modification to e-mail messages, real-time message transfers, or file transfers, measures must be in place to prevent these attacks from penetrating the boundaries of an enclave.  In the case of attacks that originate from inside the enclave, precautionary measures also need to be taken in areas vulnerable to attacks, including the physical theft and unauthorized access to data.  The following subsections address measures that can be taken to counteract attacks against an enclave and information transfers among enclaves.  These countermeasures are placed into three categories: Section 6.3.4.1, Boundary Protection Via Guards; Section 6.3.4.2, Distribution Attack Countermeasures; and Section 6.3.4.3, Insider Attack Countermeasures.

6.3.4.1
Boundary Protection Via Guards

Guards can be implemented to protect the enclave and the messages passing within and through the enclave boundaries.  Guards enable users to exchange information between either networks of the same or differing classification levels.  Traffic analysis is a means by which traffic can be monitored.  Traffic analysis can be conducted to help identify traffic patterns (i.e., origination and destination endpoints for traffic), and thus aid in the discovery of the endpoints of unauthorized network connections.  Enclave boundaries need protection from the establishment of unauthorized network connections.  The responsibility lies with the management and administration of the local network to prohibit unauthorized connections between networks of different classification levels and to enforce this policy through nontechnical means. 

The following bulleted items list the type of attack and the countermeasure that can be used to prevent that attack from occurring. 

· Modification of Data in Transit.  The countermeasure to this attack is to use digital signatures or keyed hash integrity checks to detect unauthorized modification to the data in transit.  E-mail, real-time messaging, and file transfers are all susceptible to interception and modification while in transit.

· Insertion of Data.  Many countermeasures exist for the malicious insertion of data.  They include the use of time stamps and sequence numbers, along with cryptographic binding of data to a user identity, to prevent the replay of previously transmitted legitimate data.  Data separation or partitioning techniques, such as those used by guards and firewalls, deny or restrict direct access and the ability to insert data during transit. 

· Inserting and Exploiting Malicious Code (Trojan horse, trap door, virus, and worm).  Implement a guard and employ strong authentication in order to filter and block incoming messages that are not from authenticated parties.  To help ensure that mail is neither modified during transit nor forged, technologies and products such as PGP and S/MIME can be used to encrypt and sign messages on a regular basis.  Real-time messaging protocols are necessary to also ensure authentication among parties.

· Defeating Login Mechanisms.  The most appropriate countermeasure for this attack is the cryptographic authentication of session establishment requests.  This effort pertains to logging into an e-mail account or to obtaining access to a file server or messaging channel.

· Session Hijacking.  The countermeasure for this attack is continuous authentication through digital signatures affixed to packets, or at the application layer, or both.

· Denial of Service.  Countermeasures that can be taken against these attacks include having a guard to filter out bad source Internet Protocol (IP) addresses, filter Internet Control Message Protocol (ICMP) echo responses or limit echo traffic, and guard against all incoming User Datagram Protocol (UDP) service requests.  A nontechnical countermeasure would be to subscribe to the certification and accreditation (C&A) Computer Emergency Response Team (CERT) mailing list (www.cert.org) in order to receive notifications every time a new Internet weakness emerges. [2]

· Establishment of Unauthorized Network Connections.  A nontechnical countermeasure lies with the management and administration of the local network to prohibit and enforce the policy against unauthorized connections between networks of different security levels.  Commercial tools also are available for system administration personnel to use for detecting unauthorized connections.  Unauthorized connections would allow for otherwise prohibited access to e-mail and data files and for real-time message interception.  

· Masquerading as an Authorized User.  The appropriate countermeasure is to use cryptographic authentication in conjunction with time stamps or sequence numbers to prevent any recording and/or replay of authentication data, whether it be e-mail, real-time messaging, or file transfers.  Another countermeasure to prevent stealing an authentic session is to cryptographically bind authentication data to the entire session or transaction.

· Manipulation of Data on the Private Side.  The appropriate countermeasure is to permit only authorized users to access the data, through file transfers, on the private side using cryptographic authentication and data separation techniques.

· Decrypting Weekly Encrypted Traffic.  To ensure that unauthorized persons cannot access e-mail messages, real-time messages, or files in transit, adequate encryption algorithms and sound key management processes must be observed.

· Misrepresentation or Information “Faking” Through Internet Relay Attacks.  The countermeasure for these spamming attacks would involve the use of a guard to filter the messages and therefore block malicious messages, whether they are e-mail messages or real-time messages, from entering the enclave.

· Monitoring Plain Text Messages.  The monitoring of messages can be counteracted by denying access to the data by unauthorized users.  Access denial is possible by encrypting the data or by using other data separation techniques that will restrict those who are unauthorized from obtaining access to the data contained within a file.

6.3.4.2
Distribution Attack Countermeasures 

During the development, manufacturing, and distribution stages, technical and nontechnical measures must be taken to avoid the malicious modification of guard software and hardware.  The following lists the stage at which an attack could occur and the countermeasure to prevent such an attack.

· Modification of Software or Hardware During Development, Prior to Production.  Strong development processes and criteria are essential during this phase as a countermeasure for threats.  Continuous risk management through processes, methods, and tools is also necessary.  The following Web site link contains a collection of software engineering processes, methods, tools, and improvement references, http://www.sei.cmu.edu/managing/managing.html. [3]  Subsequent third-party testing and evaluation of software should also be conducted to ensure that the software and hardware have not been modified.  High-assurance methods and criteria should be followed, such as the Trusted Product Evaluation Program (TPEP) and Common Criteria.  Please refer to http://www.radium.ncsc.mil/tpep/tpep.html for program details. [4]

· Malicious Software Modification During Production and/or Distribution.  The countermeasures for threats during this phase are high-assurance configuration control, cryptographic signatures over tested software products, use of tamper detection technologies during packaging, use of authorized couriers and approved carriers, and use of blind-buy techniques.

6.3.4.3
Insider Attack Countermeasures

Technical and nontechnical countermeasures must both be taken to prevent against attacks originating within the boundaries of an enclave.  The following are the types of insider attacks that can occur and the countermeasure that must be taken to prevent the attack.

· Modification of Data or Modification of Security Mechanisms by Insiders.  The primary technical countermeasure is to implement auditing procedures of all actions taken by users that could pose a threat to security.  Audit logs will need to be generated and timely, diligent reviews and analysis must be conducted.  Nontechnical countermeasures include personnel security and physical procedures.

· Physical Theft of Data.  Appropriate nontechnical countermeasures include personnel security and physical security procedures, which inhibit actual removal of data, either in printed form or on storage media. 

· Covert Channels.  The countermeasure against a covert channel between networks of different classification levels is a trusted guard function that examines network header fields and network messages for possible unauthorized information.

6.3.5
Guard Technology Assessment

Guards are usually used to enable connectivity that is normally prohibited because the information requires confidentiality.  Where a firewall is usually used to restrict or scrutinize information flow on an already existing link to LAN or WAN circuits, guards allow the transfer of information between segments operating at different security classification levels (one private and the other public).  A combination of hardware and software components is designed to allow this connectivity between segments.  Most guard implementations use a dual network approach, which physically separates the private and public sides from each other.  As shown in Figure 6.3-2, guards are application specific; therefore, all information will enter and exit by first passing through the Application Layer, Layer 7, of the open systems interconnection (OSI) model.  In addition, most guard processors are high-assurance platforms that host some form of trusted operating system and trusted networking software.
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Figure 6.3-2.  Dual Network Approach

A guard can be a fully automated (without any human intervention) multilevel security (MLS) guard system that permits one-way or bidirectional transfers of data among multiple LAN systems operating at different security or releasability levels.  Guards can concurrently review and sanitize multiple binary and American Standard Code for Information Interchange (ASCII) files and virtually any complicated data format.  Almost any data type that can be “packaged” into a file can be transferred through certain guards, including structured query language (SQL), HyperText Transfer Protocol (HTTP), UDP, Simple Mail Transfer Protocol (SMTP)/e-mail attachments, and others.  The guard controls the automated information flow among multiple LAN systems according to security rule filters.  When implemented in conjunction with a firewall, a higher degree of security for protecting the enclave is achieved.

This section is further broken down to discuss guard technological areas that can be used to protect the enclave:

· Authenticated Parties Technologies.

· Confidentiality and Integrity.

· Data Processing, Filtering, and Blocking Technologies.

This categorization allows for a high-level assessment of system assurance so that a determination can be made as to the level of security robustness a network will require.  These three categories of potential protection approaches are explained in more detail in the following subsections.

6.3.5.1
Authenticated Parties Technologies

Approaches for protecting the enclave that are included within this category are those that mandate the use of cryptographic authentication mechanisms before allowing access.  Authentication allows two parties that intend to exchange data to identify themselves to one another and positively authenticate their identities.  Hence, they become mutual trusting parties.  The data flowing between these trusting parties is at the lower security level.  Authenticated access is widely available and is supported by a large number of standards and protocols.  Authentication protects the enclaves of private users that are separated from public network users through an enclave boundary protection device, such as a guard and/or firewall.  In such a topology, public network users might use digital signature technology to authenticate themselves to private network users.  In addition, the guard might incorporate access control list (ACL) mechanisms to make access decisions governing the set of users that is authorized to release information from the private network.  The ACLs can also be used to restrict the set of public network users that are authorized to push data up to the private network.  The enclave boundary protection system might also perform content review of the data submitted for release.  Protection approaches that use authenticated parties are discussed below.

User and document authentication can be achieved with the digital signature and FORTEZZA technologies.  Guards can check data packets for digital signatures or user identification and authentication (I&A).  Based on this information, guards can accept or deny traffic from entering the enclave.  The enclave boundary protection system cannot perform the functions of inspecting the contents of the message or verify the digital signature if the message is encrypted.  Messages must be able to be decrypted before processing through the guard so that the guard will be able to perform filtering on the message contents.

Digital Signature

The digital signature, which is the result of encrypting a document using the private key of the signer, can be applied to spreadsheets, Word documents, e-mail messages, portable document format (PDF) files, and others.  A digital signature is a string of numbers that is the representation of the document.  Using a digital signature ensures that the contents of a document cannot be altered; doing so would invalidate the signature.  A digital signature is unique to both the signer and the document; therefore, user and document authentication can be achieved. However, the signature cannot provide confidentiality to the data contents.

An important note is the difference between the digital signature and a digitized signature.  A digitized signature is simply the visual form of a handwritten signature to an electronic image.  A digitized signature can be forged, duplicated, and cannot be used to determine if information has been altered after signature.

Hardware Tokens

Hardware tokens, which can be used to identify and authenticate users, include One-Time Only Passwords, FORTEZZA, and smart cards (the latter two are addressed in more detail below).  One-Time Only Passwords protect against unauthorized access by providing dynamic user authentication.  A personal identification number (PIN) along with a code that changes very frequently (e.g., every 30 to 60 seconds) is requested from the user for I&A.  A guard will process this information to permit or deny access.  By requiring two factors of authentication, greater protection is provided against unauthorized access than with the traditional fixed password.  

FORTEZZA

FORTEZZA is a registered trademark held by the National Security Agency (NSA) that is used to describe a family of security products that provides data integrity, originator authentication, nonrepudiation, and confidentiality.  FORTEZZA is an “open system,” allowing for seamless integration with most data communication hardware platforms, operating systems, software application packages and computer network configurations and protocols.  This technology uses a cryptographic device: a personal computer (PC) card called the FORTEZZA crypto card.  This card contains the user’s unique cryptographic key material and related information and executes the public key cryptologic algorithms.  The FORTEZZA card enables users to encrypt, decrypt, archive data, and generate digital signatures.  The card uses the Secure Hash Algorithm, Digital Signature Standard, Digital Signature Algorithm, and the Key Exchange Algorithm.  A guard can identify and authenticate the originator of a message based on a digital signature.  However, a guard must be able to decrypt traffic before determining permissibility into an enclave.  If a guard is unable to decrypt data, then the information will be denied from passing through the guard and entering the enclave.

Smart Cards

The use of smart cards is another technological method in which users can be identified and authenticated.  A smart card is a plastic card embedded with a computer chip that stores and exchanges data between users.  Smart cards provide the tamperproof storage of user and account identity and add to system security for exchanging data across any type of network.  They can serve as a means for network system, application, or file access because smart cards can be used to obtain access to a computer or even e-mail accounts.  Insertion of the card or proximity to an antenna is required to be able to “read” the information on the card using a smart card reader that can be attached to a computer.  Users can be authenticated and granted access based on preset privileges.  A guard can authenticate and identify users and thus determine access privileges into an enclave based on the information provided from the smart card.

Secure Sockets Layer

Secure Sockets Layer (SSL) is a popular security protocol for implementing privacy and authentication between communicating applications.  This transport layer security protocol enables the encryption and authentication of arbitrary applications.  The protocol prevents eavesdropping, tampering with information, and forging of information sent over the Internet.

The SSL protocol includes a lower level protocol (called the SSL Record Protocol) that encapsulates higher level security protocols.  The SSL Handshake Protocol is one such encapsulated protocol.  It allows communicating parties to authenticate one another and to establish cryptographic algorithms and keys at the start of a communication session.  For more information about SSL, please visit http://welcome.to/ssl. [5]

Connections using SSL have three properties:

· The communication is private.  The initial handshake uses public key cryptography to define a secret key.  The secret key is then used with symmetric cryptography to encrypt all communications.

· Clients and servers can authenticate one another during the handshake using public key cryptography.

· The entire communication is protected against tampering or insertion of data.  Each datagram has a message authentication code that is a keyed hash value.

The SSL protocol can be used for network access between clients on the private side and servers on the public side.  By checking a server’s identity, confidence is obtained that the server is trusted to some degree.  A policy requiring that SSL be used for all network access between private and public networks would effectively permit access to only those servers on the public side that are able to authenticate using SSL.  However, the goal should not only be authentication; rather, the goal should be access control, with authentication being a means to implement access control.  This is accomplished by maintaining a list of public servers and directories that, once authenticated, can be accessed by private clients.  That ACL is best maintained by an enclave boundary protection system such as a guard.

6.3.5.2
Confidentiality and Integrity

Confidentiality and Integrity can be assured through the following technologies:  FORTEZZA, COTS Encryption, Audit Logs, and Operating System.

FORTEZZA

In addition to the I&A features of FORTEZZA, the cryptographic features of the “FORTEZZA Crypto Card” are employed to offer confidentiality and integrity.  The integrity protection is provided primarily when data served from a server or client is key hashed (via the Secure Hash Algorithm Federal Information Processing Standards Publication [FIPS PUB] 180). [6]  Confidentiality is accomplished with preencryption of the data to be served from the server, and the encryption/decryption of all data passed from a server to a client and from a client to a server (via the Key Exchange Algorithm and SKIPJACK Algorithm FIPS PUB 185). [7]  These cryptographic features also include not only digital signature capabilities, but also associated key and certificate management infrastructure support.  FORTEZZA encryption and decryption functions include the following:

· Interface to and function with any government-certified FORTEZZA Cryptographic Card for encryption and decryption.

· Do not corrupt the integrity of a file’s data content.

· Ensure that the resultant decrypted file retains the original file’s attributes (e.g., if the original file was read-only, then when that file is decrypted after being encrypted, it shall retain the read-only attribute).

· Be able to encrypt and decrypt files of all types.

· Inform the user if the encryption and decryption process succeeded or failed.

· Verify that any signature on the certificate is valid (based on the public key from the issuer’s certificate).

· Allow the originator to select the type of protection to be applied to the message: signed-only, encrypted-only, or signed and encrypted.

Commercial Off-the-Shelf Encryption

Some guard products incorporate COTS encryption algorithms, such as triple Data Encryption Standard (DES).  Although these algorithms are not suitable to protect classified information, they may be used to segregate communities of interest in a protected environment.  For example, two users with different privileges at the same classification level may use a commercial encryption algorithm to logically and reliably segregate their traffic.  Other organizations that do not possess classified traffic, but rather sensitive traffic, may allow commercial algorithms to provide data confidentiality.  In either scenario, commercial encryption may be used on the enclave side of the guard to provide logical data separation.

Audit Logs

Audit logs maintain a record of system activity by system and application processes and by user activity of systems and applications.  In conjunction with appropriate tools and procedures, audit logs can assist in detecting security violations, performance problems, and flaws in applications and ensure data integrity.  A computer system may have several audit trails, each devoted to a particular type of activity.  Auditing is a review and analysis of management, operational, and technical controls.  The auditor can obtain valuable information about activity on a computer system from the audit trail.  Audit trails improve the accountability and integrity of the computer system.  For example, audits can be used in concert with access controls to identify and provide information about users suspected of improper modification of data (e.g., introducing errors into a database).  An audit trail may record “before” and “after” versions of records.  (Depending on the size of the file and the capabilities of the audit logging tools, this may be very resource intensive.)  Comparisons can then be made between the actual changes made to records and what was expected.  This can help management determine if errors were made by the user, by the system or application software, or by some other source.

Operating System

A guard cannot provide any degree of assurance if it is installed on an operating system with well-known vulnerabilities.  To be effective, guard software must be developed on a trusted operating platform.  Additionally, the guard software must make effective use of the security mechanisms and services offered by the operating system.  Part of the guard development process should be documenting how the guard uses the operating system in an effective manner.  Guards built on insecure operating systems should not be considered.

The operation and security level of a guard is dependent on the operating system.  The platform must be a trusted operating system with high-level security mechanisms.  Hackers who become frustrated while trying to penetrate the guard will try to attack the underlying operating system in hopes of gaining access into the enclave.  The operating system must have segmentation of processes to minimize the risk from hacker attempts.  Segmentation of processes is the separation of system calls at the operating system level.  This segmentation allows applications to use restricted portions of the operating system and denies the user’s ability to penetrate different security levels—that is, a separate login and password is required for different command levels of the operating system.  Usually, each security level of the operating system will have a limited command set in compliance with the security policy of the operating system.  The system administrator should therefore hold a clearance that is at least equal to that of the highest network connected to the guard.

In an MLS environment, the strength of some guards remains within the user workstations and the gateways.  Each user workstation and gateway must be installed with a trusted operating system.  Guards trust users to make decisions regarding the classification and sensitivity of information.  The trusted operating systems control access to information displayed on a user workstation and control the movement of information out of the multilevel network (MLN).  The MLN must use a trusted operating system, defined as an operating system accredited to maintain the trust between sensitive information and the authorized users.  In the MLN architecture, an authentication server controlling user logins and monitoring network system activity enhances this service. 

6.3.5.3
Processing, Filtering, and Blocking Technologies

Protection approaches that fit logically within this category use various processing, filtering, and data-blocking techniques in an attempt to provide data sanitization or separation between private network data/users and public network data/users.  Data originating from the private network is implicitly labeled as private data, though it may be asserted to be data of a lower sensitivity level by a private network user.  Enclave boundary protection devices such as a guard may perform automated processing and filtering techniques.  If such tests are successfully passed, the data is actually regraded by automated means.  In the reverse direction, such approaches often incorporate data blocking techniques (typically in firewalls but also in guards) to regulate the transfer of data from public network users to private network users.  Use of certain protocols may be blocked and/or data may be processed or filtered in an attempt to eliminate or identify viruses and other malicious code transfers. 

Information passed between public and private networks may be encoded as binary information in some applications (e.g., imagery, the size of the piece of information to be processed may be very large).  The guard will have to reconstruct the entire message from multiple packets, which requires large working memory space.  Then, the guard must pass the information through filtering and processing rules.  With large files, this action may take a nontrivial amount of time.  If any of the imagery files are time sensitive (i.e., used as part of a training exercise that requires commands to be issued based on the imagery files), the guard may add delay that degrades the usability of the information.

Note that data transfer between private and public networks involves risks, and one must take steps to mitigate risk.  Processing, filtering, and blocking techniques involve inexact attempts to filter private data from outgoing transmission through content checking against a predefined list of prohibited strings.  Scanning and detecting virus-infected executables, and blocking executables are also conducted.  Because an almost infinite number of possible executables exist and malicious ones can be detected only through prior knowledge of their existence, the problem of detecting “maliciousness” in an arbitrary executable is not computable.  Furthermore, the problem is exacerbated by the exist of many executables that users wish to allow to cross the network boundary (e.g., Java applets, Active X controls, JavaScript, and Word macros) and that they would therefore not wish to filter out or block.  Only by performing a detailed risk management tradeoff analysis, wherein operational needs are weighed against security concerns, can these issues be resolved.

Protection approaches that use processing, filtering, and blocking technologies rely on processing to allow information flow between two networks while attempting to detect and block the leakage of classified data and attacks.  Such approaches include ACLs, malicious code detection, content checking, application/attachment checking, and public to private replication.  These approaches are discussed in the following subsections. 

Access Control Lists

The ACLs enable users to selectively access information.  The ACLs identify which users are permitted access to secure files, databases, programs, and administrative power.  Discretionary Access Control (DAC) is used to restrict access to a file.  Only those users specified by the owner of the file are granted access permission to that file.  Mandatory Access Control (MAC) occurs when the security policy is dictated by the system and not by the object owner.  Before access can be permitted or denied, I&A of the user must be available.  Guards use the I&A presented by the user to determine if an ACL applies to that user.  For example, if an ACL requires authentication via digital signature, then permission will be denied immediately to all users who do not authenticate with a digital signature.  When a user authenticates with a digital signature, access permission will be granted if that user is on that ACL.

Malicious Code Detection

Although not a part of the guard itself, malicious code detection is integral to providing the high-assurance level associated with guards.  Attachments opened by the guard must be sent to the malicious code detector to scan for known macro viruses or other malicious code.  Files that are reassembled must also be scanned for known malicious code.  The high assurance that can be provided by a guard can be undermined easily if the guard is allowed to pass information containing malicious code.

Content Checking

Content checking service scans internal and external e-mail to detect and remove content security threats.  Dirty word search filters, which are configurable, may be applied to search for specific words and send rejection messages back to the originators’ system.  A dirty word search scans messages for certain security-sensitive words, as defined by a word list.  The content checking feature can be adequately defined, developed, and verified to evaluate the contents of the data to be transferred through the guard to ensure that no information at a sensitive level is transferred to a lower level system.

Application/Attachment Checking

Part of the application layer assurance offered by guards is application checking.  This mechanism protects against attachments possessing improper file extensions.  For example, the security policy for the organization may allow Microsoft Word attachments to pass through its mail guard.  However, simply inspecting the file extension to verify that it is “.doc” is not enough to assure that the file is actually a Word file.  The guard must launch its version of Microsoft Word and attempt to actually open the file.  If the file cannot be opened, it either has errors or is mislabeled, and it should not be allowed to pass through the guard.  If the file can be opened, it should be passed to a gateway malicious code checker to check for macro viruses.  If no macro viruses are found and its message passes all other content checking filters, the attachment may be allowed to pass through the guard.

Public to Private Replication

Public to private replication allows users on a private network to receive data that originates on a public network, without having to explicitly request that the data be sent from the public servers.  Replication can be used for network access by pushing data from a public network to a private network.  It can give the private network any application that passes messages from one host to another.  The primary security property of replication is the prevention of data flows from a private to a public network.

A common example of this technology is a database replication.  If a node on a private network requires access to a database on a public server, the database can be duplicated on another server that is reachable by the private network.  The guard controls the information flow between the replicated database and the private node.  The private node may only have read privileges to the database, and not be able to write, depending on the security policy for the private network.  The ability to write to the database would be dependent on the guards’ private network and the guards’ ability to reliably downgrade information.  Other examples of replication are File Transfer Protocol (FTP), e-mail, and Web Push protocols.

Replication does not reduce the potential risk that data replicated into the private network may be hostile executable code.  To mitigate this risk, a guard would have to be implemented so that data could be first replicated in this network guard.  The guard inspects the data for potentially hostile code and ensures that the data passes this inspection before being forwarded into a private network.

To prevent data leakage from private networks to a public network, replication does not allow a direct back channel to send message acknowledgments from a private network to the public network; doing so would allow a large covert channel.  The replication acts as an intermediary, sending acknowledgments to the public sender, and receiving acknowledgments from the private recipient.  The public sender cannot determine with precision the timing of the acknowledgments sent from the private side.  Hence, the intermediate buffer within the replication process reduces the bandwidth of the back channel.  This action disconnects any direct communication from private networks to a public network.
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6.3.5.4
Cascading

Cascading occurs when two or more guards are used to connect three different networks containing information of three or more different levels.  For example, if a top secret and secret network establish an agreement and a connection and the secret network has a preexisting connection to an unclassified network, the possibility exists for a path between the top secret and unclassified network.  Please refer to Figure 6.3-3.  The security policy for each guard needs to be examined to determine if a possible connection exists between the top secret and the unclassified network.  Possible methods to reduce the risk associated with cascading are to allow different services through the two guards or restrict each user to interact with a single guard.  When establishing a connection between two different networks using a guard, the connections each network have to other networks needs to be considered.

6.3.6
Selection Criteria

When selecting a guard, the following should be taken into consideration:

· The guard should send and receive e-mail between the private network and the public network.

· The guard should conform to standards used in the wider community.

· The guard should allow users to send and receive attachments in both directions.

· The guard should provide a user-friendly and seamless e-mail capability that passes messages with transit times comparable to those of a commercial electronic Message Transfer Agent (MTA).

· The guard should run on a trusted platform.

· The guard should only permit e-mail protocols (SMTPs) to pass through the guard.

· The guard should allow only authorized users to send and/or receive a message by performing access control on both the source and destination addresses of the message.

· The guard should prevent message flow directly between the high side WAN and the guard in either direction.

· The guard should allow only a properly labeled message to pass from the private level to the public level; each message must include a classification label.

· The guard should ensure that the security level of a message subsumes (is equal to or greater than) the security level of its attachment(s).

· The guard should protect against unauthorized disclosure of information from a private network.

· The guard should provide safeguards to protect the private side from attacks (including penetration, malicious code, and denial of service) from the public side.

· The guard should allow word or phrase search.

· The guard should support user digital signatures and encryption applications.

· The guard should support a digital signature or encryption capability.

· The guard should audit all security-related functions.

· The guard should provide an access control mechanism to limit access to the guard’s controls and provide separate roles for the security administration, system operator, and mail administration functions.

· The guard should provide rules-based sanitization (i.e., message content modification) of fixed format messages from high levels through low levels.

· The guard should ensure that only allowed data is distributed.

· The guard should validate the proper message construction, including configurable verification of message content.

· The guard should provide secure bridge for passing messages between networks of differing levels of security.

· The guard should downgrade high-level data from designated communications channels according to validated rules.

· The guard should verify that the data meets a set of rigorously controlled criteria.

· The guard should prevent disclosure or release data to unauthorized consumers.

· The guard should communicate with only specified hosts on the public networks.

· The guard should prevent workstations from being used as a pass-through or gateway device from the public sides for any communications, including mail.

6.3.7
Framework Guidance

6.3.7.1
Case 1:  File Transfers From a Top Secret to a Secret Network 

This case study represents a situation in which a user on a secret network must obtain files from a user on a top secret network.  Major risks are involved when connecting differing LANs.  Therefore, when data files are to be transferred between networks of differing classification levels, the requirement arises for a guard that can recognize the FTP.  Please refer to the Internet Engineering Task Force Request for Comment (RFC) 959 for additional information about the FTP, http://www.ietf.org/rfc/rfc0959.txt?number=959. [8] The guard’s function is to permit communication between different classification boundaries while preventing the leakage of sensitive information.  Included with the risks of connecting networks of differing classifications is the accidental or malicious release of data from one network to another.  Therefore, when files must be transferred from a top secret network to a secret network, a guard can ensure that only permissible files are released.  To be capable of this function, a guard should be able to process files regardless of type (e.g., graphic interchange format [GIF], Moving Pictures Expert Group [MPEG] file format, hypertext markup language [HTML]).  The file will be subject to review by the established application checking policy to scan the contents and verify the sensitivity level. The guard will then downgrade files to allow releasability of the file to a lower sensitivity level user.  Downgrading only occurs if the file’s content meets the requirements of the sensitivity level of the network for which the data is being delivered.  Downgrading is the change of a classification label to a lower level without changing the contents of the data. 

In addition, limits must be placed as to which users have permission to release files from the top secret network and which users on the secret network have permission to obtain these files.  The originator of a file will have permission granted through an ACL kept by the guard to release files to the lower level network, secret.  In return, the recipient must also have permission granted to access files that were released from the top secret network.  Data owners must be able to restrict access to their data, and the system must also be able to deny access.  DAC is the access control mechanism that allows the file owners to grant or deny access to users.  The file owner can also specify an ACL to assign access permission to additional users or groups.  MAC is a system-enforced access control mechanism that uses clearances and sensitivity labels to enforce security policy.  MAC associates information requested from a user with the user’s accessible security level.  If data is classified as top secret, the information owner cannot make the information available to users who do not have access to top secret data.  When access is restricted, authentication and authorization policies must be in place.  Authentication verifies the claimed identity of users from a preexisting label.  Authorization is the determination of privileges a user has to grant permission for access of requested information.  Authentication and authorization must be performed for all users requesting sensitive files from a user, as shown in Figure 6.3-4.  Files may be stored on a server, making the files available to users on the secret networks who have permission to access the files.  The server that allows the release of files shall be a COTS product that receives files and places them in a directory so that they will be accessible to authorized users.  A guard must also be configurable to allow changes to be made to a database.  Changes made to the master database of downgraded data shall be applied to replicated databases in near real time. 
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Figure 6.3-4.  File Transfers 
In keeping with the established releasability policy for file transfers, the guard will release the data to the lower level (secret) network based on the match of the content label and the security attributes of the recipient.  The releasability policy followed by the guard shall adhere to the following:

· The guard shall allow only a very small set of users on the top secret network to release files.

· The guard shall maintain an ACL of these users and check the list every time a file is submitted for release.

· Only files of a specific format (plain text or HTML) shall be releasable.

· Strict audit logs shall be kept on the guard of all released files.

· Released files shall be scanned for content.

· Images contained within a file shall be reviewed.

· All files shall be authenticated (for example, digital signatures).

6.3.7.2
Case 2: Releasability From Secret to Unclassified Networks

When opening communication channels between secret and unclassified networks, a determination shall be made as to whether a bidirectional flow of information through a guard will be allowed.  Guards differ in that some support only one-way transfers of information, whereas others support a bidirectional flow of information.  Releasing information from a secret to an unclassified network can be performed through e-mail transmissions.  Therefore, a mail guard is required, as shown in Figure 6.3-5, and can be coupled with a firewall to further enhance the security measures taken to protect the secret enclave.  

[image: image4.emf]Secret

Network

One-way Transfer

Bi-directional Transfer

FW

G E/D

Classified

Network

Classified

Network

FW

E/D

E/D

iatf_6_3_5_0031

Secret

Network

One-way Transfer

Bi-directional Transfer

FW

G E/D

FW

G E/D

Classified

Network

Classified

Network

FW

E/D

FW

E/D

E/D E/D

iatf_6_3_5_0031


Figure 6.3-5.  Secret to Unclassified Releasability

The mail guard enforces the policy for release of messages from the secret network.  This policy may include the following: 

· Content filtering/dirty word search.

· Malicious code checking.

· Message format check.

· Envelope filtering to determine if a sender and receiver are permitted to send and receive messages.

· Authentication (for example, cryptographic digital signatures).

· Message journaling/logging.

· Allowance or disallowance of attachments.

· Review of attachment.

· Allowance or disallowance of mail receipts.

· Allowance and disallowance of sending blind carbon copies of messages.

· Maintenance and review audit logs of all mail message transfers for questionable actions.

Although the goal is to have a guard that has full functionality and can automatically review all information, a human reviewer may also be placed to review messages before the guard receives and reviews messages.  A user can manually review messages by being placed between the guards of two separate networks, as shown in Figure 6-3-6.  Or, as shown in Figure 6.3-7, a human reviewer can review information before the guard for verification that the sensitivity level of the information can be released to the unclassified network.
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Figure 6.3-6.  Human Reviewer-Man in the Middle
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Figure 6.3-7.  Releasability Human Verification 
The human reviewer has the release authority over a message with respect to allowing or rejecting the sending of the message.  The established security policy may require that all messages are reviewed or only rejected messages are reviewed, or perhaps messages might not need to be manually approved.  The functionality goal of a guard is to allow a fully automated review process.  A process without a human reviewer must have fully automated guards that are able to check content, check attachments to e-mail messages, have a configurable security filter, perform dirty word searches, and have imagery processing capabilities.  Dirty word searches are looking for words or codes that could be used to disclose sensitive information.

Encrypted messages must be able to be decrypted before processing through the guard, allowing the message to be released.  Guards with decryption capability (which may be through embedded FORTEZZA cards) will decrypt a copy of a message and, upon release approval, pass the original message to the recipient and discard the decrypted copy.  If a message cannot be decrypted, then the guard must reject that message.  A rejection notice policy shall be established to address the handling of message rejection notices.  The rejection notice policy may have notices sent to only the mail administrator of the secret network or may also allow rejection notices to be sent to the user.  A policy shall also be established as to the allowance of mail receipts.  

Confirmation that recipients have received an e-mail can be equally important as the security measures taken to protect the information contained within the e-mail.  Mail receipts, however, cannot always be relied on because some e-mail servers will not allow receipts out of their own e-mail system.  Therefore, when sending e-mail through a guard, rules must be established regarding the allowance of return receipts.  Automatic return receipts may not be part of the guard’s security policy.  However, once a recipient verifies that the appropriate message was received, a signed receipt can be generated and sent to the guard for filtering and then forwarded to the originator.  In place of return receipts, servers capable of providing automatic tracking capabilities can be used to confirm document receipt.  

Remote access capabilities pose a risk as a backdoor mechanism to gain access into a network.  Therefore, for this scenario, the guard security mechanism would be most effective if coupled with a firewall.  A firewall will protect the LAN from Internet or modem attacks by blocking direct access.  Besides maintaining network access controls, the firewall will also maintain extensive audit records detailing successful and unsuccessful attempts to access the system.  Once connected and authenticated, a dial-in user then has the same Internet services as local users.  Internet connectivity is an inherent risk because it opens up channels of additional risk when connecting secret networks to unclassified networks.  Therefore, a guard must be able to recognize Web-based protocols (i.e., HTTP) to mitigate risk for access into the networks. 

Another important means of communicating for business is real-time messaging.  Therefore, guards should be able to support real-time and instant messaging.  When communicating by real-time messaging, messages should be ensured against corruption, tampering, recording, and nonplayback.

6.3.8
Technology Gaps

6.3.8.1
High Volume of Binary Data

Some applications require that information be passed in a binary representation.  Examples of these applications are voice, imagery, and video.  Binary data is more difficult to perform content checking on and to pass through filter rules.  Guard technology needs to become faster to allow large amounts of binary files and streaming binary information to pass through the high-assurance mechanisms to which other information is subject.

6.3.8.2
Quality of Service

Quality of service (QoS) is being deployed in networks to support real-time applications, such as voice, video, and for other applications that might have strict latency requirements.  Several different approaches exist for supporting QoS in IP networks.  Although multiple approaches exist for providing QoS in an IP network, the guard that is implemented must support the QoS strategy for the organization.

Guards must support QoS mechanisms provided by the network.  All incoming traffic is passed through the guard.  If the QoS mechanism is not supported by the guard, end-to-end QoS that is required by the application cannot be supported.

6.3.8.3
High Speed Across Optical and
Other Networks

Most guards are designed to work in IP networks.  However, many different types of networks could make use of guard technology, including all optical networks and asynchronous transfer mode (ATM) networks.  These networks typically operate at speeds in excess of those of IP networks.  In addition to adding the proper interface to the guard, the filtering mechanisms within the guard must be capable of the speeds on the optical network.  Furthermore, optical and ATM networks are very sensitive to delays.  If the guard is incapable of supporting the bandwidth requirements of a connection, communications through the guard may be degraded to a point where further connections cannot be accepted.

6.3.8.4
HyperText Markup Language Browsing

Today’s network environment uses HTML traffic for a variety of applications.  Having a guard that supported HTML browsing for Internet or internal HTML would greatly increase the functionality of organizations.

To support HTML, a guard would have to allow requests (i.e., domain name server [DNS] queries, requests for Web pages) to pass through the guard.  When the response returns, the guard must intercept the message and perform its checking before it is allowed to pass back to the user.  All this must happen in real time to allow for human interaction and viewing behind the guard.
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Figure 6.3-3.  Cascading Protection
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