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6.1
Firewalls

The purpose of a firewall is to protect internal information systems from external attacks.  Firewalls address the requirement for authorized Local Area Network (LAN) users and administrators as well as individual workstation or personal-computer users, to safely access and be accessed-by untrusted (potentially hostile) external network connections.  This means that all components inside the enclave boundary are protected against intrusion attacks: unauthorized extraction, modification, or deletion of data, denial-of-service, and theft of resources or services. This firewall section addresses all components used for protecting interconnected, digital-electronic processing, transmission, or storage of information.

The focus of this Firewall section is on external electronic intrusions through the enclave boundary into a LAN or workstation that may be possible due to electronic connections. Attacks such as those performed by insiders or passive intercepts of traffic traversing backbone networks are not directly addressed within this section of the Information Assurance Technical Framework (IATF). While the unique concerns of the other protection categories are primarily addressed elsewhere in the Framework, there are some fundamental protection countermeasures(common to most environments(addressed here. Clearly, the concerns and approaches relevant to external electronic intrusions are interdependent with those of other protection categories (such as remote access, system high interconnects, Multi-Level Security [MLS], or security for applications). Thus, the following firewall-focused sections are intended to be complementary and integrated rather than separate, distinct layers of protection.  For further expansion of site security, refer to http://www.ietf.org/rfc/rfc2196.txt?number=2196, RFC 2196, Site Security Handbook.) [1]
6.1.1
Target Environment

Users within an enclave can access external information services via network connections, dedicated connections, or dial-up connections. The environment illustrated in Figure 6.1-1 includes various combinations of methods of access involving Internet Service Providers (ISP), Integrated Services Digital Networks (ISDN), Public Switched Telephone Networks (PSTN), X.25 Packet Exchange, wideband (cable-modems) and Internet and intranet networks/hosts that consist of both valid (trustworthy) agents and potentially hostile agents.

Included are those involving multiple access levels such as a private corporate LAN connecting to a public Wide Area Network (WAN), or a private corporate LAN connecting to a corporate intranet.  The boundary protection approaches should be applied to many of the cases described in other categories (e.g., remote access, system high interconnections and virtual private networks [VPN]).  Whenever networks (workstations) are interconnected, the Network Security Policy should require protection at the network access points; i.e., the enclave boundaries. Generally, the amount of protection needed increases as the sensitivity of the information increases, as differences in sensitivity levels increase, as the threat increases, and as the operational environment changes (likelihood for attack increases for high profile organizations).
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Figure 6.1-1.  Enclave Boundary Environment

6.1.2
Firewall Requirements

6.1.2.1
Functional Requirements

The following have been identified as representative ideal requirements based on a customer’s perspective of needs:

· The user, if authorized, should have maximum access to needed information and services available on the WANs using any of the existing and emerging networking technologies and applications.

· The user and user’s system should be protected against the full range of network attacks, be able to locate the source and type of intrusions, be able to react to such intrusions, and be able to fully reconstitute the system following damage caused by intrusions.

· The approaches used to protect network access points should have minimal operational impact on the user.

· The approaches used to protect network access points should have minimal operational impact on performance of the associated components and networks.

· The approaches used to protect network access points should be a scalable solution to allow for future needs.

6.1.2.2
Boundary Protection Mechanism Requirements

Boundary protection mechanisms are used to limit access to the internal network and are provided through the use of some combination of routers, firewalls, and guards.  Refer to Section 6.1.4.1, Technical Countermeasures, Boundary Protection via Firewalls, for further expansion of this subject.  The following are typical requirements that boundary protection mechanisms should offer.

· Restrict sources, destinations, and services and block dangerous protocols such as certain Internet Control Message Protocol (ICMP) messages.  Both incoming and outgoing communications should be restricted.

· Restrict executable services and download capabilities.

· Employ internal Access Control Lists (ACL) where appropriate.

· Use Identification and Authentication (I&A) mechanisms—to include the use of software or hardware tokens—to authenticate outsiders to the boundary point.

· Use encryption to prevent interception of data that could provide the attacker with access to the network and for access control.  This should include the encryption of remote management data.

· Hide the internal network (addresses, topology) from potential attackers using a mechanism such as network address translation.

· Log and analyze source-routed and other packets and react to or restrict attacks.

· Scan for malicious software.

· Facilitate proper boundary protection configuration by operators, e.g., user-friendly graphical user interface (GUI).

· Be self-monitoring and capable of generating alarms.

Note that the intent of several of these countermeasures is to eliminate vulnerabilities of services that may not be needed by a particular user system. Current technologies do not permit complete user access to all desired services and destinations while simultaneously blocking all attacks.  In addition, the use of encryption and certain identification and authentication mechanisms (such as hardware tokens) limits interoperability.  Trade-offs must be made.

6.1.2.3
Interoperability Requirements

The boundary protection should not force users to employ any nonstandard protocols or modes of operation nor any procedures that would prohibit interoperability with those external users or systems with which users desire to communicate and are permitted by the organization’s network security policy.

· The firewall command and control channel must be secure to prevent eavesdroppers from learning the rules, Media Access Control (MAC) secrets, and other controlling data communicated over the firewall command and control channel (e.g., Simple Network Management Protocol (SNMP), Remote Monitor (RMON), Application Program Interface (API), and Telnet).

· An authentication mechanism is needed to prevent unauthorized entities from changing the rules.  In the simplest case, IP-address-based authentication may be satisfactory.  If end-devices are allowed to modify the rules (as they are with SOCKS), secure user-based authentication would have to be deployed along with an administration policy.  For example, the policy may permit authenticated user A to open pinholes from his host at high port numbers and deny anything else. (SOCKS is out of the scope of this chapter; for more information refer to http://www.socks.nec.com and ftp://ftp.nec.com/pub/socks.). [2, 3]

6.1.2.4
Anticipated Future Requirements

The approach employed to protect network access should allow for the evolution and reconfiguration of the network and associated components.  The chosen approach should be scalable to allow for future evolutions.

6.1.3
Potential Attacks

As previously stated, the focus of this firewall section is on external attacks into a LAN or workstation that may be implemented by virtue of its electronic connections through the enclave boundary.  The types of attacks are discussed below: active-based attacks, distribution attacks, and insider attacks.  Other attack categories (passive attacks and close-in attacks) are not directly addressed within the remainder of this chapter, but relate to this category and the technologies discussed.  Refer to Section 4.2, Adversaries, Threats (Motivations/Capabilities), and Attacks, and for additional details refer to Section 5.3, System-High Interconnections and VPNs, regarding virtual private networking capabilities regarding security and protecting enclave assets from attacks.

6.1.3.1
Active Attacks

Attacks at the network access points generally fall within the active attacks category as defined in Section 4.2.1.4, Categories of Attacks.  This type of attack also has been referred to as an active attack.  Any attempt to gain unauthorized access to a network or break network security features is an active attack.  For more description, refer to Section 4.2.1.4.2, Table 4-2, Examples of Specific Active Attacks.  Listed below are various examples of active attacks.

· Trick the Victim (Social Engineering).

· Masquerade as Authorized User/Server.

· Exploit System-Application and Operating System Software.

· Exploit Host or Network Trust.

· Exploit Data Execution.

· Exploit Protocols or Infrastructure Bugs.

· Denial of Service.

6.1.3.2
Distribution Attacks

Distribution attacks are the hostile modification of hardware or software.  Such attacks can occur anytime hardware or software is transferred.  For additional information, refer to Section 4.2.1.4.4, Hardware/Software Distribution Vulnerabilities and Attacks and Table 4-3, Examples of Specific Modification Attacks. The following are examples of distribution attacks.

· Via software distribution computer disks that are transferred among firewalls.

· Software that is downloaded from the Internet, e-mail, or an internal LAN system.

· Modifications made to hardware or software at the factory before distribution or during distribution.  Malicious changes to software code or malicious modification of hardware can occur between the time it is produced in the factory and the time it is installed and used.

· During firewall configuration, especially from remote locations.

6.1.3.3
Insider Attacks

Although the emphasis of protecting network access points is on protecting the inside from a potentially hostile outside world, mechanisms are needed for protection against outside and inside intruders.  Thus, some of the technologies identified in this section apply to both insider and outsider threats.  Further, once an outsider has successfully attacked a system to obtain access, the outsider, in effect, maneuvers within the system as an insider would.  Technologies such as those designed to detect attacks by an insider may be used in a similar manner to detect outsider attacks.

Insider attacks can occur when an authorized user (i.e., a person who has authorization to access the system) remotely connects to the system and unintentionally causes damage to the information or to the information processing system.  This nonmalicious attack can occur either from the user not having the proper knowledge or by carelessness.  Malicious insider attacks are those in which an authorized user causes damage to the system or enters areas where the user is not authorized.  Malicious attacks can also be caused by an unauthorized individual employing an authorized user’s personal computer (PC) to maneuver within the system and cause damage.  An example would be when an authorized user’s laptop computer is stolen and then used to gain access into the system.  For more information, refer to Section 4.2.1.4.3, Insider Vulnerabilities and Attacks.

6.1.4
Potential Countermeasures

Fundamentally, protecting network access points from potential attacks can be addressed by limiting access to and from the LAN or workstation.  In the protection of a network, important issues that need to be addressed include detecting and identifying malicious or non-malicious insider attacks, identifying potential vulnerabilities, and attacks that may occur given the current configuration and responding to, deterring, and recovering from detected attacks.  The following subsections describe security requirements applicable to addressing attacks through an enclave boundary.  Several of the countermeasures are covered in detail within other IATF focus areas and are listed as applicable. The countermeasure requirements are grouped under the two primary headings of Technical Countermeasures and Administrative Countermeasures.

6.1.4.1
Technical Countermeasures

Boundary Protection via Firewalls

Connecting through the enclave boundary to external resources such as the Internet introduces a number of security risks to an organization’s information and resources.  The first step in minimizing those risks consists of developing a comprehensive network security policy.  This network security policy framework should include firewalls as boundary protection mechanisms.  Boundary protection mechanisms can provide a measure of protection for a network or an individual workstation within the enclave boundary.  The boundary protection device is intended to operate primarily as an access control device, limiting the traffic that can pass through the enclave boundary into the network.  In general, boundary protection is provided through the use of some combination of routers, firewalls, and guards.  Refer to Section 6.1.1.2, Firewall Requirements, Boundary Protection Mechanism Requirements for additional information.

Although the main focus of this section is firewalls, a definition of routers and guards follows.  A router that is configured to act as a firewall is a packet-filtering device that operates at multiple layers and permits or denies traffic through the enclave boundary into the internal network based on a set of filters established by the administrator.  A guard is generally a highly assured device that negotiates the transfer of data between enclaves operating at different security levels.  Refer to Section 6.3, Guards, for more information.  In contrast, a firewall is a boundary protection device between networks communicating at the same security level.

A firewall is a collection of components placed between two networks (or an individual workstation and a network) with the following properties.

· All traffic from inside to outside and vice versa must pass through this mechanism.

· Only authorized traffic, as defined by the local network security policy, will be allowed to pass.

· The mechanism itself is immune to penetration.

Thus the firewall is a tool for enforcing the network security policy at the enclave boundary and has several distinct advantages as a protected network access device.  First, the firewall allows for centralized network security management, as it becomes the focal point for network security decisions.  In addition, as the only directly accessible component of the enclave network, the firewall limits the exposure of the network to attack.  By implementing and following a well-defined network security policy, maintaining cognizance of current vulnerabilities, reviewing audit data, and using available scanning tools, the security of the enclave is greatly enhanced.

However, there are disadvantages to using firewalls. They can be the single points of attack to the enclave.  Firewalls do not protect the network and workstations within the enclave against most data-driven attacks, some denial-of-service attacks, social engineering attacks, and malicious insiders. Firewalls can thus potentially provide a false sense of security.  Firewalls must be looked at as being only one part of a larger network security approach.

Access Constraint

Measures that should be taken to constrain access to facilitate defense of enclave boundaries include the following.

· Provide data separation.  For data that is allowed access to the protected network or workstation, steps should be taken to constrain as much as possible the amount of the system that can be affected.  Steps that could be taken include allowing executables to run only in a particular domain or only on a server reserved for such purposes as discussed in Section 6.3, Guards.

· Employ application-level access control.  Access restrictions may also be implemented within the enclave—within workstations or at various points within a LAN—to provide additional layers and granularity of protection.  See Access Control List under Section 6.3.5.3, Processing, Filtering, and Blocking Technologies.

· Provide authenticated access control and (as appropriate) encryption for network management.  See a previous subheading in this category, Boundary Protection via Firewall and Section 6.3.5.1, Authenticated Parties Technologies.

6.1.4.2
Administrative Countermeasures

While defending the enclave boundary, administrative countermeasures should be implemented with the boundary protection mechanisms and throughout the enclave.  Quality network management and network security administration are imperative in maximizing the security of the network’s configuration and protection mechanisms and increasing the likelihood of detecting vulnerabilities and attacks.  The following administrative mechanisms act as countermeasures to the various attacks mentioned in Section 6.1.3, Potential Attacks.

· Be prepared for severe denial-of-service attacks; i.e., institute and practice contingency plans for alternate services.

· Routinely inspect the firewall for physical penetrations.

· Educate users and staff on correct procedures when dealing with firewalls.

· Institute and exercise well-publicized firewall procedures for problem reporting and handling.

· Institute and exercise suspicious behavior-reporting channels.

· Institute and monitor critical access controls, e.g., restrict changeable passwords, require dial-back modems.

· Minimize use of the Internet for mission or time-critical connectivity.

· Require security-critical transactions to be conducted in-person; e.g., establishing identity when registering.

· Use trusted software where available and practical.

· Use subversion-constraining software and techniques wherever possible; e.g., avoid software that uses pointers that could be employed by a software developer to access unauthorized memory locations.

· Carefully map relationships between hosts and networks, constraining transitive trust wherever possible.

· Minimize cross-sharing between users and file systems, particularly for high-sensitivity or high-threat applications, allowing only essential functions that have compelling justifications for sharing.

· Where possible, do not rely on Domain Name Server (DNS) for security sensitive transactions where spoofing an Internet Protocol (IP) address could cause problems.

· Institute, exercise, and monitor a strict computer emergency response team alert and bulletin awareness and patch program.

· Institute and practice procedures for recovery from attack when the firewall is penetrated.

Countermeasure Effectiveness

The following is a list of attacks and the most successful countermeasures against them.  More detailed information about the types of attacks is also provided in Section 4.2, Adversaries, Threats (Motivations/Capabilities), and Attacks.

Trick the Victim (Social Engineering).  The best defense against this type of attack is to educate system/network users.  The users must be aware that attempts may be made to obtain their passwords to enable access to the network or to secure areas of the network that the attacker may not be authorized to access.

Masquerade.  The best technical countermeasure against this type of defense is to identify and authenticate outsiders and to use access constraints to authenticate and encrypt data.  Administrative countermeasures that have high levels of effectiveness include using and monitoring access controls and minimizing the use of the Internet for critical communications.

Exploit Software Vulnerabilities.  The highest defenses against attacks made by exploiting vulnerabilities of software include subverting constrained software, monitoring the Computer Emergency Response Team (CERT), obtaining patches, and minimizing the use of the Internet for critical communications.

Exploit Host or Network Trust.  Minimizing use of the Internet for critical communications and subverting constrained software provides the highest level of defense against attacks exploiting the host or trust in the network.

Exploit via Executables.  Attacks against the enclave boundary through executable applications can be fought through technical and administrative countermeasures.  Overall technical measures that can be implemented include boundary protection, access constraints, and detection mechanisms.  Boundary protection offers the best technical defense by restricting sources and services, by restricting the ability to download, and by restricting executables.  Administrative measures to counteract attacks via executables are minimizing the use of the Internet for critical communications and using subversion-constraining software.

Exploit Protocol Bugs.  To protect against protocol bugs, the two countermeasures providing the best defense are—once again—minimizing the use of the Internet for critical communications and using subversion-constraining software.

Denial of Service.  The best technical defense for a denial-of-service attack against a system is to have a detection and response system in place. Administrative countermeasures include advance planning to be able to offer service alternatives, minimize Internet usage for critical communications, and to have documented and rehearsed recovery procedures in place to help reconstitute the system.

6.1.5
Firewall Technology Assessment

Access Control/Filtering

Access control/filtering is the main function of every firewall.  This function can be accomplished in several ways ranging from a proxy at the application layer of the Open Systems Interconnection (OSI) model to stateful inspection at the IP layer.  By its nature, the firewall implements a specific network security policy that corresponds to the level of sensitivity of the boundary the firewall is protecting.  The main fundamental purpose of the security policy is to limit access to the network and systems inside the enclave boundary from external sources.  Only necessary in-bound connections and services should be allowed.  The firewall also restricts the connectivity of internal users to external destinations.  Although internal users are generally trusted, they should be limited in what services they can use through the firewall to prevent them from unintentionally opening security vulnerabilities.  The different firewall technologies offer different granularities of access control.  Some firewalls are now capable of what were traditionally guard-like filtering functions.  For example, firewalls incorporate software that filters access to either specific Universal Resource Locators (URL) or categories of URLs.  Certain File Transfer Protocol (FTP) commands can be blocked while other commands are allowed through the firewall.  Technology will continue to develop in this area.  Very sophisticated and highly refined access control capabilities are likely to become standard firewall features.

Identification and Authentication

Identification and authentication is one of the major functions provided by the different firewall products.  While users on the inside of a firewall, inside the enclave boundary, are often considered trusted, external users who require access to the internal network must be authenticated.  Most security experts agree that passwords are not a strong method of authentication.  In fact, cracking user passwords is one of the most common system attacks.  Other authentication methods for screening access through a firewall include one-time passwords, time-based passwords, and challenge-response schemes.  The most common one-time password system in use is S\key, a software-based authentication mechanism using Message Digest 4 (MD4) or Message Digest 5 (MD5).  S\key works by starting with a seed and applying MD4 or MD5 to generate a sequence of keys.  S\key encodes the keys into a series of short words and prompts the user for the previous key, n-1, then S\key applies the MD4 or MD5 to the user’s answer and checks to see if the result is the key n that it knows.  Time-based passwords are a special form of one-time password. In these systems, the password varies at a specified time interval based on an internal algorithm, thus adding the additional complication of maintaining clock synchronization.  Challenge-response systems are more complex and involve something the user has (a smart card or PC card) and something the user knows (password).  Although it is possible to implement these systems in software, using hardware tokens has numerous advantages. Commercial firewall products support a wide range of authentication mechanisms.

Mobile Code Blocking

In addition to more basic blocks of mobile code (Java, *Script, ActiveX, etc.), firewall systems are beginning to offer containment for the execution of mobile code.  This includes sandbox machines isolated from the rest of the network and restricted environments to run the Java Virtual Machine (VM) within. Refer to RFC 1918—Address Allocation for Private Internets for more information: http://www.ietf.org/rfc/rfc1918.txt?number=1918. [4]
Encryption

Firewalls become a focal point for the enforcement of security policy.  Some firewalls take advantage of this to provide additional security services, including traffic encryption and decryption.  To communicate in encryption mode, the sending and receiving firewalls must use compatible encrypting systems.  Current standards efforts in encryption and key management have begun to allow different manufacturers’ firewalls to communicate securely.  To address this situation, vendors have been working on a network-level encryption interoperability approach through the Internet Protocol Security (IPSec) standard, set forth by the Internet Engineering Task Force (IETF).  However, these efforts require further development before the customer can assume compatibility.  Firewall-to-firewall encryption is thus used for secure communication over the Internet between known entities with prior arrangement, rather than for any-to-any connections.  Verifying the authenticity of system users is another important part of network security. Firewalls can perform sophisticated authentication, using smart cards, tokens, and other methods.
Auditing

Auditing refers to the tracking of activity by users and administrators.  As opposed to accounting(where the purpose is to track consumption of resources(the purpose of auditing is to determine the nature of a user’s network activity.  Examples of auditing information include the identity of the user, the nature of the services used, when hosts were accessed, protocols used, and others.

Network Address Translation

Network Address Translation (NAT) is a method by which IP addresses are mapped from one realm to another to provide transparent routing to hosts.  NAT enables a LAN to use one set of IP addresses for internal traffic and a second set of addresses for external traffic.  Traditionally, NAT devices are used to connect an isolated address realm with private unregistered addresses to an external realm with globally unique registered addresses (Internet).  That is, a NAT device sits at the enclave boundary between the LAN and the Internet and makes all necessary IP address translations.

Resist Penetration

Another important aspect of a firewall is how well it protects itself against attack.  The firewall itself should resist penetration, because breaking into the firewall will give a hacker access to the entire network.  Most firewalls run on stripped-down versions of the operating system; unnecessary executables, compilers, and other dangerous files are removed.  In addition, some firewalls employ technology that makes penetrating the firewall operating system extremely difficult.  These firewalls are built on trusted operating systems or use mechanisms such as type enforcement (i.e., controls based on factors that can only be changed by the system security administrator) to provide this extra protection against penetration.  Although these types of additional safeguards are traditionally found on guard devices, firewalls are also beginning to offer this type of extra protection against enclave boundary penetration.

Configuration and Third Party Monitoring

Properly configuring the firewall components is critical to the security of the enclave boundary.  Most vulnerabilities in firewalls arise from the improper configuration or maintenance of the firewall.  For this reason, it is important to examine the administrative interface provided by the firewall.  A GUI alone will not make the firewall any more secure.  However, a well-designed operator interface can ease the administrative burden and more effectively illustrate how well the firewall has implemented the security policy.  Firewalls also make use of various self-monitoring tools.  These tools can provide additional access controls, can increase the auditing capability of the firewall, and can provide for an integrity check on the file system of the firewall.  Some of these tools are proprietary and are provided with the firewall; other tools are available from the third parties and can be used to enhance the security of the firewall.

6.1.5.1
Firewall Types

Packet Filtering

Because routers are commonly deployed where networks with differing security requirements and policy meet, it makes sense to employ packet filtering on routers to allow only authorized network traffic, to the extent possible.  The use of packet filtering in those routers can be a cost-effective mechanism to add firewall capability to an existing routing infrastructure.

As the name implies, packet filters select packets to filter (discard) during the routing process.  These filtering decisions are usually based on comparing the contents of the individual packet headers (e.g., source address, destination address, protocol, and port) against preset rule sets.  Some packet filter implementations offer filtering capabilities based on other information beyond the header.  These are discussed below in Stateful Pack Filtering.  Packet filtering routers offer the highest performance firewall mechanism.  However, they are harder to configure because they are configured at a lower level, requiring a detailed understanding of protocols.

Stateful Packet Filtering

Stateful packet filtering technology, also referred to as stateful inspection, provides an enhanced level of network security compared to the static packet filtering described above.  The stateful packet filter—working at layer 3 of the OSI model to examine the state of active network connections—looks at the same header information as packet filters do, but can also look into the data of the packet where the application protocol appears.  Based on the information gathered, stateful packet filtering determines what packets to accept or reject. More importantly this technology allows the firewall to dynamically maintain state and context information about previous packets.  Thus, the stateful packet filter compares the first packet in a connection to the rule set.  If the first packet is permitted through, the stateful packet filter adds the information to an internal database called a state table.  This stored information allows subsequent packets in that connection to pass quickly through the firewall.

Network security decisions can then be based on this state information.  For example, the firewall can respond to an FTP port command by dynamically allowing a connection back to a particular port.  Because they have the capability of retaining state information, stateful packet filters permit User Datagram Protocol (UDP)-based services (not commonly supported by firewalls) to pass through the firewall.  Thus stateful packet filters are advertised to offer greater flexibility and scalability.  Stateful packet filtering technology also allows for logging and auditing and can provide strong authentication for certain services.  Logging, or authentication as required by the rule set, occurs at the application layer (OSI layer 7).  A typical stateful packet filtering firewall -may log only the source and destination IP addresses and ports, similar to logging with a router.

Unlike application-level gateways, stateful inspection uses business rules defined by the administrator and therefore does not rely on predefined application information.  Stateful inspection also takes less processing power than application-level analysis.  However, stateful inspection firewalls do not recognize specific applications and thus are unable to apply different rules to different applications.

Proxy Service, Application Gateways and Circuit Gateways

Figure 6.1-2, shows how proxy services prevent traffic from directly passing between networks. Rather, Proxy Services are software applications that allow for connections of only those application sessions (e.g., Telnet, FTP, DNS, Simple Mail Transfer Protocol (SMTP) for which there is a proxy.  Thus, proxy services are application-level firewalls.  The host running the proxy service is referred to as an application gateway.  Since an application-level gateway is a system set up specifically to counter attacks from the external network, it is also referred to as a bastion host.  If the application gateway contains proxies for only Telnet or DNS, only these sessions will be allowed into the subnetwork.  If a proxy does not exist on the application gateway for a particular session (Telnet, DNS, FTP, SMTP), those sessions will be completely blocked.  Therefore, only essential services should be installed on the bastion host, for if a service is not installed, it cannot be attacked.  Proxy services can also filter connections through the enclave boundary by denying the use of particular commands within the protocol session (e.g., the FTP put command) and by determining which internal hosts can be accessed by that service.
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Figure 6.1-2.  Application Gateway

By using an application gateway through which access to the subnetwork is permitted, internal information can be hidden from systems outside the enclave boundary.  The application gateway can provide a means for strong authentication by requiring additional authentication such as an additional password or the use of a smart card.  Each proxy contained within the bastion host can also be set up to require yet another password before permitting access.  The bastion host and each proxy service can maintain detailed information by logging all traffic and the details of the connections.  Logging helps in the discovery of, and response to, attacks.  Each proxy is independent of all other proxies that may be running on the bastion host, so any operational malfunction of one proxy will not affect the operation of the other proxies.  This also allows for ease of installation and removal of proxies from the system.

Circuit-level gateways are another type of firewall.  A circuit-level gateway relays Transmission Control Protocol (TCP) connections without performing any additional packet processing or filtering.  Circuit-level gateways are often used for outgoing connections where internal users are trusted.  Outbound connections are passed through the enclave boundary based on policy and inbound connections are blocked.  Permission is granted by port address, upon which management control is primarily based.  Although a circuit-level gateway is a function that can be performed by an application-level gateway, it is not as secure as an application-level gateway.  When completing a connection, checking is not conducted to verify if application protocols (proxies) exist on the application gateway.  Therefore, a circuit relay will not detect the violation if approved port numbers are used to run unapproved applications.  A circuit-level proxy, acting as a wire, can be used across several application protocols.  A bastion host can be configured as a hybrid gateway supporting application-level or proxy services for in-bound connections and circuit-level functions for outbound connections.  Circuit-level firewalls are less common than application-level firewalls due to the high probability that client modifications will be necessary to allow use of the circuit-level protocol.

Application gateways are generally dual-homed, which means that they are connected to both the protected network and the public network; however, they can be used in other configurations as discussed below.  Packet filtering firewalls can also be dual-homed.

6.1.5.2
Firewall Architectures

Dual-Homed

A dual-homed gateway architecture has two network interfaces, one on each network, and blocks all traffic passing through it, as shown in Figure 6.1-3.  That is, the host cannot directly forward traffic between the two interfaces.  Bypassing the proxy services is not allowed.  The physical topology forces all traffic destined for the private network through the bastion host and provides additional security when outside users are granted direct access to the information server.
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Figure 6.1-3.  Dual-Homed Firewall Architecture

Screened Host (Hybrid)

A screened host is a type of firewall that implements both network-layer and application-layer security by using both a packet-filtering router and a bastion host.  A screened host architecture is also known as a hybrid architecture.  This type of firewall architecture provides a higher level of network security, requiring an attacker to penetrate two separate systems.  The system is set up with a packet filtering router sitting between an untrusted (external) network and the bastion host on the protected network so that only allowable traffic from untrusted networks pass to or from the internal bastion host.  (See Figure 6.1-4.)  The packet filtering router is configured in such a manner that outside traffic has access only to the bastion host.  An additional router may be set up between the Bastion Host and the internal network for a greater level of security.
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Figure 6.1-4.  Screened Host Firewall Architecture

Screened Subnet

In the Screened Subnet firewall architecture, see Figure 6.1-5, a host is set up as a gateway with three NIC’s, one connected to the external network through a router, one to the internal network, and one to the Demilitarized Zone (DMZ).  Packet forwarding is disabled on the gateway and information is passed at the application level or the network layer depending on the type of firewall used.  The gateway can be reached from all sides, but traffic cannot directly flow across it unless that particular traffic is allowed to pass to the destination it is requesting.

The router should also be setup with ACLs or IP filtering so connections are allowed between the router and the firewall only.  The screened subnet provides external, untrusted networks restricted access to the DMZ for services such as World Wide Web (WWW) or (FTP).  It allows the enclave to place its public servers in a secure network that requires external sources to traverse the firewall and its security policy to access the public servers, but will not compromise the operating environment of the internal networks if one of the networks is attacked by hackers.
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Figure 6.1-5.  Screened Subnet Firewall Architecture

The screened subnet firewall may be more appropriate for sites with large traffic volume or high-speed traffic.  A screened subnet can be made more flexible by permitting certain trusted services to pass from the external network to the protected network, but this may weaken the firewall by allowing exceptions.  Greater throughput can be achieved when a router is used as the gateway to the protected subnet.  Because routers can direct traffic to specific systems, the application gateway does not necessarily need to be dual-homed.  However, a dual-homed gateway is less susceptible to weakening.  With a dual-homed gateway, services cannot be passed for which there is no proxy.  The screened subnet firewall could also be used to provide a location to house systems that need direct access to services.

6.1.5.3
Firewall Selection Criteria

When selecting a firewall system the following should be considered.

· The firewall should be able to support a “deny all services except those specifically permitted” design policy, even if that is not the policy used.

· The firewall should support your network security policy, not impose one.

· The firewall should be flexible; it should be able to accommodate new services and needs if the network security policy of the organization changes.

· The firewall should contain advanced authentication measures or should contain the hooks for installing advanced authentication measures.

· The firewall should employ filtering techniques to permit or deny services to specified host systems as needed.

· The IP filtering language should be flexible, user-friendly to program, and should filter on as many attributes as possible, including source and destination IP address, protocol type, source and destination TCP/UDP port, and inbound and outbound interface.

· The firewall should use proxy services for services such as FTP and Telnet, so that advanced authentication measures can be employed and centralized at the firewall.  If services such as Network News Transfer Protocol (NNTP), X Window System (X), Hypertext Transfer Protocol (HTTP), or gopher are required, the firewall should contain the corresponding proxy services.

· The firewall should have the ability to centralize SMTP access to reduce direct SMTP connections between site and remote systems.  This results in centralized handling of site e-mail.

· The firewall should accommodate public access to the site in such a way that public information servers can be protected by the firewall, but can be segregated from site systems that do not require public access.

· The firewall should have the ability to concentrate and filter dial-in access.

· The firewall should have mechanisms for logging traffic and suspicious activity and should contain mechanisms for log reduction to ensure logs are readable and understandable.

· If the firewall requires an operating system such as UNIX, a secured version of the operating system should be part of the firewall, with other network security tools as necessary to ensure firewall host integrity.  The operating system at start up should have all current and approved patches installed.

· The firewall should be designed and implemented in such a manner that its strength and correctness is verifiable.  It should be simple in design so it can be understood and maintained.

· The firewall, and any corresponding operating system, should be maintained with current and approved patches and other bug fixes in a timely manner.

6.1.6
Cases

Case 1

A user communicating from a protected network to a public network.  The information that is being sent is unclassified but private.

This is a case of the typical user connecting and passing information across the Internet.  In Figure 6.1-6, a workstation within the protected network is communicating with the Internet.  When connecting to a network of a lower protection level, mechanisms should be in place at the enclave boundary to provide protection for the users’ workstation and the protected network.
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Figure 6.1-6.  Case 1—Private to Public Network Communication

A firewall can be deployed as part of an effective boundary protection function.  Other components of boundary protection that can be implemented are through e-mail, browsers, operating system configuration; and router configuration.  Once mechanisms are in place to protect the enclave boundary, vulnerability checking and scanning procedures need to be implemented and exercised on the network and on the firewall.

As part of the boundary protection plan a site survey should be performed to ensure that the network operations and configuration is well understood.  To assist with the site survey, a mapping tool can be used to construct the networks’ topology and to examine the physical security of the network.  The network map should detail which systems connect to public networks, and which addresses occur on each subnetwork.  The network map should also identify which systems need to be protected from public access and identify which servers need to be visible on the outside and perimeter networks and what type of authentication and authorization is required before users can access the servers.  The site survey should also examine which applications are used by authorized users of the network, what the anticipated growth of the network is, and what a users’ privileges are including system administrators and firewall administrators. In general, the site survey that should be attempted is directly related to the following.

· Technical expertise of the individual conducting the scanning.

· Level of threat.

· Sensitivity of potentially vulnerable information.

· Integrity of the source of the scanning software.

The placement of the firewall is of critical importance to the security of the network.  The network needs to be configured to ensure that if an intruder accesses one part of the system, the intruder does not automatically have access to the rest of the system.  A firewall should be placed at egress points to the network.

The recommended procedures that should be implemented relative to the firewall for protecting the enclave boundary include:

· Ensure that the virus-scanning application is no more than a few weeks old.  Viruses may infect the firewall itself as well as resources behind the firewall.

· Ensure that passwords and logins are not in clear text.  Clear text passwords and logins are unencrypted and unscrambled and therefore vulnerable to sniffers on the Internet, allowing hackers to obtain passwords.

· Ensure that passwords and Secure Sockets Layers (SSL) are not cached by proxy agents on the firewall.

· Train personnel on firewall operations and administration.

· Audit for intrusive or anomalous behavior employing operating system, browser, and e-mail built-in audit capabilities.

· Routers can be configured as a firewall and for port mappings.  With routers, anti-spoofing can be implemented, especially at the enclave boundaries or between domains of network administration.  Source address spoofing and denial-of-service protection can also be provided with access lists.  The goal of creating an access list at the firewall level to prevent spoofing is to deny traffic that arrives on interfaces on nonviable paths from the supposed source address.  For example, if traffic arrives on an interface sitting on the corporate side, yet the source address states that the traffic originated from the Internet, the traffic should be denied, as the source address has been falsified, or “spoofed.”  Antispoofing access lists should always reject broadcast or multicast traffic.

· Routers could also be configured to hide the real network identity of internal systems from the outside network through port address translation.  Port address translation minimizes the number of globally valid IP addresses required to support private or invalid internal addressing schemes.

· Configure operating system, browser, and applications for firewall functions and to permit specific access (make use of a proxy-based/application gateway).  All traffic passing through the firewall should be proxied and/or filtered by the firewall.  Proxies reduce the probability that flaws in the service can be exploited.  Filtering limits the services that can be used and the user communities that have permission to use a service.  The fewer services allowed through the firewall, the fewer opportunities there are to attack the protected network/system.

· Develop and exercise plans to handle any security incidents that may occur.  These plans need to cover such things as:

· How to handle detected port scans or more malicious attacks.

· Recovery from any incident that degrades the performance of the network.

· The procedure for adding new services to the firewall.

Case 2

A privileged user remotely connecting to a private network from dedicated workstations situated within a DMZ of a different protected network.

This case is an example of remotely accessing a company’s network from an off-site location.  This off-site location is a protected network and has dedicated workstations connecting through that corporation’s DMZ.  Multiple connections through the DMZ can be established.  Figure 6.1-7 illustrates a valid remote user connecting through the DMZ to the protected network.  A DMZ allows authenticated authorized users to tunnel through the firewall.  A DMZ also allows access to a Web or FTP server inside the firewall without exposing the rest of the network to unauthorized users. Otherwise, intruders could gain control over the FTP or Web server and attack other hosts in the network.  Therefore, servers should be placed so they can be accessed from any address in a separate subnetwork.  Organizations can design, deploy, and proactively update and monitor a multi-zoned security network through a single firewall strategy.  Administrators can create multiple DMZs within the network by simply adding rules to the existing firewall.
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Figure 6.1-7.  Case 2—Remotely Accessing a Private Network

Modem banks should be established as part of the firewall protection approach so that users can dial out and remote users can dial in via a modem bank.  Modems should not be allowed on networked computers within the protected enclave boundary.  By bypassing the implemented firewall and using a modem to connect to the Internet, all control over network security is lost.  By using modem pools (a single dial-in point), all users are authenticated in the same manner.  In addition, anti-spoofing controls can be applied at dial-up pools and other end-use connection points (also refer to http://www.ietf.org/rfc/rfc2267.txt?number=2267

, RFC 2267). [5]
Before a user can access anything on the network, a username and password check should be completed.  A stringent password policy is beneficial.  One-time password schemes can also be used to further enhance the password security policy when establishing remote connections.

Remote access connections use standard authentication techniques (refer to Section 6.1.5, Firewall Technology Assessment, for more information regarding authentication).

Authentication, Authorization, and Accounting (AAA) for network access provides an additional level of security.  AAA is the act of verifying a claimed identity, determining if the user has permission to access the requested resource, and collecting resource usage information for analyzing trends, auditing, billing or allocating costs.  Message authentication plays a role when handling encrypted information.  This verifies that the purported message sender is the person who really sent the message and that the message contents have not been altered.  Although data can be authenticated at any hop on the way to the end destination, only the final destination may decrypt the data.

Refer to www.ietf.org/rfc/rfc2989.txt. [6] When remotely connecting to a company system, an alternative that also provides security is to establish a VPN.  (See Section 5.3, System High Interconnections and Virtual Private Networks.)

Encryption of data is another common security measure.  Encryption may be co-located with the firewall to provide secure tunnels to remote authorized users. Encoder/decoder products can be hardware- or software-based.  Hardware-based solutions include PC cards (i.e., FORTEZZA), smart cards, or separate boxes attached to a network (for example, TACLANE, FASTLANE).  For more information about FORTEZZA®, refer to http://www.fortezza-support.com. [7]  There are also encryption software packages for encrypting e-mail such as Pretty Good Privacy (available free on the Internet, the site address is http://www.wtvi.com/teks/pgp/). [8] Software-based encoders/decoders also offer the capability of remote authentication, remote control, auto-answer secure data, and operation in both attended and unattended environments, therefore providing protection for facsimiles, e-mail, and computer communications.  For further information on the FASTLANE and TACLANE refer to the FASTLANE category under Products & Services on General Dynamics’ Web page, www.gd-cs.com. [9]

Users can also connect to their company’s intranet via the Internet from a remote location.  If a company’s intranet is not configured properly, with some modification to the Internet site’s URL, a hacker can gain access to the private intranet site.  When setting up an intranet, access should be restricted to internally managed IP addresses only.  Subnetting and access lists should also be implemented to allow only those permissible users within a company access to the Internet or certain intranet sites.  Also, when establishing a virtual web or naming Web pages, make the names cryptic so the content is not obvious and make all pages that contain private information password protected.  This will prevent unauthorized people—from outside and inside the organization—from gaining unauthorized access to information.

Case 3

Sensitive private network containing valuable information communicated through a lower level network to another network of equal classification/value (system high interconnects).

This case involves networks that are interconnected at essentially the same information sensitivity level, using a lower sensitivity level unprotected, public transmission media (Internet, wireless).  Referring to Figure 6.1-8, this scenario begins with the protected network containing proprietary data connecting via a public network to remote protected workspaces or valid remote users.  At a minimum, this case requires:

· A boundary protection device (Firewall).

· A secure data connection device, i.e., encoder/decoder (KG, FASTLANE, TACLANE, FORTEZZA or other commercial-off-the-shelf [COTS]/government-off-the-shelf [GOTS]).

· A proactive audit capability to include COTS/GOTS intrusion detection products.
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Figure 6.1-8.  Case 3—Private Network Connectivity via a Lower-Level Network

Medium assurance levels are required for the enclave boundary protection implementations.  For this case, the recommended boundary protection procedures that should be implemented in priority order are:

· Institutionalize border security awareness and procedures as outlined in Chapters 3 and 4.

· Configure the local computing environment (home network) with built-in features and services for enclave boundary protection. Installation of firewall and/or comparable firewall feature set technology.

· Enable available audit capabilities to include firewall ingress and egress points and auditing of attempted resource connections.

· Scan for viruses using current virus definitions and profiles.  Ensure that definition file databases are no more than a couple of weeks old.

· Perform a non-hostile vulnerability scan. Non-hostile scans include scans of: HTTP, FTP, Post Office Protocol (POP), SMTP, SNMP, ICMP, Telnet, Netbios, ensuring no deviations from initial network baseline scan.

· Perform comprehensive vulnerability scans to include: scans for non-standard UDP/TCP ports, unauthorized protocols, shares, unencrypted passwords, potential operating system related vulnerabilities.

· Add intrusion detection. Intrusion detection methods should include the ability to proactively monitor packets, log and alert appropriate personnel based on level of threat/probe, identify and record addresses of threat initiator(s).

· Couple scanning, monitoring, and testing with intrusion detection.  A network is only as strong as its weakest link.  By coupling scanning, monitoring, and testing—with intrusion detection—weaknesses and potential threats can be proactively identified upon first appearance or during the manifestation stage.

In addition, it is recommended that at least one staff person with an understanding of boundary protection be employed to configure and monitor the security parameters, perform virus and vulnerability scanning, and continually update the boundary protection and other security measures as vulnerabilities are detected and new intrusion detection capabilities become available.

Software associated with the operating system, firewalls, and routers should be updated as the software continues to evolve with respect to built-in security features, especially as they relate to authentication and intrusion detection.

Case 4

Collaborating organizational LAN connecting to the main backbone network of the same classification, with public WAN connections to remote protected networks; e.g., North Atlantic Treaty Organization (NATO) or foreign trusted network connected to main backbone network which is also connected to remote protected LAN(s) via a public WAN (Internet).

This case involves connections that may jeopardize interconnected high-level systems if users and administrators are not aware of the public-level WAN connection.  As Figure 6.1-9 depicts, the unprotected network with proprietary data connects across a dedicated connection to the protected network with proprietary data, which is also connected to the public network/Internet and to remote users.  The most basic level of protection for an enclave boundary includes employing the best available boundary protection technology (e.g., high assurance guards and intrusion detectors).  Frequent virus and vulnerability scanning should also be performed by highly skilled personnel.  An extensive security awareness program with institutionalized procedures for reporting and tracking is mandatory.
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Figure 6.1-9.  Case 4—Collaborative LAN’s with Public Network Connections

The following scenarios require comprehensive protection from enclave boundary or network access point penetrations, employing the best available technology.

Collaborating LAN connecting to main LAN via dedicated connection.

The collaborating LAN (foreign company, NATO agency, etc.) is of the same information sensitivity level, and the anticipated threat level is at a minimum.  Because the collaborating agency is accessing peripheral data, limited network resource access is required.  Full access to all enclave contained information assets is not needed.  Initiating an internal proxy server with a strict access security list is recommended (protected Solaris, local/global user access list via Microsoft’s NT File System (NTFS) with auditing enabled).  The collaborating LAN should be connected via a secure means, either through a data encoder/decoder (KG) or similarly approved security device. Intrusion detection monitoring products should include real-time auditing and tracking capabilities.

Protected off-site LAN with same security level connecting to main LAN via public WAN (Internet) with main site having a directly connected collaborating site.

All previously outlined security precautions need to be met (as defined by case studies 1, 2, and 3).  The main LAN needs to have a strict access list in place (protected Solaris, local/global user access list via Microsoft’s NTFS with auditing enabled).  This precaution is to ensure that the connected collaborating LAN is able to access only predetermined enclave information assets, including resources at the main LAN as well as the off-site protected resources.  To further ensure that only approved data is exchanged from the off-site LAN to the collaborating agency, it is recommended that guards be installed at both the ingress and egress location on the enclave boundary of the home enclave LAN.

The guards are present to ensure that only approved filtered data is exchanged between trusting and trusted networks/domains.  Implemented intrusion detection monitoring products need to include real-time auditing and tracking capabilities.

Collaborating LAN connecting to protected remote site using main LAN’s backbone.

All previously outlined security precautions need to be met (as defined by case studies 1, 2, and 3).  If the collaborating LAN needs to connect directly to the off-site LAN without accessing any main LAN resources the following need to be addressed:

· A router or layer 3 switch is needed at the point of presence of the main LAN.

· A static route needs to be configured to route traffic directly to the off-site LAN via the main LAN’s backbone.

· Data traffic needs to travel over the main LAN’s encoders/decoders and through its DMZ.

· A guard needs to be installed at the boundary of the off-site LAN.

The purpose of this type of configuration is to prevent a direct association between an off-site and collaborative LAN (i.e., a foreign organization/agency that is communicating with a local company or agency, the main LAN, acts as a go-between).

· For this case and the associated scenarios, the recommended boundary protection procedures are similar to the previous recommendations, but require higher-assurance boundary protection technology implementations.  The following recommendations should be implemented as a comprehensive package with reference to which scenario the network most resembles.

· Institutionalize boundary security awareness and procedures.  As outlined in Chapters 3 and 4.

· Configure the home enclave network using built-in features and services for boundary protection. Installation of firewall and or comparable firewall feature set technology.

· Enable available audit capabilities to include firewalls, ingress and egress points and auditing of attempted resource connections.

· Scan for viruses using current virus definitions and profiles.  Ensure that definition file databases are no more than a couple of weeks old.

· Perform a non-hostile vulnerability scan. Non-hostile scans include scans of HTTP, FTP, POP, SMTP, SNMP, ICMP, Telnet, Netbios, ensuring no deviations from initial network baseline scan.

· Frequently perform comprehensive vulnerability scans including scans for non-standard UDP/TCP ports, unauthorized protocols, shares, unencrypted passwords, potential operating system-related vulnerabilities.

· Incorporate enterprise-wide intrusion detection.  Intrusion detection methods should include the ability to proactively monitor packets, log and alert appropriate personnel based on level of threat/probe, identify and record routing addresses of threat initiator(s).

· Incorporate infrastructure attack “early warning.”

· Employ supplementary boundary protection between off-site locations. (firewall/guard services).

· Couple scanning, monitoring, testing, and intrusion detection. A network is only as strong as its weakest link.  By coupling scanning, monitoring, testing, and intrusion detection, weaknesses and potential threats can be identified upon first appearance or during the manifestation stage.

6.1.7
Enclave Boundary Protection
Framework Guidance

The technologies discussed in this section and the types of techniques they employ should typically be composed to form a solution set to defend the enclave boundary.  Although the technologies overlap, each focuses on a different subset of security countermeasures.  Additional access control mechanisms should also be used in forming mitigation approach sets.  These include encryption or application-layer discretionary access controls to permit or deny access to specific data within an enclave.  Given these countermeasures, it must be determined how, where, in how many places, and how many times they should be applied.  Places to which the countermeasures can be applied include at the enclave boundary, workstation/LAN interface, individual workstations, servers, operating systems, or at the application level.  A layered security approach can be used, determining how many places a countermeasure should be applied.  How many times a countermeasure should be applied is the choice between per session authentication and per packet authentication.  It must also be determined how strong the security measures must be.

A number of factors generally influence the selection of firewall approaches.  The mission needs and services desired by the users are primary factors in shaping mitigation approach sets.  The risks to a given system must be assessed in terms of:

· The differences in information value and threat between the protected enclave information assets and the external networks to which it is connected.

· The environments and architecture.

· The impacts of potential attacks.

In addition, cost, policy mandates, scalability, maintainability, and overhead (including performance degradation and manpower) must be considered.  Clearly, the specific protection approaches and products selected also must be those that can address the specific services, protocols, operating systems, applications, and components employed in the user’s environment.  Ideally, the technologies that incorporate all prescribed countermeasures, at the appropriate levels, and addressing all aspects of the specific user environment should be implemented.  As indicated in Section 6.1.5, Firewall Technology Assessment, and below, there are gaps in successful achievement of countermeasures, performance, and other areas.

Potential negative impacts are associated with any of the technology solutions.  Desired performance of a firewall must be determined when implementing a firewall to defend the enclave boundary.  There is a trade-off between speed and security.  A network can be more secure when the firewall performs more checking on the packets.  However, the amount of checking that a firewall performs has an effect on the volume and the speed at which traffic can transverse the enclave boundary protection.

In addition, while greater restrictions to operations do yield greater protection of the enclave assets, the restriction of dangerous operations also restricts useful operations.  There comes a point at which the tradeoff for greater security becomes more than the users want to pay in lost capability or hampered performance.  For example, some antiviral and disinfectant (subversion-constrained) software may actually do as much damage to operational performance as viruses themselves might.  Some systems may fail to prevent infections but prevent the user from eliminating the virus.  Some antiviral systems may actually delete files without alerting the user or offering alternative approaches.  Disinfecting has been known to leave workstations in a worse state than the infection did.  The primary approach to selection of security protection should be to maximize benefits while minimizing harm.  Only through a comprehensive risk analysis, with knowledge of the characteristics and trade-offs of different technologies and specific products including cost and resource constraints, can effective enclave boundary protection be implemented and maintained.

The first step in any effort to implement an enclave boundary protection mechanism and additional technology to protect the enclave information assets is to develop a security policy.  The boundary protection mechanisms will then serve to implement this security policy.  An in-depth requirement analysis forms the basis for the development of the policy and subsequent selection of protection devices.

Clearly, the environment in question will dictate the level of security robustness.  For example, in connecting enclaves of different classifications, whether through a direct connection or through another network, additional security precautions must be taken.  Remote access to the enclave through the boundary protection mechanism will require security mechanisms designed specifically for this situation.  Firewalls, for example, generally have the capability to form an encrypted link to the remote user.  Boundary protection mechanisms, which are used inside the enclave to limit access to restricted information, on the other hand, tend to be cheaper and less complex than those devices located at the boundary of the entire enterprise.  Firewall technology has evolved so that firewalls are now developed and marketed specifically for intranet firewall applications.

In addition to the specific environment in question, there are a number of general trade-offs, which should be addressed when implementing firewall technology.  One important trade-off with regard to firewall technology is between security and ease-of-use.  The more rigorous the checks for user identity and user activity, the more inconvenience the user must endure.  On the other hand, if the firewall simply passes everything through to the internal network, security is inadequate, even for the least sensitive data.  In choosing a firewall, both the needs of the users for services and the security requirements must be balanced; otherwise, the users will find ways to bypass the firewall, weakening the protection of the enclave boundary.

Packet filters and stateful packet inspection technologies focus on flexibility.  In general, these firewalls are able to support many services, and additional services can be easily added.  However, this flexibility comes with a price.  It is quite easy to configure these types of firewalls to permit dangerous access to services through the firewall.  The ease-of-use administrative interfaces and preconfigured support for many services lend themselves to configuration errors.  Application gateways, on the other hand, provide better auditing and finer grained control.  For example, application gateways can be used to allow certain activities, such as sending a file to an untrusted network, while blocking a user from copying a file from an untrusted network.  In general, router-based firewalls are best for a dynamic environment where lots of things change in a short time frame.  Application-level firewalls are better if a more deliberate approach to security is necessary.

Other considerations in selecting a firewall include the skill level available for maintaining the firewall.  As noted above, proper configuration and maintenance of the firewall is a critical security element.  If an organization does not have the staffing to assign qualified personnel to operate and maintain the firewall, there are options to purchase firewall maintenance services, from either the firewall company or the ISP.  These costs of staffing or services should be considered, as well as the corporate credentials of the firewall vendor, and the quality of the documentation available with the firewall.
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