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6.6
Malicious Code Protection

The objective in this section of the framework is to elucidate the importance of defense from destructive malicious code.  Information is provided regarding malicious code protection techniques and how malicious code infiltrates a system.  Detection and recovery tactics are described as well as different types of malicious code scanners used to protect systems.
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 Malicious code protection allows authorized local area network (LAN) users, administrators, and individual workstation/personal computer users to safely conduct daily functions in a secure manner.  Commonly, many people misuse the word virus assuming it means anything that infects their computer and causes damage.  The correct term for this is really malicious code.  A virus is simply a computer program created to infect other systems/programs with copies of itself.  Worms are similar to viruses; however, they do not replicate and the intent is usually destruction.  Logic bombs contain all types of malicious code and activate when certain conditions are met.  Viruses, worms, and logic bombs can also be concealed within source code disguised as innocent programs like graphic displays and games.  These apparently innocent programs are called Trojan horses.  The relationship among these different types of malicious code is illustrated in Figure 6.6-1.

The quantity of new malicious code introduced into the computing environment has increased exponentially.  This situation has occurred for several reasons.  Computer users have become increasingly proficient and sophisticated, and software applications have become increasingly complex.  Some brands of software are now widely used, thus their bugs and security loopholes are often known to intelligent users capable of writing destructive code.  With the widespread use of personal computers that lack effective malicious code protection mechanisms, it is relatively easy for knowledgeable users to author malicious software and dupe unsuspecting users into copying or downloading it.  In addition, since virus information and source code is readily available through the Internet and other sources, creating viruses has become a relatively simple task.

6.6.1
Target Environment

Malicious codes protection typically is provided at two places in the architecture: at the gateway and at workstations that access information services.  Malicious code can infiltrate and destroy data through network connections if allowed beyond the gateway or through individual user workstations.  Today, the majority of individual users keep all data files on networks or shared file systems instead of on diskettes.  Therefore, the continual application of protection of network connections at the gateway is essential.  Malicious code usually enters existing networks through the gateway by means of security loopholes or e-mail attachments.  Its intent is to cripple the network and individual workstations.  Malicious code can also attack the network through protocols, typically, File Transfer Protocol (FTP), Hypertext Transfer Protocol (HTTP), and Simple Mail Transfer Protocol (SMTP) (e-mail).  The individual user workstation is then subsequently infected.  In Figure 6.6-2 below, a simplified network is illustrated with several workstations connected to a single gateway, and through that, to the Internet.  Although a single user can bring an infected disk to work, infecting his or her workstation and eventually the entire network, the majority of infections by malicious code result from file sharing across different protocols.  Malicious codes attacking individual user workstations are primarily macro viruses and other less potentially destructive viruses.  These viruses typically enter systems through e-mail attachments; however, their primary intent is not destruction.
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Figure 6.6-2.  Sources of Malicious Code Infections 
6.6.2
Malicious Code Protection Requirements

Malicious Code Detection System Requirements

The following have been identified as representative malicious code detection system requirements from a customer’s perspective of needs.

The malicious code detection system shall—

· Allow access to all services available on the wide area networks (WAN) using any of the existing and emerging networking technologies and applications.

· Be able to locate the source and type of an infection, be able to react to such intrusions, and be able to fully reconstitute the system following damage caused by intrusions.

· Have minimal operational effect on the user.

· Have minimal operational effect on performance of the associated components.

· Have appropriate documentation for its use and upgradability and contain all currently available references and resources.

· Allow automatic malicious code prevention programs to run in the background.

· Allow a disaster recovery plan to recover data if necessary.

· Provide adequate scanning tools to be able to contain an identified virus by isolating affected systems and media.

· Have appropriate means to trace all incoming and outgoing data, including e-mail, FTP transactions, and Web information.

· Be able to, in the event the Internet is unavailable for any reason, still have access to virus updates from the manufacturer or vendor of the antivirus product.

· Monitor usage as required by the administrator.

· Scan for malicious software at the enclave boundary and at individual workstations.

· Log and analyze source-routed and other packets; react to or restrict malicious code attacks.

· Allow a rapid disconnect from the network in the event of a detected malicious code attack.

Configuration/Management Requirements

The following have been identified as representative configuration and/or management requirements for malicious code detection systems.

The malicious code detection system shall—

· Be updated with regard to relevant security issues (malicious code detection, system vulnerability) so maximum protection is provided.

· Be capable of preventing worm programs from infecting networks by allowing the administrator to disable the network mail facility from transferring executable files.

· Be configured by the administrator to filter all incoming data, including e-mail, FTP transactions, and Web information, for all types of malicious code.

· Allow the administrator to automatically create policy for network usage that details what sort of computing activity will and will not be tolerated.  

· Allow regular backups of all system data by the administrator.

· Provide adequate controls such as strong user authentication and access control mechanisms on network connections for the administrator.

· Be capable of setting additional passwords or authentication for select files and accounts accessed from network ports.

· Be capable of placing restrictions on types of commands used on networks and in select files.

· Deny access to system manager accounts from network ports, if possible.

· Monitor usage of the network during odd hours, if possible, and create a log of all activity for the system administrator.

· Provide no more than one administrator account (i.e., not give other users administrator privileges).

6.6.3
Potential Attack Mechanisms

Malicious code can attack authorized LAN users, administrators, and individual workstation/ personal computer users in numerous ways, such as modifying data in transit, replaying (inserting previously collected data), exploiting data execution, inserting and exploiting malicious code, exploiting protocols or infrastructure bugs, and modifying malicious software during production and/or distribution.  (See Sections 4.2.1.4.2, Network-Based Vulnerabilities and Active Attacks, and 4.2.1.4.4, Hardware/Software Distribution.)

6.6.3.1
Viruses and Worms

The operating system (OS) is software that controls all inputs and outputs to the system and manages the execution of programs.  A virus or worm can infect the OS in two ways: by completely replacing one or more OS programs or by attaching itself to existing OS programs and altering functionality.  Once a virus or worm has altered or changed OS functionality, it can control many OS processes that are running.  To avoid detection, the virus or worm usually creates several hidden files within the OS source code or in “unusable” sectors.  Since infections in the OS are difficult to detect, they have deadly consequences on systems relying on the OS for basic functions.

Macro Viruses

Application programs on a system provide users with significant functionality.  A macro virus can easily infect many types of applications such as Microsoft Word and Excel.  To infect the system, these macro viruses attach themselves to the application initialization sequence.  When an application is executed, the virus’ instructions execute before control is given to the application.  These macro viruses move from system to system through e-mail file sharing, demonstrations, data sharing, and disk sharing.  Viruses that infect application programs are the most common and can lie dormant for a long time before activating.  Meanwhile, the virus replicates itself, infecting more and more of the system.

6.6.3.2
Logic Bombs

After a logic bomb has been activated, it can maliciously attack a system in the following ways: halt machine, make garbled noise, alter video display, destroy data on disk, exploit hardware defects, cause disk failure, slow down or disable OS.  It can also monitor failures by writing illegal values to control ports of video cards, cause keyboard failure, corrupt disks and release more logic bombs and/or viruses (indirect attacks).  These attacks make logic bombs an extremely destructive type of malicious code.

6.6.3.3
Trojan Horses

Trojan horses are another threat to computer systems.  Trojan horses can be in the guise of anything a user might find desirable, such as a free game, mp3 song, or other application.  They are typically downloaded via HTTP or FTP.  Once these programs are executed, a virus, worm, or other type of malicious code hidden in the Trojan horse program is released to attack the individual user workstation and subsequently a network.

6.6.3.4
Network Attacks

With the number of networks increasing exponentially, potential threats to these networks are numerous and devastating.  The most common attack is to deny service by generating large volumes of Transmission Control Protocol/Internet Protocol (TCP/IP) traffic.  The target site is rendered “unavailable” to the rest of the Internet community.  The next level of denial-of-service (DOS) attacks is the distributed DOS-attack where several machines on the target site are exploited.  Distributed DOS attacks are the most effective and insidious because they generate more traffic from other sources, making it much harder to identify the attacker’s source, and subsequently more difficult to resolve.  An example of a distributed DOS attack was the attack by “coolio” in February 2000, which caused the crash of numerous Web sites in the United States, including Ebay, CNN, Yahoo!, and E*Trade.  This attack involved sending Internet Control Message Protocol (ICMP) echo request datagrams (ping packets) to the broadcast address of networks using a faked or “spoofed” IP address of the host to be attacked.  The IP host responds to these ICMP echo requests on either the nominal address or the broadcast address of its interfaces.  When the broadcast address of a network was pinged, all active hosts on that network responded, and for any one request, there were many replies.  This amplification makes distributed DOS attacks very powerful and causes large networks to crash.

6.6.3.5
Trapdoors

Trapdoors provide easy access for system administrators and authorized personnel to a system or a system’s resources.  Individuals can usually gain this access without a password.  When these trapdoors are exploited, however, threats to a computer system are created.  Authorized or unauthorized users with knowledge of trapdoors, can plant various types of malicious code into sensitive areas of a system.  Therefore, the first layer of defense, prevention of malicious code, is bypassed, and the system must rely on detection and removal mechanisms to rid the system of the newly introduced malicious code.

6.6.3.6
Insider Attacks

Traditionally, insiders are a primary threat to computer systems.  Insiders have legitimate access to the system and usually have specific goals and objectives.  They can affect availability of system resources by overloading processing or storage capacity, or by causing the system to crash.  Insiders can plant Trojan horses in sensitive data files, which attack the integrity of the entire system.  Insiders can also exploit bugs in the OS by planting logic bombs or by causing systems to crash.  All of these attacks by insiders are difficult to prevent, as legitimate access is essential to all users for crucial daily functions.

6.6.3.7
Connection/Password Sniffing

Other threats to the integrity of a system include connection and password “sniffing.”  A “sniffer” is malicious software or hardware that monitors all network traffic, unlike a standard network station that only monitors network traffic sent explicitly to it.  Software sniffers can be a real threat to a network because they are “invisible” and easily fit on all workstations and servers.  The specific threat presented by sniffers is their ability to catch all network traffic, including passwords or other sensitive information sent in plain text.  An added threat to network security is that detecting sniffers on other machines is extremely difficult.

6.6.4
Potential Countermeasures

This section is subdivided into six types of countermeasures that can be applied to prevent and/or remove malicious code:  malicious code scanning products, electronic security (access constraint countermeasures), trapdoor access constraints, network security, connection and password sniffing countermeasures, and physical security.

6.6.4.1
Malicious Code Scanning Products

Malicious code scanning products are used to prevent and/or remove most types of malicious code, including viruses, worms, logic bombs, and Trojan horses, from a system.  The use of malicious code scanning products with current virus definitions is crucial in preventing and/or detecting attacks by all types of malicious code.

6.6.4.2
Electronic Security

Electronic security typically refers to access constraint mechanisms used to prevent malicious code from being introduced into a system, intentionally or unintentionally, by authorized users.  Unintentional system infiltration is the primary reason to implement access constraint mechanisms.  If a set number of attempts to input a password correctly is exceeded, the system administrator must be contacted immediately.  The system or system administrator should ensure that users change their passwords frequently and should not allow the use of dictionary words.  This prevents easy decryption of passwords.  Checksums can also be used; however, they only pertain to some strains of viruses.  All of these electronic security measures protect against employees’ intentionally or inadvertently deploying malicious code into a system or network.

The following are additional access constraint countermeasure requirements:

· Provide data separation.  For data that is allowed access to the protected network workstation, steps should be taken to constrain the portion of the system that can be affected in case of a malicious code attack.

· Employ application-level access control.  Access restrictions may also be implemented within a workstation or at various points within a LAN to provide additional layers and granularity of protection against authorized and unauthorized malicious code attacks.

6.6.4.3
Trapdoor Access/Distribution

To protect against unauthorized use of trapdoors to introduce malicious code, reliable companies should be used when considering software and hardware purchases.  When inputting data, only use reliable inputting individuals and use monitoring devices to monitor them.  Reliable system administrators should remove passwords immediately after an employee leaves a company.  All of these prevention techniques are crucial to prevent malicious code from infiltrating systems through trapdoors.

6.6.4.4
Network Security

A boundary protection mechanism at the gateway must be used within a network.  The requirements for a boundary protection mechanism are mentioned in the following sections of the Information Assurance Technical Framework (IATF):  Section 6.1, Firewalls, Section 6.3, Guards, and Section 8.2, Intrusion Detection.  The requirements in these sections describe a boundary protection mechanism for network security.  

There are also several ways to protect a network against distributed DOS attacks by malicious code.  Secure hosts on the network by replacing “rlogin” and “rexec” commands with “ssh” or other encrypted commands.  Also, disallow IP spoofing to keep hosts from pretending to be others.  Do not allow ICMP to broadcast and multicast addresses from outside the network.  These few preventive methods will help prevent distributed DOS attacks.

6.6.4.5
Connection and Password Sniffing Countermeasures

Although sniffing of Internet traffic is difficult to stop, there are several ways to defend a system and make sniffing difficult.  First, use an encryption mechanism (e.g., Secure Sockets Layer [SSL]) to allow encryption of message transmissions across Internet protocols whenever possible.  Also, encrypt e-mail through the use of Pretty Good Privacy (PGP) and Secure Multi-Purpose Internet Mail Extensions (S/MIME).  Although e-mail is sent encrypted, when e-mail is read it must be unencrypted.  If mail programs allow attachments to automatically run, malicious code can still infect a system.  The malicious code will be encrypted with the rest of the message and activate when you read the decrypted message.  Also, implement “ssh” or other encrypted commands instead of insecure remote login.  To stop password sniffers, use secure remote access and smart cards to keep passwords private.  To protect a LAN from sniffing, replace a hub with a switch, which is extremely effective in practice.  Although sniffers can still access the LAN, it becomes more difficult for them to do so.  

6.6.4.6
Physical Security

To be physically secure against potential infections by malicious code, the system must be protected from physical attack.  It is necessary to use a monitoring system to authenticate users to restrict physical access.  Once access is granted, users’ actions must be monitored.

6.6.4.7
Detection Mechanism

The detection mechanism enables users to detect the presence of malicious code, respond to its presence, and recover data or system files, if possible.  

Detect

The objectives for detection are to discover attacks at or inside the protected boundary as well as to facilitate tracking and prosecuting of adversaries.  Malicious code detection involves the continual probing of internal networks for the existence of services or applications infected by malicious code.  This may be done routinely to assist in the selection of additional appropriate countermeasures, to determine the effectiveness of implemented countermeasures, or to detect all types of malicious code.  The following are typical security capability requirements associated with malicious code detection and system probing.

· Provide centralized operation.

· Provide automated reports.

· Recommend corrective action.

· Archive significant security events.

· Display and record status in real time.

Respond

To respond to the presence of detected malicious code within a system or network, malicious code scanning must be performed.  The following are typical security capability (counter-measure) requirements.

· Detect occurrence of infection and locate malicious software, e.g., a virus found in local memory.

· Perform scanning automatically, e.g., run continual malicious code scans throughout the day on systems.

· Implement scanning at the network gateway and at network components such as the desktop.

· Identify specific malicious code, e.g., macro virus.

· Remove malicious code from all infected systems so it cannot infect further, e.g., boot from uninfected write-protected boot diskette, then remove the malicious code from the system.

· Correct all effects of malicious code and restore system to original state, e.g., check all diskettes with files that may have been in disk drives during virus residency; reload files as appropriate.

· Reload program backups in cases where malicious code cannot be completely identified or where removal is not possible.

· Perform manually initiated scanning regularly, e.g., scan for malicious code after any Internet downloads.

Recover

To recover data from the infection of malicious code, first concentrate on the specific area infected.  The recovery process will take longer if malicious code has been in the system for a longer time.  The number of computers that have been infected is also important as it affects time and resources for recovery.  There are four stages in the infection process, and each stage requires a different amount of time and resources for recovery.

1)
Local Memory Infection is the first stage of the infection process of a malicious code.  If malicious code is caught in the first few hours before an appropriate host is found and replication begins, the following straightforward approach can be applied:

a) Power down,

b) Cold reboot with a clean, write-protected diskette,

c) Run a utility program to check hard disk and remove the few infected files, and

d) Locate and destroy the source containing the malicious code.

2)
Local Disk Storage Infection is the second stage of the infection process.  If an infection goes undetected, malicious code will infect an increasing number of programs and data files over time.  In this case, the removal process becomes more complicated and several things could happen.  If data and program files have been destroyed, it is possible that a complete reformat of the infected media will be required for recovery.  File backups can also be dangerous due to the risk of reinfection during the restoration process.  Total data loss may occur.

3)
Shared File System Infection is the third stage of the infection process of malicious code.  The risk of malicious code infecting the network attached to a computer is very high.  If the infection is widespread, it is possible that a reformat of the entire medium will be required for recovery.  Many things could happen during the recovery process.  Again, file backups can be dangerous due to the risk of reinfection during the restoration process.  One complication is numerous computers attached to the infected network will also be infected.  The malicious code must be removed simultaneously from all workstations as well as the network.  Another complication is that other users may have saved the malicious code unknowingly onto a floppy disk that may infect the entire network later.

4)
System-wide Removable Media Infection is the final stage of the infection process.  An infected computer will infect many of the physical disks it contacts.  This is an extremely difficult situation to deal with for numerous reasons.  Malicious code infects all types of removable media, such as floppy diskettes, removable hard disks, reel and cartridge tapes, etc.  Once an infected disk has successfully infected a network computer, the number of infected disks drastically increases.  A complication with all the infected disks is the possibility of reinfection after malicious code has been discovered and removed.  Although scanning devices would have been updated since the original infection and would catch many possible reinfections, new malicious code, like the polymorphic virus that changes itself after each infection, could still compromise the network.  Malicious code could also reach client sites and computers.

6.6.4.8
Administrative Countermeasures

Administrative concerns regarding infection by malicious code include training, policy, and coping with fears about malicious code and computers.  “Viruses affect the emotional relationships that many people develop with their computer.  Viruses could change the very nature of computing, from an essentially logical, predictable function to one fraught with uncertainty and danger.”  It is crucial for administrators to minimize stress due to computer viruses while not blaming employees.

Administrators can combat fears about malicious code and computers in many ways.  The staff should be educated and motivated with regard to malicious code protection, detection, and recovery.  A review of computer security with a risk analysis of exposure to infection and likely consequences should be conducted.  A corporate policy with information about malicious code should be distributed to all staff.  In addition, special briefing sessions should be held for all staff involved with computing functions.  Administrators need to institute prevention programs that incorporate safe computing practices that should be posted at all terminals.  Regular training sessions on safe computing should be scheduled.  Administrators should also have a disaster recovery plan that is practiced on worst-case scenarios.  Twenty-four-hour emergency phone numbers should be displayed.  Most employees should also be cautioned to avoid overreaction and deploy backup facilities to minimize consequential damage.  

6.6.5
Technology Assessment

Before describing malicious code detection products, it is important to understand the different types of malicious code.

6.6.5.1
Types of Malicious Code

Viruses

There are several classes of viruses, which range from innocuous to catastrophic.  An understanding of each class is crucial to understanding the evolutionary process of an infiltrating virus.  Innocuous viruses reside in unobtrusive areas of the system and cause no noticeable disruption.  These viruses infect diskettes and other media that come into contact with the system but intend no damage.  Humorous viruses cause aggravating events to occur, humorous messages to appear, or graphic images to be displayed.  Although irritating, these viruses intend no damage and are commonly used for jokes.  Potentially the most disruptive and difficult to detect are the data-altering viruses that alter system data.  The viruses modify data file numeric information in spreadsheets, database systems, and other applications, such as changing all occurrences of the number three to the number eight.  Catastrophic viruses erase critical system files and immediately cause widespread destruction.  The viruses scramble key information tables and/or remove all information on all disks, including shared and network drives.

There are two main phases in the lifecycle of a virus.  

1)
The first phase, replication, could last a few weeks to several years.  In this phase, viruses typically remain hidden and do not interfere with normal system functions.  Viruses also actively seek out new hosts to infect such as attaching themselves to other software programs or infiltrating the OS.  A virus that is attached to an executable program executes its instructions before passing control to the program (see Figure 6.6‑3).  These viruses are hard to detect because they only infect a small number of programs on a disk and the user does not suspect.  

[image: image6.wmf]%$2L()&m4%%20#%$2L()&m4%%20#%$2L()&m4%%20#%$2L

()&m4%%20%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%

%20%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20%$2

L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%

20%$2L()&m4%%20%$2L()&m4%20%$2L()&m4%%20%$2L()&

m4%20%$2L()&m4%%20%$2L()&m4%20%$2L()&m4%%20%$

2L()&m40%$2L()&m4%%20%$2L()&m4%%$2L()&m4%%20#%

$2L()&m4%%20#%$2L()&m4%%20#%$2L()&m4%%20%$2L()&

m4%%20%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20

%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20%$2L()&

m4%%20%$2L()&m4%%20%$2L()&m4%20%$2L()&m4%%20%

$2L()&m4%20%$2L()&m4%%20%$2L()&m4%20%$2L()&m4%

%20%$2L()&m4%20%$2L()&m4%%20%$2L()&m40%$2L()&m4

%%20%$2L()&m4%%$2L()&m4%%20#%$2L()&m4%%20#%$2

L()&m4%%()&m4%%20#%$2L()&m4%%20#%$2L()&m4%%20#

%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20#%$2L()

&m4%%20#%$2L()&m4%%20#%$2L()&m4%%20%$2L()&m4%

%20%$2L()&m4%%20#%$2L()&m4%%20#%$2L()&m4%%20#

%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20#%$

2Lkl

MALICIOUS CODE

VIRUS

STEALTH

SOURCE

CODE

LOGIC

BOMB

TROJAN

HORSE

WORM

MACRO

iatf_6_6_1_0018

%$2L()&m4%%20#%$2L()&m4%%20#%$2L()&m4%%20#%$2L

()&m4%%20%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%

%20%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20%$2

L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%

20%$2L()&m4%%20%$2L()&m4%20%$2L()&m4%%20%$2L()&

m4%20%$2L()&m4%%20%$2L()&m4%20%$2L()&m4%%20%$

2L()&m40%$2L()&m4%%20%$2L()&m4%%$2L()&m4%%20#%

$2L()&m4%%20#%$2L()&m4%%20#%$2L()&m4%%20%$2L()&

m4%%20%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20

%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20%$2L()&

m4%%20%$2L()&m4%%20%$2L()&m4%20%$2L()&m4%%20%

$2L()&m4%20%$2L()&m4%%20%$2L()&m4%20%$2L()&m4%

%20%$2L()&m4%20%$2L()&m4%%20%$2L()&m40%$2L()&m4

%%20%$2L()&m4%%$2L()&m4%%20#%$2L()&m4%%20#%$2

L()&m4%%()&m4%%20#%$2L()&m4%%20#%$2L()&m4%%20#

%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20#%$2L()

&m4%%20#%$2L()&m4%%20#%$2L()&m4%%20%$2L()&m4%

%20%$2L()&m4%%20#%$2L()&m4%%20#%$2L()&m4%%20#

%$2L()&m4%%20%$2L()&m4%%20%$2L()&m4%%20#%$

2Lkl

MALICIOUS CODE

VIRUS

STEALTH

SOURCE

CODE

LOGIC

BOMB

TROJAN

HORSE

WORM

MACRO

iatf_6_6_1_0018

 2)
During the second phase, activation, the beginning of gradual or sudden destruction of the system, occurs.  Typically, the decision to activate is based on a mathematical formula with criteria such as date, time, number of infected files, and others.  The possible damage at this stage could include destroyed data, software or hardware conflicts, space consumption, and abnormal behavior.

LAN users, administrators, and individual workstation/personal computer users should scan for viruses because of the unrealized potential for harm.  Numerous viruses make major computing disasters inevitable.  Extraordinary damage caused by these viruses can result in loss of man-hours, disruption of normal activities, and wasted monetary resources.  Therefore, the unrealized potential for harm is the main reason why malicious code scanning and prevention are extremely important.

Macro Viruses

The 1995 advent of macro programming for applications like MS Word and Excel automated repetitive keystroke functions, but also created an effective new way for viruses to spread.  Word and Excel data files had previously been data-only files, like text-only e-mail messages—unable to harbor viruses because they did not include executable code.

Virus writers soon discovered these applications’ macros could also be used to create viruses.  At the same time, sharing of documents and spreadsheet files via e-mail became increasingly commonplace between users both within and between companies—creating the most effective virus carrier ever.  Among the factors contributing to the dominance of macro viruses is the Visual BASIC for Applications (VBA) programming language, which makes it as easy for virus writers to create time-robbing macro viruses as it does for users to create legitimate timesaving macro commands.

Once the macro-infected file is accessed, it replaces one of the Word or Excel standard macros with an infected version that can then infect all documents it comes into contact with.  Macro viruses usually disable the macro menu selection, making users unable to see what macros are executing.

Today, macro viruses like ILOVEYOU are the most prevalent computer viruses in the wild—accounting for the vast majority of virus encounters in corporations.  Today’s widespread sharing of macro-enabled files, primarily through e-mail attachments, is rapidly increasing along with the associated macro virus threat.

Table 6.6-1, Comparison of Macro Viruses, describes the current impact of several macro viruses compared to an older virus, and the associated costs to corporations. 

Table 6.6-1.  Comparison of Macro Viruses

	Virus
	Year
	Type
	Time to Become Prevalent
	Estimated Damages

	Jerusalem, Cascade, Form
	1990
	Executable file, boot sector
	3 Years
	$50 million for all viruses over 5 years

	Concept
	1995
	Word macro
	4 months
	$60 million

	Melissa
	1999
	E-mail enabled Word macro
	4 days
	$93 million to $385 million

	I Love You
	2000
	E-mail enabled Visual Basic script/word macro
	5 hours
	$700 million


Polymorphic Viruses

Polymorphic viruses alter their appearance after each infection.  Such viruses are usually difficult to detect because they hide themselves from antivirus software.  Polymorphic viruses alter their encryption algorithm with each new infection.  Some polymorphic viruses can assume over two billion different guises.  This means antivirus software products must perform heuristic analysis, as opposed to spectral analysis that can find simpler viruses.

There are three main components of a polymorphic virus: a scrambled virus body, a decryption routine, and a mutation engine.  In a polymorphic virus, the mutation engine and virus body are both encrypted.  When a user runs a program infected with a polymorphic virus, the decryption routine first gains control of the computer, then decrypts both the virus body and the mutation engine.  Next, the decryption routine transfers control of the computer to the virus, which locates a new program to infect.  At this point, the virus makes a copy of itself and the mutation engine in random access memory (RAM).  The virus then invokes the mutation engine, which randomly generates a new decryption routine capable of decrypting the virus yet bearing little or no resemblance to any prior decryption routine.  Next, the virus encrypts the new copy of the virus body and mutation engine.  Finally, the virus appends the new decryption routine, along with the newly encrypted virus and mutation engine, onto a new program.  As a result, not only is the virus body encrypted, but also the virus decryption routine varies from infection to infection.  This confuses a virus scanner searching for the telltale sequence of bytes that identifies a specific decryption routine.  Therefore, with no fixed signature to scan for, and no fixed decryption routine, no two infections look alike.

A good way to contain a polymorphic virus is to set up false data directories or repositories to fool the attacker into thinking he or she has reached exploitable data.  This can significantly reduce the risk of being attacked.  The polymorphic virus executes in these false data directories, and is fooled into believing it has infected the entire system.  In reality, the directories are either deleted or nonexistent, and the virus is thus unable to infect the system.

Stealth Viruses

Stealth viruses attempt to hide their presence from both the OS and the antivirus software.  Some simple techniques include hiding the change in date and time as well as hiding the increase in file size.  Stealth viruses sometimes encrypt themselves to make detection even harder.  Stealth viruses also enter systems through simple download procedures.  Unsuspecting users can do little against this type of infection except download files only from trusted sources.

Worms

Worms are constructed to infiltrate legitimate data processing programs and alter or destroy the data.  Although worms do not replicate themselves as viruses do, the resulting damage caused by a worm attack can be just as serious as a virus, especially if not discovered in time.  However, once the worm invasion is discovered, recovery is much easier because there is only a single copy of the worm program to destroy since the replicating ability of the virus is absent.

A prevalent worm, “Ska,” is a Windows e-mail and newsgroup worm.  An e-mail attachment disguised as “Happy99.exe” will display fireworks when executed the first time.  After execution, every e-mail and newsgroup posting sent from the machine will cause a second message to be sent.  Since people receive “Happy99.exe” from someone they know, people tend to trust this attachment, and run it.  Then the worm causes damage by altering functionality of the WSOCK32 dynamic library link (DLL) file.  Now the worm can actively attack other users on the network by placing itself on the same newsgroups or same e-mail addresses to which the user was posting or mailing.  

Trojan Horses

A Trojan horse is an apparently harmless program or executable file, often in the form of an e-mail message, that contains malicious code.  Once a Trojan horse gets into a computer or network, it can unleash a virus or other malicious code, take control of the computer infrastructure, and compromise data or inflict other damage.  The Melissa virus that struck in 1999 is a good example of a harmful Trojan horse.  Attached to a harmless-looking e-mail message, the virus accessed Microsoft Outlook, replicated itself, and sent itself to many other users listed in the recipient’s e-mail address book.  The resulting e-mail-sending flurry caused many Microsoft Exchange servers to shut down while users’ mailboxes flooded with bogus messages.

Trojan horses can also be carried via Internet traffic such as FTP downloads or downloadable applets from Web sites.  These can not only compromise enterprise computers and networks by rapidly infecting entire networks, but also can invite unauthorized access to applications that results in downtime and costs to business potentially reaching into the millions of dollars.
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Logic Bombs

Logic bombs are programs added to an already existing application. Most are added to the beginning of the application they are infecting so they are run every time that application is run. When the infected program is run, the logic bomb is run first and usually checks the condition to see if it is time to run the bomb.  If not, control is passed back to the main application and the logic bomb silently waits (see Figure 6.6-4).  When the right time does come, the rest of the logic bomb’s code is executed.  At that time, the hard disk may be formatted, a disk erased, memory corrupted, or anything else.  There are numerous ways to trigger logic bombs: counter triggers, time triggers, replication triggers (activate after a set number of virus reproductions), disk space triggers, and video mode triggers (activate when video is in a set mode or changes from set modes).  There are also Basic Input Output System (BIOS) read only memory (ROM) triggers (activate when a set version of BIOS is active), keyboard triggers, antivirus triggers (activate when a virus detects variables declared by virus-protection software such as “SCAN_STRING”), and processor triggers (activate if a program is run on a particular processor).

Logic bombs cannot replicate themselves and therefore cannot infect other programs.  However, if the program that is infected is given to someone else and the right conditions are met on that computer it will go off.

6.6.5.2
Viruses and E-Mail

Today’s office worker receives an average of more than 40 e-mail messages each day.  Many of these messages have Microsoft Word or Excel data files attached, that may carry macro viruses.  Since plain text data cannot carry the executable program code viruses need to copy and spread themselves, the text messages of electronic mail are, by themselves, unable to spread viruses.  The virus danger from e-mail stems from attachments containing active executable program files with extensions such as: CLASS, OCX, EXE, COM, and DLL—and from macro-enabled data files.  These attachments do not even need to be opened, as many mail clients automatically display all attachments.  To prevent attachments from automatically being displayed, simply configure the mail client to prompt the user.  Another safeguard is to identify file extensions prior to opening attachments so the infection of many computer systems may be prevented.  These attachments could contain malicious code that could be masquerading as another file type.

6.6.5.3
Virus Creation

There are two types of viruses that can be created: simple viruses and complex viruses.  

Simple Viruses

Simple viruses do not attempt to hide themselves and are easy to write.  Users with little computer knowledge can use Internet programs to create these viruses.  Since thousands of sites contain virus source code, users can easily download and use existing viruses to infect systems.  Users with slightly more computer knowledge may even alter existing virus source code or combine several viruses to create a new undetectable virus capable of compromising systems.

Complex Viruses

Complex viruses require more source code than simple viruses, which is used to conceal them from systems.  Knowledge of assembly language is required to manipulate interrupts so these viruses can remain hidden.  While hiding, complex viruses replicate, and will destroy data later.  A complex virus is divided into three parts: the replicator, the concealer, and the bomb.  The replicator part controls spreading the virus to other files, the concealer keeps the virus from being detected, and the bomb executes when the activation conditions of the virus are satisfied.  After these parts are created and put together, the virus creator can infect systems with a virus that current antivirus software cannot detect.

6.6.5.4
Virus Hoaxes

The Internet is constantly being flooded with information about malicious code.  However, interspersed among real virus notices are computer virus hoaxes.  Virus hoaxes are false reports about nonexistent viruses, often claiming to do impossible things.  While these hoaxes do not infect systems, they are still time consuming and costly to handle.  Corporations usually spend much more time handling virus hoaxes than handling real virus incidents.  The most prevalent virus hoax today is the “Good Times Hoax” that claims to put your computer’s central processing unit (CPU) in an “nth-complexity infinite binary loop that can severely damage the processor.”  In this case, there is no such thing as an nth-complexity infinite binary loop.  It is estimated virus hoaxes cost more than genuine virus incidents.  No antivirus product will detect hoaxes because they are not viruses, and many panic when they receive a hoax virus warning and assume the worst—making the situation much worse.

6.6.5.5
System Backup

There are two main strategies to follow when performing a system backup.  

Workstation Strategy

The best backup strategy for workstations is to back up often.  If the workstation is running the Windows OS, there are some simple backup tools already provided.  There are also several utilities and programs available from other companies to assist users in performing backups.  The following features can make backup chores more bearable: incremental backup, unattended scheduling, and easy, simple restoration.  Incremental backup saves changes made since the most recent full or incremental backup.  This is important because users who do not want to wait to back up a system can use incremental backup as a substitute for a lengthy full backup.  Scheduling uses software automation to execute backup chores without the need for personal interaction.  Although a backup medium must be selected and in place, the user does not need to be present for the actual backup. Zip drives and small tape drives are also cost-effective solutions used to back up workstation data.

Network Strategy

The best backup strategy for networks is an approach that combines several features to save time and effort, and still assure complete backups.  Execute full backups often.  Since backups take up network, server, and/or workstation resources, it is best to run full backups when nobody is working.  In addition, open files are skipped during backup and do not get backed up at all until some future time when the file is closed and not being used.  Having few to no users holding files open will ensure the greatest backup saturation possible.  Full backups are most efficiently executed in the evenings.  Store the full backup tape off site.  On each of the remaining workdays of the week, using a separate tape for each day, run an incremental backup and store it off site, too.  The last full backup of the month should be permanently moved off site and held for archival purposes.  Therefore, if a network is attacked by malicious code, these backup techniques will ensure data integrity and allow all systems to be recovered.

6.6.5.6
Types of Malicious Code Detection Products

Most computer malicious code scanners use pattern-matching algorithms that can scan for many different signatures at the same time.  Malicious code detection technologies have to include scanning capabilities that detect known and unknown worms and Trojan horses.  Most antivirus products search hard disks for viruses, detect and remove any that are found, and include an auto-update feature that enables the program to download profiles of new viruses so that it will have the profiles necessary for scanning.  The virus like signatures these programs recognize are quite short: typically 16 to 30 bytes out of the several thousand that make up a complete virus.  It is more efficient to recognize a small fragment than to verify the presence of an entire virus, and a single signature may be common to many different viruses.

6.6.5.6.1
Pre-Infection Prevention Products

Pre-infection prevention products are used as the first level of defense against malicious code.  Before the code actually attacks a system, prevention products should be applied.  E-mail filtering products are available that do not allow executable programs or certain file types to be transferred.  Also, options in browsers that limit the use of and/or disable Java and ActiveX plug-ins should be implemented.  Simply changing browser options allows the user to see hidden files and file extension names.  This could prevent opening an infected file masquerading as a normal text file.  These essential pre-infection prevention products are the first level of defense against malicious code attacks.

6.6.5.6.2
Infection Prevention Products
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Infection prevention products are used to stop the replication processes and prevent malicious code from initially infecting the system.  These types of products, protecting against all types of malicious code, reside in memory all the time while monitoring system activity.  When an illegal access of a program or the boot sector occurs, the system is halted and the user is prompted to remove the particular type of malicious code.  These products act like filters that prevent malicious code from infecting file systems (see Figure 6.6-5).

6.6.5.6.3
Short-Term Infection Detection Products

Short-term infection detection products detect an infection very soon after the infection has occurred.  Generally, the specific infected area of the system is small and immediately identified.  These products also detect all types of malicious code and work on the principle that all types of malicious code leave traces.  Short-term infection detection products can be implemented through vaccination programs and the snapshot technique.  

Vaccination Programs

Vaccination programs modify application programs to allow for a self-test mechanism within each program.  If the sequence of that program is altered, a virus is assumed and a message is displayed.  The drawbacks to this implementation include the fact that the boot segment is very hard to vaccinate, and the malicious code may gain control before the vaccination program can warn the user.  The majority of short-term infection detection products use vaccination because it is easier to implement.

Snapshot Technique

The snapshot technique has been shown to be the most effective.  Upon installation, a log of all critical information is made.  During routine system inspections (snapshots) the user is prompted for appropriate action if any traces of malicious code are found.  Typically, these system inspections occur when the system changes: disk insertion, connection to different Web site, etc.  This technique is difficult to implement in short-term infection detection products and is not widely used.  However, when the snapshot technique is used with vaccination programs, an effective protection against malicious code is established.

6.6.5.6.4
Long-Term Infection Detection Products

Long-term infection detection products identify specific malicious code on a system that has already been infected for some time.  They usually remove the malicious code and return the system to its prior functionality.  These products seek a particular virus, and remove all instances of it.  There are two different techniques used by long-term infection detection products: spectral analysis and heuristic analysis.

Spectral Analysis

Using spectral analysis, long-term infection detection products search for patterns from code trails that malicious code leaves.  To discover this automatically generated code, all data is examined and recorded.  When a pattern or subset of it appears, a counter is incremented.  This counter is used to determine how often a pattern occurs.  Using these patterns and the quantity of their occurrence, these products then judge the possible existence of malicious code and remove all instances of it.  These products search for irregularities in code and recognize them as particular instances of malicious code.

Heuristic Analysis

 Using heuristic analysis, long-term infection detection products analyze code to figure out the capability of malicious code.  The underlying principle that governs heuristic analysis is that new malicious code must be identified before it can be detected and subsequently removed.  This technique is much less scientific, as educated guesses are created.  Because they are guesses, heuristic analysis does not guarantee optimal or even feasible results.  However, it is impossible to scientifically analyze each part of all source code.  Not only is this unproductive, it is terribly inefficient.  Typically, good educated guesses are all that is needed to correctly identify malicious code in source code.  These long-term infection detection products then remove all instances of the detected malicious code.
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DOS file viruses typically append themselves on the end of DOS .EXE files. DOS file viruses can also append themselves to the beginning or end of DOS .COM files (see Figure 6.6-6).  Other infection techniques are also possible but less common.

6.6.5.6.5
Interoperability

The different types of products mentioned above must be used tog  ether to create effective protection against all types of malicious code.  Many layers of defense must be in place for a system to deal effectively with malicious code.  If each type of product is implemented in a system, four different levels of defense are created.  Before malicious code can attack a system, it must first get to the system through the pre-infection prevention products.  If it gets that far, the second layer of defense, prevention products will attempt to stop the malicious code from replicating.  If that is not successful, then the detection products will try to locate and remove the infection before it reaches the majority of the system.  If the malicious code reaches the entire system, identification products can apply two different techniques to remove the infection.  Each of these levels of defense is essential to the prevention of infection and the protection of a system.

Today, commercial software packages combine all the above levels of defense and provide malicious code protection services.  With new computer systems connecting to the Internet daily, security problems will also grow at an exponential rate.  Unless a well-defined security policy is in place, information technology managers will continue to lose the battle against computer viruses.  Computer Emergency Response Team (CERT) statistics show the number of virus attacks rose from 3,734 in 1998 to 9,859 in 1999.  In the first quarter of 2000, the CERT has reported 4,266 incidents.  Despite the fact that antivirus applications are essential for the detection of known viruses, no mail filter or malicious code scanner can defend against a new mail worm attack.  The recent “Love Bug” virus was caught quickly and still did a wealth of damage.  It seems to only be a matter of time before crackers figure out how to send e-mail worms that infect systems without opening attachments.  While not sophisticated enough to stop new viruses from entering systems, antivirus application makers are producing software that can prevent the damaging, data-altering effects of the malicious code.

6.6.5.7
Protection at the Workstation

There are numerous ways to protect a workstation from malicious code attacks.  The implementation of pre-infection prevention, infection prevention, infection detection, and infection identification products provide four separate levels of defense and are essential in protecting a workstation.  Although this is the best way to protect a workstation, other techniques can be applied.  New malicious code protection products introduce a “sandbox” technology allowing users the option to run programs such as Java and ActiveX in quarantined sub-directories of systems.  If malicious code is detected in a quarantined program, the system simply removes the associated files, protecting the rest of the system.  Another protection mechanism is to allow continual virus definition updates that are transparent to the user.  Implementing these updates at boot time, or periodically (1 hour, 2 hours, etc.) drastically reduces the chance a system will be infected with newly discovered malicious code.  In the past 6 months alone, over 4,000 new viruses have been discovered.  Without current virus definition updates, a system is left vulnerable to the devastating effects from malicious code.

6.6.5.8
Protection at the Network Gateway

When protecting a network, a number of issues must be considered.  A common technique used in protecting networks is to use a firewall with Intelligent Scanning Architecture (ISA). (Figure 6.6-7)  In this technique, if a user attempts to retrieve an infected program via FTP, HTTP, or SMTP, it is stopped at the quarantine server before it reaches the individual workstations.  The firewall will only direct suspicious traffic to the antivirus scanner on the quarantine server.  This technique scales well since LAN administrators can add multiple firewall or gateway scanners to manage network traffic for improved performance.  In addition, users cannot bypass this architecture, and LAN administrators do not need to configure clients at their workstations. 

Other useful scanning techniques for a network include continuous, automated malicious code scanning using numerous scripts.  Simple commands can be executed and numerous computers in a network can be scanned for possible infections.  Other scripts can be used to search for possible security holes through which future malicious code could attack the network.  Only after fixing these security holes can a network withstand many attacks from malicious code.
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Figure 6.6-7.  Intelligent Scanning Architecture (ISA)

6.6.6
Selection Criteria

When selecting antivirus products, two important guidelines must be followed.  The “best” product may not be good enough by itself.  In addition, since data security products operate in different ways, one product may be more useful than another in different situations.  When selecting a particular malicious code protection product, its installation must be considered.  Is the program shipped on compact disk (CD) or on 1.44MB disks?  Does the installation itself operate smoothly?  There should be no questions without answers when properly installing a product.  This product should be easy to use, providing clear and uncluttered menu systems as well as meaningful screen messages.  

Help systems are essential, as users need current information regarding all types of malicious code.  The trend is to provide on-line help; however, manuals should also be provided with the product.  The malicious code protection product should be compatible with all hardware and software and should not create conflicts.  The company that produces the product should be stable and able to provide necessary local technical support for all questions and problems.  The product should be fully documented, that is, all messages and error codes should be deciphered and full installation guides and how-to manuals should be provided.  The computers to run this software must meet the hardware and software requirements specified by the manufacturer.  The malicious code protection software should function properly and perform its duties without failing.  Rating each of these categories will allow a company to choose the best malicious code protection product for its needs.

6.6.7
Cases

6.6.7.1
Case 1:  Macro Virus Attack

Within a network environment, macro virus attacks are increasing exponentially.  In Figure 6.6-8 below, a macro virus has infected an enclave via an e-mail attachment sent by an outsider.  This e-mail attachment is a text document that enables macros.  The e-mail recipient has e-mailed this document to his coworkers and saved it to diskette to view at home.  A macro virus initiates when the document is opened and macros are enabled.  As soon as the document is opened, the macro virus infects standard macros in the word processing program.  After altering functionality of these standard macros, this virus replicates and infects many of the documents it comes into contact with. [image: image2.wmf]Public Network
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Figure 6.6-8.  Macro Virus Infection 
6.6.7.2
Case 2:  Polymorphic Virus Attack

Polymorphic viruses represent the upper echelon of computer viruses.  Today’s polymorphic viruses are very difficult to detect using conventional antivirus search engines because they possess the ability to mutate themselves and conceal their digital identity as they spread.  The unique ability of this form of virus to change its signature to avoid detection makes it virtually undetectable, and therefore potentially disastrous in nature.

Polymorphic viruses infect enclaves in much the same way as macro viruses.  In Figure 6.6-9 below, a polymorphic virus enters a system through FTP, as an unsuspecting user retrieves a single file from a computer outside the network.  The user then sends this file via an e-mail attachment to other coworkers throughout the network.

Once that file is accessed by any user, the polymorphic virus begins its programming and begins to replicate by e-mailing itself to the entire address book on its newfound host.  It continuously changes its digital signature to escape the detection capabilities if any antivirus application is resident.
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Figure 6.6-9.  Polymorphic Virus Infection 
6.6.7.3
Case 3:  Trojan Horse Attack

There exists a growing threat from another type of malicious software, the Trojan horse.  In Figure 6.6-10 below, a Trojan horse has been embedded into an existing network.  A user downloaded a program that he thought was useful.  However, after executing it, he realized it was not exactly what he needed.  So, he deleted the file off of his computer.  This unsuspecting user did not realize that the program downloaded was a Trojan horse that embedded itself into the network as a sniffer program after it was executed.  Although this event occurred several weeks ago, there have been no problems in the network until now, when employees are noticing forged e-mails being sent to various clients.
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Figure 6.6-10.  Trojan Horse Infection 
6.6.8
Framework Guidance

In this section, guidance is provided on solutions that can be implemented so system infiltration by malicious code does not occur.  Guidance will also be provided to detect and remove malicious code if it infects a system.  Also, restoration guidance for the compromised system will be described.

6.6.8.1
Case 1:  Macro Virus Attack

There are many ways to prevent, detect, respond to, and restore from macro virus attacks.  The first level of defense is prevention so the macro virus does not reach the system.  In a network environment, the first contact with the macro virus will be at the gateway.  If the network is configured properly and using ISA (see Section 6.6.5.8, Protection at the Network Gateway), the macro virus should be stopped at the quarantine server.  It is crucial to have current virus definition updates in the malicious code detection software on the quarantine server.  These updates should occur continually, and should be transparent to the user.  Implementing these updates at boot time, or periodically (hourly) drastically reduces the chance a system will be infected by a newly discovered macro virus.  So, these updates prevent new macro viruses from infecting the entire network.  If the macro virus is not stopped at the gateway, individual workstations should detect the presence of the macro virus and remove it.  At the next layer of defense, the individual user workstation will scan all incoming e-mail attachments for the presence of malicious code.  If the malicious code detection software discovers the macro virus, the file is simply deleted and the system and network are preserved.  If virus updates are automatic, virus definitions for the quarantine server and the individual workstation should be the same at the time of original system infiltration.  In this case, the detection software at the workstation will probably detect the macro virus.  If virus updates are not automatic, the individual user workstation will probably not detect the presence of the macro virus.  This is because most users do not update their virus definitions as quickly as the system administrator of the quarantine server does.  However, if this new macro virus has infected many workstations during a time frame of several days, the possibility of vendors discovering this macro virus and updating their virus definitions increases.  Once this macro virus is detected by an individual workstation, the system administrator should automatically be notified.

If the macro virus does infect the network by infecting workstations, the virus must be detected and removed.  Typically, new macro viruses are detected when a user notices abnormal computer behavior and that abnormality is investigated.  Another way to detect viruses is through automatic virus scanning with virus software definition updates.  Once the presence of the macro virus is detected, it is essential to update all virus definition updates in all copies of malicious code protection software throughout the network.  Then, several methods can be applied to remove all instances of the macro virus.  If the infection has occurred recently (within a few hours), short-term infection detection products should be used.  Using the snapshot technique, or vaccination programs, all instances of the macro virus are detected and then removed.  If the infection is not recent, long-term infection detection products should be used.  Using spectral and/or heuristic analysis, all instances of the macro virus are detected and then removed.  

However, if the macro virus has fully infected network workstations, the macro virus removal will then allow for the data recovery process to begin.  By practicing simple system backup procedures (see Section 6.6.5.5, System Backup), applications and data can be restored from tape backups with minimal data loss.  After updating malicious code definitions for all malicious code protection software, the reconstituted network is then ready to proceed with daily functions.  Any damage caused by the macro virus is removed and the system is restored to its prior functionality.

If the unsuspecting user places the macro virus on his or her home computer via diskette, many problems can occur.  Not only can the home computer become infected, but the network could also be reinfected.  After modifying the infected file at home, the user can bring the file back to the office and infect his individual workstation.  However, since the virus definitions should have been updated, the malicious code protection at the workstation should identify the virus and remove it.  The user should then scan the home computer and remove all infections on that computer as well.

6.6.8.2
Case 2:  Polymorphic Virus Attack

Polymorphic viruses increasingly represent serious threats to computer networks.  Prevention, detection, containment, and recovery from potentially lethal polymorphic computer viruses should be an important task of every user, network administrator, and senior management officer.  Establishment of an adhered to antivirus computer policy is a must for all those requiring any degree of protection for their systems against polymorphic virus attacks.  

To successfully prevent polymorphic viruses from entering into a computer system, potential vulnerabilities must be identified and eliminated.  Attackers often look to exploit the most obvious vulnerability of a computer network.  Inadequate security mechanisms allow unauthorized users entry into computer systems, potentially allowing data to be compromised, replaced, or destroyed.  Determent of attackers can be accomplished by having a predetermined computer protection plan in place.  Also, contingency plans will enable the containment of and eventual recovery from a polymorphic virus attack.  Another technique for preventing polymorphic virus attacks is to set up false data directories or repositories to fool the attacker.  (See Section 6.6.5.1, Types of Malicious Code, Polymorphic Viruses.)  Preparation for any incident of an attack and knowledge of how a given attack might occur is all part of the strategic virus protection plan that should be implemented prior to operation of a computer network.

Detection of polymorphic viruses becomes exponentially easier when the polymorphic virus signature is cataloged in an antivirus definition table and updated regularly to all systems gateways.  This can happen in one of two ways.  A user can notice altered functionality on a workstation, and after technicians investigate the problem, the polymorphic virus is finally discovered.  Then, technicians inform vendors who update the virus definitions for others.  A user can also remove the polymorphic virus after vendors have updated their virus definitions by downloading the newest virus definitions and scanning the entire system.  Establishment of an updating policy not only for system gateways, but also for individual computer workstations, greatly increases the likelihood of preventing a polymorphic virus from entering and replicating itself on a given network.

Recovery methodologies are integral to the overall readiness of an antivirus prevention plan.  Even the best prepared plans sometimes fail.  Having written procedures in place to recover from a catastrophic event could mean the difference between a company surviving or going out of business.  Recovery consists of virus-free tape backups of recent data, providing an environment free from all viruses, and restoring the network to pre-virus infection operation.  There are inexpensive software applications that unobtrusively track disk activity in such a way that they can return a system to precisely the way it was prior to a computer virus incident.  Backing up data or implementation of a mirroring solution is key to having a ready alternative source of providing information to users on a moment’s notice.  Unless uniformly adopted throughout the entire organization, a plan will have little chance of ever becoming successful.  Dedicated personnel responsible for predetermined actions in anticipated situations are crucial for the protection of computer systems.

6.6.8.3
Case 3:  Trojan Horse Attack

Eradication of a Trojan horse encompasses many of the same procedures taken to eradicate macro and polymorphic viruses (see Sections 6.6.8.1, Case 1: Macro Virus Attack, and 6.6.8.2, Case 2: Polymorphic Virus Attack).  This is because the Trojan horse can contain a virus inside of the apparently harmless program.  However, in this case, something else must be done to rid the network of the sniffer program hidden inside the Trojan horse.  There is no one solution to prevent, detect, or remove sniffers.  Since sniffer programs are extremely difficult to detect, the first level of defense against them is to make sniffing difficult.  The network should use a switch instead of a hub to prevent sniffing of internal user passwords.  By using an encryption mechanism for message transmissions and e-mail transactions, sniffing of important data such as passwords can be prevented.  The use of “ssh” or other encrypted commands can help keep passwords private.  Another precaution against password sniffing in the use of 1 time passwords.  It does an attacker no good to sniff a password that is only valid during a very short time period.

In this case, the presence of sniffers is suspected since numerous forged e-mails have occurred.  By applying the above measures of encryption and secure commands, sniffers can be rendered ineffective as passwords become much harder to decipher.  It is also a good practice to change passwords often, or have the system administrator force users to change their passwords periodically to decrease the chance sniffer program users have time to decrypt encrypted passwords.

Also, it cannot be stressed enough how important it is to establish a complete and comprehensive malicious code protection backup system.  If sniffer program users gain unauthorized access to the network, user applications and data files could be deleted.  The only countermeasure in this case is to change all passwords and restore the system to prior functionality from full system backups.  However, when systems are restored the sniffer must not be restored also.

References

1.
“A Clear and Present Danger,” Information Week.  May 22, 2000, p.166.

2.
“AINT Misbehaving: a Taxonomy of Anti-Intrusion Techniques” SANS Institute Resources Intrusion Detection FAQ.  Ver. 1.33.

3.
Bassham, Lawrence E. and Polk W. Timothy, “Threat Assessment of Malicious Code and Human Computer Threats,” NIST – Computer Security Division, October 1992.

4.
“Batten Down The Digital Hatches!” Forbes.  June 12, 2000 p.246.

5.
CIAC, “H-05 Internet Hoaxes: PKZ300, Irina, goot Times, Deeyenda, Ghost,” U.S. Department of Energy, Nov 20, 1996.

6.
Chess, David., “The Future of Viruses on the Internet,” Virus Bulletin International Conference In San Francisco, October 1997.

7.
“DANGEROUS ‘LOVE’: Recent virus attacks prompt enhanced security measures,” Computer Reseller News.  May 29, 2000, p.45.

8.
“Don’t fall for a Virus Hoax,” Sophos Virus Info, 23 Nov. 1999.

9.
F-Secure, “Security Risks for the Road Warrior,” Wed. July 12, 2000.

10.
“Frost & Sullivan Awards Internet Security Systems the 2000 Market Engineering Marketing Strategy Award,” Press Release.  June 28, 2000.

11.
Gabrielson, Bruce C., “Computer Viruses,” INFOSEC Engineering, AFCEA Seminar, Burke, VA. Sept. 1994.

12.
“An Introduction to Computer Viruses (and other Destructive Programs),” McAfee Network Security and Management.

13.
Ludwig, Mark., The Giant Black Book of Computer Viruses, Show Low, AZ, 1995.

14.
McAfee, John., Computer Viruses, Worms, Data Diddlers, Killer Programs, and Other Threats to Your System, Fifth Avenue, NY, 1989.

15.
Micro, Trend., “Eliminating Viruses in the Lotus Notes Environment,” 1999.

16.
“Securing dot-com – New viruses, distributed security threats pose perpetual challenges to IT,” eWeek, June 26, 2000 p.1.

17.
Slade, Robert M., “Antiviral Protection Comparison Reviews,” 1995.

18.
Wack, John P. & Carnahan, Lisa J., “Computer Viruses and Related Threats: A Management Guide,” NIST Special Publication.

19.
“Understanding Symantec’s Anti-virus Strategy for Internet Gateways,” The Symantec Enterprise Papers, Volume XXX.

20.
“Understanding and Managing Polymorphic Viruses,” The Symantic Enterprise Papers, Volume XXX.

21.
“What Virus Is Lurking?—Better not touch that E-mail.” Computer Reseller News.  June 5, 2000 p.1.

Figure 6.6-1.  Malicious Code Relationship





Figure 6.6-3.  Virus Execution





Figure 6.6-4.  Logic Bomb Execution








Figure 6.6-5.  Virus Filter





Figure 6.6-6.  DOS File Infection
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