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Foreword

The Information Assurance Technical Framework (IATF) document, Release 3.1, provides technical guidance for protecting the information infrastructures of the United States (U.S.) Government and industry.  The information infrastructure processes, stores, and transmits information critical to the mission and business operations of an organization.  This information is protected through information assurance (IA) that addresses all the security requirements of today's information infrastructure.  IA relies on people, operations, and technology to accomplish the mission/business and to manage the information infrastructure.  Attaining robust IA means implementing policies, procedures, techniques, and mechanisms at all layers of the organization's information infrastructure. 

The IATF defines the information system security engineering (ISSE) process for developing a secure system.  This process defines the principles, the activities, and the relationship to other processes.  Applying these principles results in layers of protection known collectively as the Defense-in-Depth Strategy.  The four major technology focus areas of the Defense-in-Depth Strategy are to Defend the Network and Infrastructure, Defend the Enclave Boundary, Defend the Computing Environment, and Defend Supporting Infrastructures.  

The Defense-in-Depth Strategy has been broadly adopted.  For example, within the U.S. Department of Defense (DoD), the Global Information Grid (GIG) IA Policy and Implementation Guidance was built around the strategy.  This departmental-level policy document cites the IATF as a source of information on technical solutions and guidance for the DoD IA implementation.

The following content in the IATF has been updated in Release 3.1:

· Chapter 2, Defense-in-Depth, incorporates the major elements of the Defense-in-Depth Strategy.

· Chapter 3, Information Systems Security Engineering Process, refines the description of the Information Systems Security Engineer (ISSE) process.

· Chapter 7, Defend the Computing Environment, Section 7.1, Security for System Applications has been updated.

· A new appendix, Protection Needs Elicitation (PNE), has been added to detail the first and most important activity in the ISSE process. 

The IATF is a living document; the next release already is being planned.  Many people provided comments and recommendations on IATF Release 3.0; their comments helped define Release 3.1.  Your suggestions, recommendations, and needs will define the next release—if we hear from you.

We want and need your feedback.

We ask that you send us your comments, reactions, criticism, recommended changes, noted omissions, and any suggestions that will make this document more useful to you.  Please send your suggestions to webmaster@iatf.net.  We also encourage you to visit the IATF Forum Web site (http://www.iatf.net) often.  There you will be able to see the next release of the IATF unfolding, to review new and draft sections, to access contributor’s resources, and, again, to give us your feedback.  The objective of the IATF is to be a useful document for you.  Please let us know how we did.

Recently, we have drafted Cooperative Research and Development Agreements (CRADA) for contributors who may prepare articles, papers, or other submissions for inclusion in the IATF.  The CRADA is located on the contributor’s page of the IATF Forum Web site.

On behalf of all the contributors of the Information Assurance Technical Framework—Release 3.1 and its predecessors—our thanks to the many people who reviewed and commented on the documents.  Thanks also go to the many speakers and panelists of the IATF Forum sessions and the past Network Security Framework Forum sessions for sharing their valuable insights on the security architectures, standards, and solutions that industry and government are bringing to bear on the complex challenge of information assurance.


Cynthia Frederick


IATF Technical Director
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