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V 

Alert (AA22-083A) 

Tactics, Techniques; ana Proeeaures of lnaletea State-Sponsorea Russian 
Cyber Actors Targeting the Energy Sector 

• GtoHal Energy Sector Intrusion campaign, zon to 2018: 

0 

0 

• compromise of 1v11aa1e East-Hasea Energy Sector organization wltR TRITON Malware, zon: 
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RewarHs fur jllstlee Program 

Note: 

Global Energy S~emr lntftJslon campaign, 2011 to 2018 
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Note: 

eompromlse of MllHUe East-Basea Energy sector Organization wltH TRITON Malware, 
2017 

Note: 
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Note: 

Enterprise Environment 

• 

Password Policies 

• 

• 

Audit 

• 

• 

• 

• 

Network Segmentation 

• 
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Execution Prevention 

• 

Industrial Control System Environment 

Network Segmentation 

• 

• 

• 

0 

0 
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0 

0 

0 

0 
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JCS Best Practices 
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GloBal Energy Sector campaign: Ravex Malware 
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Tactic Technique Use Detection/Mitigations 

Monitor: 

BefiaVlor Prevention on Ena Point: 

Note: 

• 

Monitor: 

Password Policies: 

Monitor: 
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Detect: 

Tactic Technique Use 

Note: 

Glotsat Energy sector eampalgn: 2016 to 2018 l:1.S: Energy sector Targeting 

Tactic Technique Use Detection/Mitigations 



���������

���������

	
��������
�������� ����
����������
����� ��������!�
�
���"���#$%&'��#�
��
����
������������(
��
����
�
���"��� ������)*��������
����"���+��,������-���
��+��*
��*�����+
���"������������
�����./��������
�'���
��./�������
�������
���������

��0	������1�2�
�"��3
�1�"
��4�
��������2
-���
������*���*�
����
4�
�� �����
���
���"�����
������*���2���'���
����
������������(
��
����
�
���"��� ��
�+�5
��������+
���-���
��+��*
��*�����+�
���"��2�������"����4��6������7���������4�
�����"�3�������
2��
��+���"
����
��
�������*�����
�������)*����2
-���
�'����������(�����"����**"�
��������������	
��������
���������1��
���84
�������+� ���� ����������#$&%��5*
��*�����+��������
����#$&%'��9�5*
��*�����+���3���#$&%'����

���*"
�
��� �+4���������+
�������72��
�:���
�������
��*
����+�����
�;��������+��
�
�4��������3����������
�������2���
��72��
��*
���
�'������4�
������-
��2��
�� ���
���������*4"��������
�*���-�����(
����������
�4�
���
����3�� ��4��
�� 4"�*
��*�����+1������"�
+�

��+1������
���
���84
��������(�"(
�4�
���
������'
	
��4��
.
(
"�*�
�������9� !��*�����
� �����4��4�
�5
�(
���#$%�'���� ��
����
�����������
��
��2��
��+���"
�������*�����
�������)*������+��,�����<�������' ���������(������*���""����3
��*"��
��4����
���
�(���-�"����� ���+
����+��,�����1���3�+��
�
������ ������-
��(�����=��4"�'���4�
������4�
���-��2�
���
���
�
���
�4�
"�'��
(
����
����"����4��
����"���2"����� ��"2��
��������3���1����4�
��� �������
���+�� 
��
������"����4��2
-���
�'���
����""����=������4��4��
�1�
(
�� ������
�� ������*���
��2
-���
����*�*4"��������'

Note: 

• 

0 

0 

oftware Configuration: 

User Training: 
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Network Segmentation: 

MFA: 

Prl~llegea Aeeount Management: 

Update Software 

Exploit Protection: 

pplleatlon Isolation ana Sanatsoxlng: 
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Network Segmentation: 

MFA: 

tlmltAeeess to Resouree Over Networl<: 

Dlsa6le or Remov-e Program: 

ntivi rus/Antimalware: 

Code Signing: 

Note: 
Olsa6te or Remove Program: 

• 

Prlvllegea Aeeount Management: 
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• 
• 
• 
• 

Execution Prevention: 

Note 

• 

• 

• 

udit: 

Ffaraen aperatlng System eonflguratlon: 

PrWllegea Account Management: 

User Account Management: 

MFA: 

Prl\illegea Account Management: 
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Detect: 

Encrypt Senslthte Information: 

Remote Data Storage: 

Restrict File ana Olrectory Permissions: 

Note: 

• 

Monitor: 

Note: 

• 

Restrict File ana Directory Permissions: 

Code Signing: 

Execution Prevention: 
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MFA: 

Password Policies: 

Note: 

Password Policies: 

Filter Network Traffic: 

Note: 

• 
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Operating System eonflg 

Password Policies: 

PrWllegea Aee01:mt Management: 

Pr"11tegea Proeess Integrity: 

User Training: 

erellentlat Aeeess Protection: 

Monitor: 

Prlvllegea Aeeaunt Management: 

User Training: 
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Note: 

• Monitor: 

• 

Note: 

• 

• 

Note: 

• 

Netfforl< Intrusion Pre~entlon: 

Note: 

• 
Network Segmentation: 
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Operating System Configuration: 

Prl'iltegecl Accotmt Management: 

User Account Management: 

DlsaHte or Remove Feature or Program: 

udit: 

MFA: 

tlmlt Access to Resource Over NetworR: 

Filter Network Traffic: 

tlmlt Software lnstallatlon: 
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Monitor: 

udit: 

Network Segmentation: 

Note: 

• 
0 MFA: 
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tlmlt Access to Resource Over Networlt 

Note: 

• 
0 Olsa5le or Remo11e Feature or Program: 
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Monitor: 

TRITON Malware 

Note: 
Note: 
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