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Reference: F-2014-01934 

Dear Mr. Greenewald: 

Central Intelligence Agency 

Washington, D.C. 20505 

20 March 2017 

This is a final response to your 1 July 2014 Freedom of Information Act (FOIA) request 
for a copy of all records pertaining to the temporary problem that brought down the CIA's 
FOIA web site, including the ability to submit online FOIA requests, in June and July 2014. 
We processed your request in accordance with the FOIA, 5 U.S.C. § 552, as amended, and the CIA 
Information Act, 50 U.S.C. § 3141, as amended. 

We completed a thorough search for records responsive to your request and located 34 
documents, consisting of 77 pages, which we can release in segregable form with deletions made 
on the basis of FOIA exemptions (b)( 1) and/or (b )(3). Copies of the documents and an explanation 
of exemptions are enclosed. During our searches, we located additional material that was not 
originated by the CIA. The material appears to be relevant to your request and has been referred to 
the originating agency for review and direct response to you. Exemption (b)(3) pertains to 
information exempt from disclosure by statute. The relevant statutes are Section 6 of the Central 
Intelligence Agency Act of 1949, as amended, and Section 1 02A(i)(l) of the National Security Act 
of 1947, as amended. As the CIA Information and Privacy Coordinator, I am the CIA official 
responsible for this determination. You have the right to appeal this response to the Agency 
Release Panel, in my care, within 90 days from the date of this letter. Please include the basis of 
your appeal. 

If you have any questions regarding our response, you may contact us at: 

Central Intelligence Agency 
Washington, DC 20505 

Information and Privacy Coordinator 
703-613-3007 (Fax) 

Please be advised that you may seek dispute resolution services from the CIA's FOIA 
Public Liaison or from the Office of Government Information Services (OGIS) of the National 
Archives and Records Administration. OGIS offers mediation services to help resolve disputes 
between FOIA requesters and Federal agencies. You may reach CIA's FOIA Public Liaison at: 

703-613-1287 (FOIA Hotline) 



"""- . .. 

The contact information for OGIS is: 

Office of Government Information Services 
National Archives and Records Administration 

8601 Adelphi Road- OGIS 
College Park, MD 20740-6001 

202-741-5770 
877-864-6448 

202-741-5769 (fax) 
ogis@nara.gov 

Contacting the CIA's FOIA Public Liaison or OGIS does not affect your right to pursue an 
administrative appeal. 

Sincerely, 

Allison Pong 
Information and Privacy Coordinator 

Enclosures 



Explanation of Exemptions 

Freedom of Information Act: 

(b)(l) exempts from disclosure information currently and properly classified, pursuant to an 
Executive Order; 

(b )(2) exempts from disclosure information which pertains solely to the internal personnel rules 
. and practices of the Agency; 

(b)(3) exempts from disclosure information that another federal statute protects, provided that the 
·other federal statute either requires that the matters be withheld, or establishes particular 
criteria for withholding or refers to particular types of matters to be withheld. The (b )(3) 
statutes upon which the CIA relies include, but are not limited to, the CIA Act of 1949; 

(b)( 4) exempts from disclosure trade secrets and commercial or financial information that is 
obtained from a person and that is privileged or confidential; 

(b)(5) exempts from disclosure inter-and intra-agency memoranda or letters that would not be 
available by law to a party other than an agency in litigation with the agency; 

(b)( 6) exempts from 9-isclosure information from personnel and medical ftles and similar files the 
disclosure of which would constitute a clearly unwarranted invasion of privacy; 

(b )(7) exempts from disclosure information compiled for law enforcement purposes to the extent 
that the production of the information (A) could reasonably be expected to interfere with 
enforcement proceedings; (B) would deprive a person of a right to a fair trial or an 
impartial adjudication; (C) could reasonably be expected to constitute an unwarranted 
invasion of personal privacy; (D) could reasonably be expected to disclose the identity of a 
confidential source or, in the case of information compiled by a criminal law enforcement 
authority in the course of a criminal investigation or by an agency conducting a lawful 
national security intelligence investigation, information furnished by a confidential source ; 
(E) would disclose techniques and procedures for law enforcement investigations or 
prosecutions if such disclosure could reasonably be expected to risk circumvention of the 
law; or (F) could reasonably be expected to endanger any individual's life or physical 
safety; 

(b )(8) exempts from disclosure information contained in reports or related to examination, 
operating, or condition reports prepared by, or on behalf of, or for use of an agency 
responsible for regulating or supervising financial institutions; and 

(b)(9) exempts from disclosure geological and geophysical information and data, including maps, 
concerning wells. 

Apri12012 



C06228837 

I 

From: 
Sent 
To: 
Cc: 

Subject: 
Signed By: 

Approved for Release: 2017/03/08 C06228837 

Tuesday, July 01, 2014 9:26 AM 

I I 
r !Michele L. Meeks; [__ __________ _, 

RE: FOIA Electronic Reiding Room Unavailable 

I -

Classification: UNCLASSIFIED 

====================================================== 

(U) Thanks for the informatioQ l know you are on top of this! 

Classification: UNCLASSIFIED 

======================;======================~======== 

As an update, the site appears to be functional at this time . I do not have an update yet on the status of the eFOIA 
request form. 

Thanks. 

··---------------------------

CIO/IMS/RMTG.__ ____ _J 

Deputy Branch C'l-'-h..,.ie_,__f --------, 

Project Manage~'--------' 

From: 
~---,----=----c--=--' 

Sent: Tuesday, July 01, 2014 8:07AM 
To~ I 
Cc: j I Michele L. Meeks; 
Sub]ect: FOIA Electronic Reading Room Unavailable '-----------------------' 

Classification: UNCLASSIFIED 
==~=================:===~===========================~= 

Good morning,'-! _ ___, 

Last night the FOIA Electronic Reading Room developer put the site into maintenance mode to complete the security 
patching needed. Our hope was that this would also address the email delay we were experiencing with the eFOIA 
request form . Unfortunately, something appears to have gone wrong with the patches. I do not have any details at this 
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time beyond the fact that the site is currently completely down. I do not have an estimate as to when it will be available 
at this time. This does not appear at this time to be a security breach of any kind. I will keep you updated throughout 
the day as we try to resolve this situation and restore the site's functionality. 

CIO/IMS/RMTGjt__ __ __J 

Deputy Branch Chief 
Project Manager, CADRE, STAIRS 

========~==============================~============== 

Classification: UNCLASSIFIED 

~===============~========================~====;======= 

'Classification: UNCLASSIFIED 

======;================~======================;=~===== 

Classification: UNCLASSIFIED 
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C06228918 
Approved for Release: 2017103108.C06228918 

From: Michele L. Meeks 
Sent: Tuesday, July 01, 2014 8:12 AM 

I I To: 
Cc: 

Subject: RE: FOIA Electronic Reading Room Unavailable 
Signed By: 

Classification: UNCLASSIFIED 
======~~=~====================~;===========:;;======== 

Good morning, '--l __ __j 

Thank you for this update. As I mentioned! I yesterday. I received an email yesterday fi·om DoJ's compliance 
office requesting information on the unavailability of our eFOJA submission tool. Apparently, they have received some 
inquiries from the public about it, and GSA is asking if there is anything they can do to assist us. I responded hack that 
we were working on updates that would hopefully correct the problem. I fully anticipate another inquiry from them soon . 

Thanks, 
Michele 

From:l I 
~~t: Tuesdav. JJiy 01, 2014 8:07AM 

Cc;~ I Michele L. Meeks; 
Subject: FOIA Electronic Reading Room Unavailable ......_ ___________________ __, 

Classification: UNCLASSIFIED 
===================================:==========~======= 

Good morninQ 

Last night the FOIA Electronic Reading Room developer put the site into maintenance mode to complete the security 
patching needed. Our hope was that this would also address the email delay we were experiencing with the eFOIA 
request form. Unfortunately, something appears to have gone wrong with the patches. I do not have any details at this 
time beyond. the fact that the site is currently completely down. I do not have an estimate as to when it will be available 
at this time. This does not appear at this time to be a security breach of any kind. I will keep you updated throughout 
the day as we try to resolve this situation and restore the site's functionality. 

CIO/IMS/RMTGr--1 
Deputy Branch~ 
Project Manager, CADRE, STAIRS 

=============~=~~;~=======~==============~======~===== 

Classification: UNCLASSIFIED 
1. 
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I 

Approved for Release 2017/03/08 C06228919 

From: 
Sent: 
To: 
Subject: 

G day,J"''"I· 201411:57 AM 

Re: Well I wish I had better news but the foia site is down. 

CLASSIFICATION: UNCLASSIFIED 

I'm happy that it works. I will look into the captcha. 

Thank you 

On Jul I, 2014, at 11 :49 AM, wrote: 
~------------------------~ 

HiD 
The FOIA form is creating em ails correctly. If you could please investigate why the CAPTCHA is showing 
up on every page instead of just the final page, I believe that's the final bug to work out. We would like 
to leave the eFOIA form up at this t ime. 

From: I 
Sent:~tu~e~~7.a~y~.~)uilily~o~1',~2a~rn4ns~:~sarA~M~----------~ 

To: l I 
Subject: Well I wish I had better news but the foia site is down. 

Well I wish I had better news but the foia site is do~ again. Reason being when I did the rest of 
the site updates the site blacked out. I am starting to believe that site is basically rejecting any (b)(3) 
kind of security updates. I also noticed that the foia site has wide open directorieL..__ ____ ---,---~ 
where any one can access them. I have exhausted all of my ave to get this site to be secure. it will 
not do the simplest tasks that it was designed to do. I am afrdid that by using this site I I (b)(3) 
we will just bring all these problems to the new site. I will keep on working on it but we may 
need a programmer to come in and assess the web site. 

D 
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C06228920 

From: 
Sent 
To: 
Subject 

Approved for Release: 2017/03/08 C06228920 

RE: Well I wish I had better news but the foia site is down. 

CLASSIFICATION: UNCLASSIFIED 

Please provide an estimate for how long it will take to bring the site back up. I'm assuming we need to roll back the 
changes that were made last night to restore functionality. 

news but the foia site is down. 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

Well I wish I had better news but the foia site is down again. Reason being when I did the rest of the site 
updates the site blacked out. I am starting to believe that site is basically rejecting any kind of security updates. I 
also noticed that the foia site has wide open directories! ~here any one can access them. I have (b)(3) 
exhausted all of my ave to get this site to be secure. it will not do the simplest tasks that it was designed to do. I 
am afraid that by using this sit~ I we will just bring all these problems to the new site. I will keep on (b)(3) 
working on it but we may need a programmer to come in and assess the web site. 

D (b)(3) 
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C06228921 
Approved for Release: 2017/03/08 C06228921 

From: I I 
Sent 
To: 

Monday, June 30, 2014 1:16 PM 

Cc: I I 
Subject: eFOIA requests 
Signed By: 

Classification: UNCLASSIFIED 
==========~===========================~=============== 

D 
Michele Meeks reached out to me regarding the estimate of when the eFOIA request would be working, as she has been 
asked by DOJ. 

I mentioned to her that we cannot provide a good answer untiO puts the site in maintenance mode tonight to look 
at the site and performs the upgrades to the CoreO elieves that the upgrades should fix the eFOIA request, but he 
is not 100% sure. 

Hopefully tonight we will have more answers. 

I askeCJo update you on the estimated time frame. Could you please reach out to Michelle to provide her an 
update once you hear fromc:J? 

Thank you. 

IMS/RMTGj 
PMI I (CREST) & FOIA Electronic Reading Room (ERR) r-.:..:..:1 .J..___--~1 
====~;========;======================================= 

Classification: UNCLASSIFIED 

1 
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C0 6228923 
Approved for Release: 2017/03/08 C06228923 

From: 
Sent: Thursday, June 26, 2014 3:53 PM 
To: 
Subject: RE: eFOIA submission tool is working again .... 
Signed By: 

Classification:~ 

--================~=~~=== 

Since the module is currently completely disabled, you would need to do the step described below first. Then you'd 
need to make the edits to the first page of the FOIA Request form (the first entry on the other email). The other two 
pages can be updated in any order. · 

D 
.====~---:.::--:.::--:=;-------------

CIO/IMS/RMTGj 
Deputy Branch ).,(h=,=et.---_j 

Project Manager, CADRE, STAIRS 

==~u:a~ ~une ::. ~~4~:49 PM . 
To: l I 
Subject: RE: eFOIA submission tool is working again .... 

Classification:-SFCRBI -

L_ _____________________ f====-========== 

Thanks. 

Is there an order to which steps I need to do first? You had sent me an email a few days ago regarding the enabling of 
the eFOIA request. I wasn't sure which one to do first, or if it mattered? 

Thanks. 

From~ I 
~: Thursdav. June 26r 2o14 7:42AM 

SUbject: FW: eFOIA submission tool is working again .... 

Approved for Release 2017/03/08 C06228923 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(1 ) 
(b)(3) 

(b)(3) 

(b)(3) 



C06228923 
Approved for Release: 2017/03/08 C06228923 

Classification:~ 

To re-enable the form in case I'm out or if you ever need to disable it again: 

(b)(1) 
(b)(3) 

(b)(1) 
(b)(3) 

The requests that O reported are dated from Monday evening. So something is still lagging or incorrectly applying (b)(3) 
date/time stamps. 

CIO/IMS/RMTG]L_ __ _j 

Deputy Branch Chief 
Project Manager, CADRE, STAIRS 

-- -r-=-~--=-===;----- ___ ,;__ __________ _ 

From: 
k-------.c---:-----:! 

Sent: Thursday, June 26, 2014 7:39 AM 
To:l I.---------------, 
Cc: Michele l. Meeks; 
Subject: RE: eFOIA su"bc--m-:-;-issi::-::-;-on---;-too----,-,1 ic::-s-w=or=ki=·ng--=-aga-=-=ln=-.-... ----' 

Classification: ~ 

~------------------~·~=======c==== 

Scratch that, I found the right place after all. The form is currently disabled. 

--------------------
CIO/IMS/RMTGJ'-------' 
Deputy Branch Chief 
Project Manager, CADRE, STAIRS 

:=ku~ay, June ~l, 2014 7:26AM 
Tol I 
Cc: Michele L. MeeksLl -=--.,.---,-----,--,--------:-=-----o----__j 

SUbject: RE: eFOIA submission tool Is working again .... 

2 
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Classification:~ 

It looks like I will have to disable the page from offsite- the interface tools I usually use are not available on this page for 
some reason. I will take care of this later this afternoon and will report back tomorrow with a status update. 

---·-·---------------

CIO/IMS/RMTG~ L..._ __ _J 

Deputy Branch Chief 
Project Manager, CADRE, STAIRS 

==~~~ay, June 2~! 2014 7:19AM 

To~ lr-------------, 
Cc: Michele L Meeks~ 
Subject: RE: eFOIA su::-r:bm=i=ss=io=n:-.:tool=-=-.-::isc-cw=o=l1d=ng=-::--oag=al=-n.-.. -. _ __J 

c_____ __ l==-·========----= 
The two newest entries are from frequent submitters. J am guessing our frequent requesters have bookmarked 
the form's URL because I cannot find it myself. Please disable the first page. It is unfair that some still have 
access to the submission tool while others cannot access it. Plus, until the developer returns we are concerned it 
is not producing reliable results. 

From 
"=--:-:-::-~---.--.,--,-..,..: :r Jbursdav. Juj,2_6,_2_o_14_ 6_=54_ A_M _______ -. 

Cc: Michele L Meeks;l 
Subject: RE: eFOIA su;;,b"'m;yi,..SStOn~;,;t""oo"'"I"IS"w""o'"'l"k"'l-...ng'"aga,.....'"'ln' •• -.. ---' 

Classification:~ 

Interesting. I can take the additional step of "unpublishing" the first page of the request form, which should keep 
people from being able to find it via a google search. Right now I've just disabled all direct links to it from the website, 

3 
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but I'm guessing it's still showing up if you google it if people are still finding it. Would you like me to temporarily 
unpubllsh the first page of the request form, which will disable access to the rest of the pages? 

CIO/IMS/RMTGJ 
Deputy Branche \-ihL-"ie=t,--__J 

Project Manager, CADRE, STAIRS 

--- -------------
From: 

;.---.-----~--~ =r Thursdav. Jujr2-6,_2_0_1_4_6_:3_9_AM _______ ----, 

Cc: Michele l. Meeks; I 
Subject: RE: eFOIA su·7i:bNm"'t~ss:;r;lon...,toOI'i'Vil"ls"w-...o""rVikJ'""ng..--...ag""a""ln' .. -•• -___.J 

Classification:~ 

~--------------------1=-============ 

Just to update you: Two more real eFOIA requests arrived last evening. 

From: 
Sent: W~ed"nesd---,'ay-,--;-Ju_n_je 25, 2014 2:14PM 
To:l I 
Cc: Michele L. Meeks;J 
SUbject: RE: eFOIA su'-;-bm'i.-:-ss::-:-io:-:n-;t:-:ool---,--;-is_w_o,....rkiTC-'="ng----:c"aga:-::T"In:-.. -.. -___J 

Classification:_§ECRB~ 

'-===~---------J'-======····=== 
Just to follow up, we confirmed with our developer that he has not worked on the site while on vacation. We have a 
couple of guesses as to why those three finally bubbled through the systems to reach us, but won't be able to confirm 
until next week when our developer is back in the office. Based on our uncertainty, I concur that we should wait until he 
is back to re-activate the eFOIA request form. 

CIO/IMS/RMTG/ 
Deputy Branch C;..h=-'"ie.,....f-__J 

Project Manager, CADRE, STAIRS 
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From~ 1· 
Sent: Wednesda;JJune 25, 2014 6:50AM 
To: I _ r--------------, 
Cc: MiChele L. M ; 
Subject: RE: eFOIA su'-b;-m' l,-ss-=-io-n--:too-.I..,..Js_w_o_rki ..... .--ng_ag_a ... ln-•• -•• -__J 

Classification:~ 

Yes, I see one test one from you and two real ones. Please wait until the developer confirms the service is 
working again before restoring the link. 

- ~ - -_ .. _____ _ . - ----------
From:l I 
Sent: Wednesday, June 25, 2014 6:42AM 
To: l I 
Cc: Michele L. Meeks~ 
Subject: RE: eFOIA s:-:-:u:.:-bm=iss-=-lo=-=n::-:t-=oo-::;l'"is=-=-=-=w=-=or::.-:ki-=·ng-=-=-a-=cga::...in-=-.-•• -. _ __j 

Classification: -'JJ3e:RE1'-

Did my dummy one ever come through? I'm wondering if our programmer was working on this while on vacation 
despite the fact that we told him it could wait. Would you like us to restore the links to the request form, or keep it 
hidden until we can confirm with our developer that it is working? 

CIO/IMS/RMTGJ 
'------,---...J 

Deputy Branch Chri-=-ef ____ ____, 

Project Manager 
'------------' 

Classification: ...SF!RE'r-
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.... we received three eFOIA submissions yesterday evening: One at 7:47pm, another at 7:53pm, and a third at 
8:02pm. 

~~:::ifi~:~i~~7~=============================== 

===;============:::~======~=================~--;== 
Classification: ~~T 

=========:=================~===============~========== 

~1:::i£i~:~i~~7=~=============================== 

=~============:=============e========================= 

Classification: ~ 

=============~~========cc=g=========================== 

Classification:~BeR£r--

=~============================a=======a=~c============ 

======K==========~;~===========================~~===== 

Classification: .s,EQREI-

Classification: SFQRBT 

===========================m==================w;====== 
Classification:~ 

=============~========a•===============~=~-=========== 

Classification: -81!!\!REI.-
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From: 
Sent: 
To: 
Subject: eFOIA Requests 

We were curious if you had been working on the eFOIA request function of the website. It seems to be working now as 
we received three requests that were given to us on Monday morning. We disabled the eFOIA request form Monday 
evening, and wanted to ask you if you did something to fix it before we enable the function again. 

I hope you are enjoying your vacation. 

Thanks. 

Approved for Release: 2017/03/08 C06228924 
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From: 
Sent 
To: 
Subject 

CLASSIFICA liON : UNCLASSIFIED 

Approved for Release: 2017/03/08 C06228925 

~ne 23, 2014 12:13 PM 

C)J"Pdates to FOIA ERR 

llreached out to me around lunch time and asked that we disable the eFOIA request form until we can determine 
~ emails are not being sent. 1 wanted to pass along the changes I made so you can reverse them once the form is 
working again. 

Those should be the only updates needed to restore functionality once the form works again. 

D 

1 
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From: 
Sent: Monday. June 23, 2014 12:11 PM 
To: 
Cc: 

I I 
I !Michele L. Meeks; 
I ~----------------------~ 

RE: FYI: eFOIA Request Form down until further notice 

I 
Subject: 
Signed By: 

Classification: UNCLASSIFIED 
=============;=============================~========== 

Thank you, I let everyone over here know. We did get some notes and Tweets(!) about it on Friday, not sure about 
today though. 

CIA.gov 
I ~OHB 
I I 
Fro_m_:;::::l ======:::;I 
Sent: Monday, June 23, 2014 12:04 PM 
To:/ I 
Cc: I Michele L. Meeks; I 
Subject: FYI: eFOIA Request Form dow .. n"u"'"'ntFilll--..t"'urt""'n""e...-r"'n""'oO""c"'"'e.----------------__j 

Classification: UNCLASSIFIED 
====~=========================~=====~=====~=========== 

Hi '-1 _ _____, 

While the FOIA Electronic Reading Room is back up and functional, we have discovered that our eFOIA request form is 
not generating em ails correctly. Unfortunately, our developer is out of the office this week, so we will not be able to 
restore functionality until next week. We have disabled the links to the eFOIA request form on the FOIA ERR website, 
and reminded visitors that they can still use the US Postal Service or facsimile to send In requests in the meantime. PIPD 
requested that I notify you as well in case OPA starts fielding any phone calls or emails regarding the functionality. 

Thanks, 

I I 
-----------------... ·-------.. ----
I I 
CIO/IMS/RMTGA'---__ _j 

Deputy Branch Chief 
Project Manager, CADRE, STAIRS 

=;;;======================================;=~========= 

Classification: UNCLASSIFIED 
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From: 
Sent 
To: 
Cc: 
Subject 
Signed By: 

Approved tor Release: 2017/03/08 C06228927 

Classification: fi::l!l9Ri3'f;';'tfOPOft~U 

Our web developer informed us yesterday that the website outage was due to error in the code and not an attack 
against the site. 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 
(b)(3) 

(b)(3) 

(b)(1) 
(b)(3) 

(b)(1) 
(b)(3) 

(b)(3) 

In regards to the use or--l we are workin nd we plan (b)(3) 
to start this process in t'n-e--n-exfcouple weeks. '------------------------' 

Thank you. 

~/RMTGj 

To:l ~- I 
Sent: Tuesday~June 24, 2014 7:54AM 

Cc: 
Sub~1«t~.~R~E~:~~~-E~R~R~-~-----r.~A~~-c~k ------------------~ 

Classification: gpcpp~')~QFQIDl 

L_ ________________ ~================= 

D 
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Thank you for keeping us in the loop on the issues found on the foia.cia .gov site. As a recap, you informedQ ia a 
phone conversation that the issue was not due to an attack against the web page, but in fact an error in the coding that 
has since been resolved. Please let me know if this is not accurate. 

Please do not hesitate to contacCJith any other concerns you may have. We are happy to assist. 

Regards, 

~~: ~~~ay, June 2~, 201:-8:4: A~ . -

~~ ~ I 
Suti)ect: RE: FOIA-ERR -1 !AttaCk 

Classification: UaJQUt8BIFII!!~IIFUOO 
===-~:::;:;==~================================== 
Hello 

Thank you for your emaitc=J We look forward to receiving those logs. 

06/23/2014 07:59:11 AM---Classification: lal~l-brAiilli 1 1i:QUED' 1° 
--L-------------=---=-==-=-----=~=-----===============~=======::::==: 

From: 

To :f:~~~~~~================================================~ Cc[ 
Dale: 0612312014 07:59 ')M------, _ .. 
Sui.J!L'Ct: RE: FOIA-ERR L___JAIU~cic 

Classification: QJ9kJ'•88IP!:8B/;'f'e~o 
=================~;;~====-=========~========•========= 

Hello, 
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Per our phone conversation, I will provide you with the logs once our developer returns on 30 June. Thank you. 

From: l 
Sent:S~u~n~aca~y,~J·u-n~e~2~2-,2~0~1~4~1~1~:04~ft.PM=-------------------------~ 

To: l I 
Cc: l 
Sub·T~ect~:~R~e.~.FO~~~-E~R~R~-~~----~~A=~~~~----------~ 

Classification: bi'N8LABSIFIE80F8~8 
-----;;-;--===~~=======;;============================ 

Thank ou for contactingc=::J If possible, we would like to get copies of the logs from the attack, if they can be obtained 
I have opened a security incident for this event I jThere may be further information that is 

'-;;re"'q..-u"'tr"'e=-; t;r;:;-so".-:.we will let you know. 

If you have any further questions. please feel free to contact 
'---------------' 

VIR, 

~-06/20/2014 11:29:36 AM---Classification: UNCLASSIFIED 
==~~=:===:===:===-=-=---=========~==========~=~======;====:--==:;;;:;: 

'""'~ toj I 
f,~;! =..,,. "LJ 
Subjnct: FOIA-EAA - Attacl< 

---------------

Classification: UNCLASSIFIED 
====================================================== 

Hello, 

As you are aware, the FOIA.CIA.GOV site has been hit earlier in the month by Denial of Service attacks. 

This note is to inform you that the FOIA.CIA.GOV site has been attackedJ last night, Thursday (June 19th), 
around 9:30pm. The attack did take down the site. When you go to the stte the only thing that you see is a page of unrecognizable 
text. The site is completely unavailable. 

e are working with I I our current hosting company, 
to restore the site to a previous version. So far. we have attempted to restore the server to two different snapshots from June, with 
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complete restarts of the server each time. Neither attempt was successful. Our next steps are to move farther back in time to May 
to see if we can restore to that point in time. The issue has been raisedJ J 

Please let or I know if you need further information. L__ ____ ____J 

Thank you. 

IPMS~ l___, 
~L_ ___ , lCREST) & FOIA Electronic Reading Room (ERR) 

I I 
==================================~=================== 
Classification: UNCLASSIFIED 

=====~;========:~======================~============ 

Classification; UPIQI!!I:EiBIFIEBI/f"OUO 
======================·======================~======== 

====================:=;=~============~;=:============ 

Classification: tJI~eLA~~IP'II!!OJI P'OUO 
================c===================================== 
Classification: 'iQ:Rl!i'f,'/Ue'(jle:Mf 

====================================================== 
Classification: 5 FGtililil'ili';';'UeFe~~ 
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From: I I 
Sent: Thursday, July 17, 2014 8:54 AM 
To: 
Cc: 
Subject: RE: Justification for FOIA external change today 
Signed By: 

Tracking: Recipient 

Classification: Ulf€rASSIFIBB/;'F8@8 

Read 

Read: 7/17/2014 9:11AM 

Read: 7/17/2014 8:57AM 

Read: 7/17/2014 8:59AM 

Read: 7/17/2014 8:54AM 

Read: 7/17/2014 8:54AM 

Read: 7/17/2014 8:54AM 

Read: 7/17/2014 8:56AM 

Read: 7/17/2014 9:36AM 

Read: 7/17/2014 9:40AM 

~===========================~==========~~==;========== 

Regarding the attacks on the FOIA.CIA.GOV site, I have been in contact iL_ _ _ ___,Iror each of the attacks and previously 

provided the necessary logs. 

The attacks occurred on 6/1 and 6/5 and I ~orwarded you the logs on 6/9 and I provided additional 
information on 6/6. L----_____j 

In addition, we informed you of a I I attack on 6/20, however, as I noted in my emailsl ~ur web 
developer informed us at a later time that it was not an attack but error in the code that caused the outage. I was 
informed! I that since it was error in the code and not an attack, I did not have to provide the necessary logs. 

Please let me know if you need additional information. 

Thank you 
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. - - . -- . -
From: c__ ____ ___J 

Sent: Thursday, July 17, 2014 8:07AM 
To: l I 
Cc: l 
7-~~~~~-~~---~------~ 

Subject: RE: Justification for FOIA external change today 

Classification: 'SU€f:r.ilt8SIPIB8;'/PeMe 
=~~============================================~====== 

Since the FOIA site is external and outsidec=Jresponsibility we do not have any control of that information. The 
person you should speak with is I I who manages the FOIA site and is CC'd on this request. 

Thanks, 

CJ 

,.......:.=--=.____:_:::..._:.-=-=:..; . . . ---------- - ------ -------------
From: 

L__----,---=---c-----=,---J 
Sent: Thursday, July 17, 2014 7:51AM 
To: l I 
ec: l I 
Subject: RE: Justification for FOIA external change today 

Classification : U!fEb*S!HPIB8/;'Pe.:Je 
=================================================;==== 

D 
Can you provide Clc::::}.lith the web server logs for us to investigate the attack and also any other evidence that 
was gathered? 

Thanks, 

From:_L-~--:------=-~ 
Sent: Wedngsda\'..__Julv_16. 2014 10:27 AM 

~:~Ject ~u~fica~on tor ~IA external change today 

Classification: TINCT D""Ii!II!lii,'/P9H9 
===~================================================== 
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Classification: rwcr l\SSH'I1!181';'FB8e 
==--==;==========-==========~====~==============~===== 

For a few weeks now the FOIA site has been getting attacked, and in one event the site became unavailable for a period 
of time. From that moment, we have worked toward getting them protected I iso we can better monitor 
and thwart attacks. This has been a coordinated effort between I I FOIA,LJ and with I I group to schedule 

. the change. The change will be made on the I I portal and does not involve ANY internal systems and will have NO 
impact to internal systems at all. We are trying to follow the process that has been set up, but now an internal issue is 
holding up a change to an external entity and protection for a site that needs to be protected right away. 

Thanks for your consideration. 

CIO/APPS~ 
L 
I 

====================================================== 
Classification: WU9FsA88IFIB~/;'Pe~e 

=================================;==================== 
Classification: rrncLJHHHFI'88//F8f:Je 

Classification: l!JNGf5lz88IFIB6//Feee 

=========~======~==========:=====e=~================== 

Classification: $9fit!ll.~.r.eeiFIBB//P8ee 

=======~===========~=;=;=·-~-=~=~===~================= 
Classification: rwcrpggrprpn//EQUQ 
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From: Michele L Meeks 
Sent: Monday, June 23, 2014 4:05 PM 
To: 
Cc: 
Subject: 
Signed By: 

Classification : -e~eREi~ 

-=== ===-~- ~==~-- ==~=-~-----------=--=----== 

Thank youO 

-MM 

From: 
!=-:-:------::------co~ 

Sent: Friday, June 20, 2014 11:59 AM 
To: Michele L. Meeks j L 
Cc~h~~~~~~--~--~·~ I 
Subject: FW: ~) Successful Attack Against Public FOIA Website 

I 

Importance: High 

Classification: ~ 

Hi Michele & D 
In caseO andCJhave not passed this along, we wanted to forward. Until_the website is restored, there will be 
no requests coming through the eFOIA request form. In chatting with OPA earlier this afternoon, they've reported a few 
phone calls from members of the public who were upset that they could not submit FOIA requests. OPA is reminding all 
callers that they can do snail mail or fax as well for requests. 

Thanks, 

CIO/IMS/RMTGL.._ __ ....J 

Deputy Branch Chief 
Project Manager, CADRE, STAIRS 
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Classification:.SECRB!" 

=---------=--= ------===---------==-=-=;=============== 

~oug, The CIA's public FOIA website has been successfully hacked, and the 
damage to the database is unknown. 1 received the note below from the deputy branch chief 
who brought this to my attention. 

(b)(3) 

~g~~~~ 

(b)(1) 
(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

~//14F}""Starting June 6, 2014, the FOIA Electronic Reading Room team was notified of several denial of 
service attacks on the public· facing reading room website. These incidents did not result in the website being 
unavailable, and each one was reported to botlt==}nd IMS management. As a result of the attacks, a 
decision was made to apply several security patches to the website to e; sure that we would not be vulncrab;e to 
future attacks. Unfortunate! , a new attack was launchedJ . . I 

This occurred on June 19 We 
Ly-eT"I-cv_e_a-,-,t__,t~a---:t"t-nn_e_,t -ta-=-t_.,t -e-s~,t,-e_w_a_s--.--.,.,--t w-..-:It.ra l ~ttack . Currently, the FOIA ERR website is (b)(1) 
completely unavailable. (b)(3) 

~; N:FjSo far, we have attempted to restore the server to two different snapshots from June, with complete 
restarts of the server each time. Neither attempt was successful. Our next steps are to move farther back in 
time to May to see if we can restore to that point in time. We have been elevated to O support with our 
server hosting company. At this time, we do not have an ETA on when the site will be restored. 

--{:S#NFTOPA and'-----'~1avc been notified regarding this outage. 

~Background: CIO/IMS/RTMG~ I runs the FOIA Electronic Reading Room on behalf of 
CIO/IMS/IRRG. The website is managed separately from the CIA. •ov website, which is mana ed b 
OPA. The FOIA ERR 

(b)(3) 

(b)(3) 

(b)(3) 

,---------------------(b)(1) 

EUH,AciU6' We are continuing to work the problem. I lwill nrovidr updates as more information 
becomes available. If you have questions, you can reach her atLI -----'· 

I I 
Chief, Information Review and Release Group 

I !<secure) 
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IRRG: Mission Critical Information Review 

==============================;:;;==================== 
Classification: B~e~~y 

====================~==============================-== 

Classification: ~~eR~~ 

==========;=========================================== 
Classification: SEC~~~ 
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From: 
Sent: 
To: 
Cc: 

bo:av ~·:: T4 353 PM o · o e; I ~oseph W. Lambert;L__ _____ __j 

Subject: RE:~uccessful Attack Against Public FOIA Website 
Signed By: 

Thanks 

Classification: ~ 

================;;;================================;;; 

From LI ___ __j 

The site was restored to a snapshot from May 8, 2014. No data has been added to the site since that date, so no further 
updates are needed. However, we did discover this morning that the eFOIA Request Form functi,nality is not working, 
and will not be restored until next week as our developer is on vacation this week. I _and I agreed to put a 
notice on the website in the meantime, and to disable the functionality of the form so requests cannot be made. We 
also notified OPA that the site is back up, but that requests cannot be made electronically. 

'Ti1anlis, 

Deputy Director 
CIO/IMS 
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• 
From 

~~~--==--=~ Sent: Mondav. Ju~e 23, 2014 12:35 PM 
To: l '=--,------~~J 
Cc: Douglas E. Wolfe Joseph W. Lambert; 
Subject: RE:~ Successful Attack Against Public FOIA Website c__ ____ ~ 

L_ ________________________________________ ~=-;=-========= 

How far back did you need to go (i.e ., how current is the information)? What if anything will be done to update the data 
on the site? 

From: 
-~---.-------;:---~~:-:-:--:c 

Sent: Monday, June 2"""3~20""""1,__,_4"""1"""0:'-"5--'--4 =A,_,M ____________ __, 
To: Douglas E. Wolfe~ '-' I 
Subject: FW:~ Successful AttaCk Agamst Pubhc FOIA Website 

~==================~===========-==-=-=--=-~============== 

Chiefs- fyi. 

From:L__~-=---=-' 
Se~y, June 23, 2014 9:49AM 
To:L__j 
Cc: Joseph W. Lambert- I I 
Subject: FW: ~uccesSful Attack Aga1nst Public FOIA Website 
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(U/~Thc site is back up. Please pass on to CIO and 0 /CIOs. Thanks. 

From: 
-'-=-~---=---==-

~1 Mood» ln•r 23, 2o14 7,04 AM 

Cc: [ 
Sub~Je-ct~:~R~E~:~~~~,=~~S~uc-c-es-s'fu'I'Att~a-c~k~A-g~ai-nsct~P~ub~l~ic~F~O~IA~W~eb~s~ire--------~ 

Classification: ~eR£'T 

~~---~--~---- ! ................. . 

I 

The FOIA ERR website is back up . As we are without programming help this week due to our deve loper' s vacat ion, an 
after action report will not be available until next week at the earliest. 

Thanks, 

CIO/IMS/RMTG~'=....,---,--
Deputy Branch Chief 

Project Manager, CADRE, STAIRS 

From: l I 
Sent: Friday, June 20~~..1..L~..8.1!JL_ ____________ -, 

To: Douglas E. Wolfe;L-.-----------------------.J--------------------------~ 
Cc: J Todd D, 
Ebitz; 
Subject:1ii:;ijfij~)uuiOcc:€e~ssJiuiTtAttack Against Public FOIA Website 
Importance: High 
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~Doug, The CIA's public FOIA website has been successfully hacked, and the 
damage to the database is unknown. I received the note below from! !the deputy branch chief 
who brought this to my attention. 

~l.'HP"fStarting June 6, 2014, the FOIA Electronic Reading Room team was notified of several denial of 
service attacks on the public-facing reading ro~m weJsite. These incidents did not result in the website being 
unavailable, and each one was reported to both and IMS management. As a result of the attacks, a 
decision was made to apply several security patches to the website to ensure that we would not be vulnerable to 
future attacks. Unfortunate! , a new attack was launched, I I 

fhis occurred on June 19 1 I We 
c 1cvc at t at t1me t at t e Site was It Wit a ~ttack. Currently, the FOIA ERR website is 

completely unavailable. 

~So far, we have attempted to restore the server to two different snapshots from June, with complete 
restarts of the server each time. Neither attempt was successful. Our next steps are to move farther back in 
time to May to sec if we can restore to that point in time. We have been elevated tq fupport with our 
server hosting company. At this time, we do not have an ETA on when the site will be restored . 

.4£.'1'if'10PA anc==}ave been notified regarding this outage. 

~Background: CIO/IMS/RTMG1 !runs the FOIA Electronic Reading Room on behalf of 
CIO/IMS/IRRG. The website is managed se arate from the CIA. ov website which is mana >ed b 
OP A. The FOIA ERR website 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(1) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

r----------------------~ (b)(1) 

(U~We are continuing to work the problem.ll~e updates as more information 
becomes available. If you have questions, you can re~L______j 

Chief, Infonnation Review and Release Group 
I !<secure) 

\·~ 
IRRG: Mission Critical Information Review 

-~============~=======~==============~===========:==;; 

classification: ~ 

=======;====~;;;==;~;================================= 

Classification: ..-.:I!lE!ttEr 

=========================-~=========~================= 

Classification: ~ 
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=====================~================================ 

Classification: -sseR£1_. 

======~==============~======================:========= 

==========~============~====;===========;===;========= 

Classification: ~ 

==========;===========================~=============== 

Classification: 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Signed By: 

Thank~L---_J 

-Tlianfis, 

Deputy Director 
CIO/IMS 

CJ 

• 

Approved for Release: 2017/03/08 C06228931 -

June 23 ~014 12:~3 PM 

Successful Attack Against Public FOIA Website 

Classification : .,SFCRBr 

L-------------------------------~=================== 
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The site was restored to a snapshot from May 8, 2014. No data has been added to the site since that date, so no further 
updates are needed. However, we did discover this morning that the eFOIA Request Form functionality is not working, 
and will not be restored until next week as our developer is on vacation this week. I land I agreed to put a 
notice on the webs ite in the meantime, and to disable the functionality of the form so requests cannot be made. We 
also notified OPA that the site is back up, but that requests cannot be made electronically. 

Thanks, 

I 
-------------·-----------.......... ............. -

I 1.--------, 
CIO/IMS/RMTGAL_~---' 
Deputy Branch Chief 
Project Manager, CADRE, STAIRS 

From:l I 
Sent: Monday June 23, 2014 12:38 PM 

To: l ;;} 
Subject: FW: Successful Attack Against Public FOIA Website 

Classification: 

·nianks, 

Deputy Director 
CIO/IMS 

CJ 

• 
From: 

!..-:---:-:o-::-.----------;;;..-: ...... -.-J Se9t: Monday. June 23, 2014 12:35 PM 
Tot I 
Cc: Douglas E. Wolfe· Joseph W. Lambert; 
Subject: RE: Successful Attack Against Public FOIA Website L_ _____ _j 
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Approved for Release: 2017/03/08 C06228931 

L_--------------------------------~=================== 

How far back did you need to go (i.e., how current is the information)? What if anything will be done to update the data 
on the site? 

Classification:~ 

Chiefs- fyi. 

D 
From ~':--c:---:---:------::! Sel:: Mo:dJ, June 23, 2014 9:49 AM 
To: 
Cc: osep . Lambert;! I 

============== 

Subject: PN: .!.SJWr;.r5uccessful Attack Agamst Public FOIA Website 

Classification:~ 

(U~he site is back up. Please pass on to CIO and D/CIOs. Thanks. 

From:~ j . Sent:ondav June 23, 2014 7:04AM 

To• l ~ Cc: [ 
SubJect: RE: uccessful Attack Against Public FOIA Website 
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I 

Approved for Release: 2017/03/08 C06228931 

The FOIA ERR website is back up. As we are without programming help this week due to our developer's vacation, an 
after action report will not be available until next week at the earliest. 

Thanks, 

-.. ---------- ...... -------- -------- ----

CIO/IMS/RMTG._J ----' 
Deputy Branch Chief 
Project Manager, CADRE, STAIRS 

ck Against Public FOIA Website 

Classification: ~ii@ft£!-

-----==-====~=---=-==-=-=======--=======:=;:;========= 

~i';NF) lroug The CIA's public FOIA website has been successfully hacked, and the 
damage to the database is unknown. I received the note below from I ~he deputy branch chief 
who brought this to my attention . 

(b)(1) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 
(b)(3) 

(b)(1) 
(b)(3) 

(b)(3) 
(b)(3) 

.J.S(Il>fftStarting June 6, 2014, the FOIA Electronic Reading Room team was notitied of several denial of (b)(1) 
service attacks on the public-facing reading ro~~ we~ite. These incidents did not result in the website being(b)(3' 
unavailable, and each one was reported to bot nd [MS management. As a result of the attacks, a ·(b)(3) 

future attacks. Unfortunately, a new attack was launched, I . . I 
decision was made to apply several security pate es to the website to e~sure that we would not be vulnerabl~ to 

I I This occurred on June 19 We 
believe at that time that the site was hit with a attack. Currently, the FOIA ERR website is 
completely unavailable. 

~o far, we have attempted to restore the server to two different snapshots from June, with complete 
restarts of the server each time. Neither attempt was successful. Our next steps are to move farther back in 
time to May to see if we can restore to that point in time. We have been elevated tq ~upport with our 
server hosting company. At this time, we do not have an ETA on when the site will be restored. 
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Approved for Release: 2017/03/08 C06228931 

~OPA and 0 1ave been notified regarding this outage. (b)(3) 

~Background: CIOIIMS/RTMGj I runs the FOIA Electronic Reading Room o~ behalf of 
CIO/IMS/IRRG. The website is mana, Le---.-d_s_e_a_r_at~el from the CIA. ov website which is mana ed b 

(b)(3) 

OPA. The fOIA ERR websit 

r---_ _ ____________ _____ __j (b)(1) 

I I 
Ch1cf, Information Review and Release Group 
I !(secure) 

!· ···~ 
IRRG: Mission Criticallnfonnation Review 

=======================================~============== 

Classification: .dOBe!REr 

===========================;==;===;=========;========= 

====================================================== 
Classification: !~C~~T 

~===========~=~==================~~=~================= 

Classification: ~QR!r-

==============;======================================= 
Classification: ~Q~8~ 

============================-~=~====================== 

Classification: ~ 

===============~·======~============================== 

Classification: ~ 

:;====:===~=========~===============~==============~~= 

Classification: •se:Ker=-
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Approved for Release: 2017/03/08 C06228932 

From: 

Sent: 
To: 
Cc: 

Subject: 
Signed By: 

I I 
Monday, June 23, 2014 12:45 PM 

I I 
Douglas E. Wolfe;l !Joseph W. Lambert; ! 
RE~uccessful Attack Against Public FOIA Website '--------___J 

I I 

From ~'---------' 
The site was restored to a snapshot from May 8, 2014. No data has been added to the site since that date, so no further 
updates are needed. However, we did discover this morning that the eFOIA Request Form functionality is not working, 
and will not be restored until next week as our developer is on vacat ion this week. I land I agreed to put a 
notice on the website in the meantime, and to disable the functionality of the form so requests cannot be made. We 
also notified OPA that the site is back up, but that requests cannot be made electronically. 

'Tiia11ks. 

Deputy Director 
CIO/IMS 

• 

Approved for Release: 2017/03/08 C06228932 
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Approved for Release: 2017/03/08 C06228932 

How far back did you need to go (i.e., how current is the information)? What if anything will be done to update the data 
on the site? 

From,___ ______ ___, 
Sent: Monday, June 2rc3,_,2,_,0=14__,___,_10"""':-"-54"-'A'-"M_,__ _____ ---, 
To: Douglas E. Wolfe;! !./. I 
Subject: FW~ Successful Attack Aga1nst Pubhc FOIA Website 

Classification:_.SECIH!I'f-

Chiefs- fyi . 

From: 
.l:----,------;------: 

Sent: Monday, June 23, 2014 9:49AM 
To:l I 
Cc: Joseph W. Lambert; '----::-:-:-...,---::---:-
Subject: FW: {~Successful Attack Against Public FOIA Website 

Classification: ~~eRE! 

I L.....___- • _ ___cl ================= 

(U//~hc site is back up. Please pass on to CIO and D/CIOs. Thanks. 

~:~:~onday, June 23, ~014 7:04AM 

To:l I 
Cc:L. -------~~--------------~--~--~----------~ 
Subject: RE: (SHHf!'TSuccessfuf Attack Against Public FOIA Website 

Classification: £.ie!RtH 

2 
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Approved for Release: 2017/03/08 C06228932 

=========::::.;:::;:: 

The FOIA ERR website is back up. As we are without programming help this week due to our developer's vacation, an 
after action report will not be available until next week at the earliest. 

------------.......... _______ --------------

CIO/IMS/RMTGJL__ _ ___J 

Deputy Branch Chief 
Project Manager, CADRE, STAIRS 

=======================~===~===========~============== 

-f6h1U')1Joug, l hhe CIA's public FOIA website has been successfully hacked, and the 
damage to the c,.da__,t-ab.-a,...,s-.,-e-ts ___ u_n-.kri---,o.,--w_n_. -if received the note below from I ~he deputy branch chief 
who brought this to my attention. 

~tarting June 6, 2014, the FOIA Electronic Reading Room team was notified of several denial of 

(b)(1) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 
(b)(3) 

(b)(1) 
(b)(3) 

(b)(3) 
(b)(3) 

service attacks on the public-facing reading room website. These incidents did not result in the website being (b)(1) 
unavailable, and each one was reported to bothCJand IMS management. As a result of the attacks, a (b)(2(b)(3) 
decision was made to apply several security patches to the website to ensure that we would not be vulnerable to 
future attacks. Unfortunate! a new attack was launched, 

Ly--~--~~------------------------~~ 

believe at that time that the site was hit with a Currently, the FOIA ERR website is 
completely unavailable. L..._ _____ __, 

~ ':~Jfi'TSo far, we have attempted to restore the server to two different snapshots from June, with complete 
restarts of the server each time. Neither attempt was successful. Our next steps are to move farther back in 
time to May to sec if we can restore to that point in time. We have been elevated tdlsupport with our 
server hosting company. At this time, we do not have anETA on when the site wilhiercs"iored. 
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.f . Approved for Release: 2017/03/08 C06228932 

-t-B;mF)l)PA andD have been notified regarding this outage. 

-t6/MF) Background: CIO/IMS/RTMGIL ___ _jlruns the FOIA Electronic Reading Room on behalf of 
CIO/IMS/IRRG. The website is mana •ed se aratcl from the CIA. rov website which is mana cd b 

PA. 1be FOIA ERR website 

(b)(3) 

(b)(3) 

,---------------------___j (b)(1) 

(U~ We are continuing to work the problem. I ~ill oroviqc updates as more information 
becomes available. If you have questions, you can reach her at'l I t._ _ _ _ 

IRRG: Mission Critical Information Review 

============~=============~=========================== 

Classification: ~CP~~ 

. ====================================================== 
Classification: SEGR8~ 

==~===;===================;=========================== 

Classification: ~eR~ 

====================================================== 
Classification: ~QR!T 

========;============================================= 

===============:===================================;~~ 

Classification: ..SH!R£1-
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From: 
Sent: 
To: 
Subject: 
Signed By: 

L-----------------------------------~================== 

·Tfianks. 

Deputy Director 
CIO/IMS 

CJ 

• 
From:l I 
Sent: Monday, June 23, 2014 12:35 PM 
To: l I 
Cc: Douglas E. Wolfe· Joseph W. Lambert 
Subject: RE: ~Successful Attack Against Public FOIA Website c__ _ ____ __, 

Classification: SECRET 

D 
How far back did you need to go (i.e., how current is the information)? What if anything will be done to update the data 
on the site? 

Approved for Release: 2017/03/08 C06228933 
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From:':-:-----:-------=-----=-=-----::-=--:-:---:-::' 
Sent: Monday, June 2.~"-'3..__,2=0=14--'--"-'10,._,_:5"'-4-'--'A'-"-M--'---------------, 
To: Douglas E. Wolfe;J ._. I 
Subject: FW: ~Successful Attack Against Public FOIA Website 

Chiefs- fyi . 

From~ I 
Se1;= Mo:dJ, June 23, 2014 9:49AM 
To: 

============== 

Cc: osep . Lambert; ! I 
Subject: FW: ~itlf~uccessful Attack Against Public FOIA Website. 

_________________ l ............ . 
(U/~The site is back up. Please pass on to CIO and 0/CIOs. Thanks. 

Successful Attack Against Public FOIA Website 

The FOIA ERR website is back up. As we are without programming help this week due to our developer's vacation, an 
after action report will not be available until next week at the earliest. 
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CIO/IMS/RMTG'=/ ---,----,---' 
Deputy Branch Chief 

Approved for Release: 2017/03/08 C06228933 

Project Manager, CADRE, STAIRS 

From: 
.... -.-----=---==-Sent: Friday, June 20,,,..,2=><-A......__.,...._,_,-"'---"'"'-'---------~ 

To: Douglas E. Wolfe; '.-r------------__1.----- -----------, 
Cc: Jose h W. Lambert Todd D. 
Ebitz;'---- - -=----_J 
Subject: ~Successful Attack Against Public FOIA Website 
Importance: High 

Classification: ~ 

~~l·======-------··=·=== 
~oug.__ ______ __J The CIA's public FOIA website has been successfully hacked, and the 
damage to the database is unknown. I received the note below from the deputy branch chief 
who brought this to my attention. 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(3) 

~~~g~ 

(b )(1) 
(b)(3) 

(b)(3) 
(b)(3) 

~Starting June 6, 2014, the FOIA Electronic Reading Room team was notified of several denial of 
service attacks on the public-facing reading room website. These incidents did not result in the website being 
unavailable, and each one was reported to bot~nd lMS management. As a result of the attacks, a (b)(3) 
decision was made to apply several security patches to thJ website to 7ure that we would not be v~n~able to 
future attacks Unfortunatelv a new attack ras launched, I (b)(1) 
I rbis occurred r June 19 I We (b)(3) 
believe at that time that the site was hit with a attack. Currently, the FOIA ERR website ts 
completely unavailable. 

~So far, we have attempted to restore the server to two different snapshots from June, with complete 
restarts of the server each time. Neither attempt was successful. Our next steps are~c farther back in 
time to May to see if we can restore to that point in time. We have been elevated to[____j;upport with our 
server hosting company. At this time, we do not have an ETA on when the site will be restored. 

~OPA andD havc been notified regarding this outage. 

.f.S ''tlF"J13ackground: CIO/IMS/RTMG1 J runs the FOIA Electronic Reading Room on behalf of 
CIOIIMS/IRRG. The website is mana ed se aratel from the CIA. 
OPA. The FOIA ERR websit 
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• 

(Uih'dtJCJj We are continuing to work the problem.lfr ill orovidc updates as more infom1ation 
becomes available. If you have questions, you can re~ I 

IRRG: Mission Critical Information Review 

=============-~=-=======-=-~-====================~==~= 

Classification:~ 

===~============;;==================================== 

Classification: ~gR£r 

=======;=;=====================~============;;~======= 

Classification: SE@~~T 

=======;============================================== 
Classification: ~ 

======================================;========:====== 
Classification: ~ 

~==~===========================;================~===== 

Classification:~ 
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Approved for Release: 2017/03/08 C06228934 

From: 
Sent: 
To: 
Subject: 
Signed By: 

Classification: ~ 

---===-~ ========~===================================== 

Thanks for the good news update Jennifer! 

Classification: 

=;;:====;:;;: 

The FOIA ERR website is back up. As we are without programming help this week due to our developer's vacation, an 
after action report will not be available until next week at the earliest. 

Thanks, 

I I ..---------. 
Cl 0 /I M 5/RMT~c__---,.------' 
Deputy Branch Chief 

Project Manager, CADRE, STAIRS 

Fromf I 
Sent: fnday, June 20t'-=20=-=1'-'-4-=1=1::....:.4=-3 '-'AM:....:__ ______ --, 
To: Douglas E. WolfejL--.---__________ _r-------------1 
Cc: Joseph W. Lambert1 I; Todd D. 
Ebitz;L_I _ ____ ____J 
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Subject~uccessful Attack Against Public FOIA Website 
Importance: High 

===;;;:;:=::::::::== 

~Doug The CIA's public FOIA website bas been succcsvully hacked, and the 
damage to the database is unknown. I received the note below fro~the deputy branch chief 
who brought this to my attention. _ 

~tarting June 6, 2014, the FOIA Electronic Reading Room team was notified of several denial of 
service attacks on the public-facing reading room website. These incidents did not result in the website being 
unavailable, and each one was reported to bot~and IMS management. As a result of the attacks, a 
decision was made to apply several security palcncs-fo the website to ensure that we would not be vulnerable to 
future attacks. Unfortunate) a new attack was launched, 1 ----.~--.-~-----------~ 

Thi " 

J.S''NF~o far, we have attempted to restore the server to two different snapshots trom June, with complete 
restarts of the server each time. Neither attempt was successful. Our next steps are to move farther back in 
time to May to see if we can restore to that point in time. We have been elevated H~ ~upport with our 
server hosting company. At this time, we do not have an ETA on when the site will be restored. 

~h1tf"J OP A an{~avc been notified regarding this outage. 

~Background : CIO/IMS/RTMGJ lmns the FOIA Electronic Reading Room on behalf of 
CIO/IMS/IRRG. The website is managed separately from the CIA.gov website, which is mana ed b 

'1 F A ERR website 

(b)(1) 
(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(1) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

,--------------------------
1(b)(1) 

· (U~We arc continuing to w?rk the problem. I. lrn provi~e updates as more information 
becomes available. If you have questions, you can reach her at 

Chic[ Infonnation Review and Release Group 
I lcsecure) 

~· 
~'~ . 

IRRG: Mission Critical Information Review 
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/' 

From: 
Sent: 
To: 
Cc: 

Subject; 
Signed By; 

Importance: 

Approved for Release: 2017/03/08 C06228935 

Friday, June 20, 20rl=---4'--'1=-=1"--:4=3_,_A_,_,_M'-'-------------, 
Douglas E. Wolfel 
Joseph W. LambeLrt-,; I _ _ __________ _J.._ _______ ---, 

I ITodd D. Ebit~ I 
Successful Attack Against Public FOIA Website 

High 

Classification:~ 

The CIA's public FOIA website has been successfully hacked, and the 
I received the note below from the deputy branch chief 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(1) 
(b)(3) 

(b)(3) 
(b)(3) 

~Starting June 6, 2014, the FOIA Electronic Reading Room team was notified of several denial of 
service attacks on the public-facing reading room website. These incidents did not result in the website being 
unavailable, and each one was reported to bothOand IMS management. As a result of the attacks, a (b)(3) 
decision was made to apply several security patches to th."f--l"~'ilJ.ll.ILI.l.LJO<.l.l>l.l.l.I.J;'--ll.l-'1..1...-'i:Y.l<__l'IC!..I..I.U.I.LU.l..!..L__j,LI<...ju.u.JW<J.W.LI.l<..J.lu__ 
future attacks. Unfortunately, a new attack was launched, 

I I This occuJTe.':r-::~=-=-rrn------------...,..=--

believe at that time that the site was hit with al 
completely unavailable. '------ -

~ So far, we have attempted to restore the server to two different snapshots from June, with complete 
restarts of the server each time. Neither attempt was successful. Our next steps are to move farther back in 
time to May to sec if we can restore to that point in time. We have been elevated tol ~upport with our 
server hosting company. At this time, we do not have an ETA on when the site will be restored. 

~ OPA anD have been notified regarding this outage. 

~Background: CIO/IMS/RTMG~ I runs the FOIA Electronic Reading Room on behalf of 
CIOIIMSIIRRG. The website is managed separately from the CIA.gov website, which is mana ed b 
OPA. The FOIA ERR website 

(b)(1) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

,-------------------------(b)(1) 

(U~e arc continuing to work the problem. I Jwm nmvidf updates as more information 
becomes available. If you have questions, you can reach her at'l . 

L.__ __ _j 
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IRRG: Mission Critical Information Review 

=~=======~=========~~~~===============~=====:========= 

Classification: ~ 
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From: 
Sent 
To: 
Subject: 

Approved for Release: 2017/03/08 C06228936 

~ 23, 2014 8:45AM 

LJRe:up9rade 

CLASSIFICATION: UNCLASSIFIED 

I just wanted to check if you were good with the web site. I was also able to complete the upgrade to the newest 

versio~ I 

Thank vou 

On Jun 13, 2014, at 3:39 PM wrote: 

How did the upgrade go? 

Approved for Release: 2017/03/08 C06228936 
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Approved for Release: 2017/03/08 C06228937 

From: I I 
Sent 
To: 

Monday, June 23, 2014 8:02AM 

I 
Subject: !Logs 
Signed By: I 

Classification: UNCLASSIFIED 
===========-====================================~===== 

Could you please pull copies of the logs from the attack c___ ___ _J They have been requested bCJ Thank you. 

I hope you enjoyed your vacation. 

IMS/RMTGJ 
PM [ \cREST) & FOIA Electronic Reading Room (ERR) 

~~~---------'-"-'-~\ 

~=======~==~====================~===================== 

Classification: UNCLASSIFI·ED 
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From: 
Sent 
To: 
Subject: 

Approved for Release: 2017/03/08 C06228938 

CLASSIFICATION: UNCLASSIFIED 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

Well I think we are all good now. The site has been updated tQ he newest version and seems to be working (b)(3) 
fine now. 

Thank you 
I ~~ 

Approved for Release: 2017/03/08 C06228938 
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From: 
Sent 
To: 
Subject: 

Approved for Release: 2017/03/08 C06228939 

Re: HAVE A GOOD WEEKEND IT IS ALL WORKING!!!!!!! 

CLASSIFICATION: UNCLASSIFIED 

turns out that in O when one fixs a problem another appears 30 minutes after the fact. Sorry! 's still 
down. .__ _ _, 

D 
On Fri, Jun 20,2014 at 8:49PM, wrote: 
Hello ITS UP and works! ! ! ! 

It was a missinQn front oQ l justc=J 

have good weekend 
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-~- -------- -- --- --- - . . -- -
0 !his lilflllgf Willf~ lrib Higfl itap0113nce. 
a thHe Iff p1obiftl! ~ 1101 tis erssagt is~ diet h!! to mw tin 1web broW!tt. 

from: 

To: 

Cc 

CLASSIFICATION: UNCLASSIFIED 

~pl OTHER: Restore serve~ 

Hello, 

This ticket Is being marked as complete and is belng closed. If you would Hke to sUbmit additional comments or re-open 
this ticket for any reason, please do so through the customer portal. Your feedback is Important to us, please take a 
moment to complete our brief customer satisfaction survey, j I 
Thank you for your continued business. 

Approved for Release: 2017/03/08 C06228940 

Strt frif{Al~H!Oi\1 (b )(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) . 

(b)(3) 
(b)(3) 



C06228940 

~ --

TICket 
Queue Eng.Database 

Assigne 
dUser 

Direct TICket Enlly 

Approved for Release: 2017/03/08 C06228940 

categor ManagedServer - General 
y 

- . - -- ~ - - -- -- ~ - ---- - ~-

Ticket Time 

TICket Creation 2014-06-14 00:27:27 

Created By I 
TICket Life Age 6 days, 20 hours, 32 mlnutes, 21 seconds 
---- - - --- - . --

Ticket Resolution 

TICket Resolved On 2014-06-20 20:59:48 

Resolved By I 

Resolution • Resolved 

Cause CUstomer Change 
- . - -- ~- ------. -- -

Ticket Custom Fields 

Requestor I 
Phone Number I 

Service Level -
eTag -
EnvType Compliant 

TAM -
DataCenter All 

iAef -
TCD -
SvcNum -

ChangaStatus • Not A Managed Change 

Approved for Release: 2017/03/08 C06228940 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 



C06228940 
Approved for Release: 2017/03/08 C06228940 

.. 

Ticket Custom F1elds 

External Ticket 

Manufacturer 

Approved for Release: 2017/03/08 C06228940 



C06228941 
Approved for Release: 2017/03/08 C06228941 

From: 
Sent: 
Subject 

Importance: High 

CLASSIFICATION: UNCLASSIFIED 

T1cket Propert1es 

Description OTHER: Restore serve( I 

Ticket Note [tbiechlinO] Sorry I read an old message. For get that last comment. 

Organization ciafoia 

Ticket 10 539275 

TICket Status Open(O] 

TICket Severity Sev2/Major 

Ticket Queue 

Assigled User 

Ticket Source • Direct TICket Entry 

TICket Category ManagedServer - General 
- - -

Ticket Time 

TICket Creation 2014-06-14 00:27:27 

Created By 

Last Modified 2014-06-2018:11:34 

Modified By 

1 

Approved for Release: 2017/03/08 C06228941 

I 

- - -·- - - - . 

I 

I 

- -

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

I b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 



C06228941 

- ·· 

T1ckel Time 

Tme Since Last Modified 

Current llcket Age 
- - - - - - - -- -- -

Ticket Custom F1elds 

Requestor 

Phone Number 

SefVIce Level 

eTag 

EnvType 

TAM 

DataCenter 

IRef 

TCD 

SvcNum 

ChangeStatus 

External TICket 

Manufacturer 

Approved for Release: 2017/03/08 C06228941 

None 

6 days, 17 hours, 44 minutes, 7 seconds 
- · . - --- .. 

I 
I 

-

-
Compliant 

-

All 

-

-

-

• Not A Managed Change 

-
-

-2 

Approved for Release: 2017/03/08 C06228941 

~ ---- . - - . 

(b)(3) 

(b)(3) 



C06228942 

From: 
Sent 
Subject 

Importance: 

Approved for Release: 2017/03/08 C06228942 

Friday, June 20, 2014 6:10 PM 
I [riclcet [TID: 539275) Updated I Status: Sev 2 I Major 1 Open I Organization: 

ciafoia I OTHER: Restore Serve~ I 

High 

CLASSIFICATION: UNCLASSIFIED 

Ticket Propert ies 

Description OTHER: ~o~se~ I 

TICket Note [tbiec:h!in 0) 
Back updo you mean web files oe==J 

Organization cialoia 

TICkatiD 539275 

TICket Status Open(O) 

TICket Severity Sev2/Major 

TICkel Queue 

Assigned User l 
TICket Sooo:e • Direct TICket Entry 

Ticket Category ManagedSetver - General 
- - - - - - - -- - - - - --- - - - -

Ticket Time 

Ticket Creation 2014--()&14 00:27:27 

Created By l 
Last Modified 2014-{)6-20 18:09:48 

1 

Approved for Release: 2017/03/08 C06228942 

-- -

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 



C06228942 
Approved for Release: 2017/03/08 C06228942 

Ticket Time 

Modified By 

Time Since Last Modified 1 second 

Current TICket Age 6 days, 17 hours, 42 minutes, 22 seconds 
-· . - ·- - -- - .. 

Ticket Custom Fields 

Requestor I 
Phone Number I 
Service Level -
eTag .. 

EnvType Compr181lt 

TAM -
DataCenter All 

I Ref -

TCD -

SvcNum -
ChangeS tat us • Not A Managed Change 

Extemal TICket -
Manufacturer -

2 

Approved for Release: 2017/03/08 C06228942 

I 

- - - -

(b)(3) 

(b)(3) 

(b)(3) 



C06228943 
Approved for Release: 2017/03/08 C06228943 

0 ll'.illllllqt:Bsatdllli~~ 
I thtlt an ~:!mlllb tow !tis l.lt!agtis~dctlw!lolifwil in lllfDtrma 

Ff;:~; 

To: 
(b)(3) 

•c 
- Q K111 ~ 5l921SjUpdlttd I Staus; Sfrl/ M!'IOptn I ~;t Glfcia I OlHfR: lilllillt ~ (b)(3) 

CLASSIFICATION: UNCLASSIFIED 

(b)(3) 

Restore server ciafoiaweb01 

(b)(3) 

TICket 

Approved for Release: 2017/03/08 C06228943 



C06228943 
Approved for Release: 2017/03/08 C06228943 

Ticket Properties 
- ---- -------

(b)(3) 

Approved for Release: 2017/03/08 C06228943 



C06228943 
Approved for Release: 2017/03/08 C06228943 

Ticket Propert1es 

The requested URL "Opalh" was not found on this sarver. 

~ clafola 

TICket 539275 
ID = Open(O) 

Ticket 
Sever! Sev 2/ Major 
ty 

Approved for Release: 2017/03/08 C06228943 

(b)(3) 

(b)(3) 



C06228943 
~pproved for Release: 2017/03/08 C06228943 

last Modified 2014-06-2017:30:46 

Modified 

Time Since Last Modified 59 seconds 

Current TICket Age 6 days, 17 hours, 4 minutes, 18 seconds 
- - - - - -.- --- - - --- -- ·-

Ticket Custom Frelds 

Requestor l 
Phone Number l 
Service Level -
eTag -
EnvType Compliant 

TAM -
DataCenter All 

iRef -
TCO 

SvcNum -
ChangeStatus • Not A Managed Change 

Extemal TICket -
I Manufacturer -

Approved for Release: 2017/03/08 C06228943 

--·-

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 



C06228944 
Approved for Release: 2017/03/08 C06228944 

' . 
" 

From: 
Sent: 
Subject: 

I Frida]-' June 20, 2o14 s:23 PM 
Ticket [TID: 539275] Updated I Status: Sev 2 I Major 1 Open I Organization: 

ciafoia I OTHER: Restore Serve~ I 

Importance: High 

CLASSIFICATION: UNCLASSIFIED 

I am the DBA and I have a few questions: 
you confirm that the Issues are not with the application but actually the database? 

the issue is with the Db, then restoring 1o a point where things are WOJting wtll resolve the Issue 

Ticket Not~L __ __j make a backup of the database on prod. 

Use a full backup from the mirror and restore it to the prod. 

Test the DB and then restart the application. 

if you have any question& let us know. 

1 

Approved for Release: 2017/03/08 C06228944 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 



C06228944 

Ttcket Time 

Ticket Creation 

Created By 

last Modified 

Modified By 

Time Since Last Modified 

Current Ticket Age 
-- --

Ttcket Custom Frelds 

Requestor 

Phone Number 

ServiCe Level 

eTeg 

EnvType 

TAM 

DataCenter 

iAel 

TCD 

SvcN001 

ChangeSiatus 

Elclemal Ticket 

Manufacturer 

Approved for Release: 2017/03/08 C06228944 

2014-06-14 00:27:27 

I 

2014-06-20 17:22:22 

None 

6 days, 16 hours, 54 minutes, 55 seconds 
- ·· . - - --- -- - --

I 

I 
-
-
Compliant 

-

All 

-
-
-

• Not A Managed Change 

-
-

2 

Approved for Release: 2017/03/08 C06228944 

l 

. ---

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 



C06228945 
Approved for Release: 2017/03/08 C06228945 

0 Tllii!Wll;llW IU:Iwotl~---l-
IIIIIR r !IR~itci!!MIIfwll'.i!!!!lMGt il di!;I!Jtl 11c1. lllr!ll 1ft till II$ blmlf, 

~ - I 
Cc 

Sal;rc; · Do.111jllt5ll~~~lbtuts"';;II.Ji:l;~ l ~:~:GIIaJOlleR!ll:r!ll!:!rc==:J 

CLASSIFICATION: UNCLASSIFIED 

Ticket Properties 

in again and stated ...• So the mirror server Is woi1Ung but the main server is not .... we are getting a 
we copy a server aver to the main? 

TteketiD 

• Direct Tdtet 

Approved for Release: 2017/03/08 C06228945 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(~~~~) 

(b)(3) 

(b)(3) 



C06228945 

Ticket Time 

Created By 

Last Modified 

Modified By 

Time Since last Modlfied 

Current TICket Age 

Ticket Custom Fields 

Requestor 

Phone Number 

Service Level 

eTag 

EnvType 

TAM 

DataCenter 

!Ref 

TCD 

SvcNurn 

ChangeStatus 

External TICket 

Manufacturer 

Approved for Release: 2017/03/08 C06228945 

201~20 15:43:17 

None 

6 days, 15 hours, 15 minutes, 50 seconds 
- - - - -

I 
I 

-
-
Compliant 

-
All 

-
-
-
• Not A Managed Change 

-
-

Approved for Release: 2017/03/08 C06228945 

I 

I 

- - - - - - · ~ 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 



C06228946 
Approved for Release: 2017/03/08 C06228946 

OlliD~.,,...oe~-.-,. 

IINn,~wi:IIIColc=~•~clcll:ftfbinrllnawu~:roWr. 

"'""' ,., 
lC 

SotJrct c:}cr r.;l:m!ISi~"'IIIDI: S..! l liter/O!>ml ~OalalaiODO ~l<mlc=J 

CLASSIFICATION: UNCLASSIFIED 

Ttcket Propert tes 

Descrlpllon OTHER: Restont serverl I 

I 
lr~ ........... ~ ~ into this issue and does not see a probleni with doing a restoer back 14 days. She will update the ticket 

r 
the next hour with the l'l80C8IlSlliY information that she will need to exacute this Issue. 

I 

I Organizatlo clafola n 

TICket tO 539275 

TICket 
Open[O) Status 

TICket 
Sev2/Major Severity 

11cket I Queue 

Assigned I User 

TICket • Direc:t TICket Entry 
Source 

TICket ManagedSelver - General category 

Approved for Release: 2017/03/08 C06228946 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(3) 



C06228946 

Ttckc1 Time 

SvcNum 

External Tttket 

Manufacturer 

Approved for Release: 2017/03/08 C06228946 

2014-06-14 00:27:27 

2014-06-20 13:53:42 

Approved for Release: 2017/03/08 C06228946 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 



C06228947 

From: 
Sent 
Subject 

Importance: 

Approved for Release: 2017/03/08 C06228947 

~· June 20, 2014 11:30 AM 
L____jficlcet [nD: 539275] Updated I Status: Sev 2 I Major I Open I Organization: 
ciafoia 1 OTHER: Restore Serve~ I 

High 

CLASSIFICATION: UNCLASSIFIED 

T1cket Properties 

Description OTHER: Restore server! I 

TICket Note [tbiechlinO) from the last dump. 

Organization ciafoia 

TICket ID 539275 

Tlcket Status Open [OJ 

TICket Severity Sev 2/Major 

TICket Queue 

Assigned User -

TICket Source • Direct TICket Entry 

TICket Cat&gOIY ManagedServer - General 
--- - . - . . - - ·- -- - -

Ticket T1me 

TICket Creation 201~14 00:27:27 

Created By I 
last Modified 2014-06-20 , 1 :29:08 

Mocified By I 
1 

Approved for Release: 2017/03/08 C06228947 

-

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 



C06228947 

T1cket Time 

Time Since Last Modified 

Cul1'8flt Ticket Age 
---

Ticket Custom Ftelds 

Requestor 

Phone N~n~ber 

SeiVIce level 

eTag 

EnvType 

TAM 

DataCenter 

!Ref 

TCD 

SvcNum 

ChangeStatus 

External TICket 

Manufacturer 

Approved for Release: 2017/03/08 C06228947 

None 

6 days, 11 hours, 1 minute, 41 seconds 
- ---- - -

I 

I 
-

-
Compliant 

-
All 

-
-

-

• Not A Managed Change 

-

-

2 

Approved for Release: 2017/03/08 C06228947 

- - - - -- -

(b)(3) 

(b)(3) 



C06228948 

From: 
Sent 
Subject 

Importance: 

Approved for Release: 2017/03/08 C06228948 

~ June 20, 2014 11:27 AM · 
L__JTicket [TID: 539275] Updated I Status: Sev 2 I Major I Open I Organization: 
ciafoia 1 OTHER: Restore Server I I 
High 

CLASSIFICATION: UNCLASSIFIED 

Ticket Properties 

Description OTHER: Restore setVe~ I 
TICket Note {tbiechfinO I from the last dump. 

Organization ciafoia 

Ticket ID 539275 

TICket Status Open[OJ 

Ticket Severity Sev2/Major 

Ticket Queue 

Assigned User -

TICket Source • Direct Ticket Entry 

TICket Category ManagedServer • General 
- ------ ---- - . - -- -- - - - --

Ticket T1me 

TICket Creation 2014-06-14 00:27:27 

Created By I 
Last Modified 2014-06-20 11 :26:23 

Modified By I 
1 

Approved for Release: 2017/03/08 C06228948 

- - -

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 



C06228948 
Approved for Release 2017/03/08 C06228948 

Ticket Time 

Time Since Last Modified None 

CU11'911t Tlcke1 Age 6 days, 10 hours, 58 minutes, 56 seconds 
- ---- - ·· -

Ticket Custom Fields 

Requestor l 
Phone Number I 
SeiVice Level -
eTag -

EnvType Compliant 

TAM -

DataCenter All 

iRef -
reo -
SYCNum -
ChangeStatus • Not A Managed Change 

Extamal TICket -

Manufacturer -

2 

Approved for Release: 2017/03/08 C06228948 

- - - - - - -- -- - -- --

(b)(3) 

(b)(3) 



co6228949 

From: 
Sent 
Subject 

Importance: 

J 

Approved tor Release: 20~7/03/0B C0622B949 

[ J 
friday. June 20, 2014 11:26 AM c::::l"cket [OD' 5392751 Updated I Statu~ SeV 2 I Majo< I Open I O<ganizatio"' 

ciafoia I OTHER: Restore Server[ ] 

High 

CLASSIFICATION: UNCLASSIFIED 

Ticket Properties 

Description 
I 
OTHER: Restore serve~ l 

Tlcket Note (tbiechlinO) 

wtlat if I dld a complete restore of lheD 0 -~ lhal"""" 

Organization clafola 

TICket tO 539275 

TICket Status Open (OJ 

TICkat SeYerity Sev2/Major 

TICket Queue 

Assigned User -
~etSoun:e • Direct Ticket Entry 

I TICk_ et Category tManagedServer- General 
-- -- - . ·- - - --

Ticket Tim 

1201~14 00:27:27 

8-tedBy 

Approved f R or elease: 2017/03/08 C06228949 

-

-

: 

-

(b)(3) 

(b)(3) 

(b){3) 
(b)(3) 

(b)(3) 

(b) 

I 

J 



Ticket Ttme 

Modified By 

Trne Since Last Modified 

Cummt TICket Age 
- - - -

Ticket Custom F.elds 

Requestor 

Phone Number 

Service Level 

eTag 

EnvType 

TAM 

DataCenter 

I Ref 

TCO 

SvcN~m 

ChanQIIStatus 

External Ticket 

Manufacturer 

Approved for Release: 2017/03/08 C06228949 

None 

6 days, 10 hours, 58 minutes, 9 seconds 
- -- --

I 
I 

-

Compliant 

-
All 

-
-
-
• Not A. Managed Change 

-
-

2 

Approved for Release: 2017/03/08 C06228949 

--- - -

(b)(3) 

(b)(3) 

(b)(3) 



-

iXBt Note ligoodaJ 

lca! ID 

1 

(b)(3) 

(b)(3) 

fiJflj 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 
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2 

!r Release: 2017103!08 C06228950 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 



C06228951 
Approved for Release: 2017/03/08 C06228951 

From: 
Sent: 
To: 

Fnday, June 20, 2014 6:44AM 

I I 
Subject FOIA web site is down 

Hell~ 
c__ __ _, 

After working on the FOIA website from 9:30pm til 6:30am the update was unsuccessful. The site is 
unresponsive to an ofm database backups and I !efforts. I was on the phone through the night with 
an engineer W c even restored all of the servers from J unc 12, 2014 to make sure it was a clean 
restore of the web site. and I are working to get ack. Restoring all the servers should have 
tixed the problem. I have never had a site not be OK after a dump back up restore. Especially after a 
complete server reinstall of all the servers that we have I will be in today to continue to work on 
this. This site continues to have problems. 

1 

Approved for Release: 2017/03/08 C06228951 
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(b)(3) 

(b)(3) 
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(b)(3) 
(b)(3) 
(b)(3) 

(b)(3) 
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