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SUBSCCT. Question List for MSG Paul Adkins referznce USF-1 AR 15-6 Investigaticn

b On 1S guly 2010 Firterviewed MSG Paul Adkins in support of the AR 15-6 Investigation that I was
gpauinel Ly compiete

rl

iorovides him a list of questions to answer using the DA Form 2823, Sworn Statement.

3. The dilowi :g is the list ¢.f questions he used 1o generate his statement responscs and are numbered
aceardingly oa s statement:

L. Wno menages the 2ccount request process for the Brigade?

“Wha ereates the accounis ana what docuraentation is required (1A training, phishing, etc.)?
Wiat :s required to suspend en accound {process, decumen:s, time)?

During caily duties asén angiyst what level and type of information was PFC Manning required
15 work with?

5. What level of analysis was requ'red scarch and fusion or merely static analysis of provided

1Y 9

reporis?
6 Whatacditionz] wateriz! was available in work areas fer PFC Manning's access?
°. Dic 2 have actess via another SIPR workstation or only via the SCIF?
8. [Ma/does PFC Manning pessess an acccunr on JWICS?

Howmaay users'in your facility heve SWICS access?
1o Aov gre JWICS acoount requesis handled? (aecision adthority / job position)
. ‘wiat physice! ssparation of work area / terminals do you have from Secret to J'WICS?
. Couid ¥IFC Manning have used other accoums or other’s access to pul! TS material?
PRC Maning sitec i chat logs vhat he bad T8 jevet (JWICS) data - Jo you think that is
~0nsible? Why 7 Wiy not?
is <ost asea Seswd,y Sysen (HESS) fielded 1o systems in your brigade?
How often are penoaic woeng condizted of machines in your organization?
. ddave you rad & Divisior soves assistance visit (or higher) for IA/security during your tour?
. What iogs are kepuior ingdividial eerminals (if any) / and for how long?
Wit riztis (iMC, 54, EA) ievel did PFC Manning possess en SIPR?
., Weaia hy have hec he petmssmr 1o inctali ¢ “web crawier™ 1o his SiPR machine (i.e., WGET)?
How many aqd wiac ere the IMOs 50 e BDE SCIF?
g Wr itype of wrainung is prowdcd ior INOs (n your organization?
. Do yev believe PPC Maaning covln hive convirced them to install such a program for him?
%3, ars yoe awere of 3 Divisionic seior USF-I palicy forany of the things we've discussed so far:
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Account creation

Rights management

Permissions

Logging

Periodic Scanning

f.  User Training

24. What aining have you received related to information assurance / security?

25. Do you have your Sceuritv+ certification? CISSP?

26. De you know of any crerztivial secupsy weaknesses that may have caused, contributed to, or
facilitated this compromise? ]

27, Do you know of any personnel policies that may have caused, contributed to, or facilitated this
comprornise?

"8 Any other issves vou deem material to this Command’s situational awareness.
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4. The poini of contsct for this memorandum is MAJ Raady Arvay at DSNM
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RANDALL L ARVAY
MAJ, FA/24
Chicf Network Engincering
USF-1J6, TC4l Ops
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SWORKR STATEMERT

Foruso of uie form, see AR 18C-45) tns preponent agency is PMG

SRIVACY ACT STATEMEN
AUTHORITY Tl 10, USS Secnor 301 Title &, USC Secuor 2851: E.O. 8387 Sociz! Seccurity Mumber [SSNI.

PRINCIPAL PURFOSLE: T docurmart poiential camaal activity :avolving the U.S, Army, and 1o sllow Army officeals 1o maintain discipline,
i2n and ordar through investigetisn of com:.i.sims andincidents

ROUTINE U'sF8 metmelon provdse may be furthe. discicsed o fedarel, state, local, 2nd forsign gavernraent law snforcement
2LENCEE PrOLECUIniS, 20w, efid prolective 4ervinus, victims, witnesses, the Depariment of Veterens Affairs, and
thi Dt ot Parsxenval Msnagement informaros previded may e used for determinatians regarding judicial or

I wdicie! punishment. othar adrinistretive disciplnesy sctiony, sscurily cleararcos, recuitment, retention,
2'gcanier i and wher gersennal aclcns
DSELOL L D selesure a‘ yeu: CEN and othar mformahm is voluntary
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