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Abstract. In specific conditions and crisis situations such as the pandemic of 

coronavirus (SARS-CoV-2), or the COVID-19 disease, e-learning systems be-

came crucial for the smooth performing of teaching and other educational pro-

cesses. In such scenarios, the availability of e-learning ecosystem elements is 

further highlighted. An indicator of the importance for securing the availability 

of such an ecosystem is evident from the DDoS (Distributed Denial of Service) 

attack on AAI@EduHr as a key authentication service for number of e-learning 

users in Republic of Croatia. In doing so, numerous users (teach-

ers/students/administrators) were prevented from implementing and participat-

ing in the planned teaching process. Given that DDoS as an anomaly of network 

traffic has been identified as one of the key threats to the e-learning ecosystem 

in crisis scenarios, this research will focus on overview of methodology for de-

veloping a model for proactive detection of DDoS traffic. The challenge in de-

tection is to effectively differentiate the increased traffic intensity and service 

requests caused by legitimate user activity (flash crowd) from the illegitimate 

traffic caused by a DDoS attack. The DDoS traffic detection model developed 

by following analyzed methodology would serve as a basis for providing further 

guidelines and recommendations in the form of response to events that may 

negatively affect the availability of e-learning ecosystem elements such as 

DDoS attack. 
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1 Introduction  

Anomaly represents samples in the data that deviate from the previously defined nor-

mal behavior of the observed phenomenon. Observed from the aspect of information 

and communication system, anomalies in communication, i.e. network traffic are 

generally generated by one or several network devices. This is often a result from 

illegitimate network activities in the system, with the anomalies of network traffic 
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having the potential of negatively affecting the operation of the information and 

communication system or services [1]. One of the frequent causes of anomalies in the 

network traffic is DDoS (Distributed Denial of Service) attack. Over the last two dec-

ades numerous studies have been directed to the development of methods, models and 

systems that can detect DDoS traffic in real time. Nevertheless, the number of DDoS 

attacks and the amount of DDoS traffic is constantly increasing, which is the reason 

for further research in the area of the detection of security threats of this kind [2]. 

Despite continuous research into network traffic anomalies, cyber-attacks such as 

DDoS attacks are still frequent and can have numerous negative effects on the pre-

dicted performance of IC (Information and Communication) systems and the availa-

bility of IC services. The pandemic of coronavirus (SARS-CoV-2) highlighted the 

importance of the availability of e-learning systems and services. Goal of this research 

is to propose research methodology for development of DDoS traffic detection mod-

els at the attack target in scenario where flash events generated traffic represents legit-

imate traffic, such as e-learning services during COVID-19 pandemic. 

2 Previous research 

Previous researches define several approaches to DDoS traffic detection. Generally, 

they can be divided into two basic categories, based on the samples and based on the 

anomalies [3]. Research [4], apart from the previous ones, identifies also the approach 

based on entropy, and research [5] mentions the possibilities of applying the hybrid 

approach to DDoS traffic detection. The methods based on the sample apply the com-

parison of the incoming traffic with the pre-defined profiles and samples of the known 

network anomalies [6]. The detection of DDoS attack based on the sample can be 

carried out in three ways; based on the signature of the known attacks, based on the 

rule (if-then) and based on the condition and transition [7]. The advantage of this 

method of detection is a high rate of detection of the already known DDoS attacks 

with a low number of false positive and false negative results. The drawback is the 

impossibility to detect new and unknown attacks, i.e. those attacks that are not includ-

ed in the database which is used for the comparison with the samples of the incoming 

traffic. Because of the dynamics of the problem area, it is of great importance that the 

detection methods be able to detect unknown samples of DDoS traffic [3]. 

On the contrary, the approach based on the detection of the network traffic anomalies 

uses the pre-defined models of normal traffic which are then used to compare the 

incoming traffic [5]. This approach to detection has been developed in order to over-

come the drawbacks of the detection approach based on the samples [4]. If the incom-

ing traffic significantly differs from the defined model of normal traffic, then the in-

coming traffic is identified as anomaly, i.e. as DDoS traffic [8]. The advantage of 

detection of network traffic anomalies related to the detection based on samples is the 

possibility of discovering unknown attacks. The main drawback of detection based on 

anomalies is the problem of determining the threshold values between normal traffic 

and anomaly [5], [9]. The anomalies of network traffic are detected when the values 

of the current traffic flow or other selected parameters exceed the pre-defined thresh-
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old of the normal traffic model. A low defined threshold results in a large number of 

false positive results, and high defined threshold leads to a large number of false 

negative results [10]. Numerous scientific methods have been used for the detection 

of DDoS traffic [11]. The current academic literature most frequently applies the sta-

tistical methods, machine learning methods and softcomputing methods [12], [13], 

[14]. In today's big data concept environments, high performances in cyber-attack 

detection and response are demonstrated by machine learning and artificial intelli-

gence methods. 

3 Methodology for DDoS traffic detection model development  

Despite continuous research into network traffic anomalies, cyber-attacks such as 

DDoS attacks are still frequent and can have numerous negative effects on the pre-

dicted performance of IC systems and the availability of IC services. The pandemic of 

coronavirus (SARS-CoV-2) highlighted the importance of the availability of e-

learning systems and services. Crisis situations such as the mentioned pandemic result 

in the need for isolation of users (students/teachers/administrators) whereby education 

and supporting processes rely on the reliable work of the e-learning system and all his 

elements. On March 16th, 2020 there was a DDoS attack on AAI@EduHr system 

responsible for authenticating users to access various e-learning services (Merlin, 

webinar, e-learning center, Dabar, Hrčak, filesender and others) in Republic of Croa-

tia [15]. The conducted attack indicated the need to research and find solutions for 

cyber threats (primarily DDoS) that are applicable in specific scenarios. 

According to data from the Croatian University Computing Center (Srce) during 

March 2020, in the month in which remote education began due to the COVID-19 

pandemic, the AAI@EduHr system recorded 11,214,236 successful authentications 

for 517,453 unique users (Fig. 1.). In comparison, in March 2019, the AAI@EduHr 

system had a total of 3,220,212 successful authentications of 252,974 unique users, 

which can be seen in Fig. 2. Authentication through AAI@EduHr was most common-

ly used to access MS Office 365 systems for schools, Loomen, and Srce systems: 

Merlin - a remote learning system for students and teachers, and the ISVU Infor-

mation System for Higher Education (primary the Studomat module) [16].  

The presented data indicate the occurrence of the flash crowd phenomenon. This oc-

curs when legitimate requests to access a web-based service exceed the statistically 

normal number of legitimate requests [17]. Accordingly, flash crowds may adversely 

affect the performance of DDoS attack detection models based on machine learning 

methods that use data sets created during the period when the number of service re-

quests is common. Such models are often detecting flash crowd traffic as a DDoS 

attack traffic, even though it represents a legitimate service request. Some authors are 

researching solutions that can differentiate flash crowd and DDoS traffic by using 

human behavior and interaction, but such solutions are not acceptable to users [18].  
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Fig. 1. Number of successful authentications in March 2020 by day [16] 

In order to achieve effective detection of DDoS and thus for reaction to such attacks 

in specific cases of flash crowd phenomena under crisis situations such as a corona-

virus pandemic, the detection model should be based on the ability to distinguish 

between DDoS traffic and traffic generated under flash crowd conditions. One of 

research direction followed by this project proposal is to identify the unique charac-

teristic of flash crowd traffic vis-à-vis DDoS traffic as a basis for development of 

DDoS traffic detection model [19]. 

 

 

Fig. 2. Number of successful authentications March 2019 and 2020 comparation [16] 
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Implementation of efficient and effective research for dealing with described problem 

requires well-structured research methodology. 

Problem detection

Theoretical analysis 

of detected problem 

Laboratory environment 

formation

Data aquisition

DDoS traffic 

generation

Legitimate falsh crowd 

traffic generation

Data preprocessing

Development of public 

dataset repository

Analisys of available 

machine learning methods

Analisys of available 

machine learning 

frameworks and tools

Development DDoS 

traffic detection model

Testing the applicability 

of the developed model 

trough case study 

scenarion

 

Fig. 3. Activities through research phases 
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We propose research implementation through four phase methodology, and activities 

shown in Fig. 3. as follows: (1) analysis of existing elements of the e-learning ecosys-

tem and establishing the theoretical basis and differences between DDoS and flash 

crowd traffic, (2) forming of a laboratory environment, the collection of network traf-

fic, processing and preparation of collected data for further analysis, (3) development 

of DDoS traffic detection model, validation and performance evaluation of the devel-

oped DDoS traffic detection model, (4) analysis of the applicability of the developed 

anomaly detection model and the reaction capabilities based on the operation of the 

developed model.  

3.1 Establishing the theoretical basis and differences between DDoS and flash 

crowd traffic 

In the first phase of the research the current scientific literature will analyze for the 

purpose of identifying the elements of the e-learning ecosystem, architecture, com-

munication topologies and technologies, and other relevant characteristics of such 

environments. The purpose of the aforementioned research activities is to provide 

adequate recommendations and guidelines in the last phase of the research with the 

purpose of ensuring the availability of e-learning services and minimizing the nega-

tive impacts of the emergence and realization of cyber threats such as DDoS attacks. 

The analysis of the current scientific literature will also determine the current research 

findings related to the characteristics of network traffic generated as a result of flash 

crowd activity and current research achievements regarding the development of mod-

els and systems that can distinguish DDoS and flash crowd traffic. 

3.2 Formation of laboratory environment and data collection 

Second phase should include establishing a laboratory environment for generating and 

collecting legitimate (flash crowd) and illegitimate (DDoS) traffic. The laboratory 

environment is planned to be established at the Department of Information and Com-

munication Traffic at the FPZ within the Laboratory for Security and Forensic Analy-

sis of the Information and Communication System (LSF). Flash crowd and DDoS 

traffic generation is planned with the implementation of the dedicated hardware plat-

form. Such a platform is able to simulate realistic flash crowd and DDoS traffic and 

also provides advanced management and defining features of the generated traffic at 

different layers of the OSI (The Open Systems Interconnection) model. The next 

planned activity is to collect and store the generated traffic on the dedicated comput-

ers in .pcap format files, which is suitable for further manipulation in the form of 

analysis and extraction of the traffic features values. Further research activities in this 

phase are relate to the pre-processing and preparation of data for further analysis. This 

implies the filtering of the collected data and extraction of the network traffic features 

that can be use in network anomaly detection model and adequate labeling of feature 

vectors. Considered will be exclusively the packet header values, i.e. statistical fea-

tures of traffic while the packet content will not be considered because of the applica-

tion of cryptographic methods in the communication processes. In this phase, the 
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independent traffic features will be selected based on which it is possible to differen-

tiate the observed traffic on legitimate and DDoS. Also, the level of connection with 

the dependent feature will be determined and those independent features with the 

highest level of connection with the dependent feature will be selected. The selected 

features will be used for the purpose of defining the model in the next research phase. 

Final output of second phase will be datasets containing legitimate traffic generated as 

a result of flash crowd activities on e-learning ecosystem elements (simulated trough 

dedicated network generator hardware) and DDoS traffic as an network traffic anoma-

ly generated as a result of DDoS attack (simulated trough dedicated network traffic 

generator hardware). By collecting generated legitimate and illegitimate traffic, a 

unique dataset will be formed. Such dataset will be published on a publicly available 

server (on FPZ’s servers) in original and in the processed form for academic commu-

nity with purpose of further research of detection and reaction on DDoS attacks in 

specific scenarios.  

3.3 Development of DDoS traffic detection model 

Previously carried out activities laid the foundation for the third phase of planed re-

search. This phase encompasses the development of the network traffic anomalies 

detection model. The first step in this phase is to analyze and select adequate super-

vised machine learning method from the set of ensemble methods that will suit the 

solving of binary classification problem. In solving such a problem, the objective is to 

check the congruence of the generated new traffic sample with the sample of the legit-

imate traffic. The incongruity of the traffic features values with the values of the fea-

tures of legitimate traffic above the defined threshold will mean that the device gener-

ates DDoS traffic within the observed time. Based on previous mentioned, following 

activity is development of network anomaly detection model using supervised ma-

chine learning methods. For implementation of chosen method available machine 

learning platform will be used such as TensorFlow, Weka, KNIME, Orange, Hadoop, 

Apache Spark, Neo4ji, R or similar. The last step of this phase is to validate the model 

performances through standard validation measures for classification models (accura-

cy, precision, specificity, kappa coefficient, rate of false and true positive results, 

confusion matrix, etc.).  

3.4 Applicability of the developed anomaly detection model 

In the final, fourth research phase the applicability of the developed model in real 

scenario through case study will be analyzed. Also, the guidelines and recommenda-

tions for response to the anomalies detected with the developed model will be de-

fined. Purpose of this activity is minimizing the negative effects of cyberthreats such 

as DDoS on availability of e-learning services particularly in crisis situations such as 

pandemic of SARS-CoV-2 virus when such services are critical for the undisturbedly 

running of educational and supporting processes. 
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4 Discussion and conclusion 

Using proposed methodology for developing model of network traffic anomaly detec-

tion as well as guidelines and recommendations for reaction to detected anomalies 

provide the potential for further practical application, as well as strong socio-

economic benefits from several aspects. The research implementation within the 

framework of the proposed project is significant for the development of the research 

area since it considers the challenges in a specific scenario of using e-learning ser-

vices resulted from COVID-19 pandemic. In proposed research it is planned to form 

open and public data set repositories containing network traffic (in raw and prepro-

cessed format) generated simulating flash crowd scenarios and DDoS attacks. Such 

repository will benefit other researchers for the purpose of further research of behav-

ing flash crowd traffic, how to distinguish it from other types of traffic such as DDoS 

or some other type of traffic anomalies. Planed extensive use of machine learning, 

especially ensemble type of machine learning methods will potentially result with 

developed anomaly detection model that can proactively detect cyber-threat and ade-

quately react on such a threat. In that way it will give possibility to secure availability 

of e-learning ecosystem and its services when it is needed the most, and that is in the 

crisis scenarios such as pandemic of coronavirus and similar. Securing availability of 

e-learning services that are becoming critical will increase user satisfaction on every 

level (students/teachers/administrators) and allow undisturbedly running of educa-

tional and supporting processes. Furthermore, this kind of research would open varie-

ty of related research problems and it would enable knowledge transfer between di-

vers’ research teams and e-learning system operators as a response to high-risk situa-

tions and crisis scenarios that may occur in the future. 

There are several results that are expected trough implementation of proposed meth-

odology. First expected result is determined theoretical basis of characteristics and 

main differences between traffic generated during flash crowd events and DDoS at-

tacks discovered by other researchers. Second expected result is formed laboratory 

environment at LSF for the purpose of generating legitimate and illegitimate network 

traffic. Third expected result is collected dataset of legitimate and illegitimate traffic 

adequately labelled and prepared for further analysis and research. Fourth expected 

result is repository of datasets of collected legitimate and illegitimate traffic available 

for further research to academic community. Fifth expected result is developed net-

work traffic anomaly detection model that is based on ensemble methods of super-

vised machine learning. Sixth expected result is defined guidelines and recommenda-

tion for reaction on detected cyberthreats for minimizing negative impact on availabil-

ity of e-learning services in crisis scenarios (such as COVID-19 pandemic) when such 

services are crucial in effective implementation of the educational and supporting 

processes. 
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